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How to Use This Manual

Introduction

Auditing the Network is for administrative staff (auditors, supervisors,
administrators, and operators) of NetWare® servers. It is not intended for
nonadministrative network users.

The purpose of this manual isto

+ Show individual auditors, acting independently of network supervisors
and others, how to audit network event transactions.

+ Show auditors how to audit Novell Directory Services® (NDS®) events
and events specific to avolume's file system or server.

NOTE: In Novell documentation, an asterisk denotes a trademarked name belonging
to a third-party company. Novell trademarks are denoted with specific trademark
symbols, such as ™.

Manual Overview

Thismanua contains NetWare security information that describes the
effective use and administration of the NetWare server’s audit mechanisms
and the AUDITCON (AUDIT CONsole) utility.

Auditing the Network describes procedures for
¢ Controlling access to audit data
+ Protecting the audit utilities
¢ Guarding against loss of the audit configuration and audit data

+ Maintaining an audit console log

How to Use This Manual 11
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Concepts of NetWare Auditing

This chapter introduces concepts of auditing a NetWare® network. These
concepts are

+ NetWare auditing

+ Audit trail

+ Audit File object

¢ Auditing in a client-server network

+ Independent auditor

NetWare Auditing

Auditing means collecting and examining records to make sure that the
server’s resources are protected by the server Trusted Computing Base (TCB).

The server provides protected mechanisms to record audit informationin a
protected audit trail. Individuals known as auditors can then review this
information or configure the server to collect other information.

Audit Trall

An audit trail consists of
+ AnNDS® Audit File object
+ A sequence of audit datafiles

The Audit File object and itsNovell Directory Services™ (NDS™) properties
define the audit configuration and the rights of other NDS entities to access

Concepts of NetWare Auditing 13



the Audit File object and its audit files. Refer to “ Audit File Object” on page
17 for more information.

The sequence of audit datafiles include the current audit file (where datais
currently being recorded), up to 15 old online audit files, and a sequence of
offline audit files.

Asshownin Figure 1 on page 14, each audit file consists of an audit header
followed by a sequence of audit records, where each record contains
information about a specific audit event. Refer to “ Audit File Formats’ on
page 249 for definitions of volume, container, and external audit file formats.

Figure 1 General Structure of Audit File

Audit File Audit Audit Audit Audit Audit
Header Record | Record | Record Record Record

Audit Record Audit Record
Header Data

The completeaudit trail consists of asequence of audit recordsthat potentially
extends from the first audit event recorded on an offline audit file to the last
audit event recorded on the current audit file. The audit file header includes a
creation timestamp that determines the position of each audit file in the
sequence.

Each audit record is timestamped with the originating server's local time.
Events on different servers are synchronized by NDS time synchronization
mechanisms, which usually maintain times on multiple serversto within a
second of each other.

Audit records can logicaly be divided into two types:

+ Audit history records, which record such management actions as
examining or configuring the audit trail

+ Audit event records, which record user actions that were audited by the
NetWare server or an externa client

14 Auditing the Network



Table 1

Audit history and audit event records are physically stored together in audit
datafiles. However, AUDITCON provides separate facilities to examine the
two types of records.

Audit history records are always recorded if auditing is enabled; you cannot
use preselection (advance specification of the events, users, and files to be
audited) to avoid recording audit history records.

A NetWare server manages the types of audit trails shown in Table 1 on page
15.

NetWare Audit Trails

Volume audit trails

Container audit trails

A volume audit trail is associated with a single volume on a single server. The
audit data is stored in the volume on that server. The volume audit trall
contains audit history events for the volume audit trail, plus security-relevant
events recorded by the server’s operating system (mount volume, for
example) and file server software (file open and file deletion, for example).
The audit configuration (rules for generating audit events and other items) is
specified by volume, so that auditing can be enabled for one volume and
disabled for another volume.

Volume audit events can be preselected based on event type, user identity,
and (for certain file system events) on filename.

In addition to the events that can be recorded in each volume audit trail, the
SYS: volume audit trail can also record events detected by the server’s
operating system. These include console events, such as loading NLM™
programs and defining SET parameters. Because the server does not provide
a mechanism for logging in administrators at the server console, console
auditing must be supported by a manual log that identifies which administrator
is using the server console.

Container audit trails record security-relevant Novell Directory Services
(NDS) events performed in the associated NDS container object, as well as
audit history records for the audit trail. Because NDS is a distributed
database, container audit trails are associated with the distributed NDS
container object and not with any specific server (as with volume audit trails).
Container audit trails (but not necessarily all events in the audit trail) are
replicated to each partition holding the audited container object. The audit
configuration is specified separately for each audited NDS container object.

Preselection of container audit events can be configured in one of two ways:
event only (this is the default) or auditor by user as well as by event.

Auditing of a particular container object (an Organization object, for example)
does not imply auditing of subcontainers within the audited container (its
Organizational Unit objects, for example).

Concepts of NetWare Auditing 15



External audit trails The server provides external audit trails that can be used by trusted clients to
store audit data on the server. External audit trails also contain audit history
records. Preselection of client-generated audit records is performed by the
client before submission of audit records to the server. The NetWare server
sees the external audit information as a stream of un-interpreted data;
interpretation of the audit events is performed solely by the client Trusted
Computing Base (TCB).

Figure 2 on page 17 shows an example of these audit trails on a two-server
network. Each of the audit trails is maintained, configured, and controlled
separately. Each server can have its own volume audit trail and each NDS
container can have its own container audit trail.

Server 1 has eight audit trails: volumes SYS:, BETA:, and GAMMA:;
containers ACME, SALES.ACME, and LAB1.ENGR.ACME; and external
client audit trails EXT1 and EXT2.

Server 2 has six audit trails; volumes SYS:, ALPHA:, and ZETA:, and
containers ACME, SALES. ACME, and LAB1.ENGR.ACME.

NDSisaglobal network database. The description of a particular server
having a container audit trail assumes that the container existsin an NDS
partition that is replicated on that server.

If acontainer isin a partition that is found only on Server One, then Server
Two would not have a copy of that container audit trail.
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Figure 2

Examples of NetWare Audit Trails

EXTL.............
EXT2 .............

= Server 1 = Server 2
Volume SYS .........volume audit trail Volume SYS .........volume audit trail
Volume ALPHA. .....not audited Volume ALPHA. . ... .volume audit trail
Volume BETA ....... volume audit trail Volume ZETA ....... volume audit trail
Volume GAMMA ....volume audit trail

NDS

O=ACME...........................
OU=SALES.O=ACME ............
OU=SALES.O=ACME ............
OU=LAB1.OU=ENGR.O=ACME

..container audit trail
..container audit trail
..not audited

..container audit trail

..external audit trail
..external audit trail

Audit File Object

The Audit File object isthe NDS data structure used to manage an audit trail’s

configuration and access rights. Figure 3 on page 18 shows the important

object properties of the Audit File object, and the rel ationship of that object to
the volume, container, or clients being audited.

The Audit File object has other properties that are not shown. The Volume,
container, or workstation NDS object that is audited has an Audit File Link
property pointing to the Audit File object.

Concepts of NetWare Auditing
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Figure 3

Audit File object

Audit File Link
Property

NDS Volume, Container, or Workstation Object

A4

/T

NDS Audit File Object (AFO)

~

Audit Policy
Property

ACL
Property

Audit Contents
Property

Audit Link List
Property

Audit Path
Property

Audit Type
Property

J

Table 2

Volumes are always represented by NDS Volume objects, and containers by
NDS container objects such as an Organization object or an Organi zational
Unit object. The type of NDS object used for representing workstation objects
depends on the client software.

Table 2 on page 18 defines the context in which your audit trails are
configured and accessed. Normally, except for setting access controls, you
will not need to directly manipulate the Audit File object or its properties.

Audit File Object Properties

Audit Policy

Audit Contents

Access Control List
(ACL)

Audit Link List

The Audit Policy property stores audit configuration data for the audit trail. It
includes the maximum size of the file, the number of old online audit files to
be maintained by the server, a map of events to be audited, and other
information. Users with the Read right to this property can read the auditing
configuration. Users with the Write right to this property can modify the audit
configuration and destroy old audit files.

The Audit Contents property has no specific values. However, users with the
Read right to this property can read the contents of any of the underlying audit
data files. Subjects with the Write right to this property can append audit
events to the current audit data file.

Defines the rights held by other NDS objects to the Audit File object and its
properties.

Defines the links to the NDS Volume, container, and workstation objects that
are audited in the audit trail.
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Audit Path For external audit trails, this property points to the volume (and, implicitly, to
the server) that store the audit data files associated with the external audit
trail. The Audit Path property is not necessary for volume and container audit
trails; the pathnames are implicitly known for these audit trails.

Audit Type Defines whether this Audit File object represents a Volume, container, or
external audit trail. This property is used by AUDITCON when locating
external audit trails.

Your audit utility (AUDITCON, for example) creates the Audit File object
when you enable auditing, and the Audit File object is transparently checked
by the server for access rights each time a user attempts to access the audit
trail.

Auditing in a Client-Server Network

Within the NetWare client-server environment, client and server components
provide cooperating audit mechanismsto support your organi zation’s auditing

policy.
The audit architecture described in this section addresses

+ Information flows from user and administrator actions to protected audit
trails within the server

+ Meansfor specifying and reviewing audit configuration data

+ Flows of audit information from the audit trails to a client for post-
processing

Figure 4 on page 20 shows the architecture of the client and server software
used by an auditor to configure the server’'s auditing mechanisms. Thereareno
server-based utilities for this task; instead, auditors use client-based utilities
(AUDITCON, for example) to enable auditing and to specify audit

presel ection parameters (which events, users, and filesto audit).

This text describes how to use AUDITCON. You are hot required to use
AUDITCON for NetWare audit administration. You can use any third-party
tool inits place, aslong as that tool has been included in your client
workstation’s Trusted Computing Base (TCB). See the documentation
provided by your client vendor to determine what tool or tools can be used for
NetWare audit administration.

Concepts of NetWare Auditing 19



The server’s protected software (operating system, server, and NDS) stores
thisinformation in the associated volume, container, or external audit trail. It
uses the configuration information to selectively audit events that have been
specified by an auditor.

Figure 4 Audit Configuration Interactions

& Client

Server
File Server @
1 II;>.
Server Audit i
Console Utility NDS
(e.g., AUDITCON) 1
|

Asshownin Figure 5 on page 21, protected code in the server generates audit
events to audit trails protected by the server. The operating system records
console commands in volume SY S: audit trail.

The server processes client file, queue, and server NetWare Core Protocol™
(NCP™) messages and, based upon the current audit configuration
(preselected events, users, and files), generates audit eventsto the appropriate
volume container.

The NDS software processes incoming NCP messages and, based on the
current configuration of preselected events and users, generates audit events
to the appropriate container audit trail. The server also provides amechanism
for trusted client programs to record datain an external audit trail.
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Figure 5 Audit Generation Flow

=]
==
=
L1
& Server
Console
Commands
_ —
Client File, Queue, Operating System,
Server NCPs File Server
| 2 °N
)
Client
Applications NDS NCPs
| "2 T N
——— 1
Client TCB Audit NCPs @
(Client-specific) | 4

Figure 6 on page 22 shows the architecture of the client and server software
used by an auditor to perform audit processing. There are no server-based
utilities for processing the server’s audit trails; instead, auditors use client-
based utilities (such as AUDITCON) to review audit trails and to display
selected audit events.

In addition, if a client component stores its audit eventsin a server-provided
external audit trail, the client must provide a client-specific utility for post-
processing of those audit events after they are extracted from the server audit
trail by AUDITCON.
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Figure 6 Audit Post-Processing Flow
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Creating the Auditor Account

For an auditor to audit the operation of a NetWare server, a network
administrator must first create an account for the auditor.

The following procedure describes how an administrator creates your auditor
home directory, creates your auditor User object, gives your Auditor object
rights to the home directory, and maps adrive on your client workstation to
the audit programs on the server.
Procedure
1 Create adirectory in thefile system for the auditor to use.

The auditor needs space to store audit reports. Consider creating a
directory in SY S:HOME or wherever you have created other user account
directories.

2 Create the auditor as a User object.

3 If theauditor will audit NDS events, assign the auditor the Browse object
right for the container objects to be audited.

4 Givetheauditor trustee rights to the directory you created for the auditor.
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You can grant the auditor the Supervisor trustee right to the directory, or
you can assign the auditor all rights but the Supervisor right. Either
method produces the same resullt.

Map adrive to the directory containing the audit program files.

If you have not included a search drive mapping to SY S:PUBLIC in the
system login script, create a user login script for the auditor and map a
driveto this directory.

Give the auditor the Browse object right and the File Scan directory
trustee right to SYS:PUBLIC.

AUDITCON and Unicode* filesarein SY S:PUBLIC unlessyou have
moved them.

Each auditor also needs rights to the Audit File objects corresponding to the
audit trails he or she isresponsible for managing. See“ Controlling Accessto
Online Audit Data” on page 27 for adefinition of the rights needed for audit
trail management.

Optional Steps for Increased Auditor Isolation

Procedure

The administrator can create the auditor User object in any container in the
Directory tree. However, for increased isolation from administrative users,
you might want to request the administrator to perform the following
additiona steps.

Create a separate NDS container to hold auditor User objects.
Create an auditor User object who has all rights to the container.

Subsequently, thisauditor will perform all administrative functions (such
as adding other auditor User objects, setting rights, and deleting auditor
objects) in the auditor container.

Set an Inherited Rights Filter (IRF) for the auditor container object to
filter out all inherited rights.

Thiswill prevent administrators (other than the auditor created in Step 2
on page 23) from accessing the auditor container object.

Enable auditing for the auditor container object.

The administrator must run AUDITCON to enable auditing. This creates
the Audit File object in the tree. The administrator must then give the
auditor rights to this object.
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5 Edit the ACL for the container object to remove the administrator (other
than the auditor created in Step 2 on page 23) as atrustee of the container.

6 Edit the ACL for the Audit File object associated with the container to
removethe administrator (other than the auditor created in Step 2 on page
23) as atrustee of the Audit File object.

These steps help isolate auditor accounts from non-auditor administrative
users, but do not protect auditor data from administrative users.

Overview of Auditor Responsibilities

An auditor is an individual who is authorized by an organization to use the
network’s auditing mechanismsto identify attempted or successful access by
users to unauthorized information. The educated use of the server’s auditing
mechanisms by one or moretrusted auditorsisessential to ensurethe principle
of individual accountability (to determine who did what and when the event
occurred). The auditor’s responsibilities include the following general tasks:

+ Enabling and configuring auditing.

+ Ensuring that audit programs, control data, and audit trails are properly
protected.

+ Monitoring of the server volumes and audit datafilesto ensure that there
is sufficient space for collection of audit data. The auditor is responsible
for archiving and removing audit files when necessary to prevent
automatic shutdown when audit files or disk space is exhausted.

+ Reviewing audit datato find attempts to circumvent the security of the
network.

+ Reviewing the sufficiency of audit data being collected.

+ Backing up the current audit configuration, including keeping a manual
log for any information that is not handled by backup and restore utilities.

+ Managing offline audit files backed up on removable media.

Specific procedures are described subsequently for the auditor to accomplish
these general tasks.

Independent Auditor

The server was devel oped to support the notion of an independent auditor. In
general, except for creating the auditor’s account and setting up the auditor’s
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access rights, the actions of the auditor don’t depend on the actions of
administrators.

However, the notion of the independent auditor is not absolute. By running
unevaluated NLMs, administrators can modify NDS to prevent auditorsfrom
performing auditing.

In addition, administrators can subvert an auditor’s intended volume audit
configuration by backing up afile system and then restoring it, which deletes
all audit configuration information about the volume.

Thus, the independent auditor is not a completely independent role. In the
evaluated configuration, it is not necessary to have an auditor separate from
the administrator. Nonetheless, the ability to separate auditor and
administrator activities is useful in most organizations.

Independent Control of Different Audit Trails

Becausethe server recordsaudit information in separate container and volume
audit files, audit responsibilities can be allocated to multiple auditors so that
each auditor has responsibility for one or more audit trails.

Dividing auditing responsibilities works very well for auditing NDS
containers. Container objects are commonly set up to reflect the structure of
an organization. For example, in Figure 2 on page 17, each container object
can be separately audited by a different auditor.

Thus, amember of the sales organization can audit the Organizational Unit
OU=SALES.O=ACME, while amember of the engineering organization can
audit the OU=ENGR.O=ACME container. Similarly, the organization
responsible for each server can assign an independent auditor for the
individual volume audit trails on that server.

NOTE: The division of auditing responsibilities among multiple, isolated auditors means
that an individual auditor will not have access to supporting audit information in other
audit trails. For example, if you are the auditor of the SYS: volume audit trail, but do not
have access to other container and volume audit trails, you cannot track a user’s
activities throughout NDS and other volumes. To audit the overall network system, at
least one auditor must have rights to all audit trails.

The existing AUDITCON uitility described in this section does not provide a
means for correlating multiple volume and container audit trails, or for
correlating the servers audit trails with clients’ external audit trails.
Correlation of multiple audit trails must be performed manually. Oneway is
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to generate individual printed audit reports for each desired volume or
container, and then merge or sort the various reports into a single trail.

Overview of Surveillance Methods

NetWare provides two general methods of performing surveillance of users
accesses to protected resources.

* Post-processing isamethod of filtering an existing audit trail to present
only theeventsthat are of interest. AUDITCON provides menusto define
post-processing filters for volume, container, and external auditing.

+ Preselection isamethod of causing the server to record selected event
types (such asfile opens), specific users, or specific resources (such as
files or directories) to the current volume trail. For volume auditing, you
can preselect by event types, users, and files.

For container auditing, you can preselect by users and event types. The
server does not provide any preselection for external auditing. For
preselection of external auditing, see your client documentation.

NOTE: You cannot generate audit reports for events that are not preselected for
auditing when the event occurs. For example, if you want to review which files were
opened by a user two weeks ago, but you did not have file opens preselected at
that time, you will not be able to generate an audit report that lists the files.
Consequently, you must balance your need for certain audit information with the
resources required to audit those events.
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Protecting Audit Data

The server provides a protected environment that generates and records audit
data. However, to provide continuous audit coverage, you must ensure that
audit configuration data, collected audit data, and audit programs are properly
protected. Thisis accomplished by

*

*

*

Controlling access to the online audit data
Protecting audit utilities

Protecting audit data on removable media
Backing up the audit configuration
Preventing loss of audit data

Backing up audit data

Maintaining a console audit log

Controlling Access to Online Audit Data

The server provides two separate methods for controlling access to online
audit configuration data and recorded audit files:

1

NDS® provides an Audit File object for each audit trail that defines the
accessrightsto theaudit configuration and audit data. “ Audit File Object”
on page 17 describes the NDS object property rights that mediate access
to the audit trail. The server checks the Audit File object's NDS rights
when you try to access an audit trail or make changes to the Audit File
object properties. If this check succeeds, the user can access the audit
trail. Thisisthe only approach that is permitted for Netware® servers.

For compatibility with previous releases, NetWare also supports an
optional password-based access control method. This option is enabled
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onindividual servers by setting the ALLOW AUDIT PASSWORDS
console parameter. If audit passwords are enabled at the server console,
the single-level audit password controls access to al aspects of the audit
trail.

You can aso configure the audit file to use dual-level passwords, where
thefirst level password isrequired to view the audit data and the audit
configuration, and the second level password is required to change the
audit configuration.

The default value for ALLOW AUDIT PASSWORDS is OFF, meaning that
access to the audit datais controlled solely by the Audit File object’s object
property rights.

However, administrators can configure servers to permit the use of audit
passwords. Such configuration is done on a server-by-server basis, so that
mixed configurations are possible—some servers using the Audit File object
rights-based access controls and other servers using audit passwords.

When an audit utility (AUDITCON, for example) createsan Audit File object,
the server gives the creator the following rights:

+ The Supervisor right [Entry Rights] to the Audit File object
+ The Write right to the Access Control List property

AUDITCON also assigns additiona rights. The following rights are assigned
to the creator of the Audit File object:

+ Read and Write rights to the Audit Policy property
+ The Read right to the Audit Contents property

Theserights allow the auditor who created the Audit File object to read audit
files, change the audit configuration data, and assign access rights to other
auditors. If you are working in asingle-auditor environment, this might be
sufficient for your needs. You (or any other user with the Write rights to the
Audit File object Access Control List property) can use NetWare
Administrator (NWADMIN), or other utilities to define rights for other
auditors.

NOTE: See your client documentation for information on the availability of NetWare
Administrator in your client evaluated configuration.

You can have three logical groupings of rights. (These rights groupings are
conceptual; you can organize rights any way you find convenient.)
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+ Audit Viewers (who areresponsiblefor reviewing audit trails, looking for
anomalies, and generating reports)

+ Audit Administrators (who areresponsible for thetasks of Audit Viewers
and are also responsible for configuring the audit subsystem and
performing audit data backup and recovery)

+ Audit Sources (which are client NTCB partitions that append audit
records to server audit trails)

Table 3 on page 29 shows the rights required for each of these three groups.

Table 3 Auditor Access Profiles
Auditor Access Profile NDS-Based Access Password-Based Access
Audit Viewer R to Audit File object Audit Policy Level 1 password

Audit Administrator

R to Audit File object Audit Contents
R to Audit File object Audit Policy Level 2 password
W to Audit File object Audit Policy

R to Audit File object Audit Contents

Audit Source (a specific volume, W to Audit File object Audit Contents N/A
container, or external source)

R to Audit File object Audit Path

The server checks whether you have the appropriate rights when performing
each action and refuses to perform the action if you don't have those rights. If
you revoke access rights to an auditor who is already accessing an audit file,
these changes do not take effect until the auditor tries to reestablish accessto
the volume or container audit trail.

AUDITCON doesn’t modify rights to the Access Control List property. You
can use NetWare Administrator to assign other users rights to the Access
Control List property.

See your client documentation for information on the availability of NetWare
Administrator and in your client evaluated configuration.

WARNING: Do not give untrusted users (individuals who are not auditors or
administrators) any rights to the Audit File object (or its properties) except the Browse
right.

Protecting Audit Data 29



Thereis more than one way to establish these rights. You could create several
Organizational Role objects for each grouping of related audit trails.

For example, you might have an object called Engineering Partition Audit
Viewer that would be a trustee with the Read right to the Audit Policy and
Audit Contents properties of the Audit File object associated with each
container in the Engineering partition.

Another object called Engineering Partition Audit Administrator could be a
trustee with the Read and Write rightsto the Audit Policy and Audit Contents
properties of the Audit File object for each of the same containers.

Individual administrators could then be made security equivalent to whichever
Organizational Role object is appropriate for their responsibilities.
Alternately, individual users could be madetrustees of those Audit File objects
that they are responsible for managing.

There is no requirement to divide up the rights to audit files. In some
organizations, a group of administrators has the authority to manage all
aspects of the organization, including audit management. In this case, all
individuals in that group might have the Supervisor right to the root of the
Directory tree, with no Inherited Rights Filtersto block rights. In thisscenario,
there is no need to directly assign rights to properties of an Audit File object,
since the administrators will gain those rights through inheritance.

WARNING: The server does not provide any locking mechanism to prevent multiple
auditors from simultaneously attempting to change volume, container, or external audit
configuration data. If this occurs, the last auditor to write the audit configuration might
overwrite changes made by other auditors. If you have more than one auditor who has
rights to modify the audit configuration, you must institute procedural methods to control
access to the Audit File object, such as selecting a single replica of the Audit File object
and making all changes to that replica.

Protecting Audit Utilities

AUDITCON isstored in SY S:PUBLIC of the server file system, from where
it is normally executed by the client workstation. Because AUDITCON runs
with your identity and has your rights to the audit trails you manage, it is
essential that AUDITCON be write-protected to prevent modification by
untrusted users.

Permanently loading AUDITCON on your local trusted workstation is not
recommended. Loading it locally has no advantages, and it complicates
maintenance of the server Trusted Computing Base.
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The audit utilities that configure and access their server’s external audit trails
must also be protected from modification by untrusted users. See your client
documentation for information on the client-specific utilitiesand how they are
protected.

Protecting Audit Data on Removable Media

AUDITCON provides amechanism for backing up old volume and contai ner
audit files to removable media (diskette, tape, and so forth) and then deleting
those files from the server to free up audit space.

Procedures for backing up audit files are givenin “Using AUDITCON for
Volume Auditing,” “Using AUDITCON for Container Auditing,” and “Using
AUDITCON to Audit External Audit Trails.” However, oncethefileiscopied
from the server's protected file system to removable media, you must use other
means to ensure that the Trusted Computing Base audit datais not
compromised. Table 4 on page 31 shows the two methods available;

Table 4 Protecting Audit Data

Physical protection of
removable media

Protection of offline data

You must physically protect the removable media that contain the offline files
to ensure that unauthorized users (anyone except an auditor) do not read or
modify the audit data.

When you no longer need an offline audit file, either overwrite the data on the
removable media or destroy the media itself. Do not place media containing
audit files back in rotation for use by other users.

When you use AUDITCON to create an offline audit data file, the offline audit
data file contains an indicator of what the corresponding Audit File object was.
When you use AUDITCON to process that offline audit data file, AUDITCON
examines the Audit File object and determines whether you still have
sufficient rights to see the data. If you don’t, you won't be able to see the
contents of the offline audit data file.

Note: This protection mechanism does not replace physical protection as the
primary means of protecting offline audit data. An individual who obtains the
offline audit data might disable the check performed by AUDITCON or use
another utility which does not perform this check. You must not rely on this
mechanism to protect your offline audit data.
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Backing up the Audit Configuration

To provide continuous audit protection, you must ensure that a copy of your
current audit configuration is available and can bereinstalled if the online
audit configuration is lost. Thisinvolves a combination of automatic
mechanisms, backup software, and manual procedures.

The Audit Policy property of the Audit File object contains al of the audit
configuration data for container audit trails, much of the audit configuration
datafor volume audit trails, and all of the audit configuration data held by the
server about external audit trails.

Thisincludesthe audit file size rollover options, and amap of audited volume
and container events. Because the Audit File object isan NDS object, itis
automatically replicated to storage on other serverswhen you create or modify
the Audit File object.

TheAudit File object for an external audit trail does not contain client-specific
information, such as what audit events are preselected by the client Network
Trusted Computing Base.

In addition, you can run SBACKUP to back up the Audit File object and its
properties. Refer to Backing Up Data for more information about backing up
NDS. NDSbackupsareintended only for recovery from catastrophic | osses of
NDS; the primary backup mechanism is the replication of the NDS database
onto multiple servers.

WARNING: SBACKUP and its Target Service Agents (TSAs) do not back up volume
and container audit files. If you want to recover audit files after a server crash, you must
manually back up audit files using AUDITCON or another utility.

SBACKUP and its TSAs do not back up audit preselection flags for files, directories, or
users. If you audit specific files/directories or users, you must manually log that audit
configuration. Otherwise, you won't be able to restore the desired audit configuration
after recovering from a backup.

Preventing Loss of Audit Data

The server protects audit filesto prevent unauthorized users from accessing or
deleting thefiles. However, hardware problems, software problems, or power
failures can cause the loss of audit data records or entire audit datafiles.

1. Individua audit records are maintained in the server’s file system cache
until the server writes the cache to disk. The server does not expedite the
handling of audit data. The amount of audit data that can potentially be
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lost after apower failureislimited only by the size of the cache. To reduce
theamount of audit datathat can belost, you can set the Dirty Disk Cache
Delay Timeto its minimum value (0.1 seconds). See SET in for more
information.

2. Container auditing uses the Transaction Tracking System™ (TTS™) to
ensure that each audit record is separately tracked. If the server crashes,
your container audit fileswill be on a clean audit record boundary after
the crash. Volume auditing does not use TTS, so a server crash could
cause part of the audit file to be corrupted. Records added after the crash
will till be accessible; however, there might be partial recordsin the
middle of thefile. In such acase, AUDITCON is generally ableto find
lost audit records.

WARNING: Improper shutdown of the server is a potential cause of file corruption
(including audit file corruption). Be sure to properly down the server, then exit from the
server, before turning off the server’s power.

In addition to audit loss that can be caused by hardware or software problems
or loss of power to the machine, you can lose audit events if the configured
number of audit files are filled or disk space fills up and the audit trail is
improperly configured. The server provides the following three configuration
options for handling audit overflow.

¢ Archivethecurrent audit file. When an audit file reachesits maximum
size or the server is unable to write an audit record (for example, the disk
isfull), the server archives the current audit file. This consists of saving
the current audit file as an old audit file and creating a new current audit
file

The server can maintain online storage for up to 15 old audit files, where
the maximum number of old audit filesis a configuration setting of the
Audit File object’s Audit Policy. If the server aready has the maximum
number of old online audit files, it deletes the oldest of the old audit files.
Use of this option is not recommended, asit can lead to dataloss.

+ Continuewithout auditing. Actionswhich would otherwise be audited
are not audited by the server. Use of this option is not recommended,
except in emergency situations, asit resultsin the loss of audit coverage.

+ Disallow audited/auditable events. If the audit trail is avolume audit
trail, then any facility which is potentially auditable (such as NCP
service) is disallowed, even if that particular event wouldn't cause an
audit record to be generated. If the audit trail isacontainer audit trail, then
any event which requiresauditing isdisallowed, but only if that particular
event would cause an audit record to be generated. If the audit trail isan
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external audit trail, then submission of audit recordsisdisallowed (that is,
external audit records are rejected).

“Audit Trail Overflow” onpage 130, “ Audit Trail Overflow” on page 203, and
“Audit Trail Overflow” on page 245 provide more information on how to
recover from audit overflow for volume, container, and external audit trails,
respectively.

Asthe server approachesthe configured file sizelimit for an audit file, it sends
warningsto the server console. When the server detectsafull conditionin any
audit file (volume, container, or external) and the sel ected option for that audit
trail isto disallow audited/auditable events or to continue without auditing, it
sends awarning to the server console and to any logged-in auditor of the audit
trail.

At this point, the auditor must resolve the full condition by backing up and
deleting old audit files (or ordinary files, if the situation was caused because
thevolumeisfull) and performing amanual archive, which causesthe current
audit file to become an old audit file, and starts a new current audit file.

WARNING: When you see a message indicating that an audit trail is full, you should
take immediate action to resolve the condition. Until you do, audit data will be lost (if the
continue without auditing option is in use) or users will be unable to use the server (if
the disallow audited/auditable events option is in use).

Backing up Audit Data

Your organization should have an audit data maintenance policy. The policy
should answer these questions:

+ How often should audit data be backed up in case of adisk crash or
similar malfunction (since audit data is not backed up with volume or
NDS data using SBACKUP)?

+ Isonline audit data sufficient, or do you need to back up the audit datato
offline storage for long-term access?

+ How long should offline audit data be stored?

+ How should offline audit databe stored? Can it be kept in server files, and
be backed up with other files? Or should it be stored on a client
workstation or removable media?

+ |sit sufficient to back up one copy of each container audit file, or do you
need to back up al copiesto ensure that you have a complete audit trail ?
(Container audit records are copied to all serversthat hold areplicaof the
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container, but there is no guarantee that every record will be storedin al
copies.)

Depending on the policies set by your organization, you might need to back
up old audit files before online audit files are overwritten or deleted.

Maintaining a Console Audit Log

Actions performed at a server console can be audited, if you preselect them
using volume auditing. However, the audit records will not contain any
indication of who performed the action, because there is no console sign-on
procedure. For this reason, you must maintain a manual log of all
administrators who use the server console.

Thislog is used with the automated audit trail for establishing accountability
for actions taken at the server console. Table 5 on page 35 shows a sample
format for amanual console log.

If you have more than one server in your network, you can keep asingle log
for all servers, or a separate log for each server, but make sure that
administrators identify in the log which server consoles they use. If
administrators do not maintain manual logs, actions taken at the server
console cannot be identified with an individual.

Table 5 Sample Format for Console Audit Log
Date Time On Time Off Server User User
23 Mar 96 10:35am 11:22am SERVER1 Joe Smith
23 Mar 96 10:52am 11:20am SERVER2 Joe Smith
23 Mar 96 2:45pm 4:50pm SERVER1 Jane Jones

Additional Cautions

Auditors can preselect individual users as having their volume and contai ner
actions audited. For details about preselecting individuals for volume and
container auditing, see “ Audit by User” on page 72, “User Restriction” on
page 86, “Audit by User” on page 154, and “User Restriction” on page 161.
The ability to preselect usersis not related to the auditor's NDS rights to the
User objects.
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A user who is configured as an Audit Administrator (with at least Read and
Write rights to the Audit Policy property) of the Audit File object for any
volume or container can preselect any user in the Directory tree.

That is, if SMITH is an auditor for volume SY S: on Server 1, then she can
preselect (mark or unmark) any user in the Directory tree to be audited, even
if the user being preselected is not auser of Server 1 and the User object isnot
in an partition stored on Server 1.

For thisreason, it isimportant to ensure that all auditors are properly trained
regarding the organization’s policy on which users are presel ected.

A user who has the Write right to the Audit Path property of an Audit File
object used for external auditing can redirect audit datato an alternate volume
or server, thus causing loss of accessto the old audit data. To do this, a user
does not need any rights to the server or volume that will hold the new audit
data.

The disk space taken by external audit files cannot be recovered except by a
user with the Write right to the Audit Policy of the corresponding Audit File
object. For example, if user SMITH is an auditor of some external audit trail
A, then user SMITH can cause external audit data to be stored on all servers
in the network, even if she has no rights to files on any of those servers.

Therefore, it isimportant to ensure that all auditors are properly trained
regarding the organization’s policy on where external audit datafiles are
stored.
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Using the AUDITCON Utility

AUDITCON isaclient utility for DOS and OS/2* workstationsthat allowsan
auditor to configure and review the server’s volume and container audit trails.
This chapter presents the prerequisites and procedures for running
AUDITCON.

General Prerequisites

d
4
4

A trusted workstation running DOS 3.30 or later.
Sufficient memory on the workstation to run the AUDITCON utility.

Read file rights on the AUDITCON utility and help filesin the server’s
file system’s public directory.

AUDITCON version 5.0 installed as areplacement to al previous
versions of AUDITCON. Installing AUDITCON version 5.0 isrequired
to allow auditing of new Unicode auditing events.

NDS® access rights or the correct audit password. Anyone can run the
AUDITCON utility. However, to see audit data or to configure the
auditing system, you must pass the access controls on the audit trails,
either by having NDS access rights or by having the correct audit
password. See “Controlling Access to Online Audit Data” on page 27.

WARNING: See your client documentation for information on the availability of
AUDITCON in your client evaluated configuration. Because auditors have access
to the trusted computing base’s audit data, you must run AUDITCON only on a
trusted workstation.

When generating reports to the screen or formatting reports in files, AUDITCON
creates temporary files in your current directory. For this reason, you should run
AUDITCON only from a directory that is protected from access by unauthorized
users.
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The term current directory is used to indicate the drive and directory you were
using when you started AUDITCON, whether that directory is on a client or server.

Procedure

1 Log in to the network.

With Novell Directory Services™, you log in onceto NDS and are
background authenticated to individual servers.

2 Run AUDITCON from a network drive (for example, Z:), alocal drive
(for example, C:), or in your current directory, as follows:

Z:\PUBLIC\AUDITCON Enter
C:\AUDITDIR\AUDITCON Enter
AUDITCON Enter

AUDITCON displays the screen shown in Figure 7 on page 38. The
screen includes a header, amenu area, and afooter line.

Figure 7 Initial Layout of Auditcon Screen

AUDITCON 4.28 Wednesday June 12, 1996 1:50pmn
Server: GOODSHEP VUolume: SYS

fAvailable audit options

fAudit directory services
External fAuditing

fAudit files maintenance
Auditing configuration
fuditing reports

Report=z from old offline file
Change current server

Display audit status
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The two header lines shows the version of AUDITCON that you are
running, the current date and time, and the current server and volume
assigned by AUDITCON for your auditing session.

If you want to audit adifferent volume than the one shown, see“ Choosing
an Alternate Volume” on page 47. For container auditing, see “Using
AUDITCON for Container Auditing” on page 135. For external auditing,
the current server and volume information is replaced with the current
NDS container context. For more information, see“Using AUDITCON
to Audit External Audit Trails’ on page 209.

WARNING: The date and time displayed in the top line of the header area are the
workstation’s local date and time. To make reasonable decisions about the server’s
audit configuration, you must ensure that your workstation Network Trusted
Computing Base (NTCB) partition is synchronized with the network time
maintained by NDS.

The menu area contains menus, with the most recent menu layered on top
of previousmenus. Menus have aheader (in thisexample, Available audit
options, alist of available options, and a scroll bar). Use the Up- and
Down-arrow keysto highlight the desired selection. If the menu has more
entries than can be displayed in the menu box, the menu will show an up
arrow or down arrow to indicate that there are additional choices at the
top or bottom of the menu.

The footer line describes the actions associated with various keys for the
current menu. For the previous example, pressing Esc exits AUDITCON,
while pressing Enter selects the highlighted entry and moves to the
corresponding screen in the menu tree.

Move down the menu tree by highlighting an entry in the current menu,
choosing that entry, and finding the desired entry in the succeeding menu.

AUDITCON provides separate menu trees for volume, container, and
external auditing. See Using AUDITCON for Volume Auditing, Using
AUDITCON for Container Auditing, and “Using AUDITCON to Audit
External Audit Trails.”

You can perform volume, container, and external auditing in asingle
session (without restarting AUDITCON), but AUDITCON does not
provide any way of merging audit data or reports from multiple volumes,
containers, or external audit trails.

In general, you can move back up the menu tree by pressing until you
reach the top of the tree. At any time, you can press F1 for context-
sensitive help.
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4 When you are finished with AUDITCON, press Escape until you reach
the Exit? menu, choose Yes (by pressing the arrow keysto move the
cursor), and press Enter.

“Using AUDITCON for Volume Auditing” on page 41 describes the use of
AUDITCON for auditing server volumes. This includes accessesto files and
directories, server events (including server console commands), and QMS
events.

“Using AUDITCON for Container Auditing” on page 135, describes the use
of AUDITCON for auditing NDS container events.

“Using AUDITCON to Audit External Audit Trails’ on page 209, describes
the use of AUDITCON for auditing externa clients.

WARNING: At any time when you are logged in to a NetWare server as an auditor, you
might see a message on the workstation screen indicating that the volume, container,
or external audit trail is full, and that your actions are no longer being audited. If this
occurs, you must record your actions manually with respect to the volume, container, or
external audit trail for use when generating a complete historical reference of actions
performed on the server.

This manual recording of events performed at a client is not the same as manual
recording of server console usage.

Each of the remaining sections applies to the appropriate branch of the
AUDITCON menu tree. Menu numbers, 100 for example, are not part of the
displayed menu, but are used in this manual to identify specific menus. The
number to the right of each menu option indicates the number of the menu that
isdisplayed if that option is selected.
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Using AUDITCON for Volume Auditing

A NetWare® network typically has multiple servers, and each server can have
multiple volumes.

Each physical volume in the network is represented by a VVolume object in the
Directory tree. You can use several NetWare utilities (including AUDITCON)
to search the tree for Volume objects.

Although the Volume abject islisted in the global Directory tree, the volume
resources are associated with the specific server that managesthat volume. To
audit avolume, you must

+ |dentify the server the volume resides on

+ Log in or authenticate to that server (if you have a drive mapped to the
volume you want to audit, you are aready authenticated to the server)

Asdescribed in “ Controlling Access to Online Audit Data’ on page 27, the
server provides two mechanisms for controlling access to audit trails:

+ Assigning NDS® rights on the Audit File object and its object properties

+ Assigning a password to the audit trail after selecting an audit
configuration

The following topics are explained in this chapter.
+ “Accessing a Volume Audit Trail” on page 42
+ “Displaying Volume Audit Status’” on page 50
+ “Enabling Volume Auditing” on page 51
+ “Changing a Volume Audit Configuration” on page 53
+ “Generating Volume Audit Reports’ on page 87
+ “Generating Reports from Offline Audit Files’ on page 121
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+ “Volume Audit File Maintenance” on page 126

+ “Resolving Volume Audit Problems” on page 130

Accessing a Volume Audit Tralil

This section describes AUDITCON's top-level menus, how to select a
different current server and volume, and how to log in to a volume audit trail
(if audit passwords are enabled).

If you arean auditor for multiple volumes, you perform activities on one audit
trail, then return to the top-level menu and select a different volume for
auditing.

NOTE: AUDITCON selects a current server and current volume when it starts, based

on where it was run. Consequently, you might need to change the server or the volume
before you can begin auditing the volume you are interested in.

Top-Level Menus

When you run AUDITCON, it displays a screen with an Available audit
options menu as shown in Figure 7 on page 38. There are five such top-level
menus. The one AUDITCON displays depends on four variables:

+ Whether the Allow Audit Passwords console parameter is set to OFF or
ON.

+ Whether you have sufficient rights, defined as either

+ An Audit File object exists for the selected volume, and you have at
least Read or Write rights to the Audit Contents or Audit Policy
property of the Audit File object

+ An Audit File object does not exist for the selected volume, but you
have sufficient rightsto create an Audit File object in the container
where the Volume object is stored

+ Whether auditing is enabled for the volume

* Whether the volumeisin the overflow state

Because AUDITCON selects a current server and volume when it starts, you
might see different top-level menus based upon theinitial current server and
volume.

Thefollowing table summarizesthe algorithm AUDITCON usesto determine
which menu it displays, based on the above variables.
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Table 6 AUDITCON Top-Level Menu Selection

Allow Audit Sufficient Rights Volume Audit Volume in Overflow Menu
Passwords = ON Enabled State

Yes Yes Yes No 101
Yes Yes No No 102
Yes Yes Yes No 103
Yes Yes No No 102
No Yes Yes No 101
No Yes No No 102
No No Yes No 104
No No No No 104
Yes Yes Yes Yes 101A
Yes Yes No Yes 102
Yes No Yes Yes 104
Yes No No Yes 102
No Yes Yes Yes 101A
No Yes No Yes 102
No No Yes Yes 104
No No No Yes 104

The five top-level Available audit options menus are described, as follows:

Menu 101. AUDITCON displays this menu when the auditor has rights
through NDS to access the selected volume audit trail or has successfully
logged in to the audit trail.
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Figure 8 Menu 101: Available Audit Options

Available audit options
fudit directory services 1000
External Auditing 2000
Audit files maintenance 700
fuditing configuration 497,498,499
Auditing reports 500
Reports from old offline file|l 600
Change current server 110
Display audit status 200

Menu 101A. Thismenu is similar to menu 101 but includes arestart option
and is displayed when the volume audit trail isin the overflow state.

Figure 9 Menu 101A: Available Audit Options

Available audit options

Audit directory =ervices 1000
External Auditing 2000
Audit files maintenance 700
Auditing configuratiom 497, 498, 499
fuditing reports 500
Report=z from old offline File| G6OO
Change current server 110
Change current volume 120
Display audit status 200
Restart volume auditing

Menu 102. AUDITCON displays this menu when the current volume on the
current server is not enabled for auditing.
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Figure 10  Menu 102: Available Audit Options

Available awdit options

fudit directory services|| 1000
External Auditing 2000
Change current server 110
Change current volume 120
Enable volume auditing 300

Menu 103. AUDITCON displays this menu when the current volumeis
enabled for auditing, but you do not have rightsto read or enable the current
volume audit trail.

Figure 11  Menu 103: Available Audit Options

Available audit options

fAudit directory =ervices| 1000
External Auditing 2000
Auditor volume login 130
Change current server 110
Change current volume 120

Menu 104. AUDITCON displays this menu when you do not have sufficient
rights to determine the state of auditing on the currently selected volume.

Figure 12 Menu 104: Available Audit Options

fAvailable audit optioms

Prerequisites

Selecting an Alternate Server

fudit directory services|| 1000
External Auditing 2000
Change current server 110
Change current volume 120

U Seethe“Genera Prerequisites’ on page 37.
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Procedure

1 From menus 101, 101A, 102, 103, or 104, choose Change current server

and press Enter.

AUDITCON displays menu 110, which lists servers where you are
authenticated, and your identity on each server.

Figure 13  Menu 110: Server List

NetlWare Server User MName ||

1
SERVER_1 ADMIN 101, 101a, 102, 103, 104
SERVER_Z ADMIN 101, 101a, 102, 103, 104

If you are using the standard background authentication, then your
identity will be the same on all servers. This menu allows you to choose
adifferent server for auditing.

Choose a different server and press Enter.

AUDITCON updatesthe server namein the second line of the header and
returns to the previous menu.

Depending on the volume chosen on the new server, AUDITCON wiill
display menu 101, 101A, 102, 103, or 104 (using the samerulesthat were
used to select an initial menu).

If you are using password-based access, you can press I nsert to display a
list of other NetWare servers or press Delete to log out from any server
except the default server. Press F3 to change your user identity.

AUDITCON displays menu 111, which provides alist of additional
servers.

4 Choose aserver and press Enter to add the server to the list in menu 110.
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Figure 14  Menu 111: Other NetWare Servers

Other NetWare 3ervers

DELTA
GAMHMA
I0TA

110
110
110

This list shows those servers that you are neither logged in nor

background authenticated to.

5 (Optional) If you pressed F3 in Step 3, AUDITCON permits you to

change your user identity on the server.

If morethan one server islisted in menu 110, AUDITCON does abindery
login (NetWare 3.x) for the name that you specify in thismenu. (Thisis
different from logging in to an audit trail; in this case, the auditor is
actually changing your identity on the specified server. Thisidentity
persists after you exit from AUDITCON.)

6 Enter the password necessary to change your identity on the specified

server.

AUDITCON requests your password for a bindery login to the server.
AUDITCON does not echo your password to the screen.

If you use this method to log in to a server, you can log in only as a user
whose User object isin the default bindery context. If your user ID isnot
in the default bindery context for the server you want to use, you should
exit AUDITCON, map adrive from the server you want to access, and

restart AUDITCON.

Choosing an Alternate Volume

Prerequisites

0 Seethe“General Prerequisites’ on page 37.

Procedure

1 From menu 101, 101A, 102, 103, or 104, choose Change current volume

and press Enter.

AUDITCON displays menu 120.

Using AUDITCON for Volume Auditing 47



2 Use menu 120 to choose a different volume audit trail on the server.

When you choose the new volume, AUDITCON updates the volumein
the second line of the AUDITCON header.

NOTE: If you can't access the volume you want, exit AUDITCON, map a drive to
that volume, and try again.

If the volume is enabled for auditing and you have access to the volume,
AUDITCON displays menu 101 or 101A (depending on whether the
volumeisin the overflow state).

If the volume is not enabled for auditing, AUDITCON displays menu
102.

If the volumeis enabled for auditing but you do not have access,
AUDITCON displays menu 103 or 104, depending on whether password-
based accessis allowed.

Figure 15  Menu 120: Volume List

Uolume list

Y3 110, 101a, 102, 103, 104
UoL1 110, 101a, 10Z, 103, 104
VOLZ 110, 101a, 102, 103, 104

Logging in to a Volume Audit Trail

Logging in to an audit trail is different from logging in to a NetWare server.
When you log in to a NetWare server, your login password is used to
authenticate your identity to NDS during your login session.

If you decide to use audit passwords to control accessto the audit trail, do not
reuse your NetWare login password.
Prerequisites
U See“General Prerequisites’ on page 37.

U The ALLOW AUDIT PASSWORDS consol e parameter must be ON for
you to log in to avolume audit trail on that server.

48 Auditing the Network



Procedure
1

Choose Auditor volume login in the Available audit options menu and
press Enter.

AUDITCON prompts you to enter the volume audit password.

Enter the volume audit password and press Enter to log in to the current
volume's audit trail.

AUDITCON does not echo your password to the screen.

If your loginis successful, AUDITCON displays menu 101, which
provides the complete list of audit options for the audit trail.

If you have the wrong password or audit passwords are disabled for your
current server, AUDITCON displays an error report.

NOTE: If you can't log in to the audit trail, and you do not have NDS rights to the
volume Audit File object, see your system administrator.

3 Press Enter to return to menu 103.

Restarting Volume Auditing

This menu item appears in menu 101A when the volume audit trail has
overflowed. You must manually restart volume auditing using this function
before nonadministrative users can use the volume again.

Prerequisites

(]

Procedure

See “General Prerequisites’ on page 37.

You must have Write rightsto the Audit File object Audit Policy property
or have logged in with alevel 2 password in order to restart volume
auditing.

From menu 101A, choose Restart volume auditing.
Press Enter.

If AUDITCON isable to restart volume auditing, it will return to menu
101.

If it is unsuccessful, an error is displayed explaining why the restart
failed, and AUDITCON returns to menu 101A.
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Displaying Volume Audit Status

Prerequisites

U See“General Prerequisites’ on page 37.

U Inorder to display the volume audit status, you must have Read or Write

Procedure

rightsto the Audit Policy property of the Audit File object, or have Read
or Writerights to the Audit Contents property of the Audit File object, or
have logged in with alevel 1 password.

You caninvokethisdisplay from various placesin the volume audit menu
tree. For example, choose Display audit statusin menu 101.
AUDITCON then displays menu 200.

Thisisaread-only display that presents the audit status for your current
volume audit trail.

2 Press Esc to return to the calling menu.

Figure 16  Menu 200: Audit Status

AUDIT STATUS
muditing status: On
fAudit file size: 2203
fudit file size threshold: 921600
fudit file maximum =zize: 1024000
Audit record count: 10

The Audit status menu displays the following status information for the
current volume audit trail:

Audit Status information Description

Auditing status Shows as ON if auditing is enabled for the
selected volume audit trail, or OFF if auditing is
not enabled.
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Audit Status information

Description

Audit file size

Audit file size threshold

Audit file maximum size

Audit record count

Shows the size, in bytes, of the current audit file.

Shows the configured size at which the server
sends warning messages to the server console
and system log file.

Defines the nominal maximum size for the audit
file.

Defines the number of audit records in the current
audit file.

This display does not define the compl ete status of avolume audit trail. See
“Changing a Volume Audit Configuration” on page 53 for more information
on viewing and setting the audit configuration.

Enabling Volume Auditing

Prerequisites

The server isinstalled with auditing disabled for each volume. You must
enable volume auditing to begin accumulating volume audit data.

Thefirst time you enable auditing, AUDITCON creates an Audit File object
for the volume audit trail. This Audit File object remainsin place when you

disable auditing.

A common usage profile is to enable auditing once, then leave auditing
enabled while you configure (and reconfigure, as necessary) the specific
volume events, users, directories, and files you want to audit.

U See“General Prerequisites’ on page 37.

U You must have the Read right for the Volume object's Audit File Link
property. Thisis necessary for AUDITCON to determine the existence
of an Audit File object for the volume.

O If an Audit File object does not already exist for the volume, you must
have the Write right to the Volume object's Audit File Link property to
modify the volume's Audit File Link to point to the Audit File object.
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Procedure

If an Audit File object does not already exist for the volume, you must
have the Create object right to the container object where the Volume
object islocated.

Run AUDITCON at atrusted workstation.

AUDITCON displaysthe current server and volume in the header areaat
the top of the screen.

Choosethe server and volumeto be audited, asdescribed in “ Selecting an
Alternate Server” on page 45 and in “ Choosing an Alternate Volume” on

page 47.

To enable auditing of avolume, choose Enable volume auditing in the
Available audit options menu.

This option is available only in menu 102 (when auditing is not already
enabled for the volume). AUDITCON checks the volume's Audit File
Link to determine whether the current volume already has an Audit File
object; if so, then AUDITCON continues with Step 5.

If the volume does not have an Audit File object (for example, auditing
was not previously enabled for this volume), AUDITCON creates an
Audit File object in the NDS container where the volumeis stored.

The name of the Audit File object is AFOid_volname, whereidisa
counter used if thereis already an object with the desired name, and
volname is the name of the volume.

For example, if thevolume nameisALPHA_SY S ACME, then the Audit
File object isnamed AFOO_ALPHA_SYS.ACME, or if that object
already exists, then AFO1_ALPHA_SYSACME.

NOTE: If the concept of an independent auditor (“Independent Control of Different
Audit Trails” on page 25) is important to you, you might want to set the Access
Control List and Inherited Rights Filter for the Audit File object to prevent access
by administrators who are not auditors, as described in “Creating the Auditor
Account” on page 22.

AUDITCON then builds links from the Audit File object and Volume
object to each other.

As described in “ Controlling Access to Online Audit Data” on page 27,
the server gives you the Supervisor object right to the Audit File object,
and the Write right to the ACL property. In addition, AUDITCON gives
you Read and Write rights to the Audit File object Audit Policy property,
and the Read right to the Audit Contents property. See “ Controlling
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Accessto Online Audit Data” on page 27 for information on giving other
auditorsrights to the Audit File object.

5 AUDITCON enables auditing for the volume and returns to menu 101.

NOTE: When auditing is enabled for the first time on a volume, there are no
events, files, or users selected. You should continue by using menu 497, 498, or
499 to select the desired audit events, files, and users.

When the server creates the audit file, it defines a password hash that cannot be
matched by a hashed password submitted by AUDITCON. If you want to permit
password-based access to the volume audit files, you must (1) set the console
parameter ALLOW AUDIT PASSWORDS=0N and (2) use AUDITCON (Auditing
configuration menu, Change audit password or Set audit password submenu) to
set an audit password for the audit files.

Changing a Volume Audit Configuration

Prerequisites

As auditor, it is your responsibility to review your organization's auditing
requirements and identify an auditing strategy for your network. This can
range from auditing nothing to auditing all eventsfor all users. It al depends
on what you want to accomplish with auditing.

One advantage of auditing, even if you audit only afew events (for example,
logins), isthat it can help deter browsing and probing by logged in users.

This section describes how you can use AUDITCON's audit configuration
menu to

+ Definewhat informationisaudited by the server (events, files/directories,
and users)

+ Define how audit filesare handled (size, threshold, and rollover handling)
+ Set audit passwords
+ Disable auditing

+ Recover from full volume audit trails

O

See “General Prerequisites’ on page 37.

U To examine or changethe audit configuration, you must have supplied the
correct password.
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Procedure

Table 7

If the audit fileis configured for level 2 passwords, and you don't have
access through NDS rights, then you must have the level 2 password to
modify the auditing configuration. If you've logged in with alevel 1
password, AUDITCON prompts for the level 2 password after each
operation. See“ Controlling Accessto Online Audit Data” on page 27 for
more information.

Determine what actions you want to perform (for example, which users
to audit, how large you want the audit file to be) before you run
AUDITCON.

Choose Auditing Configuration from the Available audit options menu
(101).

AUDITCON displays menu 497, 498, or 499, which list more
configuration options, depending on the setting of the ALLOW AUDIT
PASSWORDS option and whether you have sufficient rightsto the Audit
File object. See “ Top-Level Menus’ on page 42 for the definition of
sufficient rights.

Table 7 on page 54 summarizes the algorithm AUDITCON uses to
determine which menu it will display, based on the above two variables.

Volume Audit Configuration Menu Selection

Allow Audit Passwords = ON  Sufficient Rights Menu
Yes Yes 497
Yes No 498
No Yes 499
No No 499
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Figure 17  Menu 497: Auditing Configuration

Auditing conf iguration

fudit by event 401
Audit by filerdirectory 410
fAudit by user 120
fudit options confiquration| 430
Set audit password 470
Set audit password two 175
Dizable volume auditing 460
Display audit status 200
User restrictiom 480

Figure 18 Menu 498: Auditing Configuration

Auditing conf iguration

fAudit by event 401
fudit by filersdirectory 110
Audit by user 420
Audit options configuration| 430
Change audit password 450
Change audit password two 455
Dizable volume auditing 160
Display audit status 200
User restrictiom 480

Figure 19  Menu 499: Auditing Configuration

Auditing conf iguration

Audit by ewvent 401
fAudit by filesdirectory 110
fudit by user 120
Audit options configuration| 430
Disable volume auditing 160
Display audit status 200
Uzer restrictiom 480

2 Choose the desired configuration option, and press Enter.
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Audit by Event

Thefirst three entries (audit by event, file/directory, and user) allow you
to preselect the events that the server will record in the audit file.

Other entries allow you to define how the server manages audit files, to
set passwords, to disable auditing, and to display the current audit status.
These submenus are addressed in the following sections.

WARNING: When you make changes to the volume audit configuration, you may
receive a message that AUDITCON was unable to update the Audit File object. If
this occurs, your configuration changes could be lost.

This section describes how you preselect file, queue management, server, and
user audit events.

Preselection is the operation of telling the server, in advance, which types of
audit events you want the server to record in an audit file. The server records
the events you have preselected and ignores other events.

By presel ecting the events that are important in your organization, you
conserve the disk space and processor cycles required to record the other
potential audit events.

Ten of the file system events described in this section permit options for user
and/or file preselection as part of event selection. For example, file open—user
and file will cause the server to record file opens only for selected users and
only for selected files. For the remaining volume events, the default is that
events you select will be recorded for al users of the volume. If you want to
audit only certain specific users, you should

+ Preselect the users whose actions you want to record as described in
“Audit by User” on page 72.

+ Choose the user or file option for the desired event if the event permitsa
choice among user and file, user or file, or global preselection options.

+ Set the User redtriction flag using the User Restriction menu shown in
Figure 31 on page 87.

You cannot subsequently generate audit reports for events or users that were
not preselected for auditing when the event occurred. For example, if you
want to review logins made by a user two weeks ago, but you did not have
logins preselected at that time, you will not be able to generate an audit report
for these events.
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You must balance your anticipated need of certain audit information with the
resources required to audit those events.

Prerequisites

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

Procedure

1 Choose Audit by event from the Auditing configuration menu (497, 498,
or 499).

AUDITCON displays menu 401, which lists the classes of audit events
that you can preselect for auditing.

Figure 20  Menu 401: Audit by Event

fAudit by event
Audit by accounting events 102
Audit by extended attribute events| 404
Audit by file events 405
Audit by message events 406
Audit by (MS events 407
Audit by server events 408
Audit by user events 409

The following list introduces these seven classes of events and gives
examples of the types of eventsthat are included in each class.

These events are usually associated with user actions performed at client
workstations, and the audit record includes the identity of the user that

reguested the service.
Event Class Description
Accounting events Accounting events include operations to get

and set account charges. Accounting events
are always stored in the audit trail of volume
SYS..

For instructions, see “Audit by Accounting
Events” on page 59.
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Event Class

Description

Extended attribute events

File events

Message events

QMS events

Server events

User events

Extended attribute events include operations
to get and set file extended attributes.

For instructions, see “Audit by Extended
Attribute Events” on page 60.

File events include operations by network
users on files or directories in the current
volume. These include activities such as
creating or deleting a directory, and creating,
opening, closing, reading, writing to, and
salvaging files.

For instructions, see “Audit by File Events” on
page 60.

Message events include operations to read
and write interconnection messages. Message
events are always stored in the audit trail of
volume SYS:.

For instructions, see “Audit by Message
Events” on page 64.

Queue Management Services (QMS) events
include operations on the server's queues,
such as requests to create or destroy a print
queue. QMS events are always stored in the
audit trail of volume SYS:.

Forinstructions, see “Audit by QMS Events” on
page 65.

This class of events includes actions
performed at a specific server, such as server
console commands, mounting a volume, or
shutting down a server.

For instructions, see “Audit by Server Events”
on page 67.

User events include activities such as bindery
logins and logouts and trustee assignment
changes.

For instructions, see “Audit by User Events” on
page 68.
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NOTE: If you are configuring a volume other than SYS:, the menu items
Accounting Events, Message Events, and QMS events will not be present.

2 After preselecting eventsto be audited, press Esc to return to the Auditing
configuration menu (497, 498, or 499).

Audit by Accounting Events

Procedure

1 From the Audit by event menu (401), choose Audit by accounting events
and press Enter to edit the list of presel ected accounting events.

AUDITCON displays menu 402, which lists the four accounting events.

Figure 21  Menu 402: Audit by Accounting Events

Auwdit by accounting events

Get account status on
Submit account charge of f
Submit account hold of f
Submit account note of f

2 Move the cursor to each event and press F10 to toggle it to the desired
state (for example, OFF to ON).

3 When you have set and reviewed the audit event configuration, press Esc
to save the configuration.

AUDITCON asks you to confirm the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.

If level 2 passwords are enabled, the user does not have NDS access, and
the Allow Audit Passwords optionis set to ON, AUDITCON will prompt
for the level 2 password before making the change.
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Audit by Extended Attribute Events

Procedure

1 Choose Audit by extended attribute events from the Audit by event menu
(401) and press Enter to edit the list of preselected extended attribute
events.

AUDITCON displays menu 404, which lists the four extended attribute
events.

Figure 22  Menu 404: Audit by Extended Attribute Events

Audit by extended attribute events

Duplicate extended attribute on
Enumerate extended attribute of f
Read extended attribute of f
Write extended attribute of f

2 Move the cursor to each event and press F10 to toggle it to the desired
state (for example, OFF to ON).

3 When you have set and reviewed the audit event configuration, press Esc
to save the configuration.

AUDITCON asks you to confirm the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.

Audit by File Events

WARNING: After you select file events, you must also go to the Audit by File/Directory
menu shown in Figure 28 on page 71 and/or the Audit by User menu shown in Figure
29 on page 74 and in Figure 78 on page 156 if you chose any file and user or file or user
events. Selecting file and user or file or user events without selecting any files or users
will not cause the recording of any audit events.

Procedure

1 Choose Audit by file events from the Audit by event menu (401) and
press Enter to edit the list of preselected file events.
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AUDITCON displays menu 405, which lists basic file events, basic

directory events, and assorted other events. Because of the screen size,
only 16 events are shown at one time, with the remainder of the events

available using the Page Up, Page Down, and arrow keys.

Figure 23 Menu 405: Audit by File Events

Audit by file events

fillocate directory handle

Convert handle to directory entry
Create directory - global

Create directory - user and directory
Create directory - user or directory
Delete directory - global

Delete directory - user and directory
Delete directory - user or directory
File close - global

File close — user and file

File close — user or file

File create - global

File create — user and file

File create - user or file

File delete - global

v|File delete — user and file

of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f
of f

The following events can be displayed by scrolling the Audit by file

events screen:

File delete - user or file

File open - global

File open - user and file

File open - user or file

File purge

Fileread - user and file
Fileread - user or file

File rename/move - global
File rename/move - user and file
File rename/move - user or file
File salvage

File search

Using AUDITCON for Volume Auditing

61



File write - user and file

File write - user or file

Generate directory base and volume number
Get entry accessrights

Get reference count for directory entry
Get specific information for entry

Get user’s effective rights

Lock file

Modify directory entry - global
Modify directory entry - user and file
Modify directory entry - user or file
Obtain directory information

Scan deleted files

Scan trustee list

Scan volume's user disk restriction
Search specified directory

Set compressed file size

Set directory handle

For file and directory auditing, the server provides a highly flexible
selection mechanism that you can use to preselect specific file system
events, generated by specific users, for accesses to specific files or
directories. These presel ection options (global, user and file, user or file)
are described in the following list:

Glabal. Whenyou chooseaglobal event (for example, File open-global),
the server will audit all instances of that event (for example, file opens) in
the current volume, for all users, for all files. Thus, when any user opens
any file, the server will append an audit record to the volume audit trail
that identifies the file open, the user, and the file.

To cause global auditing of afile system event, you only need to choose
the global event, for example, File open - global). You do not need to
select specific files or users.

User and File. When you choose a user and file event (for example, File
open - user and event), the server audits the event only when it was
performed by an audited user to an audited file or directory.

Table 8 on page 63 shows the audit events that will be recorded if you
select the File open - user and file event, users ANN and BOB, and file
FOO.EXE and BAR.DAT for auditing.
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Table 8

Table 9

Examples of User and File Preselection

User Open Of File Audited?
ANN FOO.EXE Yes
ANN BAR.EXE No

BOB BAR.XXX No

BOB BAR.DAT Yes
CHARLES FOO.EXE No
CHARLES BAR. XXX No

To configure user and file auditing, (1) preselect the user and file event,
(2) preselect the list of files and directories to be audited (“ Audit by File/
Directory” on page 69 ), and (3) preselect thelist of users to be audited
(Audit by User in this section or “ Audit by User.”

User or File. When you select auser or file event (for example, Fileopen
- user or file), the server will audit the event when it is performed by an

audited user or is performed to an audited file.

For example, Table 9 on page 63 shows examples of the audit eventsthat
will be recorded if the File open - user or file event, usersANN and BOB,
and file FOO.EXE and BAR.DAT are selected for auditing.

Examples of User or File Preselection

User Open Of File Audited?
ANN FOO.EXE Yes
ANN BAR.EXE Yes
BOB BAR.XXX Yes
BOB BAR.DAT Yes
CHARLES FOO.EXE Yes
CHARLES BAR. XXX No
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To configure user or file auditing, (1) preselect the user or file event, (2)
preselect the list of files and directories to be audited (“ Audit by File/
Directory” on page 69), and (3) preselect the list of users to be audited
(Audit by User in this section or “ Audit by User.”

WARNING: When using user and file or user or file events, see the cautions in
“Audit by User” on page 72 or “Audit by User” on page 154. The set of users you
identify is global; that is, they will be audited on all volumes, containers, and
servers in your Directory tree, not just on a particular volume.

Global auditing, particularly of common events such as file opens, can result in a
high volume of audit events. Unless you closely monitor the status of the audit files
that are collected by the server, this can cause the server to automatically take the
volume offline when the audit files or volume are filled.

2 Move the cursor to each event and press F10 to toggleit to the desired
state (for example, OFF to ON).

Enabling one event (for example, File open - user or file) will cause
related events (for example, File open - global) to automatically change
state.

3 When you have set and reviewed the audit event configuration, press Esc
to save the configuration.

AUDITCON asks you to confirm the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.

Audit by Message Events

Procedure

1 Choose Audit by message eventsfrom the Audit by event menu (401) and
press Enter to edit the list of preselected queue events.

AUDITCON displays menu 406, which lists the five message events.
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Figure 24  Menu 406: Audit by Message Events

fAudit by message events

Broadcast to comsole
Disable broadcasts
Enahle broadcasts

Get broadcast message
Send broadcast message

of f
of f
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2 Move the cursor to each event and press F10 to toggleit to the desired

state (for example, OFF to ON).

3 When you have set and reviewed the audit event configuration, press Esc

to save the configuration.

AUDITCON asks you to confirm the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or

choose No to leave the audit events unchanged.

Audit by QMS Events

Procedure

1 Choose Audit by QMS events from the Audit by event menu (401) and
press Enter to edit the list of preselected queue events.

AUDITCON displays menu 407, which lists the events that are
commonly used by network clients to submit and manage print queues.

Because of the screen size, only 16 events are shown at one time, with the
remainder of the events available using the Page Up, Page Down, and

arrow keys.
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Figure 25

Menu 407: Audit by QMS Events

Audit by (MS events
Get gqueue job from form list of f
Get gueue job list of f
Get gqueue job size of f
Get gueue server status of f
Move gueue job of f
Queue attach server of f
Queue create of f
Queue create job of f
Queue destroy of f
Queue detach server of f
Queue edit job of f
Queue job finish of f
Queue job service of f
Queue job service abort of f
Queue job swap rights of f
¥ |Queue remove job of f

The following events can be displayed by scrolling the Audit by QM S
events screen:

Queue set job priority
Queue set status

Queue start job

Read queue job entry

Read queue status

Restore queue server rights
Set print job environment
Set queue server status

Move the cursor to each event and press F10 to toggle it to the desired
state (for example, OFF to ON).

When you have set and reviewed the audit event configuration, press Esc
to save the configuration.

AUDITCON asks you to confirm the changes.

Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.
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Audit by Server Events

Procedure

1 Choose Audit by server events and press Enter to edit the list of
preselected queue events.

AUDITCON displays menu 408, which lists the server audit events.
Because of the screen size, only 16 events are shown at one time, with the
remainder of the events available using the Page Up, Page Down, and
arrow keys.

Figure 26 Menu 408: Audit by Server Events

Audit by server events
Change Date-Time of f
Convert path to directory entry of f
Disable login of f
Diszable transaction tracking of f
Down =erver of f
Enable login of f
Enable transzaction tracking of f
Get commection’s open files of f
Get connection’s semaphores of f
Get commection’s task informatiom of f
Get commections using a file of f
Get logical record information of f
Get logical records by conmection of f
Get objects remaining disk space of f
Get physical record locks by commection and file of f
¥ |Get physical record locks by file of f

Thefollowing events can be displayed by scrolling the Auditing by server
events screen:

Get semaphore information

Get user disk utilization

Map directory number to path

NLM add audit record

NLM add user ID record

Remote add name space

Remote dismount volume
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Remote execute file
Remote load NLM

Remote mount volume
Remote set parameter
Remote unload NLM

Send console broadcast
Server console broadcast
Server console command
Terminate service connection
Verify server serial number
Volume dismount

Volume mount

2 Move the cursor to each event and press F10 to toggleit to the desired
state (for example, OFF to ON).

3 When you have set and reviewed the audit event configuration, press Esc
to save the configuration.

AUDITCON asks you to confirm the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.

Audit by User Events

Procedure

1 Choose Audit by user events and press Enter to edit thelist of presel ected
user events.

AUDITCON displays menu 409, which lists seven events associated with
server-centric bindery login sessions.
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Figure 27  Menu 409: Audit by User Events

Audit by user events

Clear connection
Disable account

Grant trustee

Log in user

Log out user

Remove trustee

User =pace restrictions

of f
of f
of f
on
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2 Move the cursor to each event and press F10 to toggle it to the desired
state (for example, OFF to ON).

3 When you have set, and reviewed, the audit event configuration, press
Esc to save the configuration.

AUDITCON then displays menu 403 (shown previously) to confirm that
you want to make the changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit events unchanged.

Audit by File/Directory

This section describes how to preselect files and directoriesin the volume for
auditing.

NOTE: After you preselect a file or directory for auditing, you must also go to the Audit
by event and Audit by file events menus shown in the “Changing a Volume Audit
Configuration” on page 53), then choose the user and file or user or file events you want
to audit. Selecting a file or directory without the associated events will not cause the file
to be audited.

WARNING: The server keeps file and directory audit flags in the file system, but does
not save that information when you back up the volume. If you ever restore files or
directories from backup, the audit flags will be lost. Consequently, you must keep a
manual record of all files and directories you've preselected for auditing in order to be
able to restore that information.

Table 10 on page 70 shows a sample form that you can use when recording
which files and directories have been marked for auditing. You must keep a
record of all such files and directories for recovery purposes. If the systemis
ever restored from afull backup, you will usethislist to reconstruct your audit
settings. In addition, if the administrator restores files or directories from a
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backup, you will want to use this record to reestablish your audit settings.
Failure to keep and use such arecord can result in loss of audit data.

Table 10 Sample Format for Recording File/Directory Settings

Date Time Set/- Server Volume Path Name
Cleared?

23 Mar 95 2:50pm Set SERVER1 SYS: \PUBLIC\NETADMIN.EXE
23 Mar 95 2:55pm Set SERVER1 ALPHA: \USERS\SMITH
23 Mar 95 3:17pm Set SERVER2 ZETA: \USERS\JONES
24 Mar 95 9:42am Cleared SERVER1 SYS: \PUBLIC\NETADMIN.EXE
24 Mar 95 9:50am Cleared SERVER2 ZETA: \USERS\JONES
24 Mar 95 1:35pm Set SERVER1 SYS: \PUBLIC
24 Mar 95 1:50pm Set SERVER1 SYS: \SYSTEM

Prerequisites

Procedure

O

See “General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

You don't need file system rights to afile or directory to select it for
auditing. If you have rights to the volume audit trail, the server will list
filesand directoriesthat you can select for auditing. (Thisdoesnot permit
you to access those files or directories, but only to enable them for
auditing.)

Determinethelist of filesand directoriesyou want to audit before you run
AUDITCON.

Choose Audit by file/directory from the Auditing configuration menu
(497, 498, or 499).

AUDITCON displays menu 410, which lists the contents of the current
directory of the current volume. The following menu shows an example
of adisplay for the PUBLIC directory.
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Figure 28 Menu 410: Audit by File/Directory

~
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Audit by filerdirectory
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(filel of f
(file) of f
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Accesses to afile are subject to auditing if either (a) thefileitself is
preselected for auditing or (b) the containing directory is preselected.

For example, accesses to the file AUDITCON.EXE are subject to
auditing because thefileitself is preselected. Accessestofilesin
BACKUR, for example, BACKUP\FILE1 and BACKUP\FILE2, are
subject to auditing because the BACKUP subdirectory is preselected for
auditing.

However, accesses to BACKUP\DIR1\FILEL are not subject to auditing
unlessthe BACKUP\DIR1 subdirectory ispreselected. Thus, setting the
audit preselection flag for a directory only affects the audit status of files
that are immediately contained in that directory.

Auditing is also subject to the File and user and File or user criteria that
were selected.

When you create a subdirectory, the new subdirectory inherits the value
of theaudit preselection flag from its parent directory. Thus, if you create
the BACKUP\DIR2 and BACKUP\DIR2\DIRS3 subdirectories, they
inherit the audit flag from the BACKUP directory. Any filesin these
subdirectories are subject to auditing.

The inheritance of audit preselection flags applies only when a
subdirectory is created. If you preselect the BACKUP directory for
auditing, the audit flag does not flow down to existing subdirectories,
such as BACKUP\DIR1.

WARNING: Because audit preselection flags are not saved when you back up a
volume, and because audit flags are inherited when you create a subdirectory
within an audited directory, you can end up auditing more directories than shown
in your manual audit log.
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Audit by User

For example, if you flag the directory \A\B for auditing and then create the \A\B\C
subdirectory, \A\B\C will inherit the audit flag from \A\B. If the volume is then
backed up and restored, your audit flag log only shows \A\B as being audited.

To prevent problems with this feature, log any important subdirectories that inherit
audit flags. If you log enough information to manually restore the audit flags for all
directories you want to audit, you don’t need to be concerned about the loss of
audit flags for other directories.

Move through the Directory tree by pressing Enter to browse a
subdirectory in the current menu, choosing .. to browse the parent
directory, or choosing \ to return to the root directory.

The AUDITCON window displaysonly 16 entries at atime, so you might
need to use the arrow keys to scroll through a directory.

Movethe cursor to adesired entry and press F10 to toggleit to thedesired
state (for example, OFF to ON).

When you have set and reviewed the audited files and directories, press
Esc to save the configuration.

AUDITCON asks you to confirm the changes.

Choose Yes to save the changes and return to menu 410, or choose No to
leave the audit events unchanged.

This section describes how you preselect specific users for volume auditing.
When you preselect a user for auditing, the server associates this audit flag
with the NDS User object. The server then consults this per-user audit flag as
follows:

+ For theten file system events that allow user and/or file preselection, the

server will record the user and file eventsonly if both the user and fileare
selected for auditing. The server will record user or file eventsif either the
user or thefileis selected for auditing. See “ Audit by Event” on page 56
for more information.

For al other volume events, if the User restriction flag is selected for the
volume audit file, the server recordsthe eventsonly for presel ected users.
See “User Restriction” on page 86 for more information.

By default, the User restriction flag is not set, so selection by user only applies
to the user or file and user and file events. If you want to preselect by user for
al volume events, you must set the User restriction flag for the volume.
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After you preselect a user for auditing, you must also perform the following
tasks to ensure that the user’s actions are recorded in the volume audit file:

+ For any of the ten file system events that permit user and/or file
presel ection, you must also go to the Audit by event and Audit by file
events menus to select the user and file or user or file events you wish to
audit. For these events, selecting a user without the associated eventsand
fileswill not cause the user’s file access to be audited.

+ For al other volume events, you must set the User restriction flag to Yes,
as described in “User Restriction” on page 86.

When you select a user for volume auditing, the selection applies to al
volumes and containers in the network where preselection isin effect. For
example, selecting BOB for certain user or file events on volume SY S; also
selects BOB for al user or file and user and file events selected for all other
volumes on al other serversin the network. Similarly, selecting JANE for
volume auditing will cause JANE to be audited on all containers where the
User restriction flag is set to Yes.

A side effect of thisisthat you can select a user for auditing using either the
Audit by user menu or the corresponding Audit by DS users menu under NDS
auditing. Both have the same effect.

WARNING: The server keeps user audit flags in the associated User objects in NDS
but does not save that information when you back up NDS. If you ever restore NDS
from a backup, the audit flags will be lost. You must keep a manual record of all users
you've preselected for auditing in order to restore that information.

If an auditor has rights to audit any volume or container in the network, that auditor can
enable or disable auditing for any user in the NDS tree.

Table 11 on page 73 shows a sample format for recording which users have
been marked for auditing. You must keep arecord of all such users for
recovery purposes. If NDSis ever restored from afull backup, you will use
thislist to reconstruct your audit settings. Failureto keep such arecord and
useit can result in loss of audit data.

Table 11 Sample Format for User Settings
Date Time Set/Cleared NDS User Object Name
23 Mar 96 3:45pm Set CN=SALLY.O=ACME
23 Mar 96 3:48pm Set CN=HENRY.O=ACME
24 Mar 96 8:12am Set CN=FRED.OU=SALES.O=ACME
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Date Set/Cleared NDS User Object Name
25 Mar 96 11:32am Clear CN=SALLY.O=ACME
25 Mar 96 11:50am Set CN=JULIE.OU=ENGR.O=ACME

Prerequisites

Procedures

NOTE: Because NDS is a distributed system and some servers might be offline at any
given time, selecting a user for auditing might involve a long delay before NDS can
synchronize this information throughout the network.

U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

U Determine which users you want to audit.

1 Choose Audit by user from the Auditing configuration menu (497, 498,

or 499).

AUDITCON displays menu 420, which liststhe users on the server. The
list of usersdisplayed isthose usersin the default bindery context for the
server where the volume is located.

The AUDITCON window shows only 16 entries at atime, so you might
need to use the arrow keysto scroll through the list of users.

WARNING: The list of users shown is not the complete list of potential users of
the volume. To see (and mark) users other than those listed here, see “Audit by
User” on page 154. You will be working in the NDS auditing menu tree.

Figure 29  Menu 420: Audit by User

Audit by user

ADMIN on
AUDITOR on
SUPERVISOR on
USER of f

2 Movethecursor to adesired entry and press F10 to toggleit to the desired

state (for example, OFF to ON).
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3 When you have set and reviewed the list of audited users, press Esc to

save the configuration.
AUDITCON asks you to confirm the changes.

Choose Yes to save the changes and return to menu 420, or choose No to
leave the audit events unchanged.

NOTE: In addition to this method of preselecting users for auditing, you can also
use an alternate method within the container auditing menu. See “Audit by User”
on page 72.

Audit Options Configuration

Prerequisites

Procedure

U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

1 Choose Audit options configuration from the Auditing configuration

menu (497, 498, or 499).

AUDITCON displays menu 430, which defines the current audit
configuration for the volume audit trail.

Figure 30  Menu 430: Audit Configuration

Audit configuration

Audit file maximum size: 1024000
Audit file threshold size: 921600
Audit overflow file size: 102400
Automatic audit file archiving: No

Days between audit archives (1-Z55):
Hour of day to archive (0-Z3):

Number of old audit files to keep (1-15): 15
Allow concurrent auditor logins: No
Broadcast errors to all users: No
Force dual-level audit passwords: No
Error recovery options for audit file full

fArchive audit file: No
Dizable auditable events: Yes
Disable event recording: No
Minutes between warning meszages: 3
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The line Force dual-level audit passwords is omitted if the ALLOW
AUDIT PASSWORDS console parameter is OFF.

The following list describes the available configuration parameters. The
server has two mechanisms for archiving the current audit file to an old
audit file, and creating a new audit file. These are (1) automatic
archiving, which causes the server to archive the audit file after a
specified number of days, and (2) file overflow, which causes the server
to archive the audit file when the current audit file exceeds the specified
maximum size.

In either case, the server closesthe current audit file, archivesthe contents
to an old audit file, and opens a new current audit file.

Thetermsarchive and archiving are used hereto refer to amechanism for
rolling over the current audit file and starting anew current audit file. The
process of saving copies of online audit files to removable mediais
referred to as backup.

Audit File Size Parameter Description

Audit file maximum size This parameter defines the maximum
size (in bytes) of the audit file.
However, because of the way the
server processes audit events, the
actual audit file size might slightly
overrun this value. For example, if
you intend to copy online audit files
onto 1.44 MB diskettes, you might
want to set the maximum file size to
approximately 1.3 MB.

Audit file threshold size This parameter defines the file size
threshold (in bytes) at which the
server sends a warning message to
the server console and an entry to
system log file. The threshold should
be approximately 90% of the
maximum file size. For example, a
maximum setting of 1,000,000 bytes
should have a threshold setting of
900,000 bytes.
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Audit File Size Parameter

Description

Overflow audit file size

The audit overflow file holds audit
data when the current audit file is full
and the Disable auditable events
option has been selected (see
below). This file should be large
enough to hold the maximum size
audit record for each service process
on the server, plus a reasonable
amount to store records recording the
auditor’s actions to correct the
overflow situation. The default setting
is 100K (102400 bytes).

Disk space for the overflow audit file
is preallocated. The space you
allocate is unavailable for other
purposes. Therefore, you should be
cautious when setting this value high
to avoid running out of space for audit
records. If you set it too high, you will
waste space.

These are the maximum sizes:
+ Volume audit record: 1024 bytes
+ Container audit record: 4096 bytes

+ External audit record: 4096 bytes

You can find the number of service
processes on the server using the
MONITOR utility or by typing SET
MAXIMUM SERVICE PROCESSES
on the server console. The parameter
default is 40. If your MAXIMUM
SERVICE PROCESSES parameter
is set to 60, the overflow audit file size
should be set to at least 61,440
(60x1024) for a volume or 245,760
(60x4096) for a container or external
audit trail.
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Audit File Size Parameter

Description

Automatic audit file archiving

Days between audit archives (1-255)

Hour of day to archive

Set this parameter to Yes to cause
the server to periodically archive the
current audit file to an old audit file, as
specified by the Days between audit
archives setting. (The term archive
refers to rolling the current audit file
over to a new audit file, and does not
imply any offline backup of the audit
data, for example, to removable
media).

This setting ensures that the server
maintains old audit information, but it
might require large amounts of disk
space, depending on the number of
old audit files you decide to keep on
the server. Use this parameter with
the next three options.

If you use this parameter, it can cause
loss of audit data if the automatic

archive overwrites old audit files that
have not been previously backed up.

Setthe number of days the server will
collect data in the current audit file
before automatically archiving thefile.
You can select 1-255 days; the
default is 7 days. This option is valid
only when the Automatic Audit File
Archiving is set to Yes.

Set the hour of the day for auto
archiving to take place. You can
select any hour of the day, using a 24-
hour clock (0-23). The default is O
(midnight). The archive will usually
begin a few seconds after the
specified hour.

This option relates only to periodic
archiving of the audit file. It is valid
only after you have turned on the
auto-archive option.
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Audit File Size Parameter

Description

Number of old audit files to keep (115)

Allow concurrent auditor logins

Broadcast errors to all users

This parameter defines how many old
audit files the server will maintain
online.

When the server needs to archive the
current audit file (either because of
size overflow or periodic archiving), it
compares the actual number of old
audit files with this setting.

If the actual number of old audit files
is less than this value, the server
creates another old audit file. If the
number of old audit files has reached
this value, the server performs
overflow recovery according to one of
these settings:

+ Archive audit file
+ Disable auditable events

+ Disable event recording.

Warning: If you reduce the number
of old audit files, then audit files in
excess of the new number allowed
will be deleted. Be sure you have
backed up your old audit files before
reducing the maximum number
retained.

Choose Yes to allow more than one
auditor to have access to a volume
audit trail at the same time.

Choose No if you want error
messages sent only to the server
console.

Broadcasting error messages
increases network traffic and can lock
users’ workstation screens until they
press Ctrl+Enter (or choose OK if
running Microsoft* Windows*).

Using AUDITCON for Volume Auditing

79



Audit File Size Parameter

Description

Force dual-level audit passwords

Choose Yes to require separate
passwords for reading the audit data
(level 1) and writing the configuration
data (level 2).

You are prompted to enter a level 2
password when you set this field to
Yes for the first time. When you
change the audit configuration,
AUDITCON prompts for a level 2
password.

This line will be blank if the ALLOW
AUDIT PASSWORDS console
parameter is set to off.

The server provides three mutually exclusive options for handling full
audit filesand write errors caused by afull disk volume. The optionsare:
Archive audit file, Disable auditable events, and Disabl e event recording.
The default is Disable auditable events.

You can select only one of these options at atime. As soon as you select
any one, the other two will be turned off. If you don't select any, then
Disable auditable events will be selected for you.

These options are explained in the following table.

Full Audit File Option

Description

Archive audit file

With this setting, the server archives
the current audit file (that is, changes
the current audit file to an old audit
file) and creates a new audit file.

If necessary (because the maximum
number of old audit files already
exists), the server deletes the oldest
of the old online audit files.
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Full Audit File Option

Description

Disable auditable events

This setting lets the server place the
volume in an overflow state when (a)
the current audit file has reached the
Audit file maximum size or (b) it
cannot write to the current audit file
(for example, the volume is full). The
server doesn'’t try to roll over to a new
audit file, even if there is disk space
for archiving the current audit file.

When a volume is in an overflow
state, any NCP request which is
potentially auditable is not allowed,
even if that event would not cause an
audit record to be generated.

For example, in an overflow state, the
server won't permit users to perform
any file open operations on the
volume, even if the event is not
preselected for auditing. The effectis
essentially the same as if the
overflowed volume had been
dismounted. To recover, you must
reset the current audit file (see “Reset
Audit Data File” on page 130.

If volume SYS: overflows, the server
permits an audit administrator to
perform a read-only login to the
server to reset the audit file. Other
users aren't permitted to log in while
volume SYS: is in an overflow state.

This is the only overflow option that
guarantees that you will not lose audit
data. Consequently, if collecting
audit data is very important, you
should use this setting, even though it
might inconvenience users who need
to access the volume.
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Full Audit File Option Description

Disable event recording This setting lets the server turn off
auditing and stop entering new audit
records into the current audit file
when it reaches the maximum size
limit or when an unrecoverable write
error occurs for the audit file. The
server doesn't try to create a new
audit file, even if there is disk space to
archive the current audit file.

You must reset the current audit file in
order to re-enable event recording.
Until you re-enable event recording,
users can access the volume without
any audit coverage.

Minutes between warning messages The server sends warnings to the
console at this frequency if (a) the
audit file is full and (b) the overflow
option is configured to either Disable
auditable events or Disable event
recording.

If you have the Archive audit file
option configured, then a warning
message is sent when the audit file is
almost full, but there is no additional
message when the archive occurs.

2 Move the cursor to the field you want to change and enter the new
configuration value.

For numeric fields (for example, Audit file maximum size), type the new
valueinto thefield over the previous value, then press Enter. For Yes/No
settings, type Y or N to change the value.

Depending on the context of your change, the server might modify other
values on the configuration screen. For example, if you set Automatic
audit file archiving to No, the server will blank out the entries for Days
between audit archives and Hour of day to archive.

3 If you enable Force dual-level audit passwords and the ALLOW AUDIT
PASSWORDS optionis set to ON, AUDITCON will immediately
prompt you (twice) to enter the new level 2 password.
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4 Review the settings on the current screen, and change any settings as
required.

5 Press Esc to exit the menu.
AUDITCON asks you to confirm the changes.

6 Choose Yesto save the changes and return to menu 497, 498, or 499, or
choose No to leave the audit configuration unchanged.

NOTE: If you intend to back up audit files to high-density (1.44 MB) diskettes, set
the maximum size of the audit file to approximately 1.3 MB to ensure that the audit
file will fit on the disk.

WARNING: Audit files consume disk resources that might be needed by other
users. Before you define the number and size of audit files, discuss your projected
disk space requirements with an administrator for the server. If you set the audit
file size too small, you risk shutting down the server volume or losing audit data,
depending on the overflow option you've configured.

The server does not provide any locking mechanism to prevent multiple auditors
from simultaneously attempting to change volume, container, or external audit
configuration data. If this occurs, the last auditor to write the audit configuration
might overwrite changes made by other auditors. If more than one auditor has
rights to modify the audit configuration, you must institute procedural methods to
control access to the Audit File object, such as selecting a single replica of the
Audit File object and making all changes to that replica.

If you specify the Disable auditable events option, the server will stop processing
auditable volume NCP™ requests when the current audit file fills up, even if there
is sufficient disk space to roll over the audit file and start a new audit file. For
example, you could have room for 15 online audit files, but the server will disable
auditable NCP events when the current audit file fills up.

To prevent this disruption, configure automatic audit file archiving so that the
current audit file will not overflow during routine operation. For example, if it
normally takes two days to fill an audit file, set Automatic audit file archiving to ON,
Days between audit archives to one day, and Number of old audit files to at least
7. To prevent audit loss, you should monitor the audit status on a regular basis,
and you must clean out the old audit files before the last audit file is used.

If you configure both Automatic audit file archiving and the Archive audit file
overflow option, the server will roll over the current audit file at both the appointed
time and the specified file size. For example, if you're archiving audit files every
Friday and the file becomes full on Thursday, the server will roll over the audit file
on Thursday (overflow processing) and then again on Friday (automatic archival
processing). Consequently, you might use up the configured number of old audit
files (for example, 15) faster than anticipated. To prevent loss of audit data, you
should monitor the audit status on a regular schedule and you must clean out the
old audit files before the last file is used.
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Change Audit Passwords

This section describes how the auditor can change level 1 audit passwords and
level 2 audit passwords (if level 2 passwords are enabled). For information on
using the password-based mechanism for accessing audit files, see
“Controlling Access to Online Audit Data” on page 27.

Prerequisites

O See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

Procedure

1 Tochangethelevel 1 password, choose Change audit password from the
Auditing configuration menu (498).

2 Enter the current (level 1) audit password.
AUDITCON does not echo any password information to the screen.

If dual-level passwords are enabled, AUDITCON prompts you to enter
the level-2 password before you can change the level-1 password.
AUDITCON alows you to change the level-2 password using the same
procedure used to change the level-1 password.

3 Enter the new (level 1) audit password when prompted by AUDITCON.

AUDITCON prompts you twice for the new password. This ensures that
the auditor did not make an error when entering the password.

AUDITCON doesn't check the password for length, al phanumeric
characters, or other characteristics of strong passwords, nor doesit ensure
that it is different from the previous password. Uppercase and lowercase
characters are treated identically.

Set Audit Passwords

This section describes how to set level 1 audit passwords and level 2 audit
passwords (if level 2 passwords are enabled). This section is applicable only
if the ALLOW AUDIT PASSWORDS option is set to ON. For more
information on using the password-based mechanism for accessing audit files,
see “Controlling Access to Online Audit Data’ on page 27.

WARNING: The server’s NetWare Enhanced Security configuration requires use of the
NDS rights-based access control mechanism to protect audit data. For NetWare
Enhanced Security networks, do not enable the password-based access control
method (by setting ALLOW AUDIT PASSWORDS=0N at the server console) because
this violates the assumptions under which the server was evaluated.
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Prerequisites

Procedures

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

1 Tosetthelevel 1 password, choose Set audit password from the Auditing
configuration menu (1497).

AUDITCON prompts you to enter the new (level 1) container password.
2 Enter the new password.
AUDITCON does not echo any password information to the screen

If dual-level passwords are enabled, AUDITCON prompts you to set the
level 2 password before you can set the level 1 password. AUDITCON
allows you to set the level 2 password using the same procedure used to
change the level 1 password.

3 Reenter the new password.

The dua prompt ensures that the auditor did not make an error when
entering the new password.

AUDITCON does not check the password for length, al phanumeric
characters, or other characteristics of strong passwords, nor doesit ensure
that it is different from the previous password. Passwords are not case-
sensitive.
WARNING: If you use audit passwords to control access to the audit file, do not use
your server password as the audit password.

NOTE: If you use a password to control access to an audit file, and forget the audit
password, then you must use the rights-based access, as described in “Controlling
Access to Online Audit Data” on page 27. When you have access to the audit trail, you
can reset the password as described in this procedure.

Disable Volume Auditing

When you disable volume auditing, you stop the server from recording audit
eventsto the volume audit file, but you do not delete the Audit File object for
thevolumeaudit trail. The Audit File object remainsandisreused (to provide
an initial configuration) if you re-enable auditing for the volume. After
volume auditing has been disabled, it can be re-enabled using the Enable
Volume Auditing menu (see “Enabling VVolume Auditing” on page 51).
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Prerequisites

Procedures

User Restriction

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

1 Choose Disable volume auditing from the Auditing configuration menu

(497, 498, or 499).

AUDITCON asksyou to confirm that you want to disable auditing for the
volume.

2 Choose Yes and press Enter to disable auditing, or No to continue

auditing.
AUDITCON returns to menu 497, 498, or 499.

This menu provides for setting the following audit control flagsin the current
volume's Audit File object Audit Policy.

¢ User Restriction. The server provides two different methods for

auditing the actions of specific users. It distinguishes between a set of ten
file system events (those which permit user or file and user and file
selection) and the remaining volume events.

By default, the remaining (non-user/file) events are audited for all users.
However, if you set the User restriction flag, the server will audit only
those users who have been specifically preselected for auditing. See
“Audit by User” on page 72.

Audit NOT_LOGGED_IN . Beforeauser logsin to NDS, the server
permits the user to accessfilesin the \LOGIN directory. By default, the
server does not audit these unauthenticated user events. However, if you
set the Audit NOT_LOGGED _IN users flag, the server records these
events in the current volume audit file.

These flags pertain only to the currently selected volume and do not affect
other volume or container audit files. Unlike the per-user audit flag (which is
global across the network), the User restriction and Audit

NOT_LOGGED _IN usersflags must be set individually for each volume and
container. The two flags are independent of each other, so you can set either
flag without affecting the other.

WARNING: If you set the User restrictions flag to Yes, you must also preselect those
users you want audited, using the procedures shown in “Audit by User” on page 72 or
“Audit by User” on page 154. Setting the User restrictions flag to Yes without
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preselecting any users will mean that only User or File events (where the file is
preselected) will be recorded in the audit trail.

If you set the User restrictions flag to Yes but leave the Audit NOT_LOGGED_IN users
flag set as No, then actions of unauthenticated users will not be audited, unless they
would otherwise be audited by selection of User or File events where the file is
preselected.

Prerequisites

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 53.

Procedures

1 Choose User restriction from the Auditing configuration menu (497, 498,
or 499).

AUDITCON displays menu 480, which allows you to select the desired
user restriction parameters for the volume.

Figure 31  Menu 480: User Restriction

User restriction

Audit NOT_LOGGED_IN users HNo
User restriction No

2 Review the settings on the current screen, and change any settings as
required. PressY to set avalueto Yesor pressN to set the value to No.

3 When you are finished, press Esc to exit the menu.
AUDITCON asks you to confirm your changes.

4 Choose Yes to save the changes and return to menu 497, 498, or 499, or
choose No to leave the user restrictions configuration unchanged.

Generating Volume Audit Reports

AUDITCON alowsyou to process onlineand offline audit filesto extract and
review the information the server has collected for you. Processing consists
of displaying audit information on the AUDITCON screen (viewing) and
generating printable reports (printing).
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This section describes how to process online audit files, either the current
audit file or the old audit files that have been archived (that is, rolled over) by
the server but are still maintained as audit files by the server. See* Generating
Reports from Offline Audit Files” on page 121 for information on how to
process offline audit files.

Prerequisites

(M

See “General Prerequisites’ on page 37.

U To process online audit files, you must either have the Read right to the
Audit File object Audit Contents property or have logged in to the audit
trail. To log in to an audit trail, you must enable audit passwords at the
server console.

U You must be able to create new (temporary) filesin the directory you
were in when you started AUDITCON, and have sufficient disk space on
that volume. These temporary files hold the audit data asit is extracted
from the audit trail.

U You must have preselected events for auditing. You can view or report
only those audit events that have been recorded by the server; for
example, if you don't configure the server to record file open events, then
you can't display any file open events. (See “Changing a Volume Audit
Configuration” on page 53 for more information on preselection.)

WARNING: Because AUDITCON places temporary files in the directory you were
in when you started AUDITCON, and these temporary files contain audit data, you
must not generate any reports unless your current directory is protected from
access by users who are not authorized to see audit data.

Procedure

1 Choose Auditing reports from the Available audit options menu (101).
AUDITCON displays menu 500.
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Figure 32 Menu 500: Auditing Reports

Auditing reports
Display audit status 200
Edit report ilters h01
Report audit file 525
Report audit history 530
Report old audit file 540
Report old auwdit history 550
View audit file 260
View audit history 570
Vieuw old audit file 580
Uiew old audit history 590
Database report audit file 800
Databaze report audit history 810
Databaze report old audit file 820
Database report old audit historyl|l 830

2 Choose the desired auditing report option, and press Enter.

You have severa options for creating and viewing reports from the
records in audit files.

*

You can create filters to extract specific information (for example,
users or files) from the audit file, or you can view all the recordsin
an audit file. Unlessyou arejust browsing the audit trail, you would
normally want to define one or more report filters before you
generate an audit report or view an audit file.

You can process the current audit file (for example, Report Audit
File) or process an old audit file (for example, Report old audit file).
References to old audit files explicitly indicate operations on one of
the server’s old audit files, while the other operations areimplicit on
the current audit file.

You can direct output to your AUDITCON screen (for example,
View audit file) or send the output to afile on your workstation or a
directory on the server (for example, Report audit file).

You can extract information about client user events (for example,
View audit file) or extract information about auditor events (for
example, View audit history). The audit file contains user events,
whilethe audit history file contains arecord of actions by the auditor
in managing the audit trail.
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The audit history isactually included in the audit file, and is not a
separatefile. Itisdescribed asthe audit history file for compatibility
reasons.

+ You can cause reports to be generated as text (for example, Report
audit file) or in aform suitable for loading into a database (for
example, Database report audit file).

These options are addressed in the following sections.

Edit Report Filters

Prerequisites

Procedure

NOTE: The procedures described in this section allow you to generate filter files and
report files on your local workstation. See your client documentation for details on how
to use your workstation’s security mechanisms to protect these files.

AUDITCON letsyou createfilters so you can extract the specific information
that you want from an audit file. If you view areport without applying afilter,
AUDITCON displays the entire contents of thefile.

You can create as many filters as you want to screen information in the audit
file. Then, any time you want to generate a report, you can select and apply
thefilter.

WARNING: An audit filter is an ordinary file that contains the filter information. By
default, AUDITCON saves the filter file in your current working directory, which can be
either a local drive or a network drive. The name of the file is typically the filter name,
with a file extension of .ARF (for Audit Report Filter). While this allows you to create
audit filters in a variety of different directories, AUDITCON does not provide a means
for you to access filters in a different directory. Consequently, to use a filter that you
have previously defined, you must run AUDITCON from the directory where the filter is
located, or copy the filter to your current directory before you run AUDITCON. Audit
report filters must be protected from modification by storing them only in locations where
they will be protected by NetWare or by client workstation access controls.

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

1 From the Auditing reports menu (500), choose Edit report filters.

AUDITCON displays menu 501, which lists the filters you have
previously defined. If you have not defined any filtersin the current
directory, AUDITCON displaysanull entry _no_filter_.
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Table 12

Figure 33  Menu 501: Edit Filter

Edit filter

FILTER_1
FILTER_3

2 Highlight an entry and press either F10 or Enter to select that filter for
editing. Or, press Insert to create a new audit filter.

In each case, AUDITCON displays menu 502, which showsthe available
filter criteria. The steps for creating a new filter and editing an existing
filter are essentially the same.

The primary differenceisthat if no audit filters exist, you can press Enter
to create a new audit filter, but you cannot press F10 to edit.

Figure 34  Menu 502: Edit Report Filter

Edit report filter
Report by date-stime 503
Report by event 505
Report exclude paths-files|| 513
Report exclude users 515
Report include paths-files| 518
Report include users 519

3 Choose an option (that is, criteriafor printing an audit record) and press
Enter to define the filter rules, described in Table 12 on page 91.

Filter Rules

Filter Rule

Description

Report by date/time

This filter allows you to specify one or more time periods to include in a report.
All audit records that match one of the time periods are a candidate for
reporting. If the date/time filter is empty (that is, no times are specified), all
audit records are a candidate for reporting.

For instructions, see “Report by Date/Time” on page 93.
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Filter Rule Description

Report by event This filter allows you to specify the types of audited events to include in a
report. All audit events that match the specified events are a candidate for
reporting. For example, if you specify create directory and file open events in
a filter, your report will include only create directory and file open events.

For instructions, see “Report by Event” on page 94.

Report exclude paths/ This filter allows you to specify one or more files or directories that you wish
files to exclude from audit reports. All other files and directories are potentially
included in the report.

Only those files and directories named are excluded. That is, if you exclude
\FOO, that does not also exclude \FOO\BAR.

For instructions, see “Report Exclude Paths/Files” on page 100.

Report exclude users This filter allows you specify one or more users that you want to exclude from
audit reports. All other users are potentially included.

For instructions, see “Report Exclude Users” on page 101.

Report include paths/files This filter allows you to specify one or more file or directory pathnames that
you want to include in the report. The default is *, which indicates that all files
and directories are potentially reported.

Only those files and directories named are included. For example, if you
include \FOO, that does not also include \FOO\BAR.

For instructions, see “Report Include Paths/Files” on page 102.

Report include users This filter allows you to specify one or more users that you want to be included
in the report. The default is *, which indicates that all users are potentially
reported.

For instructions, see “Report Include Users” on page 103.

When you create an audit report, AUDITCON applies these filters to
records that it reads from the audit file. AUDITCON reports only those
eventsthat match all thefilter criteria. That is, the audit record timestamp
must match the date/timefilter and the audit record event type must match
the event typefilter, and so on. If afilter contains conflicts between
include and exclude options, the exclude option takes priority.

4 When you have finished defining all the filter criteria, return to the Edit
report filter menu (502) and press Esc.

AUDITCON asks for confirmation before it saves the filter information.
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5 If you choose Yesto save the changes, AUDITCON prompts you for the
name of thefilter file.

Thefilter name can be up to eight characters long and must not contain a
period. AUDITCON appends a.ARF extension to the filter name (for
example, FILTER_3.ARF), and writes the filter filein the auditor’s
current directory.

Report by Date/Time

Procedure
1 From the Edit report filter menu, choose Report by date/time.

AUDITCON displays menu 503, which lists the existing date/time ranges
defined for the filter.

If you are inserting a new filter, thismenu initialy will be empty.

Figure 35 Menu 503: Report by Date/Time

Report by date-time

6-Z21-1995 ~ 10:00:00 pm - 12-20-1995 ~ 5:00:00 pm
1-1-1994 ~ 12:00:00 am - 5-6-1994 ~ 11:59:59 pn

2 Highlight an entry and press Enter to edit an existing date/time range, or
press Insert to define a new range, or highlight an entry and press Delete
to remove atime range from the filter.

If you press Insert or Enter, AUDITCON displays menu 504, which
allows you to do more editing of the date/time profile selected in menu
503.
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Figure 36  Menu 504: Report by Date/Time

Report by date-stime

Start date: 1-1-1994
Start time: 12:00:00 am
End date: 5-6-1994
End time: 11:59:59 pnm

3 To edit the date/time profile, use the arrow keysto movethe cursor to the
desired field and type in the new value.

AUDITCON makes reasonable attempts to convert alternate forms (for
example, 3/15/95, mar 15, 15 Mar 95, 8am, or 8a) into the standard
format.

4 When you have reviewed the date/time range, press Esc to return to menu
503.

5 Choose Yesto save your changes or No to cancel the changes.

If AUDITCON finds an error (for example, the start date/time later than
the end date/time), it displays an error message and goes back to menu
504.

6 Press Esc to return to the Edit Report Filter menu (502).

Report by Event

Procedure
1 From the Edit report filter menu, choose Report by event.

AUDITCON displays menu 505, which provides ahigh-level selection of
the types of audit events (file system events, queue events, server events,
and user events) defined in the current filter.

94 Auditing the Network



Figure 37  Menu 505: Report by Event

Report by ewvent
Report by accounting events 506
Report by extended attribute events| 507
Report by file events 508
Report by message events 509
Report by [MS events 510
Report by server events 511
Report by user events 512

NOTE: QMS events occur only in the volume SYS: audit trail. If you are examining
another volume’s audit trail, the menu item identified as 510 will not be present.

Choose one of the types of audit events.
See“Audit by Event” on page 56 for descriptions of these events.

When you choose atype of event, one of the following seven menus will
appear.

Each of the menus has three columns:;
+ Anevent type (left column)

+ Anindication of whether the event is preselected for auditing in the
current audit file (middle column)

+ Flagsfor toggling the event on or off in the current audit filter (right
column)

The preselection indication iswith respect to the current configuration of
the current audit file, and might bear no significanceto the eventsthat are
actually recorded in the audit files to which the filter is applied.

Report by accounting events. This menu shows the accounting audit
eventsthat are included in the current filter.
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Figure 38 Menu 506: Report by Accounting Events

Report by accounting events

Get account status on off
Submit account charge on of f
Submit account hold on off
Submit account note on of f

Report by extended attribute events. This menu shows the extended
attribute audit events that are included in the current filter.

Figure 39  Menu 507: Report by Extended Attribute Events

Report by extended attribute events

Duplicate extended attribute on of f
Enumerate extended attribute of f off
Read extended attribute of f off
Write extended attribute of f off

Report by file events. This menu shows the file and directory audit
events that are included in the current filter.

Because of the screen size, only 16 events are shown at one time, with the
remainder of the events available using the Page Up and Page Down and
arrow keys.
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Figure 40  Menu 508: Report by File Events
Report by file events

fillocate directory handle of f of f
Convert handle to directory entry of f of
Create directory - user or directory of f of f
Delete directory - user or directory of f of f
File clozse - modified file of f of
File close - user or file of f of f
File create - user or file of f of f
File delete - user or file of f of
File open - user or file of f of f
File purge of f of f
File read - user or file of f of f
File renamesmove — user or file of f of f
File =alvage of f of I
File =earch of f of f
File write - user or file of f of f

¥ |Generate directory base and volume number of f of I

The following events can be displayed by scrolling the Report by file

events screen:

Get entry access rights

Get reference count for directory entry

Get specific information for entry
Get users' effective rights

Lock file
Modify directory entry - user or file

Obtain entry information
Scan deleted files
Scan trustee list

Scan volume's user disk restriction

Search specified directory
Set compressed file size
Set directory handle

Report by message events. Thisfilter shows the message audit events
that are included in the current filter.
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Figure 41  Menu 509: Report by Message Events

Report by message events

Broadcast to comsole of f off
Disable broadcasts of f off
Enahle broadcasts of f of f
Get broadcast message of f of f
Send broadcast message of f of I

Report by QM Sevents. Thisfilter showsthe print and queue eventsthat
areincluded in the current filter. Because of the screen size, only 16
events are shown at one time, with the remainder of the events available
using the Page Up and Page Down and arrow keys.

Figure 42  Menu 510: Report by QMS Events

Report by (MS events
Get gueue job from form list of f of f
Get gueue job list of f of
Get gqueue job size of f of f
Get gueue server status of f of I
Move gqueue job of f of f
Queue attach server of f off
Queue create of f off
Queue create job of f off
Queue de=stroy of f of f
Queue detach server of f off
Queue edit job of f of f
Queue job finish of f of I
Queue job =ervice of f off
Queue job service abort of f of f
Queue job swap rights of f of
¥ |Queue remove job of f off

The following events can be displayed by scrolling the Report by QM S
events screen:

Queue set job priority
Queue set status
Queue start job
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Read queue job entry

Read queue status

Restore queue server rights

Set print job environment

Set queue server status

Report by server events. Thisfilter shows the server audit events
defined for the current menu. Because of the screen size, only 16 events

are shown at one time, with the remainder of the events available using
the Page Up and Page Down and arrow keys.

Figure 43 Menu 511: Report by Server Events

Report by server evenis
Change Date-Time of f of f
Convert path to directory entry of f of f
Dizable login of f of f
Disable transaction tracking of f of f
Doun =erver of f of f
Enable login of f of I
Enable transaction tracking of f of f
Get commection’s open files of f of f
Get comnection’s semaphores of f of
Get commection’s task information of f of f
Get commections using a file of f of f
Get logical record information of f of
Get logical records by commection of f of f
Get objects remaining disk space of f of f
Get physical record locks by commection and file of f of
¥ |Get physical record locks by file of f of f

The following events can be displayed by scrolling the Report by server
events screen:

Get physical record locks by file
Get semaphore information

Get user disk utilization

Map directory number to path
NLM add audit record

NLM add user ID record
Relinquish connection
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Remote add name space
Remote dismount volume
Remote execute configuration file
Remote load NLM

Remote mount volume
Remote set console parameters
Remote unload NLM

Send console broadcast

Server console command
Verify server serial number
Volume dismount

Volume mount

Report by user events. Thisfilter lists the user events defined for the
current filter.

Figure 44  Menu 512: Report by User Events

Report by user events
Clear commection of f of f
Disable account of f of f
Grant trustee of f of I
Log in user on of f
Log out user of f of f
Remove trustee of f of
User space restrictions of f of f

3 Tochange preselection of eventsin the current filter, choose an event and
press F10 to toggle the setting for that event in the right column.

4 When you are finished, press Esc to return to menu 505.

Report Exclude Paths/Files

Procedure
1 From the Edit report filter menu, choose Report exclude paths/files.

AUDITCON displays menu 513, which lists the audit filter's pathnames
to be excluded from audit reports.
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As shown in the menu, path specifications do not include avolume name
or leading backslash, but rather are relative to the root of the volume.
Path specifications can contain DOS wildcard characters (* and ?) in the
last component of the name.

Figure 45 Menu 513: Report Exclude Paths/Files

Report exclude paths-files

PUBL ICSFROGRAM . THP
PUBLICNWORKDIR
LOGIN

PROJECTNs<. THP

X= . AAT

WARNING: AUDITCON does not verify that the paths entered are valid pathname
specifications. If they are not valid, they are ignored.

2 PressInsert to define anew pathname. When prompted for the path/
filename, press Enter to edit an existing entry or press Delete to remove
an existing entry. Press Insert twice to browse the volume files and
directories to select pathnames to be excluded.

3 Press Escto return to the Edit Report Filter menu (502).

Report Exclude Users

Procedure
1 From the Edit report filter menu, choose Report exclude users.

AUDITCON displays menu 515, which lists the audit filter's users to be
excluded from audit reports.

2 Pressinsert to define anew username. When prompted for the username,
press Enter to edit an existing entry or press Delete to remove an existing
entry. Press Insert twice to browse the list of usernames to select
usernames to be excluded from audit reporting.

Thelist of usersdisplayed isthose usersin the default bindery context for
the server where the volume is located.
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WARNING: The list of users shown is not the complete list of users who might
have audit records in the audit file. If you want to exclude users other than those
in the default bindery context, you must type their names, rather than selecting
them using the browser. Enter the full context without a preceding period (.), such
as JOE.SALES.NOVELL.

NOTE: The status shown in menu 517 for each user is the current status, which is
not necessarily the same status of the user when the audit data was recorded.

AUDITCON does not verify that the user names entered are valid. If they are not
valid, they are ignored.

Figure 46  Menu 515: Report Exclude Users

Report exclude users

USER_1
USER_2
USER_4

Figure 47  Menu 517: Report by User

Report by user

ADMIN on
AUDITOR on
SUPERVISOR on
USER of f

3 Press Esc to return to the Edit Report Filter menu (502).

Report Include Paths/Files

Procedure

1 From the Edit report filter menu, choose Report include paths/files.
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AUDITCON displaysalist of the audit filter's pathnames to be included
in audit reports.

Initially, this screen contains only an asterisk to indicate that all paths/
files are to be included in the audit report, but you can edit the menu (as
described in “Report Exclude Users’ on page 101) to specify afew
important pathnames.

2 Press Esc to return to the Edit Report Filter menu (502).

Report Include Users

Procedure
1 From the Edit report filter menu, choose Report include users.

AUDITCON displaysalist of the audit filter's users to be included in
audit reports.

Initially, this screen contains only an asterisk to indicate that all users are
to beincluded in the audit report, but you can edit the menu (as described
in“Report Exclude Users’ on page 101) to specify afew important users.

2 Press Esc to return to the Edit Report Filter menu (502).

Deleting an Audit Filter

Procedure
1 At menu 501, press Delete to remove a selected audit filter.
AUDITCON asks for confirmation.

2 Choose Yes and press Enter to delete the .ARF file that contains the
specified audit filter or No to leave thefilter in place.

AUDITCON displays menu 501, and lists the remaining filters (that is,
ARFfiles) inthe current directory. If you have deleted the last remaining
audit filter in the current directory, AUDITCON shows _no _filter_in
menu 501.

3 Press Escto return to the Edit Report Filter menu (502).
Report Audit File

This section describes how to generate a formatted text version of the user
eventsin the current audit file. You cannot directly print the server's audit
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Prerequisites

Procedure

files, because the server’s audit files are not directly accessible to network
clients and the server's audit files are stored in a compressed format.

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report audit file from the Auditing reports menu (500).
AUDITCON prompts you for the name of the output file.

Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 526, which showsthe availablefilters. These
includethefileswith . ARF extensionsin your current directory and anull
filter (_no_filter_) that will passall recordsin the audit file. To use one
of thesefilters, select that filter and press Enter.

Figure 48  Menu 526: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

AUDITCON also alows you to create atemporary filter, or modify an
existing filter, for use in this report. Choose the desired filter (or
_no_filter ) and press F10. Edit the filter as described in “ Generating
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Reportsfrom Offline Audit Files” on page 121, then press Esc to bring up
the Save filter menu. From there you can discard the changes, save the
changesto afilter file, or apply the filter to the current report without
saving the changes.

4 AUDITCON retrieves records from the current audit file, applies the

specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be a time-consuming process. AUDITCON displays a Reading
file message in the header area of your screen and a Please wait ...
notification in the menu area. Wheniit isfinished, AUDITCON returns
to menu 500.

To review the contents of your report, exit to DOS and either print or use
an editor.

Report Audit History

Prerequisites

Procedures

This section describes how to generate aformatted text version of the auditor
eventsin the current audit file.

U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. |f you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report audit history from the Auditing reports menu (500).
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
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NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait ... notification in the menu area. Wheniitis
finished, AUDITCON returns to menu 500.

To review the contents of your report, exit to DOS and either print or use
an editor.

Report Old Audit File

Prerequisites

Procedures

This section describes how to generate a formatted text version of the user
eventsin an old online audit file.

O See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. |f you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report old audit file from the Auditing reports menu (500).

AUDITCON displays menu 540, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (ol dest first). The datesand times displayed show when the
audit filewas created (that is, when it started accumul ating audit events).
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Figure 49  Menu 540: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

4 AUDITCON displays menu 542, which shows the availablefilters.
Choose the desired filter and press Enter, or press F10 to edit afilter.

Figure 50  Menu 542: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be atime consuming process. AUDITCON displays a Reading
file message in the header area of your screen and a Please wait ...
notification in the menu area. When it isfinished, AUDITCON returns
to menu 500.
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5 Toreview the contents of your report, exit to DOS and either print or use
an editor.

Report Old Audit History

This section describes how to generate a formatted text version of the auditor
eventsin an old online audit file.

Prerequisites
U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. |f you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Procedures
1 Choose Report old audit history from the Auditing reports menu (500).

AUDITCON displays menu 550, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (ol dest first). The datesand timesdisplayed show when the
audit filewas created (that is, when it started accumul ating audit events).

Figure 51  Menu 550: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1996 5:57:16 pn 7kb
4-21-1996 11:28:39 anm 1Zkb
4-21-1396 2:31:05 pnm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.

3 Enter the pathname for the file and press Enter.
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View Audit File

Prerequisites

Procedures

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait ... notification in the menu area. Wheniitis
finished, AUDITCON returns to menu 500.

To review the contents of your report, exit to DOS and either print or use
an editor.

This section describes how to display alisting of the user eventsin the current
audit file on the screen of your workstation.

O See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

1 Choose View audit file from the Auditing reports menu (500).

AUDITCON displays menu 560 to display the available filters. These
includethefileswith . ARF extensionsin your current directory and anull
filter (_no_filter_) that will passall records in the audit file.

If AUDITCON does not display the desired filter, return to DOS, change
to the directory where the filter islocated, and try again.

Figure 52 Menu 560: Select Filter

Select filter

_no_filter_
FILTER_1
FILTER_3

2 Choosethe desired filter and press Enter, or press F10 to edit afilter.
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If you select afilter and press Enter, the audit fileisdisplayed. The second
line of the header area shows your location in the audit file or when
AUDITCON iswaiting for information from the server. —HOME —
indicates the beginning of the file and — END — indicates the end of the

audit file.
Figure 53  Sample audit file
AUDITCON 4.28 Monday June 10, 1996 3:Z6pm
Server: ACME_ONE Uolume: SY5 — HOME —
-— b-10-1996 ——
15:24:00 Start volume andit file, event 80, ACME_ONE_SY3.market .ALPHABET
15:24:00 Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user ADMIN, comnmection 19
15:24:22 Get entry access rights, event 213, SYSTEMNTEMP, status 0,
user ADMIN, commection 19
15:24:22 Set directory handle, event 218, SYSTEMNTEMP, status 0O,
user ADMIN, comnmection 19
15:24:30 File search, event Z19, %, status 255,
user ADMIN, comnection 19
15:24:30 File search, event 219, %, status 255,
user ADMIN, comnmection 19
15:24:30 Allocate directory handle, event 217, directory handle &, SYSTEMNTEMP,
status 0, user ADMIN, commection 19
15:24:38 Get entry access rights, event 213, SYSTEM, status 0,
user ADMIN, comnection 19
15:24:38 Set directory handle, event 218, SYSTEM, status 0,
user ADMIN, comnmection 19
15:24:56 File search, event 219, %, status 255,
user ADMIN, commection 19
15:24:56 File search, event 219, «, status 255,

At any time you can press Home to return to the beginning of thefile, or
End to go to the end of thefile. Press Page Down or Page Up to display
anew page of formatted audit records, or use the down or up arrow keys
to changethedisplay onerecord at atime. When AUDITCON iswaiting
for datafrom the server, it displays a— Reading file — notification;
otherwise, it displays— PAUSE —.

AUDITCON displays the time (for example, 17:38:28) for each audit
record, but only displays the date (— 3-14-1995 —) at the beginning of an
audit file or when the date rolls over from one day to the next. Thefirst
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record defines the start time of the audit file and the server/volume being
audited.

Subsequent events define the name of the event (for example, Open file
handle), a numeric event number (64), a pathname
(\PUBLIC\AUDITCON.EXE), the status for the event (in this case, 0
indicates success), the user name, and the user connection number. See
“Audit File Formats” on page 249 for more information on the format of
individua events.

If an audit event was generated as aresult of an action by a user who was
not logged in (typically, by auser reading \LOGIN\LOGIN.EXE), then
the username will be_NOT_LOGGED_IN in place of the actual
username.

When examining console audit events, you will need the manual console
audit log (described in Maintaining a Console Audit Log) to determine
the responsible administrator for each action.

3 Press Esc when you are finished.
AUDITCON asks for confirmation that you are done.

4 Choose Yes and press Enter to return to menu 500.
View Audit History

This section describes how to display alisting of the auditor events on the
screen of your workstation.

Prerequisites

U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

Procedures
1 Choose View audit history from the Auditing reports menu (500).

AUDITCON reads the current audit file and displays menu 570, which
contains the first screen of audit history events.
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Figure 54  Menu 570: View Audit History

AUDITCON 4.27 Friday May 3, 1996 10:07am
Server: TS_PRINT Uolume: SY3 —— HOME ——
F— 4-10-1996 —

12:09:46 Start volume audit file, event 80, TS _PRINT _SYS3.Nowvell.TS-PRINT
12:09:46 Active comnection, event 58, address 01010340:008029E3364A, status 0O,
user ADMIN, comection 4
12:09:46 Reset audit file, event 68, status 0, user ADMIN, comnmection 4
12:11:20 Active commection, event 58, address 0101Z6ED:000000000001, status 0,
user TS_PRINT.Novell, commection 1
12:11:20 Active commection, event 58, address 0101Z26BD:000000000001, status 0,
user TS_PRINT .Novell, commection 2
13:14:54 Auditor logout. event 66, status 0, user ADMIN, commection 4
13:52:10 Query auwdit status, event 82, status 0,
user ADMIN, comection 4
14:26:24 (Query audit status, event 82, status 0,
user ADMIN, commection 4
14:26:46 Query audit status, event 8Z, status 0,
user ADMIN, comection 4
14:26:5Z2 Query audit status, event 82, status 0,
user ADMIN, comection 4
14:27:02 Query audit status, event 82, status 0,
user ADMIN, comection 4
14:27:18 Query audit status, event 82, status 0,

2 Pressthe Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 500.

NOTE: The Auditor login event means that an auditor began accessing the audit
file, while the Auditor logout event means that an auditor ceased accessing the
access file. These events do not indicate user logins or logouts.

View Old Audit File

This section describes how to display alisting of the user events from an old
online audit file to the screen of your workstation.

Prerequisites

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.
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Procedures

1 Choose View old audit file from the Auditing reports menu (500).

AUDITCON displays menu 580, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (ol dest first). The datesand times displayed show when the
audit file was created (that is, when it started accumulating audit events).

Figure 55 Menu 580: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

Move the cursor to select the desired audit file, then press Enter.
AUDITCON displays menu 581 to display the available filters.

Figure 56  Menu 581: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

Choose the desired filter and press Enter, or press F10 to edit afilter.

AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats the filtered records, and displays
the formatted records to your screen. The screen format is described in
“Generating Volume Audit Reports’ on page 87.

Press the Home, End, Page Up, Page Down, and Arrow keysto move
through the display. When you are finished, press Esc and answer Yesto
return to menu 500.
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View OIld Audit History

Prerequisites

Procedures

This section describes how to display alisting of the auditor events from an
old online audit file to the screen of your workstation.

U See‘General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

1 Choose View old audit history from the Auditing reports menu (500).

AUDITCON displays menu 590, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (ol dest first). The datesand times displayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 57  Menu 590: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

Move the cursor to choose the desired audit file, then press Enter.

AUDITCON retrieves records from the current audit file, formats the
records, and displaysthem to your screen. The screen format isdescribed
in “Generating Volume Audit Reports’ on page 87.

Press the Home, End, Page Up, Page Down, and Arrow keysto move
through the display. When you are finished, press Esc and answer Yesto
return to menu 500.

Database Report Audit File

This section describes how to generate afile containing the user eventsin the
current audit file in aform suitable for loading into a database.
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Prerequisites

Procedures

0 See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the databasefile
on your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Database report audit file from the Auditing reports menu (500).
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
NOTE: If you do not specify a complete pathname, including the drive letter,

AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 801 to display the available filters. These
includethefileswith . ARF extensionsin your current directory and anull
filter (_no_filter ) that will pass all recordsin the audit file.

Figure 58  Menu 801: Select Filter

Select filter

_no_filter_
FILTER_1
FILTER_3

To use one of these filters, choose that filter and press Enter.

AUDITCON also allows you to create atemporary filter, or modify an
existing filter, for use in this report. Choose the desired filter (or
_no_filter ) and press F10. Edit the filter as described in “ Generating
Reportsfrom Offline Audit Files” on page 121, then press Esc to bring up
the Save Filter menu. From there you can discard the changes, save the
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changesto afilter file, or apply the filter to the current report without
saving the changes.

4 AUDITCON retrieves records from the current audit file, appliesthe
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be atime-consuming process. AUDITCON displays a Reading
file message in the header area of your screen and a Please wait ...
notification in the menu area. When it isfinished, AUDITCON returns
to menu 500.

5 Exitto DOSand use an appropriate databaseloading program to insert the
audit records into a database for review.

See “Format of the Database Output File” on page 120 for a description
of the format of the database file.

Database Report Audit History

This section describes how to generate a formatted text version of the auditor
eventsin the current audit file in aformat suitable for loading into a database.

Prerequisites
U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Procedures

1 Choose Database report audit history from the Auditing reports menu
(500).

AUDITCON prompts you for the name of the output file. Enter the
pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
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NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait ... notification in the menu area. Wheniitis
finished, AUDITCON returns to menu 500.

Exitto DOS and use an appropriate database | oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 120 for a description
of the format of the database file.

Database Report Old Audit File

Prerequisites

Procedures

This section describes how to generate afile containing the user eventsin an
old online audit filein aform suitable for loading into a database.

U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report fileon
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Database report old audit file from the Auditing reports menu
(500).

AUDITCON displays menu 820, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The datesand timesdisplayed show when the
audit filewas created (that is, when it started accumulating audit events).
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Figure 59  Menu 820: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 822 to display the available filters.

Figure 60  Menu 822: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

4 Choose the desired filter and press Enter, or press F10 to edit afilter.

AUDITCON retrieves records from the current audit file, appliesthe
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be atime consuming process. AUDITCON displays a Reading
file message in the header area of your screen and a Please wait ...
notification in the menu area. When it isfinished, AUDITCON returns
to menu 500.
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5 Exitto DOSand use an appropriate databaseloading program to insert the
audit records into a database for review.

See “Format of the Database Output File” on page 120 for a description
of the format of the database file.

Database Report Old Audit History

This section describes how to generate a file containing the auditor eventsin
an old online audit file in a form suitable for loading into a database.

Prerequisites
U See“General Prerequisites’ on page 37 and “Prerequisites’ on page 88.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report fileon
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Procedures
1 Choose Database report old audit history from the Auditing reports menu
(500).

AUDITCON displays menu 830, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The datesand timesdisplayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 61  Menu 830: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1396 5:57:16 pn kb
4-21-1996 11:28:39 am 1Zkb
4-21-1996 2:31:05 pm 9kb
4-23-1996 8:43:5Z pnm bkb

2 Move the cursor to move the desired audit file, then press Enter.
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AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your outpuit file.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait ... notification in the menu area. Wheniitis
finished, AUDITCON returns to menu 500.

Exitto DOS and use an appropriate database | oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 120 for a description
of the format of the database file.

Format of the Database Output File

Each linein the output file represents a single audit record. Each line consists
of aseries of comma-separated fieldsin the following order:

*

*

*

*

*

*

*

*

*

Time, as hh:mm:ss

Date, as mm-dd-yyyy

AV toindicate the record came from a volume audit trail

The name of the volume where the audit record was generated
A textual description of the event (for example, File search)
The word event followed by the numerical event number

The word status followed by the status from the event

The name of the user for whom the event was generated

Zero or more pieces of event specific information

Thisformat is suitable to be imported into most databases by specifying that
the input is acomma-separated text file.
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Generating Reports from Offline Audit Files

In addition to processing online audit files (* Generating Volume Audit
Reports” on page 87), AUDITCON also allows you to process offline audit
files. These offlinefiles can be stored on the auditor'sworkstation, removable
media, or even in the auditor's directory on the server file system. Files stored
inthe server file system are considered offline, even if they contain audit data,
because the server does not directly manage these files as audit files.

Offline audit files are in the same compressed, binary format as the server's
audit files described in “ Audit File Formats’ on page 249.

This section describes how to process and protect these offline audit files.

Offline Report Prerequisites

Procedures

U See“General Prerequisites’ on page 37.

U To process offline audit files, you must either have the Read right to the
Audit File object Audit Contents property or have logged in to the audit
trail.

NOTE: AUDITCON controls access to the offline audit file based on the current
contents of the Audit File object for that file. Your rights to the Audit File object
might be different from your rights when the offline audit file was recorded, so, for
example, you might not be able to read an offline audit file that you recorded. This
is a constraint imposed by AUDITCON, and not a server access control
mechanism. Offline audit files must be protected by the client trusted computing
base or (for removable media) by physical protection.

U You must have previously copied an online audit file from the server to a
diskette, your local workstation hard drive, or a network drive. (See
“Copy Old Audit File” on page 126 for more information on copying a
server's audit files.)

U You must have access to an offline audit file. You must have at least
Read and File Scan rights to access offline audit files on network drives.
Seeyour workstation documentation for information on using file system
rights on your workstation.

1 Choose Reports from old offline file from the Available audit options
menu (101).

AUDITCON prompts you for the name of an offline audit file.
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For DOS workstations, the filename can be an absolute DOS pathname
(for example, FAAUDIT\95FEB15.DAT) or arelative pathname in your
current directory (for example, AUDIT.DAT).

2 Enter the pathnamefor the offline audit file. PressEnter to open the audit
file, or Esc to return to menu 600.

If AUDITCON cannot open thefile, it displays an error message.
3 If AUDITCON can openthefile, it displays menu 602, which permitsyou
to choose more operations on the offline audit file.

Figure 62  Menu 602: Reports from Old Offline File

Reports from old offline file

Edit report filters h01
Report audit file 525
Report audit history 530
View audit file 560
View audit history 570
Databaze report audit file goo
Database report audit history 810

4 Choose the desired operation, then press Enter to perform that operation.

Edit Report Filters

This section describes how to create and edit report filters that you can use to
display specificinformation that isof interest. Thereisno distinction between
filters for online files and filters for offlinefiles; if you've already created a
filter for viewing online audit files, you can use (or modify) that filter for
viewing offline audit files.

Prerequisites

0 See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.

Procedures

1 Choose Edit report filters from the Reports from old offline files menu
(602).

AUDITCON displays menu 501.
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2 Follow the proceduresin “Edit Report Filters” on page 90 to create or edit
audit report filters.

Report Audit File

This section describes how to generate a formatted report of the audit records
in an offline audit file.
Prerequisites
U See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.
Procedures

1 Choose Report audit file from the Reports from old offline files menu
(602).

AUDITCON displays menu 525.

2 Follow the proceduresin “Edit Report Filters” on page 90 to generate an
audit report for an offline audit file.

Referencesin that section to the current audit file should beinterpreted as
references to an offline audit file.

Report Audit History

This section describes how you can generate an text report of the audit history
information in an offline audit file.
Prerequisites
U See“General Prerequisites’ on page 37 and the “ Offline Report
Prerequisites’ on page 121.
Procedures

1 Choose Report audit history from the Reports from old offline filesmenu
(602).

AUDITCON displays menu 530.

2 Follow the proceduresin “Report Audit History” on page 105 to generate
atext audit history report for an offline audit file.
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Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

View Audit File

This section describes how you can view (on your workstation screen) audit
records from an offline audit file.

Prerequisites
U See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.
Procedures

1 Choose View audit file from the Reports from old offline files menu
(602).

AUDITCON displays menu 560.

2 Follow the proceduresin “View Audit File” on page 109 to view an
offline audit file.

Referencesin that section to the current audit file should beinterpreted as
references to an offline audit file.

View Audit History

This section describes how you can view (on your workstation screen) the
audit history for an offline audit file.

Prerequisites
U See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.
Procedures

1 Choose View audit history from the Reports from old offline files menu
(602).

AUDITCON displays menu 570.

2 Follow the proceduresin “View Audit History” on page 111 to view the
audit history for an offline audit file.
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Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

Database Report Audit File

This section describes how to generate a report of the audit recordsin an
offline audit file in aform suitable for loading into a database.

Prerequisites

U See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.

Procedures

1 Choose Database report audit file from the Reports from old offline files
menu (602).

AUDITCON displays menu 800.

2 Follow the proceduresin “ Database Report Audit File” on page 114 to
generate an audit report for an offline audit file.

Referencesin that section to the current audit file should beinterpreted as
references to an offline audit file.

Database Report Audit History

This section describes how you can generate areport of the audit history
information in an offline audit file in aform suitable for loading into a
database.

Prerequisites

U See“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 121.

Procedures

1 Choose Database report audit history from the Reports from old offline
files menu (602).

AUDITCON displays menu 810.

2 Follow the proceduresin “Database Report Audit History” on page 116
to generate atext audit history report for an offline audit file.
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Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

Volume Audit File Maintenance

This section describes how you can use AUDITCON to close, copy, delete,
and display the server's old audit files. These mechanisms work only for old
audit files, that is, the files maintained online by the server.

You cannot perform these operations on offline audit data files. The only
operation you can perform on the server’s current audit fileisto reset thefile,
which causes the server to roll over to anew current audit file.

Audit File Maintenance Prerequisites:

O See“General Prerequisites’ on page 37.

Procedures

1 Choose Audit files maintenance from the Available audit options menu
(101).

2 Press Enter.
AUDITCON displays menu 700, which lists more maintenance options.

Figure 63  Menu 700: Audit Files Maintenance

Audit files maintenance

Copy old audit file 710
Delete old audit file TZ0
Display audit status 200

Reset audit data file 730

Copy Old Audit File

This section describes how to copy old online audit files to removable media
(for exampl e, diskettes or magnetic tapes), workstation directories, or network
drives. The primary reason for copying an audit file is to save the contents of
the file before you delete it from the server (see “Delete Old Audit File” on
page 128). You might also want to copy an old audit file to removable media
in order to saveit for evidence or to keep it for long-term storage.
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Prerequisites

Procedure

O

3

See “General Prerequisites’ on page 37.

To copy an online audit file, you must either have Read rightsto the Audit
File object Audit Contents property or have logged in to the audit trail.
(Tolog in to an audit trail, you must enable audit passwords at the server
console; this configuration is not permitted in trusted facilities.)

You must have sufficient rights on your workstation or network drivein
order to copy the audit fileto that directory. For network drives, you must
have at least the Create right. See your client documentation for more

information on rights required to create afile on a hard drive or diskette.

Choose Copy old audit file from the Audit files maintenance menu (700).

AUDITCON displays menu 710, which lists up to 15 old audit files that
are maintained online by the server. The old audit files are sorted by date
and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 64  Menu 710: Select Old Audit file

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1996 5:57:16 pn 7kb
4-21-1996 11:28:39 anm 1Zkb
4-21-1396 2:31:05 pnm kb
4-23-1336 8:43:52 pm 6kb

NOTE: There is no mechanism for copying the contents of the current audit file. If
you want to copy this data, you must first reset the audit data file as described in
“Reset Audit Data File” on page 130.

You can only copy one file at a time. If you want to copy multiple audit files,
perform the steps in this section once for each file.

Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the offline audit file.

Enter the filename of the destination audit file and press Enter.
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The pathname must be a DOS pathname on your local workstation, for
example, A:\\AUDIT301.DAT, C\AUDIT\FILE1.DAT, or
FAAUDITOR\VOL 1\A950224.DAT.

If you do not specify adrive letter and directory, AUDITCON leavesthe
audit filein your current directory. The default filenameis
AUDITOLD.DAT on your local drive.

AUDITCON displays a Please wait message whileit copiesthe audit file
from the server to your offline destination file. When it has copied the
file, AUDITCON returns to menu 700.

4 |f you copy audit files from the server onto your local workstation's file
system, you must ensure that the audit datais properly protected by your
workstation.

5 If you copy the audit file onto removable media (for example, a diskette
or tape cartridge), attach a diskette or tape label that shows the server
name, volume name, your name, the date, time, and size of the audit file,
along with any other specific comments that you feel are important.
Finally, you must ensure that the mediais physically protected.

The purpose of thisinformation isto ensure that you can load the medium
in the future, and generate meaningful audit reports from it.

NOTE: One strategy that is commonly used is to set the maximum audit file size
so that one audit file will fit on a 1.44 MB diskette. See Changing a Volume Audit
Configuration for information on setting the audit file size.

If you have a high volume of audit data, you will probably want to archive your audit
files onto magnetic tape, for example, tape cartridges. AUDITCON does not
provide a means for copying audit files directly to magnetic tape. If you want to
use magnetic tape for long-term storage, you must first copy those files onto your
file system, then use a backup program to copy the files to magnetic tape.

The frequency at which you should copy the server’s audit files to offline storage
depends on how fast your server fills up audit files. If your server archives audit
files on a periodic basis (as opposed to filling up the audit file), then you can set
the number of audit files to 10 or 15, and copy or remove online audit files once per
week without expecting to overflow the number of audit files.

Delete Old Audit File

This section describes how to delete an old audit file from the server’s online
storage after you've copied thefileto offline storage or decided that you do not
need to save thefile.
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Prerequisites

Procedure

O See“General Prerequisites’ on page 37.
U To delete an online audit file, you must either have the Write right to the

Audit Fileobject Audit Policy property or havelogged into theaudit trail.
If dual-level passwords are enabled, you must have the level 2 password.

Choose Delete old audit file from the Audit files maintenance menu
(700).

AUDITCON displays menu 720, which lists up to 15 old audit files that
are maintained online by the server. The old audit files are sorted by date
and time (oldest first). The dates and times displayed show when the

audit filewas created (that is, when it started accumulating audit events).

Figure 65 Menu 720: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

NOTE: There is no mechanism for deleting the current audit file. If you want to
delete the data in the current audit file, you must first reset the audit data file (see
“Reset Audit Data File” on page 130).

You can only delete one file at a time. If you want to delete multiple audit files,
perform the steps in this section once for each file.

Move the cursor to choose the desired audit file, then press Enter.
AUDITCON asks you to confirm that you want to delete the audit file.

WARNING: After you delete an online audit file, there is no way to recover the
contents of the file. Do not delete the file unless you are absolutely certain that you
will not require the data in the audit file. If there is any doubt, copy the audit file
(see “Copy Old Audit File” on page 126) to offline storage before you delete the file.

3 If you are certain that you want to delete the old audit file, press Enter.
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Reset Audit Data File

This section describes how to reset the current audit file. Resetting afileisa
manual means of causing the current audit fileto roll over, that is, to cause the
current audit file to become an old audit file and to establish a new current
audit file.

Manual reset might be necessary, for example, if the server stops processing
volume requests because the volumeisin an overflow state. See “Resolving
Volume Audit Problems” on page 130 for information on recovering from
volume overflow.

Prerequisites

(]

See “General Prerequisites’ on page 37.

(]

To reset the current audit file, you must either have the Write right to the
Audit File object Audit Policy property or havelogged into theaudit trail.
If dual-level passwords are enabled, you must have the level 2 password.

Procedures

1 Choose Reset audit data file from the Audit files maintenance menu
(700).

AUDITCON requests confirmation that you want to perform the reset.

If you perform the reset, the current audit file will become an old audit
file and anew current audit file will be created.

2 Choose Yes and press Enter to reset the current volume audit file.

Resolving Volume Audit Problems

This section describes solutions to potential volume audit problems. These
include audit trail overflow and catastrophic failure.

Audit Trail Overflow

“Preventing Loss of Audit Data” on page 32 describes the potentia for audit
lossif the configured number of audit filesarefilled or disk spacefillsup and
the audit trail isimproperly configured.

“Audit Options Configuration” on page 75 describes the three overflow
configuration options for volume audit trails:
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* Archive audit file
+ Disable auditable events

+ Disable event recording

The only option that prevents the loss of audit events (from audit overflow
situations) isto disable auditable events. With thissetting, the server goesinto
an overflow state when the current audit file reaches its maximum size or the
server cannot write the current audit event.

To recover from this overflow state, an auditor (with the Write right to the
volume Audit File object Audit Policy property) must reset the current audit
trail.

1. If volume SYS: overflows, the server will alow an auditor to perform a
read-only login to reset the audit file.

WARNING: To perform a read-only login when volume SYS: has overflowed, you
must have sufficient software in your workstation to perform the login without
downloading anything from the \LOGIN directory. The specific software this
requires depends on your workstation.

In general, having a copy of the contents of \LOGIN will be sufficient. To do this,
create a \LOGIN directory on your workstation, and copy everything from
SYS:\LOGIN to your workstation \LOGIN directory. The required contents include
not only the \LOGIN directory itself, but also subdirectories of \LOGIN (that is,
\LOGIN\NLS and \LOGIN\NLS\ENGLISH).

If you don't keep a copy of \LOGIN on a workstation, you will be unable to recover
from an audit overflow on the SYS: volume.

When in the overflow state, you can log in using your local copy of \LOGIN by
changing to that directory and running LOGIN.EXE (or any other appropriate
programs).

2. If you want to save the oldest audit file, and you haven't aready backed
it up, copy the oldest old audit file to offline storage (for example, afile
in the server or workstation or removable media).

3. Reset the current volume audit file, as described in “Reset Audit Data
File” on page 130. Thisrolls over the current audit file (to an old audit
file), deleting the oldest old audit file, and initializes a new audit file.

4. If you want to save any audit files that you haven't already saved
(including the newest of the old audit files), copy those audit files to
offline storage.

Perform the following suggestions to help prevent volume overflow:

1. Review the status and size of the audit file frequently.
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2. Manually reset the audit file before it overflows, if necessary.

3. Enable Automatic audit file archiving as described in “Changing a
Volume Audit Configuration” on page 53. Set the Audit file maximum
size large enough and the Days between audit archives low enough that
the audit file will not overflow. Use caution in setting these parameters
to prevent destruction of audit data.

4, Don't over audit.

WARNING: If the audit trail for a volume is full, the auditor’s actions (for example,
deleting data files, resetting the audit file) cannot be audited for that volume. In this
case, you must keep a manual log of your actions for use when generating a complete
history of actions performed on the server. You will be informed via a message from
the server to your workstation when this occurs.

When the audit trail is reaches its configured threshold, you will receive the following
notification on your workstation screen:

The audit overflow file for volume volname is almost full.
Auditors must begin manual auditing now!

When the audit trail is completely full, you will receive the following notification on your
workstation screen:

The audit overflow file for volume volname is full.

To avoid missing this message, you must not issue the SEND /A=N or SEND /A=P
commands, or if using Windows and the NetWare User Tools, do not disable network
warnings.

Catastrophic Failure Recovery

This section describes what to do if you have a catastrophic failure, for
example, the volume being audited is destroyed (perhaps because of a hard
disk failure) and you need to recover the audit state to what it was before the
failure. Inaddition, it explains how to handle planned upgrades, such aswhen
avolumeis moved from asmall disk drive to alarger disk drive.

There are several potential losses not addressed here:

+ Lossof offline audit data. Your offline audit data (whether stored in
server or workstation file systems, or on removable media) should be
backed up frequently enough that its loss would not be catastrophic.

+ Loss of some, but not all copies of the Audit File object describing the
volume audit trail due to failure of one or more servers holding an NDS
partition. In this case, NDS automatically uses whatever copies are
available. If aserver configured for the partition is brought back online,
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then it will automatically be updated with the Audit File object
information.

There are two mgjor catastrophic failures possible for volume audit:

+ Lossof al copies of the Audit File object describing the volume audit
trail. If al copies of the Audit File object are lost (for example, because
there only was one copy, and the server it was on suffered adisk failure),
then you might be able to recover the Audit File object from a backup of
your Directory tree (presuming you have backed up your Directory tree).
If so, then you will be able to regain access to the existing online audit
data. If not, then no accessis possible to the online audit data. You must
recreate the volume audit trail using the proceduresin “Enabling Volume
Auditing” on page 51 (including selecting events, audit full actions, and
SO on).

¢ Loss of avolume (for example, because of adisk failure). Because
volume audit files are stored in an inaccessible directory which cannot be
backed up, loss of avolume means that the online audit files (both the
current audit file and any old audit files) arelost. Use AUDITCON to
perform regular backups of audit data to avoid loss of online audit data.

WARNING: If you restore a volume from a backup, it will come back without auditing
enabled. To avoid unaudited actions while you are configuring the audit system, you
should take the server offline for the restoration process until the volume audit has been
reconfigured. To do this, disconnect the server from any networks it is connected to,
and attach it to a protected LAN containing only a trusted workstation located in a
secure location. Then restore the volume from the backup. Use the trusted workstation
to run AUDITCON to re-enable volume auditing. Restore the previous configuration,
using your manual logs of which files are audited (as described in “Changing a Volume
Audit Configuration” on page 53). Finally, reconnect the server to the standard
networks.

You might need to take more than one server offline to perform this
restoration, for example, if the server being restored does not have replicas of
any NDS contai ners with administrative users, or if the Audit File object for
the volume audit trail will not be stored in a container found on the server.

In addition to the above scenarios, if you restore an NDS User object from an
NDS backup, it will come back without its per-user audit flag. To prevent a
user from performing unaudited actions, you should take the server offline
before restoring the User object, and use AUDITCON to set the per-user audit
flag using the manual logs of audited users (as described in “Audit by User”
on page 72 or “Audit by User” on page 154).
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If you upgrade avolume (for example, replacing it with alarger disk), that is
equivalent to recovery from a catastrophic disk failure. To do an upgrade, you
must first back up the old volume, and then restore it on the new disk. This
loses all audit data. Therefore, before performing a volume upgrade, you
should also back up all volume audit data stored on that server. Because the
backup does not include the per-file audit flags, you should use the procedure
described aboveto take the server offlinefor the recovery process, and usethe
manual logs of which files are audited to configure the audit system correctly
before bringing the server back online.

Immediacy of Changes

When you modify thevolumeaudit trail configuration (for example, to change
the maximum size of the audit file or the set of eventsto be recorded), the
change is made both to the Audit Policy property of the Audit File object and
to the header of the current audit file.

Both changes will usually occur immediately. However, the effect of the
change might not be immediate if the server holding the audit datais
unavailable to receive the configuration change (for example, becauseit is
down or the network has been split), even though the Audit File object can be
modified. Inthis case, the delay will depend on how long it takes for the two
servers to synchronize their NDSreplicas.

In addition, if an auditor is performing audit trail management functions,
changing the ACL will not affect the auditor’s capabilities (either to increase
or decrease them). An auditor’s rights are recalculated every time he or she
restarts AUDITCON and establishes access to an audit trail. To stop the
auditor’s actionsimmediately, you should break the auditor’s connection to the
server using the console MONITOR utility or the CLEAR STATION console
command.
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Using AUDITCON for Container
Auditing

NDS Concepts and Planning gives an overview of the NDS® Di rectory
database. It explains that the Directory database is a hierarchical database,
consisting of container objects (which contain other objects) and leaf objects
(which do not contain other objects).

Container objects can contain any combination of leaf and container objects.
You can usevarious utilities (including AUDITCON) to browse the Directory
database for container objects.

NetWare® provides NDS auditing at the container level; that is, you can
enable or disable auditing or set other configuration parameters for an
individual container.

Auditing a container records information about attempted accesses to objects
(and their properties) located directly in that container. Container auditing
doesn't provide audit coverage for objects contained in subcontainers of the
audited container.

The server provides two mechanisms for controlling access to container audit
trails

+ By assigning NDSrights on the audit trail Audit File object and its object
properties

+ By assigning a password to the audit trall

Container auditing is used to audit actions occurring to NDS objects. If you
have containers ENGR and FINANCE, where actions in ENGR are audited
and actions in FINANCE are not audited, then
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A reguest by an object in ENGR (for example, aUser object) to accessan
object in ENGR is auditable (depending on whether the particular event
has been selected).

A request by an object in ENGR (for example, aUser object) to accessan
object in FINANCE is not auditable, because access to objectsin
FINANCE is not audited.

A request by an object in FINANCE (for example, a User object) to
access an object in ENGR is auditable (depending on whether the
particular event has been selected).

A request by an object in FINANCE (for example, a User object) to
access an object in FINANCE is not auditabl e, because access to objects
in FINANCE is not audited.

The following topics are described in this section.

*

*

*

“Accessing the Container Audit Trail” on page 136
“Displaying Container Audit Status’ on page 145
“Enabling Container Auditing” on page 147

“Configuring Auditing” on page 149

“Generating Container Audit Reports’ on page 163
“Generating Reports from Offline Audit Files’ on page 193
“Container Audit File Maintenance” on page 198

“Resolving Container Audit Problems” on page 203

Accessing the Container Audit Trail

This section describes how to

*

*

*

Access the container auditing menu tree
Select a container for auditing

Log in to acontainer audit trail (if audit passwords are enabled)

You should have read Using the AUDITCON Utility which describes how to
run AUDITCON and navigate the menu tree.
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Getting Started

Prerequisites

Procedures

When you run AUDITCON, it displays ascreen with one of thefive Available
audit options menus. The particular entry menu you see depends on your
current volume and the state of that volume audit trail.

NOTE: The container auditing state is independent of the state of volume auditing. You
do not have to enable auditing of a volume or have access to a volume audit trail to
perform container auditing.

(]

See “General Prerequisites’ on page 37.

If you are unfamiliar with NDS concepts, review NDS Concepts and
Planning. If you are unfamiliar with the implementation of your
Directory tree, run agraphical utility such as NetWare Administrator to
browse the tree.

Choose Audit directory services from the initial Available audit options
menu (101, 102, or 103).

Press Enter.

AUDITCON displays menu 1000, which shows the full screen for
container auditing. The second line of the header defines your current
container (in Figure 66 on page 138, the Organization O=ACME) and the
server currently in use (in Figure 66 on page 138, SERVERL1).

Asyou movefrom one container to another inthe Directory tree, thisfield
shows your current context. In addition, it shows which server isbeing
used for accessing the container audit trail.
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Figure 66  Menu 1000: AUDITCON Full Screen for Container Auditing

AUDITCON 4.27

Uednesday March 6, 1996 11:41am
Server: T3-AUDIT Context: acme

Audit directory services

fAudit directory tree
Change =essiom context

Esc=Escape Enter=3elect Fl=Help

Change Session Context

To audit a container, your session context (shown in the second line of the
header area) must point to that container. If not, you must change your session
context before you can begin auditing that container.

AUDITCON provides two methods of changing your context. You can type
in the explicit context for the container you want to audit, as explained in this
section (this might be the preferred method if your network has many
containers and you know which container you want to audit).

You can also browse through the Directory tree and select a container for
auditing (see “ Audit the Directory Tree” on page 139). Thisis generally the
preferred method, because you can select a container and begin auditing that
container in asingle operation.

NOTE: You don't need rights to the container or to the container’s Audit File object to
set the container context.
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Prerequisites

Procedures

O See“General Prerequisites’ on page 37.

1 To define adifferent container for auditing, choose Change session
context in the Audit directory services menu (1000) and press Enter.

AUDITCON displaysthe Edit Session Context, which allowsyou to edit
the current session context.

2 Edit the current session context by backspacing and typing over the
existing container name or pressing Home and inserting text at the
beginning of theline.

3 When you are done, press Enter to change context to the specified
container.

If the container exists, AUDITCON changes your NDS context, updates
the context field in the display header area, and returns to menu 1000.

WARNING: If auditing is enabled, your first selection from the top level menu
should be Change replica (see “Change Replica” on page 143), to determine
which replica of the partition will be used for auditing. Failure to use the primary
copy (as described in “Configuring Auditing” on page 149 and “Container Audit File
Maintenance” on page 198) for configuration changes can cause the audit
configuration changes to be lost. When doing audit reporting, you should examine
each replica of the partition in turn, as described in “Generating Container Audit
Reports” on page 163.

Audit the Directory Tree

Prerequisites

This option allows you to browse the Directory tree to select a container for
auditing. AUDITCON displays amenu that allows you to begin auditing that
container. If you have already selected the container, as described in “Change
Session Context” on page 138, you do not need to browse the tree.

U See“General Prerequisites’ on page 37.

U To browse the Directory tree for containers, you must have the Browse
right to the container. Otherwise, AUDITCON will not be ableto find the
container.
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Procedures

1 Choose Audit Directory treein the Audit Directory services menu (1000)

and press Enter.

AUDITCON displays menu 1010, which allows you to browse the
Directory tree to select a container for auditing.

WARNING: If auditing is enabled, your first selection from the top level menu
should be Change replica (see “Change Replica” on page 143), to determine
which replica of the partition will be used for auditing. Failure to use the primary
copy (as described in “Configuring Auditing” on page 149 and “Container Audit File
Maintenance” on page 198) for configuration changes can cause the audit
configuration changes to be lost. When doing audit reporting, you should examine
each replica of the partition in turn, as described in “Generating Container Audit
Reports” on page 163.

Figure 67  Menu 1010: Audit Directory Tree

Amudit directory tree

..[Root]

. ACHE
SALES .ACHE
ENGR .ACHE
EXT1.ENGR.ACHME
EXTZ .ENGR .ACHME

Top

Organization
Organizational Unit
Organizational Unit
Audit File Object
Audit File Object

AUDITCON displaysthe parent of the current container (in this case,
[Root], indicated by ..), the current container (in this case, ACME,
indicated by .), and any containers within the current container (in this
case, SALES.ACME and ENGR.ACME).

If the menu does not show the container you want to audit, keep choosing
the nearest ancestor and pressing Enter until AUDITCON shows the
desired container.

For example, if you want to audit LAB1.ENGR.ACME, which is not
shown in menu 1010, you would first choose ENGR.ACME.
AUDITCON changes the session context and displays menu 1010-
Updated.
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Figure 68 Menu 1010-Updated: Audit Directory Tree

Audit directory tree

. ACHE Organization

. .ENGR _ACME Organizational Unit
ENGR .ACHE Organizational Unit
LAB1.ENGR.ACHE Audit File Object
EXT3.ENGR.ACHE Audit File Object

3 When the menu shows the desired container, move the cursor to that
container. Press F10 to review the container audit trail.

AUDITCON will change your NDS context and update the context field
in the display header area. It will then display one of the top-level menus
(see“Top-Level Menus’ on page 141).

If you press Enter instead of F10, AUDITCON displays menu 1010 with
the new session context, and you can then select the current container for
auditing.

Top-Level Menus

After you've selected a specific container for auditing, there are four different
top-level menus. AUDITCON selects which menu to display depending upon
three variables:

+ The setting of the Allow Audit Passwords console parameter
+ Whether you have sufficient rights, defined as either

+ An Audit File object exists for the currently selected container, and
you have at least Read or Write rights to the Audit Contents or Audit
Policy attribute of the Audit File object

+ An Audit File object does not exist for the currently selected
container, but you have sufficient rightsto create an Audit File object
in the container

+ Whether auditing is enabled for the contai ner

Table 13 on page 142, Container Auditing Entry Menus, summarizes the
algorithm AUDITCON uses to determine which menu to display.

Using AUDITCON for Container Auditing 141



Table 13 Container Auditing Entry Menus

Allow Audit Passwords = ON Sufficient Rights Container Audit Enabled  Menu
Yes Yes Yes 1101
Yes Yes No 1102
Yes No Yes 1103
Yes No No 1102
No Yes Yes 1101
No Yes No 1102
No No Yes 1104
No No No 1104

Thefour top-level Available audit options menus for container auditing are as
follows:

Menu 1101. AUDITCON displays this menu when the auditor hasNDS
access to the selected container audit trail or has successfully logged in to the
audit trail .

Figure 69  Menu 1101: Available Audit Options

Available audit options
Change replica 1150
fudit files maintenance 1700
Auditing configuration 1497, 1498, 1499
fuditing reports 1500
Reports from old offline file 1600
Display audit status 1200

Menu 1102. AUDITCON displays this menu when the selected container is
not enabled for auditing.
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Figure 70 Menu 1102: Available Audit Options

|| Available auwdit optioms ||

" |Enable container auditing"

Menu 1103. Thisisthe AUDITCON entry menu when the current container
is enabled for auditing but you do not have rights to read or enable the audit
trail. If password-based accessis permitted for theaudit trail (that is, the server
console parameter ALLOW AUDIT PASSWORDSisON), you can select the
Auditor container login entry and try to log in to the audit trail asdescribed in
“Auditor Container Login” on page 144.

Figure 71 Menu 1103: Available Audit Options

|| fAvailable audit optioms ||

|| |Auditor container lugin"

If you don't haverightsto accesstheaudit trail, AUDITCON displaysan error
message.

Change Replica

Prerequisites

Procedures

This section describes how you can use AUDITCON to select which replica
of acontainer you want to use. Thisis used for two purposes: to select the
replicathat you use for al configuration changes, and to select the replica
when you are reviewing audit trails (to ensure that you see al audit data by
reviewing the data stored in each replica).

U See“General Prerequisites’ on page 37.

1 Choose Change replica from the Available audit options menu (1101).

AUDITCON displays menu 1150, which allows you to choose the server
you want to use.
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Figure 72 Menu 1105: Replicas Stored on Server

Replicas stored on server Type
BRUTUS .ACHE Master
SERVER_Z .ACHME Read lUrite
SERVERL . F INANCE . ACHE Read-Only

2

Move the cursor to the server name and press F10 or Enter to choose the
server.

AUDITCON updates the server name at the top of the screen and returns
to menu 1101.

NOTE: Audit data is stored on master, read/write, and read-only replicas of the
container.

Auditor Container Login

Prerequisites

Procedures

Logging in to an audit trail is fundamentally different from logging into a
NetWare server. When you log in to a NetWare server, your login password
is used to authenticate your individual identity to NDS for the life of your
login session. Logging in to a container audit trail is a means of controlling
accessto an audit file. However, if you use audit passwords to control access
to the audit trail, do not reuse your NetWare login password.

(]

See “General Prerequisites’ on page 37.

The ALLOW AUDIT PASSWORDS console parameter must be ON at
the particular server you are accessing for you to log in to a container
audit trail anywhere on that server.

Choose Auditor container login in the Available audit options menu and
press Enter.

Enter the container audit password (after the colon prompt) and press
Enter to log in to the current container's audit trail.
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AUDITCON does not echo your password to the screen. If your loginis
successful, AUDITCON goes to menu 1101.

If you use the wrong password or audit passwords are disabled for your
current server, AUDITCON displays an error report as shown in menu
131.

Press Enter to return to menu 1101.

If you are unable to log in to the audit trail, and do not have rights to the
container Audit File object, ask your system administrator for help.

Displaying Container Audit Status

Prerequisites

Procedures

O

See “General Prerequisites’ on page 37.

To display the container audit status, you must have Read or Writerights
to the Audit File object Audit Policy property, or Read or Write rights to
the Audit File object Audit Contents property, or have logged in with a
level 1 password. See” Controlling Accessto Online Audit Data’ on page
27 for information about password levels.

Choose Display audit status in menu 1101.

AUDITCON displays menu 1200. Thisis aread-only display that
presents the audit status for your current container audit trail. You can
open this display from various places in the container audit menu tree.

Press the Esc key to return to the calling menu.
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Figure 73 Menu 1200: Audit Status

AUDIT STATUS
Auditing status: On
mudit file size: 2222
fmudit file size threshold: 921600
fudit file maximum =size: 1024000
Audit record count: 5

The Audit status menu displays the following status information for the
current container audit trail:

Audit Status Information Description

Auditing status Shows as ON if auditing is enabled for
the selected container audit trail, or
OFF if auditing is not enabled.

Audit file size Shows the size, in bytes, of the
current container audit file.

Audit file size threshold Shows the configured size at which
the server sends warning messages
to the server console and system log
file.

Audit file maximum size Defines the nominal maximum size
for the audit file.

Audit record count Defines the number of audit records
in the current audit file.

This display does not define the complete status of acontainer audit trail. See
“Configuring Auditing” on page 149 for more information on viewing and
setting the audit configuration.

WARNING: The audit status shown in this menu applies only to the replica of the
container that was selected. The audit file size and audit record counts might be
different in other replicas of the audit file.
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Enabling Container Auditing

Prerequisites

Procedures

NetWare isinstalled with auditing disabled for each container. Consequently,
you must enable auditing to begin to accumulate container audit data.

Thefirst time you enable auditing, AUDITCON creates an Audit File object
for the container audit trail you're enabling. This Audit File object remainsin
place when you disable auditing.

NOTE: To enable auditing for a container with a password, one of the two following
conditions must exist:

(1) The server that contains the master replica must have the parameter Allow Audit
Passwords set to ON.

or

(2) the server you are logged in to must have a replica of the partition that contains the
container you want to audit.

Under the second condition, choose Change Replica from the Available Audit Options
menu, then choose the server containing the read/write replica and set Allow Audit
Passwords to ON for the server containing the replica.

When the auditor logs in to audit the container, the auditor will be prompted for a
password for the container. This password is the one specified by the administrator.
Once the auditor is logged in to the container, he or she must change the password to
protect the data.

(M

See “General Prerequisites’ on page 37.

You must have the Read right to the container object's Audit File Link
property. Thisisnecessary for AUDITCON to determine the existence of
an Audit File object for the container.

(W]

U If an Audit File object does not already exist for the container, you must
have the Write right to the container object's Audit File Link property to
modify the container's Audit File Link to point to the Audit File object.

O If an Audit File object does not already exist for the container, you must
have the Create object right to the container object.

1 From menu 1010, choose the desired container to be audited and press
F10.
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2 To enable auditing of the container, choose Enable container auditing
from the Available audit options menu.

Thisoption isavailable only in menu 1102 (when auditing is not already
enabled for the container). AUDITCON then checks the container
object’s Audit File Link to determine whether the container already hasan
Audit File object; if so, AUDITCON enables auditing and returns to
menu 1101.

If the container does not have an Audit File object (for example, auditing
was not previously enabled for this container), AUDITCON creates an
Audit File object in the container.

The name of the Audit File object is AFOid_contname, whereid isa
counter used if there is already an object with the desired name, and
contnameisthe name of the container. For example, if the container name
is FINANCE.ACME, then the Audit File object would be named
AFO0_FINANCE.ACME, or if that object already exists, then
AFO1 _FINANCE.ACME.

NOTE: If having an independent auditor is important to you, you might want to set
the Access Control List and Inherited Rights Filter for the Audit File object to
prevent access by administrators who are not auditors.

AUDITCON buildslinksfrom the Audit File object and Container object
to each other. The server gives you the Supervisor object right to the
Audit File object, and the Write right to the Object Trustees (ACL)
property. In addition, AUDITCON givesyou Read and Writerightsto the
Audit File object audit Policy property, and Read rights to the Audit
Contents property. See “Controlling Accessto Online Audit Data” on
page 27 for information on giving other auditors rights to the Audit File
object.

AUDITCON enablesauditing for the container and returns to menu 1101.

NOTE: When auditing is enabled for the first time on a container, there are no
events selected. You should continue by using menu 1497, 1498, or 1499 to select
the desired audit events.

When the server creates the audit file, it defines a password hash that can never
be matched by a hashed password submitted by AUDITCON. If you intend to
permit password-based access to the audit files, you must set the console
parameter ALLOW AUDIT PASSWORDS=0N and use AUDITCON (Auditing
configuration menu, Change audit password or Set audit password menu) to set
an audit password for the audit files.

See note under “Change Replica” on page 143 in this chapter for additional
information.
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Configuring Auditing

This section describes how you can use AUDITCON's container audit
configuration menu to define

+ Which NDS events are audited

+ How audit files are handled (size, threshold, rollover handling)
+ How to set audit passwords

+ How to disable auditing

+ How to recover from audit file overflow

Auditing Configuration Prerequisites

Procedure

U See“General Prerequisites’ on page 37.
U To changethe auditing configuration, you must havethe Writeright to the

Audit Policy property of the Audit File object associated with the
container you want to audit. If audit passwords are enabled at the server
and you havelogged in with the correct password, AUDITCON will aso
permit you to change the audit configuration.

If the audit fileis configured for level 2 passwords, and you don't have
NDS access, then you must have the level 2 password to modify the
auditing configuration. If you've logged in with alevel 1 password,
AUDITCON promptsfor the level 2 password after each operation. See
“Controlling Accessto Online Audit Data” on page 27 for information on
password levels.

Determine what actions you want to perform (for example, which events
to audit, how large you want the audit file to be) before you run
AUDITCON.

Choose Auditing Configuration from the Available audit options menu
(1102).

AUDITCON displays menu 1497, 1498, or 1499, which list more
configuration options, depending on the setting of the ALLOW AUDIT
PASSWORDS option and whether you have sufficient rights to the Audit
File object. See " Getting Started” on page 137 for the definition of
sufficient rights.
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Table 14 on page 150 summarizes the agorithm AUDITCON usesto
determine which menu it will display, based on the above two variables.

Table 14 Container Audit Configuration Menu Selection
Allow Audit Passwords = Sufficient Rights Menu
ON
Yes Yes 1497
Yes No 1498
No Yes 1499
No No 1499

Figure 74  Menu 1497: Auditing Configuration

Auditing conf iguration

fAudit by DS events 1401
fudit by user 1420
Audit options configuration| 1430
Set audit password 1470
Set audit password tuo 1475
Disable container auditing 1460
Display audit status 1200
Uzer restrictiom 1480

Figure 75  Menu 1498: Auditing Configuration

Auditing configuration

Audit by DS events 1401
Audit by user 1420
Audit options configquration| 1430
Change audit password 1470

Change audit password two 1475
Dizable container auditing || 1460
Display audit status 1200
User restrictiom 1480
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Figure 76  Menu 1499: Auditing Configuration

Auditing conf iguration

fudit by DS events 1401
Audit by user 1420
fAudit options configuration|| 1430
Dizable container auditing 1460
Display audit status 1200
User restriction 1480

2 Choose the desired configuration option, and press Enter.

These configuration submenus are addressed in the following sections.

WARNING: When you make changes to the container audit configuration, you
might receive a message that AUDITCON was unable to update the Audit File
object. If this occurs, it is possible that your configuration changes could be lost.

Configuration of each container audit trail must be performed on a single server

which holds a replica of the audit trail. It doesn’t matter which one you pick, but all
auditors of the container must use that one copy. Failure to use a single copy for
configuration can cause unexpected results and/or loss of configuration changes.

Audit by DS Events

Prerequisites

This section describes how you preselect the NDS events to be audited in the
container audit file. Preselection is the operation of telling the server, in
advance, which types of audit events you want the server to record in an audit
file. By preselecting the events that are important in your organization, you
conserve disk space for recording other audit events.

NOTE: By default, the events you select will be recorded for all users of the container.
If you only want to audit actions of certain users, you should set the User restrictions
flag in the User restriction menu, and then preselect the specific users whose actions
you want to record using the Audit by user menu.

You cannot generate audit reports for events or users that were not preselected for
auditing when the event occurred. For example, if you need to review logins by a user
two weeks ago, but you did not have logins preselected at that time, you will not be able
to generate an audit report for these events. You must balance your need for certain
audit information with the resources required to audit those events.

U See“Genera Prerequisites’ on page 37 and the “ Auditing Configuration
Prerequisites’ on page 149.
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Procedures

1 Choose Audit by DS eventsfrom the Auditing configuration menu (1497,
1498, or 1499).

AUDITCON displays menu 1401 which liststhe NDS eventsthat you can
preselect for auditing. These events are usually associated with user
actions performed at client workstations, and the audit record includesthe
identity of the user that requested the service.

Figure 77  Menu 1401: Audit by DS Events
Audit by DS events

fibort join partitioms of f
Abort partition of f
Add attribute to schema of f
fAdd class to schema of f
Add entry of f
fAdd member to group property of f
Add partition of f
Add replica of f
fAdd subordinate reference to partitiom of f
Backup entry of f
Change ACL of f
Change bindery object security of f
Change bindery property security of f
Change password of f
Change replica type of f

¥ |Change security also equals of f

The following additional events can be displayed by scrolling the Audit
by DS events screen.

Change security equivalence
Change station restriction
Clear NDS statistics

Close bindery

Compare attribute value
Create backlink

Create bindery property
Disable user account

Enable user account
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End replica update

End schema update
Inspect entry

Intruder lockout change
Join partitions

List containable classes
List partitions

List subordinates

Login user

Log out user

Merge entries

Merge trees

Modify class definition
Modify entry

Move entry

Mutate entry

Open bindery

Open stream

Read entry

Read references

Receive replica update
Reload NDS software
Remove attribute from schema
Remove backlink
Remove bindery property
Remove class from schema
Remove entry

Remove entry directory
Remove member from group property
Remove partition
Remove replica

Rename object

Rename tree

Repair time stamps
Resend entry

Send replica update
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Send/receive NDS fragmented request/reply
Split partition

Start partition join
Start replica update
Start schema update
Synchronize partitions
Synchronize schema
Update replica

Update schema

User locked

Verify console operator
Verify password

WARNING: |n addition to the events that are preselected for auditing, container
audit trails also include pseudo-events that establish the context for reviewing
audit events. For example, the server records logins and logouts for users in other
containers, even if logins and logouts are not selected for the current container.

2 Determinethelist of events that you want to audit. Move the cursor to
each event and press F10 to toggle it to OFF or ON.

You can press F8 to toggle all eventsto ON or OFF.
3 When you have set and reviewed the audit event configuration, press Esc.

4 Choose Yesto save the changes and return to menu 1497, 1498, or 1499,
or No to leave the audit events unchanged.

If level 2 passwords are enabled, AUDITCON will prompt for thelevel 2
password before making the change.

Audit by User

By default, selected container events are recorded for all users. If you want to
presdlect by user for container events, then you must use the User restriction
menu to set the User restrictions flag for the container to Yes. The User
restriction menu is reached from the Auditing Configuration Menu.

NOTE: If an auditor has rights to audit any volume or container in the network, that
auditor is able to enable or disable auditing for any user in the Directory tree.

When you select a user for container auditing, the selection appliesto all
volumes and containers on all serversin the network. You cannot select user
BOB for auditing of events on container LAB1.ENGR.ACME without also
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having BOB audited for events on all other volumes and all other containers
in the network.

WARNING: The server keeps user audit flags in the associated User objects in NDS,
but does not save that information when you back up NDS. If you ever restore NDS from
a backup, the audit flags will be lost. You must keep a manual record of all users you've
preselected for auditing to restore that information.

Table 15 on page 155 shows a sample form for recording which users have
been marked for auditing. You must keep arecord of all such usersfor
recovery purposes. If NDSis ever restored from afull backup, you will use
thislist to reconstruct your audit settings. Failure to keep such arecord and use
it can result in loss of audit data.

Table 15 Sample Format for User Auditing Settings
Date Time Set/Cleared NDS User Object Name
23 Mar 96 3:45pm Set CN=SALLY.O=ACME
23 Mar 96 3:48pm Set CN=HENRY.O=ACME
24 Mar 96 8:12am Set CN=FRED.OU=SALES.O=ACME
25 Mar 96 11:32am Clear CN=SALLY.O=ACME
25 Mar 96 11:50am Set CN=JULIE.OU=ENGR.O=ACME

Prerequisites

Procedures

NOTE: Because NDS is a distributed system and some servers might be offline at any
given time, selecting a user for auditing might involve a long delay before NDS can
synchronize this information throughout the network.

U See‘General Prerequisites’ on page 37 and “ Auditing Configuration
Prerequisites’ on page 149.

U You do not need specific rights to a User object in the NDS database to
set the audit flag for that user.

1 Choose Audit by user from the Auditing configuration menu (1497, 1498,
or 1499).

AUDITCON displays menu 1420, which lists containers that can hold
User objects.
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Figure 78  Menu 1420: Audit Directory Tree Users

Auwdit directory tree users

. .ENGR . ACHE
. LAB1.ENGR.ACHE

Organization
Organizational Unit

2 Choose the container that holds the User objects and press Enter.
AUDITCON expands the menu to list the objects in that container.

3 To preselect a user for volume and container auditing, use the up and
down arrow keysto scroll within the window. Choose a user and press
F10 to toggle the user audit flag to ON or OFF.

You can preselect users in other containers by selecting the container,
which will then show the usersin that container. Non-User objects (for
example, Organizational Unit objects) are displayed, but you cannot
toggle the audit flag for those objects.

4 When you have set and reviewed the audit event configuration, press Esc.

5 Choose Yes to save the changes and return to menu 1420, or choose No
to leave the audit events unchanged.

Audit Options Configuration

Prerequisites

Procedures

U See“General Prerequisites’ on page 37 and “Auditing Configuration
Prerequisites’ on page 149.

1 Choose Audit options configuration from the Auditing configuration
menu (1497, 1498, or 1499).

AUDITCON displays menu 1430, which defines the current audit
configuration for the container audit trail.
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Figure 79  Menu 1430: Audit Configuration

Audit conf iguration

Audit file maximum size: 1024000
Audit file threshold size: 921600
Audit overflow file size: 102400
futomatic audit file archiving: No

Days between audit archives (1-255):
Hour of day to archive (0-Z3):

Number of old audit files to keep (1-15): 15
Allow concurrent auditor logins: No
Broadcast errors to all users: No
Force dual-level audit passwords: No
Error recovery options for audit file full

Archive audit file: No
Disable auditable events: Yes
Disable event recording: No
Minutes between warning messages: 3

The following list describes the avail able configuration parameters for
container auditing. The first ten parameters (Audit file maximum size
through Force dual-level audit passwords) are the same for container
auditing and volume auditing. For more information on these parameters,
refer to the description of the corresponding volume configuration
parametersin “Audit Options Configuration” on page 75.

The line Force dual-level audit passwords is omitted if the ALLOW
AUDIT PASSWORDS console parameter is OFF.

WARNING: When computing the overflow audit file size for a container audit trail,
you must use the maximum value for the number of service processes on all
servers where the container is stored. That is, if the container is stored on servers
A, B, and C, you must use the highest value for the number of service processes
in your calculation. Otherwise, your value might not be large enough and you could
lose some audit data

The server provides three options for handling container audit file
overflow. The options, as shown in Table 16 on page 158, Overflow
Options, are Archive audit file, Disable audited events, and Disable event
recording.
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Table 16 Overflow Options

Archive audit file With this setting, the server archives the current audit file and creates a new
audit file. If necessary (because the maximum number of old online audit files
already exists), the server deletes the oldest of the old online audit files.

Disable audited events With this setting, the server disables all audited NDS events when the current
audit file has reached the Audit file maximum size or the server cannot write
to the current audit file (for example, it is out of disk space). The server doesn’t
attempt to roll over to a new audit file, even if audit files and disk space are
available.

In this overflow state, any event that is preselected for auditing is disabled;
however, events that are not preselected are still permitted. For example, if
logins are preselected for auditing, any attempt to log in to an object in the
container (except by an auditor) will fail.

This is the only overflow option that guarantees that you will not lose audit
data. Consequently, if collection of audit data is of the utmost importance,
then you should use this setting, even though it might inconvenience users
when they are unable to log in to perform other NDS actions.

Disable event recording  With this setting, the server turns off auditing and stops entering new audit
records into the current audit file when it reaches the maximum size limit or
when an unrecoverable write error occurs for the audit file. The server doesn’t
attempt to roll over to a new audit file, even if there is disk space for archiving
the current audit file.

You must reset the current audit file to re-enable event recording. Until you re-
enable event recording, users can access the NDS container without any
audit coverage.

Minutes between The server sends warnings to the console at this frequency if the audit file is

warning messages full and the overflow option is configured to either Disable audited events or
Disable event recording. If you have the Archive audit file option configured,
then a warning message is sent when the audit file is almost full, but there is
no additional message when the archive occurs.

2 Move the cursor to the field you want to change and enter the new
configuration value.

For numeric fields (for example, Audit file maximum size), type the new
valueinto the field over the previous value, then press Enter. For Yes/No
settings, type Y or N to change the value. Depending upon your change,
the server might modify other values on the configuration screen. For
example, if you set Automatic audit file archiving to No, the server will
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blank out the entries for Days between audit archives and Hour of day to
archive.

If you enable Force dual-level audit passwords, AUDITCON will
immediately prompt you (twice) to enter the new level 2 password.

3 Review the settings on the current screen, and change any settings as
needed.

4 When you are finished, press Esc to exit the menu.

5 Choose Yesto save the changes and return to menu 1497, 1498, or 1499,
or choose No to leave the audit configuration unchanged.

WARNING: Audit files consume disk resources that might be needed by other users.
Before you define the number and size of audit files, discuss your projected disk space
requirements with an administrator for each server that holds a replica of the container.

Change Audit Passwords

Prerequisites

Procedures

“Controlling Accessto Online Audit Data” on page 27 describesthe use of the
password-based mechanism for accessing audit files. This section describes
how to change both level 1 and level 2 passwords. This section is applicable
only if the ALLOW AUDIT PASSWORDS option is set to ON.

This procedure assumes that the auditor (not the system administrator) is the
one performing these procedures and that the administrator has previously
established the passwords and has shared them with the auditor. The auditor
can change the level 1 password after logging in to the container.

U See“General Prerequisites’ on page 37 and “Auditing Configuration
Prerequisites’ on page 149.

1 To changethelevel 1 password, choose Change audit password from the
Auditing configuration menu (1497, 1498, or 1499).

2 Enter the current (level 1) audit password as prompted by AUDITCON.
AUDITCON does not echo any password information to the screen.

If dual-level passwords are enabled, AUDITCON prompts you to enter
the level 2 password before you can change the level 1 password.
AUDITCON allows you to change the level 2 password using the same
procedure used to change the level 1 password.
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3 Enter the new (level 1) audit password when prompted by AUDITCON.

AUDITCON prompts you twice for the new password. This ensures that
the auditor did not make an error when entering the password.

AUDITCON does not check the password for length, alphanumeric
characters, or other characteristics of strong passwords, nor doesit ensure
that it is different from the previous password. Uppercase and lowercase
characters are treated identically.

WARNING: If you use audit passwords to control access to the audit file, be sure not
to reuse your server password as the audit password.

Set Audit Passwords

Prerequisites

Procedures

“Controlling Accessto Online Audit Data” on page 27 describesthe use of the
password-based mechanism for accessing audit files. This section describes
how to set level 1 passwordsand level 2 passwords (if level two passwordsare
enabled).

U See“General Prerequisites’ on page 37 and “Auditing Configuration

Prerequisites’ on page 149.

To set thelevel 1 password, choose Set audit password from the Auditing
configuration menu (1497, 1498, or 1499).

AUDITCON prompts you to enter the new (level 1) container password.
Enter the new password as prompted by AUDITCON.
AUDITCON does not echo any password information to the screen

If dual-level passwords are enabled, AUDITCON prompts you to set the
level 2 password before you can set the level 1 password. AUDITCON
allowsyou to set the level 2 password using the same procedure used to
change the level 1 password.

AUDITCON then prompts you to reenter the new password.
Reenter the new password when prompted by AUDITCON.

Thisensuresthat the auditor did not make an error when entering the new
password.
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AUDITCON does not check the password for length, a phanumeric
characters, or other characteristics of strong passwords, nor doesit ensure
that it is different from the previous password. Uppercase and lowercase
characters are treated identically.

If dual-level passwords are enabled, AUDITCON prompts for you to
enter the level 2 password before it will change the level 1 password.

WARNING: If you use audit passwords to control access to the audit file, be sure not
to reuse your server password as the audit password.

NOTE: If you use a password to control access to an audit file, and forget the audit
password, then you must use the rights-based as described in “Controlling Access to
Online Audit Data” on page 27. Once you have access to the audit trail, you can reset
the password as described in this section.

Disabling Container Auditing

Prerequisites

Procedure

When you disable container auditing, you stop the server from recording audit
events to the container audit file, but you do not delete the Audit File object
for the container audit trail. The Audit File object remains, and is reused (to
provide an initial configuration) if you re-enable auditing for the container.

After container auditing has been disabled, it can be re-enabled using the
Enable External Auditing menu (see “Enabling Container Auditing” on page
147).

U See“General Prerequisites’ on page 37 and “ Auditing Configuration
Prerequisites’ on page 149.

1 Choose Disable container auditing from the Auditing configuration menu
(1497, 1498, or 1499).

2 Choose Yes and press Enter to disable auditing, or choose No to continue
auditing.

AUDITCON returns to menu 1010.

User Restriction

This menu provides for setting the following audit control flagsin the current
container's Audit File object Audit Palicy.
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Prerequisites

Procedures

+ User Restriction . By default, when you presel ect acontainer event (see
“Audit by DS Events” on page 151), the events you select are audited for
all users. However, if you set the User restriction flag, the server audits
only those users that have been specifically preselected for auditing (see
“Audit by User” on page 154).

¢ Audit NOT_LOGGED_IN . Beforeauser logsin to NDS, the server
permits the user to perform limited searches through the Directory. By
default, the server does not audit these unauthenticated user events.
However, if you set the Audit NOT_LOGGED_IN usersflag, the server
will record these eventsin the current container audit file.

These flags pertain only to the currently selected container and do not affect
other container or volume audit files. Unlike the per-user audit flag (which is
global across the network), the User restriction and Audit

NOT_LOGGED _IN usersflags must be set individually for each volume and
container. The two flags are independent of each other, so you can set either
flag without affecting the other.

WARNING: If you set the User restrictions flag to Yes, you must also preselect those
users you want audited, using the procedures shown in “Audit by User” on page 72 or
“Audit by User” on page 154. Setting the User restrictions flag to Yes without
preselecting any users will mean that no container events will be recorded in the audit
trail.

If you set the User restrictions flag to Yes but leave the Audit NOT_LOGGED_IN users
flag set as No, then actions of unauthenticated users will not be audited.

Unlike the per-user audit flag (which is global across the network), the User restrictions
and Audit NOT_LOGGED_IN users flags must be set individually for each volume and
container and apply only to that volume or container.

0 See“General Prerequisites’ on page 37 and “ Auditing Configuration
Prerequisites’ on page 149.

1 Choose User restriction from the Auditing configuration menu (1497,
1498, or 1499).

AUDITCON displays menu 1480, which allows you to select the user
restriction parameters for the container.
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Figure 80  Menu 1480: User Restriction

User restriction

Audit NOT_LOGGED_IN users HNo
User restriction No

2 Review the settings on the current screen, and change any settings as
required.

PressY to set avalueto Yesor press N to set the value to No.
3 When you are finished, press Esc to exit the menu.

4 Choose Yesto save the changes and return to menu 1497, 1498, or 1499,
or choose No to leave the user restrictions configuration unchanged.

Generating Container Audit Reports

AUDITCON alowsyou to process onlineand offline audit filesto extract and
review the information the server has collected for you. Processing consists of
displaying audit information on the AUDITCON screen (viewing) and
generating printable reports (printing).

This section describes how to process online audit files, that is, either the
current audit file or old audit filesthat have been archived (that is, rolled over)
by the server but are still maintained as audit files by the server. See
“Generating Reports from Offline Audit Files” on page 193 for information
on how to process offline audit files.

One significant difference between volume and container auditing is that
container audit records are replicated to each server that contains areplica of
the audited container. That is, if container SALES isreplicated on three
servers (A, B, and C), then users can access an object in the container, for
example, BART.SALES, on any of the three servers. If a user accesses the
replicaof BART.SALES on server C, then server C generates an audit record
initslocal audit file and attemptsto replicate the audit record to the audit files
on servers A and B.

NOTE: The container audit files exist on the servers where the container is replicated.
These might or might not be the same servers where the container Audit File object is
replicated.
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The replication of audit records is similar to, but is not as reliable as, the
replication of NDS objects. DS.NLM provides a high degree of confidence
that changesto an NDS object (for example, BART.SALES) are replicated to
all partitions holding the object. However, there are circumstances where
audit records might not be replicated by one server to another.

Thefollowing figure shows that each of the three servers (A, B, and C) record
a high percentage (for example, 99%) of al of the audit records, however,
each of the servers might have audit records that were not successfully
replicated to the other two servers.

Replicated

to all
Partitions

In particular, any data that isn't replicated when a server archives (rolls over)
acontainer audit file will never be replicated. For example, assume server C
audits the access attempt to BART.SALES to itslocal SALES audit file,
attempts to replicate the audit event to servers A and B, and then,
subsequently, rolls over the audit file. If servers A and B are offline,
disconnected, or do not have sufficient disk space when server C triesto
replicate the audit record, then the audit record will not be copied to the audit
files on those servers.

WARNING: Because all container audit events are not necessarily replicated to all
servers, some records might be missing from each copy. You must look at all of the
audit trails to see the full history for the container. Thus, you should examine the audit
trail on server A, then select a different replica (menu 1150) and review the audit trail
for the container on server B, and repeat the process for server C.

Audit Report Prerequisites
U See“General Prerequisites’ on page 37.
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Procedures

U To process online audit files, you must either have the Read right to the

Audit File object Audit Contents property or have logged in to the audit
trail. To log in to an audit trail, you must enable audit passwords at the
server console.

You must have the ability to create new (temporary) filesin the directory
you were in when you started AUDITCON, and sufficient disk space on
that volume. These temporary files are used to hold the audit dataasit is
extracted from the audit trail.

Remember that you can only view or report audit events that have been
recorded by the server. For example, if you do not configure the server to
record Change ACL events, then you cannot display any Change ACL
events. Conseguently, to generate meaningful audit reports, you must first
preselect those events for auditing. (See “Audit Options Configuration”
on page 156 for more information on presel ecting container audit events.)

WARNING: Because AUDITCON places temporary files in the directory you were
in when you started AUDITCON, and these temporary files contain audit data, you
must not generate any reports unless your current directory is protected from
access by users who are not authorized to see audit data.

Choose Auditing reports from the Available audit options menu (1101).
AUDITCON displays menu 1500.

Figure 81  Menu 1500: Auditing Reports

Auditing reports
Display audit status 1200
Edit report filters 1501
Report audit file 1525
Report audit history 1530
Report old audit file 1540
Report old audit history 1550
View audit file 1560
View audit history 1570
Vieuw old audit file 1580
Uiew old awdit history 1590
Database report audit file 1800
Databasze report audit history 1810
Database report old awdit file 1620
Database report old audit history] 1830
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2 Choose the desired auditing report option, and press Enter.

You have several options available for creating and viewing reports from
the records in audit files.

*

You can create filters to extract specific information (for example,
events or times) from the audit file, or you can view al therecordsin
an audit file. Unless you are just browsing the audit trail, you would
normally want to define one or more report filters before you
generate an audit report or view an audit file.

Process the current audit file (for example, Report audit file) or
process an old audit file (for example, Report old audit file).
References to old audit files explicitly indicate operations on one of
the server’s old audit files, while the other operations are implicitly
on the current audit file.

You can direct output to your AUDITCON screen (for example,
View audit file) or send the output to afile on your workstation or a
directory on the server (for example, Report audit file).

You can extract information about client user events (for example,
View audit file) or extract information about auditor events (for
example, View audit history). The audit file contains user events,
whilethe audit history file contains arecord of actions by the auditor
in managing the audit trail.

The audit history is actually included in the audit file, and is not a
separatefile. It isdescribed asthe audit history file for compatibility
reasons.

You can cause reports to be generated as text (for example, Report
audit file) or in aform suitable for loading into a database (for
example, Database report audit file).

These options are addressed in the following sections.

Edit Report Filters

NOTE: The procedures described in this section allow you to generate filter files and
report files on your local workstation. See your client documentation for details on how
to use your workstation’s security mechanisms to protect these files.

AUDITCON letsyou create filters so you can extract the specific information
that you want from an audit file. If you view a report without applying afilter,
AUDITCON displays the entire contents of thefile.
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Prerequisites

Procedure

You can create as many filters as you want to screen information in the audit
file. Then, any time you want to generate areport, you can select and apply
thefilter.

WARNING: An audit filter is a DOS file that contains the filter information. By default,
AUDITCON saves the filter file in your current working directory, which can be on a local
drive on your workstation or on a network drive. The name of the file is typically the filter
name, with a file extension of .ARF (for Audit Report Filter). While this allows you to
create audit filters in a variety of different directories, AUDITCON does not provide a
means for you to access filters in a different directory. Consequently, if you want to use
a filter that you have previously defined, you must run AUDITCON from the directory
where the filter is located, or copy the filter to your current directory before you run
AUDITCON. Audit report filters must be protected from modification by storing them
only in locations where they will be protected by NetWare or by client workstation
access controls.

0 See“Genera Prerequisites’ on page 37 and “ Audit Report Prerequisites”
on page 164.

1 Choose Edit report filters from the Auditing reports menu (1500).

AUDITCON displays menu 1501, which lists the filters you have
previously defined. If you have not defined any filters in the current
directory, AUDITCON displaysanull entry _no_filter_.

Figure 82  Menu 1501: Edit Filter

Edit filter

FILTER_1
FILTER_3

2 At menu 1501, you can highlight an entry and press either F10 or Enter
to select that filter for editing. Alternately, press Insert to create a new
audit filter.

AUDITCON displays menu 1502, which shows the available filter
criteria. The steps for creating a new filter and editing an existing filter
are essentially the same.
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The primary differenceisthat if no audit filters exist, you can press Enter
to create a new audit filter, but you cannot press F10 to edit.

Figure 83  Menu 1502: Edit Report Filter

Edit report Filter
Report by date-stime 503
Report by event 505
Report exclude paths-files|| 513
Report exclude users 515
Report include paths-files|| 518
Report include users 519

3 Choose the option (the criteriafor printing an audit record) and press
Enter to define the filter rules.

These include:

*

Report by date/time. Allows you to specify one or moretime
periodstoincludein areport. All audit records that match one of the
time periods are candidates for reporting. If the date/time filter is
empty (that is, no times are specified), all audit records are
candidates for reporting.

Report by event. Thisfilter allows you to specify the types of
audited eventsto include in areport. All audit events that match the
specified events are a candidate for reporting. For example, if you
specify create directory and file open events in afilter, your report
will include only create directory and file open events.

Report exclude users. Thisfilter allowsyou to specify one or more
users that you want to exclude from audit reports. All other usersare
potentially included.

Report includeusers. Thisfilter allowsyou to specify one or more
users that you want to be included in the report. The default isan
asterisk (*), which indicates that all users can be reported.

When you create an audit report, AUDITCON applies these filters to
recordsthat it reads from the audit file. AUDITCON reports only those
eventsthat match all thefilter criteria. That is, the audit record time stamp
must match the date/timefilter and the audit record event type must match
the event type filter, and so on. If afilter contains conflicts between
include and exclude options, the exclude option takes priority.
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Report by Date/Time

Procedure
1 Choose Report by date/time from the Edit report filter menu.

AUDITCON displays menu 1503, which lists the existing date/time
ranges defined for thefilter. If you are inserting a new filter, this menu
will initially be empty.

Figure 84  Menu 1503: Report by Date/Time

Report by date-time

6-Z21-1995 ~ 10:00:00 pm - 12-20-1995 ~ 5:00:00 pm
1-1-1994 ~ 12:00:00 am - 5-6-1994 ~ 11:59:59 pn

2 Highlight an entry and press Enter to edit an existing date/time range, or
press Insert to define anew range, or highlight an entry and press Delete
to remove a time range from the filter.

If you press Insert or Enter, AUDITCON displays menu 1504, which
allows you to do more editing of the date/time profile selected in menu
1503.
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Report by Event

Figure 85 Menu 1504: Report by Date/Time

Report by date-stime

Start date: 1-1-1994
Start time: 12:00:00 am
End date: 5-6-1994
End time: 11:59:59 pnm

3 To edit the date/time profile, use the arrow keysto movethe cursor to the

desired field and type in the new value.

AUDITCON makes reasonable attempts to convert alternate forms (for
example, 3/15/95, mar 15, 15 Mar 95, 8am, or 8a) into the standard
format.

When you are finished and have reviewed the date/time range, press Esc
to return to menu 1503.

If AUDITCON findsan error (for example, the start date/timeislater than
the end date/time), it displays an error message and goes back to menu
1504.

Procedure

1 Choose Report by event from the Edit report filter menu.

AUDITCON displays menu 1505, which provides a high-level selection
of thetypesof DSaudit events defined in the current filter. Thismenu has
three columns: aDSevent type (Ieft column); anindication of whether the
event is presel ected for auditing in the current audit file (middle column);
and flagsfor toggling the event ON or OFF in the current audit filter (right
column).

The preselection indication is with respect to the current audit file, and
might bear no significance to the events that are actually recorded in the
audit filesto which thefilter is applied.
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Figure 86  Menu 1401: Report by DS Events

Report by DS events
fibort join partitioms of f of f
Abort partition of f of
Add attribute to schema of f of f
fAdd class to schema of f of f
Add entry of f of
fAdd member to group property of f of f
Add partition of f of f
Add replica of f of
fAdd subordinate reference to partitiom of f of f
Backup entry of f of f
Change ACL of f of f
Change bindery object security of f of f
Change bindery property security of f of I
Change password of f of f
Change replica type of f of f
¥ |Change security also equals of f of I

The following additional events can be displayed by scrolling the Audit
by DS events screen.

Change security equivalence
Change station restriction
Clear NDS statistics
Compare attribute value
Create backlink

Create bindery property
Disable user account
Enable user account

End replica update

End schema update

I nspect entry

Intruder lockout change
Join partitions

List containable classes
List partitions

List subordinates

Log in user
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Log out user

Merge entries

Merge trees

Modify class definition
Modify entry

Move entry

Mutate entry

Open stream

Read entry

Read references

Receive replica update
Reload NDS software
Remove attribute from schema
Remove backlink

Remove bindery property
Remove class from schema
Remove entry

Remove entry directory
Remove member from group property
Remove partition

Remove replica

Rename object

Rename tree

Repair time stamps

Resend entry

Send replica update
Send/receive NDS fragmented request/reply
Split partition

Start partition join

Start replica update

Start schema update
Synchronize partitions
Synchronize schema
Update replica

Update schema

User locked
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Verify console operator
Verify password

2 To changethe DS eventsin the current filter, choose the event and press
F10 to toggle the setting for that event in the right column. When you are
finished, press Esc to return to menu 1502.

Report Exclude Users

Procedure
1 Choose Report exclude users from the Edit report filter menu.

AUDITCON displays menu 1512, which liststhe audit filter'susersto be
excluded from audit reports.

Figure 87  Menu 1515: Report Exclude Users

Report exclude users

USER_1
USER_2
USER_4

2 PressEnter to enter anew user name or press Delete to remove an existing
entry.

To return to menu 1502, press Esc.

3 If you pressed either Enter or Delete you can enter or edit a user name.
Press Enter to add the user name to the exclude list.

If you want help with the list of users, press Insert and AUDITCON will
display menu 1514 which shows containers that can hold User objects.
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Figure 88  Menu 1514: Audit Directory Tree Users

Auwdit directory tree users

. .ENGR . ACHE
. LAB1.ENGR.ACHE

Organization
Organizational Unit

Report Include Users

4 Choose the container that holds the User object and press Enter.

AUDITCON expands the menu to list the objectsin the container.
NOTE: AUDITCON does not verify that the usernames entered are valid. If they
are not valid, they are simply ignored.

Choose the user you want to include or exclude from the audit report and
press Enter to add the nameto the list.

If the user's name does not appear in thislist, return to menu 1514 and
browse the Directory tree by listing other containers until the user’'s name

appears.

Prerequisites

U See“General Prerequisites’ on page 37 and the Audit Report

Prerequisitesin “Generating Container Audit Reports’ on page 163.

Procedure

1 Choose Report include users from the Edit report filter menu.

AUDITCON displaysalist of the audit filter's users to be included in
audit reports. Initialy, this menu contains only an asterisk to indicate that
al usersareincluded, but you can edit the menu (as described for Report
exclude users) to specify afew users.

When you have finished defining all the filter criteria, return to the Edit
report filter menu (1502) and press Esc.

AUDITCON givesyou the option of choosing Yesto save the changes or
No to leave the filters unchanged.

If you choose Yesto save the changes, AUDITCON promptsyou to enter
the name of thefilter file.
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3 Enter afilename for the filter you want to save.

The filter name can be up to eight charactersong and must not contain a
period.

AUDITCON appends a .ARF extension to the filter name (for example,
FILTER _3.ARF), and writes the filter file in the auditor’s current
directory.

Deleting an Audit Filter

Prerequisites

U See“General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports.”

Procedure

1 To delete a selected audit filter, press Delete at menu 1501.

You can choose Yes to delete the .ARF file that contains the specified
audit filter or choose No to leave thefilter in place.

2 Choose Yesto delete the filter.

AUDITCON displays menu 1501 and lists the remaining filters (ARF
files) inthe current directory. If you have deleted the last remaining audit
filter in the current directory, AUDITCON shows _no_filter_in menu
1501.

Report Audit File

Prerequisites

This section describes how to generate a formatted text version of the user
eventsin the current audit file. You cannot directly print the server's audit

files, because the server's audit files are not directly accessible to network

clients and the server's audit files are stored in a compressed format.

U See“General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “ Generating Container Audit Reports’ on page 163.
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Procedures

U You must have rights to the directory where you intend to create the

output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation’s access control mechanisms to
protect your files.

Choose Report audit file from the Auditing reports menu (1500).
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON triesto create the file and displays an error screen if it
cannot.
NOTE: If you don't specify a complete pathname, including the drive letter,

AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 1521 to display the available filters. These
includethefileswith . ARF extensionsin your current directory and anull
filter (_no_filter_) that will passall records in the audit file.

Figure 89  Menu 1521: Select Filter

Select filter

_no_filter_
FILTER_1
FILTER_3

To use one of the available filters, choose that filter and press Enter.

AUDITCON also allows you to create atemporary filter, or modify an
existing filter, for use in this report. Choose the desired filter (or
_no_filter ) and press F10. Edit the filter as described in “ Generating
Container Audit Reports’ on page 163, then press Esc.

You are given the options of discarding the changes, saving the changes
to afilter file, or applying the filter to the current report without saving
the changes.
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AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be a time consuming process.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait notificationin the menu area. When it isfinished,
AUDITCON returns to menu 1500.

To review the contents of your report, exit to DOS and either print or use
an editor.

Report Audit History

Prerequisites

Procedures

This section describes how to generate aformatted text version of the auditor
eventsin the current audit file.

a

a

See “General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports’ on page 163.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report audit history: from the Auditing reports menu (1500).
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.
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AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... notification in the menu area. When it isfinished, AUDITCON returns
to menu 1500.

3 Toreview the contents of your report, exit to DOS and either print or use
an editor.

Report Old Audit File

This section describes how to generate a formatted text version of the user
eventsin an old online audit file.

Prerequisites

U See“General Prerequisites’” on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports’ on page 163.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Procedures
1 Choose Report old audit file from the Auditing reports menu (1500).

AUDITCON displays menu 1540, which lists up to 15 old audit files that
are till maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).
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Figure 90  Menu 1540: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the output file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 1542 to display the available filters.

Figure 91  Menu 1542: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

4 Choose the desired filter and press Enter, or press F10 to edit afilter.

AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats the filtered records, and writes
formatted records to your output file. Depending on the size of the audit
file and the complexity of your filter, this can be atime consuming
process. AUDITCON displays a Reading file message in the header area
of your screen and a Please wait notification in the menu area. Wheniitis
finished, AUDITCON returns to menu 1500.

5 To review the contents of your report, exit to DOS and either print or use
an editor.
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Report Old Audit History

Prerequisites

Procedures

This section describes how to generate aformatted text version of the auditor
eventsin an old online audit file.

a

a

See “General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “ Generating Container Audit Reports’ on page 163.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report old audit history from the Auditing reports menu (1500).

AUDITCON displays menu 1550, which lists up to 15 old audit files that
are till maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 92  Menu 1550: Select Old Audit File

Select old audit file

4-19-1936 3:08:30 am 15kb
4-20-1396 5:57:16 pn Tkb
4-Z21-1996 11:28:39 anm 1Zkb
4-21-1396 2:31:05 pm 9kb
4-23-1996 8:43:5Z pm bkb

Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
Enter the pathname for the output file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
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View Audit File

Prerequisites

Procedures

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displaysa
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. Wheniit isfinished, AUDITCON returns
to menu 1500.

To review the contents of your report, exit to DOS and either print or use
an editor.

This section describes how to display alisting of the user eventsin the current
audit file on the screen of your workstation.

U See“General Prerequisites’ on page 37 and the Audit Report

Prerequisitesin “ Generating Container Audit Reports’ on page 163.

Choose View audit file from the Auditing reports menu (1500).

AUDITCON displays menu 1560 to display the available filters. These
includethefileswith . ARF extensionsin your current directory and anull
filter (_no_filter_) that will passall recordsin the audit file.

If AUDITCON does not display the desired filter, return to DOS, change
to the directory where the filter islocated, and try again.

Figure 93  Menu 1560: Select Filter

Select filter

_no_filter_
FILTER_1
FILTER_3

2 Choosethe desired filter and press Enter, or press F10 to edit afilter.
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Figure 94

Sample audit file

If you choose afilter and press Enter, AUDITCON retrievesrecordsfrom
the current audit file, appliesthe specified filter to those records, formats
the filtered records, and displays the formatted records to your screen a
page at atime.

The second line of the header areais modified to show your location in
the audit file and when AUDITCON iswaiting for information from the
server. — HOME — indicates the beginning of the file and — END —
indicates the end of the audit file.

At any time you can press Hometo return to the beginning of thefile, or
End to go to the end of thefile. Press Page Down or Page Up to display a
new page of formatted audit records, or use the down- or up-arrow keys
to change the display one record at atime.

AUDITCON 4.28

Server: ACME_ONE

Monday dJune 10, 1996 3J:43pn
Volume: SY3 — END —

15
15

15

15

15

15

15

15

15

15

15

6-10-1996 —

47
142

42

472

142

42

4z

142

142

42

472

134
134

52

152

152

152

152

152

152

52

152

Start volume

Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user ADMIN, commection 19

File search,

user ADMIN, comnection 19

File search,

user ADMIN, comnmection 19

File search,

user ADMIN, commection 19

File search,

user ADMIN, comnection 19

File search,

user ADMIN, comnmection 19

File search,

user ADMIN, commection 19

File search,

user ADMIN, commection 19

File search,

user ADMIN, comnection 19

File search,

audit file, event 80, ACHME_ONE_SYS.market.ALPHABET

event 219, SYSTEMNFILTER_1.ARF, status 0,
event £19, %, status 255,

event 219, %, status 255,

event 219, %, status 255,

event 219, 3YSTEM, status 0O,

event 219, %, status Z55,

event 219, %, status 255,

event Z19, SYSTEM, status 0,

event 219, 3YSTEM, status 0,

When AUDITCON iswaiting for datafrom the server, it displaysa—
Reading file — notification; otherwise, it displays— PAUSE —.
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AUDITCON displays the time (for example, 17:38:28) for each audit
record, but only displays the date (— 3-14-1995 —-) at the beginning of an
audit file or when the date rolls over from one day to the next. The first
record defines the start time of the audit file and the container context
being audited.

Subsequent events define the name of the event (for example, Change
ACL), anumeric event number (107), the change ACL arguments (object
grpl, add trustee [Root], attribute Member, rights[ R 1), the status for
the event (in this case, 0 indicates success), the name of the user making
the change, and the replica where the audit event is being audited.
Remember that if the audited container is replicated, the audit event can
be synchronized to other replicas. See” Audit File Formats’ on page 249
for more information on the format of individual events.

If an audit event was generated as aresult of an action by auser who was
not logged in (typically, by auser looking for their NDS object using the
CX or LOGIN utilities), then the user namewill be_ NOT_LOGGED_IN
in place of the actua username.

If you have preselected login events, then you might see pairs of events
for the same user, where the first entry in the pair indicates afailure, and
the second indicates a success. This occurs because the LOGIN program
first triesto log a user in without a password (thus generating an audit
record for the failed attempt), and if that fails it prompts the user for a
password, and uses that password for a second attempt. Thus, afailed
login followed by a successful login probably does not indicate that the
user has incorrectly typed his or her password.

3 PressEscwhenyou arefinished. AUDITCON requests confirmation that
you are done. Choose Yes and press Enter to return to menu 1500.

View Audit History

This section describes how to display alisting of the auditor events on the
screen of your workstation.

Prerequisites

U See“General Prerequisites’” on page 37 and the Audit Report
Prerequisitesin “ Generating Container Audit Reports’ on page 163.

Procedures

1 Choose View audit history from the Auditing reports menu (1500).
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AUDITCON reads the current audit file and displays the first screen of
audit history events.

Figure 95 Sample audit history
AUDITCON 4.28 Monday June 10, 1996 3:50pm
Server: ACME_ONE VUolume: 3Y¥3 — END —
-— b—-10-1996 —
15:46:18 Start volume audit file, event 80, ACME_ONE_3SYS.market.ALPHATET
15:46:18 Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user ADMIN, comnmection 19
15:46:18 Reset audit file, event 68, status 0,
user ADMIN, comnection 19
15:47:16 Auditor logout, event 66, status @, user ADMIN, connectiom 19
15:47:32 Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user NOT_LOGGED IN, conmection 19
15:47:34 Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user NOT_LOGGED_IN, comection 19
15:47:58 Active commection, event 58, address 01010340:00001B1E69ED, status 0,
user ADMIN, comnmection 19
15:50:04 Query audit status, event 82, status 0,

user ADMIN, commection 19

2 Usethe Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 1500.

NOTE: The Auditor login event means that an auditor began accessing the audit
file, while the Auditor logout event means that an auditor ceased accessing the
access file. These events do not indicate user logins or logouts.

View Old Audit File

This section describes how to display alisting of the user events from an old
online audit file to the screen of your workstation.
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Prerequisites

Procedures

U See“General Prerequisites’ on page 37 and the Audit Report

Prerequisitesin “Generating Container Audit Reports’ on page 163.

Choose View old audit file from the Auditing reports menu (1500).

AUDITCON displays menu 1580, which listsup to 15 old audit files that
are till maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit file was created (that is, when it started accumulating audit events).

Figure 96  Menu 1580: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1396 5:57:16 pn kb
4-21-1996 11:28:39 am 1Zkb
4-21-1996 2:31:05 pm 9kb
4-23-1996 8:43:5Z pnm bkb

Move the cursor to select the desired audit file, then press Enter.
AUDITCON displays menu 1581 to display the available filters.

Figure 97  Menu 1581: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

Choose the desired filter and press Enter, or press F10 to edit afilter.

AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats thefiltered records, and displays
the formatted recordsto your screen. The screen format isasdescribed in
“Generating Container Audit Reports’ on page 163 (menu 1561).
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4 Usethe Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 1500.

View OIld Audit History

This section describes how to display alisting of the auditor events from an
old online audit file to the screen of your workstation.

Prerequisites

U See“General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “ Generating Container Audit Reports’ on page 163.

Procedures
1 Choose View old audit history from the Auditing reports menu (1500).

AUDITCON displays menu 1590, which lists up to 15 old audit files that
are till maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 98  Menu 1590: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to select the desired audit file, then press Enter.

AUDITCON retrieves records from the current audit file, formats the
records, and displays them to your screen. The screen format is as
described in “ Generating Container Audit Reports’ on page 163.

3 Usethe Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 1500.
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Database Report Audit File

Prerequisites

Procedure

This section describes how to generate afile containing the user eventsin the
current audit file in aform suitable for loading into a database.

a

a

3

See “General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “ Generating Container Audit Reports’ on page 163.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage the file after you create it. If you are creating the database file
on your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Database report audit file from the Auditing reports menu (1500).
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
NOTE: If you don't specify a complete pathname, including the drive letter,

AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 1801 to display the availablefilters. This
includes the files with .ARF extensions in your current directory and a
null filter (_no_filter_) that will pass al recordsin the audit file.

Figure 99  Menu 1801:Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

To use one of the available filters, choose that filter and press Enter.
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AUDITCON also alows you to create atemporary filter, or modify an
existing filter, for usein this report. Choose the desired filter, or
_no _filter_, and press F10. Edit the filter as described in “Generating
Reports from Offline Audit Files” on page 193.

When you press Esc, you are prompted to discard the changes, save the
changesto afilter file, or apply the filter to the current report without
saving the changes.

AUDITCON retrieves records from the current audit file, appliesthe
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be a time consuming process.

AUDITCON displays a Reading file message in the header area of your
screen and a Please wait notificationinthe menu area. Whenit isfinished,
AUDITCON returns to menu 1500.

4 Exitto DOSand use an appropriate databaseloading program toinsert the
audit records into a database for review.

See “Format of the Database Output File” on page 192 for a description
of the format of the database file.

Database Report Audit History

This section describes how to generate aformatted text version of the auditor
eventsin the current audit file in aformat suitable for loading into a database.

Prerequisites

U See“General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports’ on page 163.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.
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Procedures

1

Choose Database report audit history from the Auditing reports menu
(1500).

AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 1500.

Exitto DOS and use an appropriate database | oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 192 for a description
of the format of the database file.

Database Report Old Audit File

Prerequisites

This section describes how to generate a file containing the user eventsin an
old online audit filein aform suitable for loading into a database.

a

a

See “General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports’ on page 163.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.
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Procedures

1 Choose Database report old audit file from the Auditing reports menu

(1500).

AUDITCON displays menu 1820, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).

Figure 100 Menu 1820: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON displays menu 1822 to display the available filters.

Figure 101 Menu 1822: Select Filter

Select filter

no_filter
FILTER_1
FILTER_3

4 Choose the desired filter and press Enter, or press F10 to edit afilter.
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AUDITCON retrieves records from the current audit file, applies the
specified filter to those records, formats the filtered records, and writes
formatted records to your output file.

Depending on the size of the audit file and the complexity of your filter,
this can be atime consuming process. AUDITCON displays a Reading
file message in the header area of your screen and a Please wait ...
notification in the menu area. Whenitisfinished, AUDITCON returnsto
menu 1500.

Exitto DOS and use an appropriate database | oading program to insert the
audit records into a database for review.

See “Format of the Database Output File” on page 192 for a description
of the format of the database file.

Database Report Old Audit History

Prerequisites

Procedures

This section describes how to generate afile containing the auditor eventsin
an old online audit file in aform suitable for loading into a database.

a

a

See “General Prerequisites’ on page 37 and the Audit Report
Prerequisitesin “Generating Container Audit Reports’ on page 163.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Database report old audit history from the Auditing reports menu
(1500).

AUDITCON displays menu 1830, which listsup to 15 old audit filesthat
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit filewas created (that is, when it started accumulating audit events).
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Figure 102 Menu 1830: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the output file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you don't specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 1500.

4 Exitto DOSand use an appropriate database |oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 192 for a description
of the format of the database file.

Format of the Database Output File

Each linein the output file represents a single audit record. Each line consists
of aseries of comma-separated fieldsin the following order:

*

Time, as hh:mm:ss

+ Date, as mm-dd-yyyy

*

A C toindicate the record came from a container audit trail

*

Container object class

*

The name of the container where the audit record was generated
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>

A textual description of the event (for example, File search)

*

The word event followed by the numerical event number

*

The word status followed by the status from the event
+ The name of the user for whom the event was generated
+ The replica number

¢ Zero or more pieces of event specific information

Thisformat is suitable to be imported into most databases by specifying that
the input is a comma-separated text file.

Generating Reports from Offline Audit Files

In addition to processing online audit files (see “ Generating Container Audit
Reports” on page 163), AUDITCON also allows you to process offline audit
files. These offlinefiles can be stored on the auditor's workstation, removable
media, or even in the auditor's directory on the server file system.

Files stored in the server file system are considered offline, even if they
contain audit data, because the server does not directly manage these files as
audit files. Offline audit files are in the same null-compressed, binary format
asthe server's audit files described in “ Audit File Formats’ on page 249.

This section describes how to process and protect these offline audit files.

Offline Report Prerequisites
U See“General Prerequisites’ on page 37.

U To process offline audit files, you must either have the Read right to the
Audit File object Audit Contents property or have logged in to the audit
trail.

NOTE: AUDITCON controls access to the offline audit file based on the current
contents of the Audit File object for that file. Your rights to the Audit File object
might be different from your rights when the offline audit file was recorded, so, for
example, you might not be able to read an offline audit file that you recorded. This
is a constraint imposed by AUDITCON, and not a server access control
mechanism. Offline audit files must be protected by the client Trusted Computing
Base or (for removable media) by physical protection.
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U You must have previously copied an online audit file from the server to a
diskette, your local workstation hard drive, or a network drive. (See
“Copy Old Audit File” on page 199 for more information on copying a
server's audit files.)

O You must have accessto an offline audit file. You must have at least Read
and File Scan rights to access offline audit files on network drives. See
your workstation documentation for information on the use of file system
rights on your workstation.

Procedure

1 Choose Reports from old offline file from the Available audit options
menu (1101).

AUDITCON prompts you for the name of an offline audit file.

For DOS workstations, the filename can be an absolute DOS pathname
(for example, FAAUDIT\95FEB15.DAT) or arelative pathnamein your
current directory (for example, AUDIT.DAT).

2 Enter the pathnamefor the offline audit file. PressEnter to open the audit
file or Esc to return to menu 1600.

If AUDITCON cannot open thefile, it displays an error message.
If AUDITCON can open thefile, it displays menu 1602, which permits
you to select more operations on the offline audit file.

Figure 103 Menu 1602: Reports from Old Offline File

Reports from old offline file
Edit report filters 1501
Report audit file 1520
Report audit history 1530
View audit file 1560
Vieuw audit history 1570
Database report audit file 1800
Database report audit history 1810

3 Choose the desired operation, then press Enter to perform that operation.
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Edit Report Filters

This section describes how to create and edit report filters that you can
subsequently useto display specific information that is of interest. Thereisno
distinction between filtersfor onlinefilesand filtersfor offlinefiles; if you've
already created afilter for viewing online audit files, you can use (or modify)
that filter for viewing offline audit files.

Prerequisites

0 See“General Prerequisites’ on page 37 and the Offline Report
Prerequisitesin “ Generating Reports from Offline Audit Files” on page
193.

Procedure

1 Choose Edit report filters from the Reports from old offline files menu
(1602).

AUDITCON displays menu 1501.

2 Follow the proceduresin “Edit Report Filters” on page 166 to create or
edit audit report filters.

Report Audit File

This section describes how to generate a formatted report of the audit records
in an offline audit file.

Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “Report Audit File” on page 175.

Procedure

1 Choose Report audit file from the Reports from old offline files menu
(1602).

AUDITCON displays menu 1520.

2 Follow the proceduresin “ Generating Container Audit Reports’ on page
163 to generate an audit report for an offline audit file.

Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.
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Report Audit History

This section describes how you can generate an text report of the audit history
information in an offline audit file.
Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “ Generating Reports from Offline Audit Files’ on page
193.
Procedure

1 Choose Report audit history from the Reports from old offline filesmenu
(1602).

AUDITCON displays menu 1530, which lists more configuration
options.

2 Follow the proceduresin “Report Audit History” on page 177 to generate
an text audit history report for an offline audit file.

Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

View Audit File

This section describes how you can view (on your workstation screen) audit
records from an offline audit file.
Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “ Generating Reports from Offline Audit Files’ on page
193.
Procedure

1 Choose View audit file from the Reports from old offline files menu
(1602).

AUDITCON displays menu 1560.

2 Follow the proceduresin “View Audit File” on page 181 to view an
offline audit file.
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View Audit History

This section describes how you can view (on your workstation screen) the
audit history for an offline audit file.
Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “ Generating Reports from Offline Audit Files’ on page
193.

Procedure

1 Choose View audit history from the Reports from old offline files menu
(1602).

AUDITCON displays menu 1570.

2 Follow the proceduresin “View Audit History” on page 183 to view the
audit history for an offline audit file.

Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

Database Report Audit File

This section describes how to generate a report of the audit recordsin an
offline audit file in aform suitable for loading into a database.

Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “ Generating Reports from Offline Audit Files” on page
193.
Procedure

1 Choose Database report audit file from the Reports from old offline files
menu (1602).

AUDITCON displays menu 1800.

2 Follow the proceduresin “ Database Report Audit File” on page 187 to
generate an audit report for an offline audit file.

Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.
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Database Report Audit History

This section describes how you can generate areport of the audit history
information in an offline audit file in aform suitable for loading into a
database.

Prerequisites

U See“General Prerequisites’ on page 37 and the Offline Audit Report
Prerequisitesin “ Generating Reports from Offline Audit Files” on page
193.

Procedure

1 Choose Database report audit history from the Reports from old offline
files menu (1602).

AUDITCON displays menu 1810.

2 Follow the proceduresin “Database Report Audit History” on page 188
to generate a text audit history report for an offline audit file.

Referencesin that section to the current audit file should be interpreted as
references to an offline audit file.

Container Audit File Maintenance

This section describes how you can use AUDITCON to close, copy, delete,
and display the server's old audit files. These mechanisms work only for old
audit files (the files maintained online by the server). You cannot perform
these operations on offline audit data files. The only operation you can
perform on the server's current audit file isto reset the file, which causes the
server to create a new current audit file.

WARNING: Maintenance of each container audit trail must be performed on a single
server which holds a replica of the audit trail. It doesn’t matter which one you choose,
but all auditors of the container must use that copy. Failure to use a single copy for
maintenance can cause unexpected results and/or loss of configuration changes.

Audit File Maintenance Prerequisites
O See“General Prerequisites’ on page 37.
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Procedure

1 Choose Audit files maintenance from the Available audit options menu
(1101).

2 Press Enter.

AUDITCON displays menu 1700, which lists more maintenance options.

Figure 104 Menu 1700: Audit Files Maintenance

Audit files maintenance

Copy old audit file 1710
Delete old audit file 1720
Display audit status 1200

Reset audit data file 1730

Copy Old Audit File

Prerequisites

Procedure

This section describes how to copy old online audit files to removable media
(for exampl e, diskettes or magnetic tapes), workstation directories, or network
drives. The primary reason for copying an audit file isto save the contents of
the file before you delete it from the server (see “Delete Old Audit File” on
page 201). You might also want to copy an old audit file to removable media
to save it for evidence or to keep it for long-term storage.

(]

See “General Prerequisites’ on page 37.

U To copy an online audit file, you must either have the Read right to the
Audit File object Audit Contents property or have logged in to the audit
trail.

U You must have sufficient rights copy the audit file to a directory. For
network directories, you must have at least the Create right. See your
client documentation for more information on rights required to create a
file on ahard drive or diskette.

1 Choose Copy old audit file from the Audit files maintenance menu
(1700).

Using AUDITCON for Container Auditing 199



AUDITCON displays menu 1710, which lists up to 15 old audit files that
are maintained online by the server. The old audit files are sorted by date
andtime (oldest first). The dates and times displayed show when the audit
file was created (that is, when it started accumulating audit events).

Figure 105 Menu 1710: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

NOTE: There is no mechanism for copying the contents of the current audit file. If
you want to copy this data, you must first reset the audit data file (see “Reset Audit
Data File” on page 202).

You can copy only one file at a time. If you want to copy multiple audit files, perform
the steps in this section once for each file.

2 Move the cursor to select the desired audit file, then press Enter.
AUDITCON prompts you for the name of the offline audit file.
3 Enter the filename of the destination audit file and press Enter.

The pathname must be a DOS pathname on your local workstation, for
example, A:\\AUDIT301.DAT, C\AUDIT\FILE1.DAT, or
FAAUDITOR\VOL 1\A950224.DAT. If you do not specify adrive letter
and directory, AUDITCON will leave the audit filein your current
directory. The default pathnameis AUDITOLD.DAT on your local drive.

AUDITCON displays a Please wait message whileit copiesthe audit file
fromtheserver to your offlinedestination file. Whenit has copied thefile,
AUDITCON returns to menu 1700.

4 |f you copy audit files from the server onto your local workstation's file
system, you must ensure that the audit datais properly protected by your
workstation.

5 If you copied the audit file onto removable media (for example, a diskette
or tape cartridge), attach a diskette or tape label that shows the server
name, volume name, your name, the date, time, and size of the audit file,
along with any other specific comments that you feel areimportant. You
must also ensure that the mediais physically protected.
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The purpose of thisinformation isto ensurethat in the future you can load
the medium and generate meaningful audit reports from it.

WARNING: When backing up old audit files, you must remember to back up the
file from each server that holds a replica of the audited container. Otherwise, you
can lose some audit records that are stored on some (but not all) copies of the
audit file.

NOTE: One strategy that is commonly used is to set the maximum audit file size
so that one audit file will fit on a 1.44 MB diskette. See “Audit Options
Configuration” on page 156 for information on setting the audit file size.

The frequency at which you should copy the server's audit files to offline storage
depends on how fast your server fills up audit files. If your server archives audit
files on a periodic basis (as opposed to filling up the audit file), then you can set
the number of audit files to 10 or 15, and copy/remove online audit files once per
week without expecting to overflow the number of audit files.

Delete Old Audit File

Prerequisites

Procedure

This section describes how to delete an old audit file from the server’s online
storage after you've copied thefileto offline storage or decided that you do not
need to save thefile.

WARNING: When you delete an old container audit file, you must delete the file on
each server that holds a replica of the audited container.

U See“General Prerequisites’ on page 37.

U To delete an online audit file, you must either have the Write right to the
Audit Fileobject Audit Policy property or havelogged intotheaudit trail.
If dual-level passwords are enabled, you must have the level 2 password.

1 Choose Delete old audit file from the Audit files maintenance menu
(1700).

AUDITCON displays menu 1720, which listsup to 15 old audit files that
are maintained online by the server. The dates and times displayed show
when theaudit filewas created (that is, when it started accumul ating audit
events). The old audit files are sorted by date and time (oldest first).
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Figure 106 Menu 1720: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

NOTE: There is no mechanism for deleting the current audit file. If you want to
delete the data in the current audit file, you must first reset the audit data file
(“Reset Audit Data File” on page 202).

You can only delete one file at a time. If you want to delete multiple audit files,
perform the steps in this section once for each file.

2 Move the cursor to select the desired audit file, then press Enter.
AUDITCON confirmsthat you want to delete the audit file.

WARNING: After you delete an online audit file, there is no way to recover the
contents of the file. Do not delete the file unless you are absolutely certain that you
will not require the data in the audit file. If there is any doubt, copy the audit file
(“Copy Old Audit File” on page 199) to offline storage before you delete the file.

Reset Audit Data File

This section describes how to reset the current audit file. Reset is a manual
means of causing the current audit file to be archived, that is, to cause the
current audit file to become an old audit file and to establish a new current
audit file.

Manual reset might be necessary, for example, if the server stops processing
container requests becausethevolumeisin an overflow state. See“ Audit Trail
Overflow” on page 203 for information on recovering from container
overflow.

Prerequisites
O See“General Prerequisites’ on page 37.

U To reset the current audit file, you must either have the Write right to the
Audit File object Audit Policy property or havelogged into theaudit trail.
If dual-level passwords are enabled, you must have the level 2 password.
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Procedure

1 Choose Reset audit data file from the Audit files maintenance menu
(1700).

AUDITCON requests confirmation that you want to perform the reset.

2 Choose Yes and press Enter to reset the current container audit file.

Resolving Container Audit Problems

This section describes solutions to potential container audit problems. These
include audit trail overflow and synchronization of the container audit filesto
other NDS partitions, as well as recovery from catastrophic failures.

Audit Trail Overflow

“Preventing Loss of Audit Data” on page 32 describes the potential for audit
lossif the configured number of audit filesarefilled or disk spacefillsup and
the audit trail isimproperly configured.

“Audit Options Configuration” on page 156 describes the three overflow
configuration options for container audit trails: archive audit file; disable
audited events; and disable event recording. The only option that preventsthe
loss of audit events (from audit overflow situations) isto disable audited
events. With this setting, the server disables all audited NDS events when the
current audit file has reached the Audit file maximum size or the server cannot
write the current audit file (for example, out of disk space).

Inthisoverflow state, any event that is presel ected for auditing isdisabled. For
example, if logins are preselected for auditing, any attempt to log in to an
object in the container (except for attempts by auditors of the container) would
fail.

To recover from the overflow state, an auditor (with the Write right to the
container Audit File object Audit Policy property) must reset the current audit
trail.

1. Log in to the network as an auditor of the offending container.

2. If youwant to save the oldest audit file and you haven't already backed it
up, then copy the oldest old audit file to offline storage (for example, a
filein the server or workstation or removable media).
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3. Reset the current container audit file, as described in “ Reset Audit Data
File" on page 202. Thisrolls over the current audit file (to an old audit
file), deleting the oldest old audit file, and initializes a new audit file.

4. 1If you want to save any audit files that you haven't already saved
(including the newest of the old audit files), then copy those audit filesto
offline storage.

Consider the following suggestions to help prevent container overflow:
1. Perform frequent reviews of the status and size of the audit file.
2. If necessary, manually reset the audit file before it overflows.

3. Enable Automatic audit file archiving as described in “ Audit Options
Configuration” on page 156. Set the Audit file maximum size large
enough and the Days between audit archives low enough that the audit
file will not overflow. Use caution in setting these parameters to prevent
destruction of audit data.

4, Don't over audit.

WARNING: If the audit trail for a container is full, the auditor’s actions (for
example, deleting data files, resetting the audit file) might not be audited for that
container. In this case, you must keep a manual log of your actions for use when
generating a complete history of actions performed on the server. You will be
informed via a message from the server to your workstation when this occurs.

When the audit trail is reaches its configured threshold, you will receive the
following natification on your workstation screen:

The audit overflow file for container contname is almost
full. Auditors must begin manual auditing now!

When the audit trail is completely full, you will receive the following notification on
your workstation screen:

The audit overflow file for container contname is full.

To avoid missing this message, you must not issue the SEND /A=N or SEND /A=P
commands (or if using Windows* and the NetWare User Tools, do not disable
network warnings), as they would cause these messages to be suppressed.

Container Audit File Replication

Container audit filesare replicated by NDSto the serversthat hold replicas of
the container object. That is, if container LAB1.ENGR.ACME isreplicated by
NDS onto three different servers, then the audit filefor that container will also
be replicated onto the same three servers. Replication of container audit files
is automatic, and thereis no way that you can tell the server to not replicate
the audit file, other than to not replicate the audited container.
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WARNING: Replication of container audit files requires disk space on multiple servers.
For example, if your container audit trail is configured for 16 audit files (1 current, 15 old)
of 1 MB and the container is replicated on three servers, then the audit storage could
require as much as 16MB on each server, for a total of 48 MB of disk space.

Recordsin replicated container audit trails are not necessarily stored in the
same order, however, each replica of the audit file will eventually include
nearly al of the audited events. In some rare cases (as described in
“Generating Container Audit Reports’ on page 163) records might bein some
instances of the audit trail but not others.

Catastrophic Failure Recovery

This section describes what to do if you have a catastrophic failure, such as

+ All copies of the Audit File object describing the container being audited
are destroyed (perhaps because of a hard disk failure) and you need to
recover the audit state to what it was before the failure

+ Volume SY S: on one or more servers holding the audit data are destroyed

Inaddition, it explains how to handle planned upgrades, such aswhen aserver
is upgraded so that volume SY S: (where the container audit datais stored) is
moved from asmall disk driveto alarger disk drive.

There are several potential losses not addressed here:

+ Lossof offlineaudit data. Your offline audit data (beit stored in server or
workstation file systems, or on removable media) should be backed up
frequently enough that its loss would not be catastrophic. Because
different copies of the container can have different audit datain their audit
files, it might be important to create offline copies of all instances of each
container audit file.

+ Loss of some, but not al, copies of the Audit File object describing the
container audit trail dueto failure of one or more serversholding an NDS
partition. In this case, NDS will automatically use whatever copies are
available. If a server configured for the partition is brought back online,
it will automatically be updated with the Audit File object information.

There are two magjor catastrophic failures possible for externa audit:

+ Lossof al copies of the Audit File object describing the container audit
trail. If all copies of the Audit File object are lost (for example, because
there only was one copy, and the server it was on suffered adisk failure),
then you might be able to recover the Audit File object from a backup of
your Directory tree (presuming you have backed up your Directory tree).
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If so, then you can regain access to the existing online audit data. If not,
then no access is possible to the online audit data. You must recreate the
container audit trail using the procedures in “Enabling Container
Auditing” on page 147 (including selecting events, audit full actions, and
SO on).

¢ Loss of volume SY S: on any server containing the container audit data
(for example, because of adisk failure). Because container audit filesare
stored in an inaccessible directory which cannot be backed up, loss of
volume SY S: means that the online audit files (both the current audit file
and any old audit files) arelost. You should use AUDITCON to perform
regular backups of audit datato avoid loss of online audit data.

If thereisat least one other server with a copy of the container, then when
the failed server comes back onlineit will automatically be updated, and
container auditing will automatically resume. If there are no other servers
with copies of the container, you must restore the container from an NDS
backup and recreate the container audit trail using the procedures
described in “Enabling Container Auditing” on page 147.

WARNING: If you restore a container from an NDS backup, it will come back
without auditing. To avoid unaudited actions while you are configuring the audit
system, you should take the server offline for the restoration process until the
container audit has been reconfigured. To do this, disconnect the server from any
networks it is connected to, and attach it to a protected LAN containing only a
trusted workstation located in a secure location. Then restore the NDS container
from the backup. Use the trusted workstation to run AUDITCON to re-enable
container auditing, restoring the previous configuration. Finally, reconnect the
server to the standard networks.

If you upgrade volume SY S: (for example, replacing it with alarger disk), that
is equivalent to recovery from a catastrophic disk failure. To do an upgrade,
you must first back up the old volume, and then restoreit on the new disk. This
loses all audit data. Therefore, before performing a volume upgrade, you
should also back up al container audit data stored on that server. When the
upgrade is complete, NDS will automatically cause auditing to resume for
those containers with at least one other copy in the network.

Immediacy of Changes

When you modify the container audit trail configuration (for example, to
change the maximum size of the audit file or the set of eventsto be recorded),
the change is made both to the Audit Policy property of the Audit File object
and to the header of the current audit file in the selected replica of the
container.
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Both changes will usually occur immediately. From the selected replica, the
changes propagate to all other instances of the replica, which again usualy
happens immediately. However, the effect of the change might not be
immediate if one or more of the servers holding the audit data are unavailable
to receive the configuration change (for example, because they are down or
the network hasbeen split), even though the Audit File object can be modified.

In this case, the delay depends on how long it takes before the two servers can
synchronize their NDS replicas.

In addition, if an auditor is performing audit trail management functions,
changing the ACL will not affect the auditor’s capabilities (either to increase
or decrease them). An auditor’s rights are recalculated every time he or she
restarts AUDITCON and establishes access to an audit trail. To stop the
auditor’s actionsimmediately, you should break the auditor’s connection to the
server using the console MONITOR utility or the CLEAR STATION console
command.
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Using AUDITCON to Audit External
Audit Trails

In addition to supporting AUDITCON in auditing volumes and containers,
NetWare® servers also maintain and protect external audit trails that contain
client audit records and client audit history.

For an explanation of these external audit trails, see “ Concepts of NetWare
Auditing” on page 13.

Figure 4 on page 20, Figure 5 on page 21, and Figure 6 on page 22 show the
client-server interactionsfor configuring external audit trails, appending audit
records, and reviewing collected audit data. Each client workstation that uses
the server's externa audit trail must have its own workstation-based audit
management tool to configure and manipulate the external audit trail.

WARNING: AUDITCON can manage external audit trails, but cannot generate reports
or view the events stored in those audit trails (except for audit history events). There is
no standard with respect to the events that are audited by the workstations or the
formats of those audit records.

See the vendor’'s documentation provided with your client workstation for information on
the specific utilities for viewing external audit data.

Asshown in Figure 4 on page 20 and Figure 6 on page 22, AUDITCON
interacts with the server's external audit trail by sending NCP™ messages to
the server. AUDITCON enables auditing by creating an Audit File object for
the external audit file and assigning rights to various workstation objectsto
append audit data to the corresponding audit file.

The workstation object can be linked to the Audit File object by setting the
workstation object's Audit File Link property, and the Audit File object can be
linked to audited workstations by setting the Audit File object's Audit Link
List property (AUDITCON does not set up either the Audit File Link or Audit
Link List for external audit trails).
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Note that multiple workstations can share a single audit trail and that a
workstation can simultaneously support multiple such audit trails.

The external audit trail is protected by configuring the Audit File object to
define the NDS® objects that can append data to the audit file. (See “ Create
External Audit Trail” on page 215.) Generally, these objects are workstation
network trusted computing base partitions. The NDS objects are also defined
to read data from the audit file (generally, auditors of those workstations).

Users at client workstations can't access the external audit files using normal
file management NCP programs. AUDITCON does not provide facilities to
set up external audit trail protection; you can use NetWare Administrator to

perform that task.

To examine audit data generated by workstations, you can use AUDITCON
with a client-specific audit utility. AUDITCON reads the audit data from the
external audit trail, displaying the audit history (audit trail management)
events.

AUDITCON will also read the workstation-generated audit data from the
external audit trail and put it in an ordinary file, whereit can then be processed
by aclient-specific utility that has knowledge of the client audit event formats.
AUDITCON can also perform complete backups of external audit files, just
asit does for volume and container audit trails.

The specific procedures used to format records from an external audit trail are
defined by your client vendor's audit management tool. If your client
workstation uses external audit files to store workstation audit data, refer to
your vendor's trusted facility information for these procedures.

Accessing the External Audit Trail

This section describes how to access the externa auditing menu tree and how
to select an external audit trail for auditing. Password-based access is not
supported for external audit trails. You should have read “ Using the
AUDITCON Utility” on page 37, which describes how to run AUDITCON
and navigate the menu tree.

Getting Started

Whenyou run AUDITCON, it displays ascreen with one of thefive Available
audit options menus. The particular entry menu you see depends only on your
current volume and the state of that volume audit trail.
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NOTE: The external auditing state is independent of the state of volume and container
auditing. You do not have to enable auditing of a volume or container or have access to
a volume or container audit trail to perform external auditing.

Prerequisites

O

See the “General Prerequisites’ on page 37.

U To examine, configure, or modify an external audit trail, you must have
the Read right to the Audit File object's Audit Path property.

O If you are unfamiliar with NDS concepts, review NDS Concepts and
Planning. If you are unfamiliar with the implementation of your
Directory tree, run agraphical utility such as NetWare Administrator to
browse the tree.

Procedure

1 Choose External auditing from the initial Available audit options menu
(101, 102, or 103).

2 Press Enter.

AUDITCON displays menu 2000, which shows the full screen for
external audit trail management. The second line of the header definesthe
NDS context where you are working.
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Figure 107 Menu 2000: AUDITCON Full Screen for External Audit Trail

AUDITCON 4.27 Wednesday March 6, 1996 6:17pn

Server: TS-AUDIT Context: acme

External Auditing

External Auditing
Change =essziom context

Esc=Escape Enter=Select

F1=Help

WARNING: The top line of the screen only shows the session (container name),
and does not show the name of the external audit trail being manipulated. You

must remember which external audit trail is in use to ensure that your actions are
as intended.

Change Session Context

To perform external audit management, your session context (shown in the
second line of the header area) must point to the external audit trail.

AUDITCON provides two methods of changing your NDS session context.

+ Thefirst method, Change session context, described in this section,
allowsyou to type in the explicit context for the external audit trail’s
Audit File object that you want to audit. This might be the preferred
method if your network has many external Audit File objects and you
know exactly which Audit File object you want to audit
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Prerequisites

Procedure

+ The second method, described in “External Auditing” on page 214,
permits you to browse through the NDS tree and select an Audit File
object for auditing. Thisis generally the preferred method because you
can select an Audit File object and begin auditing that external audit trail
in asingle operation.

O

See the “General Prerequisites’ on page 37.

U You do not haveto have any rightsto the NDS Audit File object to set the
session context.

1 To define adifferent external audit trail for auditing, choose Change
session context in the External auditing menu (2000) and press Enter.

AUDITCON displays menu 2001, which allows you to edit the current
session context

Figure 108 Menu 2001: Edit Session Context

Edit sessiom context ||

||SHLES .ACHE

2 Edit the current session context by backspacing and typing over the
existing container name or pressing Home and inserting text at the
beginning of the line.

3 When you are done, press Enter to change context to the specified
external audit trail object.

If the Audit File object does not exist, AUDITCON displays an error
report.

4 Returnto menu 2000, then choose External auditing to begin auditing the
Audit File object.

WARNING: AUDITCON does not display the name of the currently selected external
audit trail on the screen. It is your responsibility to remember which audit trail you are
working on at all times.
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External Auditing

This section describes the second method of changing your NDS session
context that was referred to in “ Change Session Context” on page 212 This
option allows you to browse the Directory tree to select an Audit File object
for auditing, then displays a menu that allows you to begin auditing that
external audit trail. If you have aready selected the container, then you do not
need to browse the Directory tree.

Prerequisites
0 Seethe“General Prerequisites’ on page 37.

U To browse the Directory tree for external audit trails, you must have the
Browseright to the container that the Audit File object corresponding to
the external audit trail isin. Otherwise, AUDITCON will not be able to
find the Audit File object.

Procedure

1 Choose External auditing in the External auditing menu (2000) and press
Enter.

AUDITCON displaysmenu 2010, which allowsyou to iteratively browse
the Directory tree to select an external Audit File object for auditing.

Figure 109 Menu 2010: Audit Directory Tree

Audit directory tree
..[Root] Top
. ACHE Organization
SALES .ACHE Organizational Unit
ENGR .ACME Organizational Unit
EXT1.ENGR.ACHE Audit File Object
EXTZ.ENGR.ACHE Audit File Object

AUDITCON displays the parent of the current container (in this case,
[Root], indicated by ..), the current container (in this case, ACME,
indicated by .), any containers within the current container (in this case,
SALES.ACME and ENGR.ACME), and any external Audit File objects
within the current container (in this case, EXTL.ACME and
EXT2.ACME).
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NOTE: AUDITCON displays as external audit trails those Audit File objects that
have the Audit Type property set to External. If your Audit File object was created
with a utility that did not set the Audit Type property to External, then AUDITCON
will be unable to locate it, and you will be unable to manage it

If the menu does not show the external audit trail you want to audit, keep
choosing the nearest ancestor and pressing Enter until AUDITCON
shows the desired external Audit File object.

For example, if you want to audit EXT3.ENGR.ACME, which is not
shownin menu 2010, you would first select ENGR.ACME. AUDITCON
changes the session context and displays menu 2010-U pdated.

Figure 110 Menu 2010-Updated: Audit Directory Tree

Amudit directory tree

. ACHME

. .ENGR .ACHE
ENGR . ACHE
LAB1.ENGR.ACHME
EXT3.ENGR.ACHME

Organization
Organizational Unit
Organizational Unit
fiudit File Object
Audit File Object

3 Move the cursor to the desired external Audit File object, and press F10

to review the external audit trail or press Enter to display menu 2010 with
the new session context. From 2010 you can select the current object for
auditing.

AUDITCON now changes your NDS context to the selected external
audit trail, and updatesthe context field in the display header areato show
the name of the container where that Audit File Object isfound.

WARNING: AUDITCON does not display the name of the currently selected
external audit trail on the screen. It is your responsibility to remember which audit
trail you are working on at all times.

If, instead of using an existing external audit trail, you want to create a new
audit external audit trail, you should select the container as shown above.
Instead of pressing F10 to select an existing Audit File object, press Insert.

Create External Audit Trall

Unlike volume or container audit trails, external audit trails are not created
automatically by enabling auditing. Rather, you must use AUDITCON to
create anew Audit File object.
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AUDITCON will establish a default configuration for the new Audit File
object, including setting up the Audit Path property of the Audit File object to
point to a volume where the external audit data will be stored. However,
AUDITCON won't set up the Audit Link List property of the Audit File object
to point to other objects (for example, workstations) that might generate audit
data, nor will it set up the Audit File Link property of the other objectsto point
to the Audit File object.

NOTE: If your client vendor supplies a tool to set up the Audit Link List and Audit File
Link properties, it is a good idea to use it to assist in the maintenance of your audit trail.
However, it is not necessary to set these properties, and if you do not set them it will not
have any negative impact on performance or security. NetWare Administrator will not

delete an Audit File object if it has a non-empty Audit Link List property.

NetWare does not impose any limits on the number of external audit trailsyou
can have. Consult your client documentation for guidance on how to
determine how many external audit trails you need, and how they should be
managed. Note that AUDITCON does not provide any means for merging
records from multiple external audit trails, so it isbest not to create too many
different trails which would reguire manual correlation.

WARNING: If you have more than one type of client that uses external audit trails (that
is, from two different workstation vendors), you should not allow them to insert their
audit records into the same audit trail. Although audit records are identified as to the
vendor that created them, post-processing software might not include facilities to sort
out the different vendor record types.

Depending on your client architecture, it might be important what container
the Audit File objects are stored in, and what volume holds the actual audit
data. See your client documentation for any such restrictions.

Creating the external audit trail consists of sel ecting the name of the Audit File
object and selecting the volume and server where the Audit File object will be
stored.

Once the Audit File object is created, you can use atool such as NetWare
Administrator to set NDS rightsto allow auditors access to the Audit File
object (and the corresponding audit data) for management purposes and to
alow clients to append to the audit trail. See “ Controlling Accessto Online
Audit Data” on page 27 for adescription of the rights needed for each of these
purposes.

Prerequisites
0 Seethe“General Prerequisites’ on page 37.
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Procedure

To browse the Directory tree for containers to place the new external
audit trail, you must have the Browse right to the container that the Audit
File object corresponding to the external audit trail will be placed in. You
also need the Browse right for the containers (NetWare Server object and
Volume object) where the external audit data will be stored.

You must also have the Create (or Supervisor) right to the container
where the new Audit File object will be placed.

Follow theinstructions in “ External Auditing” on page 214 to choose a
container, and then press Insert.

2 Type the common name of the external Audit File Object you want to

create (for example, EXT3) in the Namefield, and press Enter.
Do not enter the distinguished object name.

AUDITCON now displaysalist of available volume objectsonwhich the
filesthat collect auditing data can be placed.

3 Movethe cursor to the desired volume, and press F10 to select it.

The menu will now appear asin menu 2061.

Figure 111 Menu 2061: Create External Audit File Object

Create external audit file object

Name: EXT3

Host volume object name: T3 _PRINT_SYS.Novell

4 PressF10to createthe Audit File object or Escif you don't want to create

the object.

If you press F10, AUDITCON creates the Audit File object in the
specified container and the external audit datafilesin the specified server.

The external audit trail is now enabled. AUDITCON will update the
screen to show the newly created external audit trail at the top, and will
place you in menu 2101.
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Top-level Menu

After you've selected a specific container for auditing, AUDITCON selects
the screen to display depending on

+ Whether you have at least Read or Write rights to the Audit Contents or
Audit Policy attribute of the Audit File object

+ Whether auditing is enabled for the external audit trail

Table 17 on page 218 summarizes the algorithm AUDITCON usesto
determine which screen to display.

Table 17 External Audit Trail Entry Screens

Sufficient Rights Container Audit Enabled Screen
Yes Yes Menu 2101
Yes No Enable External

Auditing displayed as
the only option

No Yes Error message

No No Error message

The three top-level Available audit options menus for external auditing are
summarized, as follows.

Menu 2101: AUDITCON displays this menu when the auditor hasNDS
rights to the selected external audit trail.

Figure 112 Menu 2101: Available Audit Options

Available audit options

fudit files maintenance 2700
Auditing conf iguration 2400
fAuditing reports 2500
Reports from old offline file| 2600
Display audit status 2200

When the selected external audit trail is not enabled for auditing, this screen
displays Enable External Auditing as the only option.
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When you do not have rights to access the audit trail, an error report displays.

Displaying External Audit Trail Status

Prerequisites

(]

Procedure

2

See the “General Prerequisites’ on page 37.

You must have Read or Write rightsto the Audit File object Audit Policy
property or Read or Write rights to the Audit File object Audit Contents
property to display the external audit trail audit status.

Choose Display Audit Status in menu 2101.
AUDITCON then displays menu 2200.

You can invoke this display from various other places in the container
audit menu tree. Thisis aread-only display that presents the audit status
for your current external audit trail.

Press Esc to return to the calling menu.

Figure 113 Menu 2200: Audit Status

AUDIT STATUS
muditing status: On
fAudit file size: 2222
fudit file size threshold: 921600
fudit file maximum =zize: 1024000
Audit record count: 5

The audit status displays the following status information for the current
container audit trail:
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Audit Status Information

Description

Auditing status

Audit file size

Audit file size threshold

Audit file maximum size

Audit record count

Shows as On if auditing is enabled for the
selected external audit trail, or Off if auditing is not
enabled.

Shows the size, in bytes, of the current external
audit file.

Shows the configured size at which the server
sends warning messages to the server console
and system log file.

Defines the nominal maximum size for the audit
file.

Defines the number of audit records in the current
audit file.

This display does not define the compl ete status of aexternal audit trail.
See" Changing an External Audit Trail Configuration” on page 221 for more
information on viewing and setting the audit configuration.

Enabling External Auditing

When you create an Audit File object for external auditing, AUDITCON
enables the external audit trail. This Audit File object remains in place when
you disable auditing, and can be re-enabled as follows.

Prerequisites

(]

See the “General Prerequisites’ on page 37.

U You must have Write (or Supervisor) object rights to the Audit Policy
object of the external audit trail's Audit File object.

Procedure

1 Run AUDITCON at atrusted workstation.

2 Choose the desired external audit trail to be audited, as described in
“Create External Audit Trail” on page 215.

3 To enable auditing of the external audit trail, choose the Enable external
auditing option in the Available audit options menu.
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This option appears only when auditing is not already enabled for the
external audit trail.

4 Choose Yesto re-enable auditing when AUDITCON asksyou to confirm
that you want to enable auditing for the current external audit trail.

AUDITCON will display menu 2101.

Changing an External Audit Trail Configuration

This section describes how you can use AUDITCON's external audit trail
configuration menu to define how audit files are handled (size, threshold,
automatic archive, and recovery from audit file overflow).

Auditing Configuration Prerequisites
U Seethe“Genera Prerequisites’ on page 37.

U You must have the Write right to the Audit Policy property of the Audit
File object for which you want to change the configuration.

U Determine which actions you want to perform (for example, how large
you want the audit file to be) before you run AUDITCON.

Procedure

1 Choose Auditing Configuration from the Available audit options menu
(2101).

AUDITCON displays menu 2400, which lists more configuration
options.

Figure 114 Menu 2400: Auditing Configuration

Auditing configuration

Audit options configuration| 1430
Disable external auditing 1460
Display audit status 1200

2 Choose the desired configuration option, and press Enter.

These configuration submenus are addressed in the following sections.
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WARNING: When you make changes to the external audit configuration, you
might receive a message that AUDITCON was unable to update the Audit File
object. If this occurs, it is possible that your configuration changes could be lost.

Audit Options Configuration

Prerequisites

0 Seethe“General Prerequisites’ on page 37 and “ Changing an External
Audit Trail Configuration” on page 221.

Procedure

1 Choose Audit options configuration from the Auditing configuration
menu (2400).

AUDITCON displays menu 2430, which defines the current audit
configuration for the external audit trail.

Figure 115 Menu 2430: Select Audit Configuration

Audit configuration

Audit file maximum size: 1024000
Audit file threshold size: 921600
Audit overflow file size: 102400
Automatic audit file archiving: No

Days between audit archives (1-Z55):
Hour of day to archive (0-23):

NHumber of old audit files to keep (1-15): 15
Allow concurrent auditor logins: No
Broadcast errors to all users: No
Error recovery options for audit file full

Archive audit file: No

Re ject audit records: Ye=s
Minutes between warning messages: 3

The following list describes the avail able configuration parameters for
external audit trails. Thefirst nine parameters (Audit file maximum size
through Broadcast errorsto all users) have the same meaning as for
volume auditing.

For moreinformation on these parameters, refer to the description of the
corresponding volume configuration parametersin “ Audit Options
Configuration” on page 75.
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Table 18

WARNING: When computing the overflow audit file size (as described in “Audit
Options Configuration” on page 75) for an external audit trail, you must use the

value for the number of service processes on the server where the audit data is
stored.

The server providestwo optionsfor handling external audit file overflow.
The options are; Archive audit file and Reject audit records.

Overflow Options

Overflow option

Description

Archive audit file

Reject audit records

Minutes between
warning messages

With this setting, the server archives the current audit file and creates a new
audit file. If necessary (because the maximum number of old online audit files
already exists), the server deletes the oldest of the old online audit files.

With this setting, the server refuses to accept additional externally generated
audit records when the current audit file has reached the Audit file maximum
size or the server cannot write the current audit file (for example, out of disk
space). The server does not attempt to roll over to a new audit file, even if
audit files and disk space are available.

To recover, you must reset the current audit file as described in “Reset Audit
Data File” on page 244.

This is the only overflow option that guarantees that you will not lose audit
data. Consequently, if collecting audit data is important, then you should use
this setting, even thought it might inconvenience users.

The server sends warnings to the console at this frequency if the audit file is
full and the overflow option is configured to either Disable record submission
or Reject audit records.

2 Enter the new configuration value in the field you want to change.

For numeric fields, type the new value over the old value and press Enter.
For Yes/Nofields, type Y or N.

Depending upon your change, the server might modify other values on
the configuration screen. For example, if you set Automatic audit file
archiving to No, the server will blank out the entries for Days between
audit archives and Hour of day to archive.

3 Review the settings on the current screen and change as required.

4 Press Esc to exit the menu.
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NOTE: Audit files consume disk resources that might be needed by other users. Before
you define the number and size of audit files, discuss your projected disk space
requirements with an administrator for the server.

Disable an External Audit Trail

When you disable an external audit trail, you stop the server from accepting
or recording audit events to the external audit file, but you do not delete the
Audit File aobject or the audit files. The Audit File object remainsin effect and
isreused (to provide aninitial configuration) if you re-enable auditing for the
external audit trail.

After external auditing has been disabled, it can be re-enabled using the
Enable External Auditing menu (see “ Enabling External Auditing” on page
220).

Prerequisites

U Seethe“Genera Prerequisites’ on page 37 and “Changing an External
Audit Trail Configuration” on page 221.

Procedure

1 Choose Disableexternal audit trail from the Auditing configuration menu
(2400).

AUDITCON asksyouto confirm that you want to disable auditing for the
external audit trail.

2 Choose Yes and press Enter to disable auditing, or No to continue
auditing.

AUDITCON returns to menu 2010.

Generating External Audit Trail Reports

AUDITCON alowsyou to process online and offline audit filesto extract and
review theinformation the server has collected for you. Processing consists of
displaying audit information on the AUDITCON screen (viewing) and
generating printable reports (printing).

This section describes how to process online audit files, that is, the current
audit file or old audit files that have been archived (rolled over) by the server
but are still maintained as audit files by the server. See “ Generating Reports
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from Offline Audit Files” on page 237 for information on how to process
offline audit files.

For external audit, textual audit reports are provided only for audit history
(management) records. For this reason, there is no post-selection filtering
capability provided. To see the externally generated audit records, you must
store them into afile (using the Report audit file or Report old audit file
options) and then post-process them with a client-specific audit utility.

Audit Report Prerequisites

Procedure

0 Seethe“General Prerequisites’ on page 37.

U To process online audit files, you must have the Read right to the Audit
File object Audit Contents property.

U You must have the ability to create new (temporary) filesin the directory
you were in when you started AUDITCON, and there must be sufficient
disk space on that volume. These temporary files hold the audit dataas it
is extracted from the audit trail.

WARNING: Because AUDITCON places temporary files in the directory you were
in when you started AUDITCON, and these temporary files contain audit data, you
must not generate any reports unless your current directory is protected from
access by users who are not authorized to see audit data.

1 Choose Auditing reports from the Available audit options menu (2101).
AUDITCON displays menu 2500.

Figure 116 Menu 2500: Auditing Reports

fuditing reports
Display audit status 2200
Report audit history Z£530
Report old audit history 2550
View audit history 2570
Vieuw old audit history Z590
Dump external binary to file 2540
Dump old external binary to file || 2560
Database report audit history Z810
Databaze report old audit history|| 2630

2 Choose the desired auditing report option, and press Enter.

Using AUDITCON to Audit External Audit Trails 225



You have several options available for creating and viewing reports from
the records in audit files:

*

You can process audit history records from the current audit file (for
example, Report audit history) or an old audit file (for example,
Report old audit history). References to old audit files explicitly
indicate operations on one of the server’s old audit files, while the
other operations are implicit on the current audit file.

You can direct output to your AUDITCON screen (for example,
View audit history) or send the output to afile on your workstation
or adirectory on the server (for example, Report audit history file).
For external auditing, only history records can be viewed.

You can see the audit history records (for example, Report audit
history) or cause storage of the externally generated audit records
(for example, Dump external binary tofile).

You can cause reports to be generated as text (for example, Report
audit history) or in aform suitable for loading into a database (for
example, Database report audit history). For external auditing, only
history records can be written in a database-loadabl e format.

These options are addressed in the following sections.

Report Audit History

This section describes how to generate aformatted text version of the auditor
eventsin the current audit file.

NOTE: The procedures described in this section allow you to generate audit history
report files on your local workstation. See your client documentation for details on how
to use your workstation’s security mechanisms to protect these files.

Prerequisites

U Seethe“Genera Prerequisites’ on page 37 and the “ Audit Report
Prerequisites’ on page 225.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.
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Procedure

1 Choose Report audit history from the Auditing reports menu (2500).
AUDITCON prompts you for the name of the output file.
2 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 2500.

3 Toreview the contents of your report, exit to DOS and either print or use
an editor.

Dump External Binary to File

This section describes how to generate a binary version of the externally
generated eventsin the current audit file. You cannot directly print the server’s
audit files because

+ The server’s audit files are not directly accessible to network clients

+ The server's audit files are stored in a compressed format

Once you have the stored binary version of the audit data, you should use a
client-specific tool to generate textual versions of the audit data.

In addition, post-selection of the audit recordsis done with the client-specific
tool. Seeyour client documentation for instructions on how to manipulate the
binary data.

WARNING: The audit file report contains audit records that must be protected. You
must use appropriate workstation or server protections to protect against access to the
file by unauthorized individuals.

The current audit file is a work in progress. As such, a report that is generated on the
current audit file might not be the same as a subsequent report generated on the same
file.
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Prerequisites

Procedure

Notethat storing external audit data (described here) isnot the same asmaking
a complete copy of an audit file (as described in “ Copy Old Audit File” on
page 241). They differ in two ways:

+ Copiesof audit files have null compression, but stored external audit files
have nulls expanded.

+ Copies of audit files include both audit history records and externally
generated audit records, but stored external audit files only contain
externally generated audit records.

Each record in the stored external audit file consists of an external audit record
header and client-specific audit data (as described in “ Audit File Formats” on
page 249).

U Seethe“General Prerequisites’ on page 37 and the “ Audit Report
Prerequisites’ on page 225.

U You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

1 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

2 Choose Dump External Binary to File from the Auditing reports menu
(2500).

AUDITCON prompts you for the name of the output file.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file and writes
unformatted recordsto your output file. Depending on the size of the audit
file, this can be atime consuming process. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
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3

... hotification in the menu area. When it isfinished, AUDITCON returns
to menu 2500.

To review the contents of your report, exit to DOS and use a client-
specific tool to examine the audit data.

Report Old Audit History

This section describes how to generate aformatted text version of the auditor
eventsin an old online audit file.

Prerequisites
d

a

Procedure

See the “General Prerequisites’ on page 37 and “Audit Report
Prerequisites’ on page 225.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Report old audit history from the Auditing reports menu (2500).

AUDITCON displays menu 2550, which lists up to 15 old audit files that
are till maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit file was created (that is, when it started accumulating audit events).

Figure 117 Menu 2550: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1396 5:57:16 pn kb
4-21-1996 11:28:39 am 1Zkb
4-21-1996 2:31:05 pm 9kb
4-23-1996 8:43:5Z pnm bkb

2 Move the cursor to choose the desired audit file, then press Enter.
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AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 2500.

4 To review the contents of your report, exit to DOS and either print or use
an editor.

Dump Old External Binary to File

This section describes how to generate a binary version of the externally
generated eventsin an old audit file. You cannot directly print the server’'s
audit files, because the server’s audit files are not directly accessible to
network clients and the server’s audit files are stored in a compressed format.

Once you have the stored binary version of the audit data, you should use a
client-specific tool to generate textual versions of the audit data. In addition,
post-selection of the audit records is done with the client-specific tool. See
your client documentation for instructions on how to manipulate the binary
data.

WARNING: The audit file report contains audit records that must be protected. You
must use appropriate workstation or server protections to protect against access to the
file by unauthorized individuals.

Notethat storing external audit data (described here) isnot the same asmaking
a complete copy of an audit file (as described in “ Copy Old Audit File” on
page 241). The two differ in two ways:

+ Copies of audit files include both audit history records and externally
generated audit records, but stored external audit files only contain
externally generated audit records.

+ Copiesof audit fileshave null compression, but stored external audit files
have nulls expanded.
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Prerequisites

Procedure

Each record in the stored external audit file consists of an external audit record
header and client-specific audit data (as described in “ Audit File Formats” on
page 249).

a

a

See the “General Prerequisites’ on page 37 and “Audit Report
Prerequisites’ on page 225.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
Create rights on the directory to create the file and [RWCEMF] rights to
manage the file after you createiit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.

Choose Dump Old External Binary to File from the Auditing reports
menu (2500).

AUDITCON displays menu 2560, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit file was created (that is, when it started accumul ating audit events)

Figure 118 Menu 2560: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

Move the cursor to choose the desired audit file and press Enter.
AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.
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NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the selected old audit file and writes
unformatted recordsto your output file. Depending onthe size of the audit
file, this can be atime consuming process. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification in the menu area. When it isfinished, AUDITCON returns
to menu 2500.

4 To review the contents of your report, exit to DOS and use a client-
specific tool to examine the audit data.

View Audit History

This section describes how to display alisting of the auditor events on the
screen of your workstation.

Prerequisites

U Seethe“General Prerequisites’ on page 37 and “Audit Report
Prerequisites’ on page 225.

Procedure
1 Choose View audit history from the Auditing reports menu (2500).

AUDITCON reads the current audit file and displays screen 2570, the
first screen of audit history events.
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Figure 119 Menu 2570: Audit History Events

AUDITCON 4.27 Friday May 3, 1996 10:07am
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Start volume audit file, event B0, TS _PRINT_SY5.Mowell.T3-PRINT
Active coomection, event 58, address 01010340:008029E3364A, status 0O,
user ADMIN, comection 4

Reset audit file, event 68, status 0, user ADMIN, commection 4
Active coomection, event 58, address 010126BD:000000000001, status 0O,
user TS_PRINT.Novell, commection 1

Active commection, event 58, address 0101Z26BD:000000000001, status 0,
user TS_PRINT .Novell, commection 2

fuditor logout, event 66, status O, user ADMIN, commection 4

(uery audit status, event 82, status 0,

user ADMIN, comection 4

Juery audit status, event 82, status 0,

user ADMIN, commection 4

fuery audit status, event 82, status 0,

user ADMIN, comection 4

(uery audit status, event 82, status 0,

user ADMIN, comection 4

Query audit status, event 82, status 0,

user ADMIN, comection 4

fuery audit status, event 82, status 0,

2 Pressthe Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 2500.

NOTE: The Auditor login event means that an auditor began accessing the audit
file, while the Auditor logout event means that an auditor ceased accessing the
access file. These events do not indicate user logins or logouts.

View Old Audit History

This section describes how to display alisting of the auditor events from an
old online audit file to the screen of your workstation.

Prerequisites

0 Seethe“General Prerequisites’” on page 37 and “ Auditing Configuration
Prerequisites’ on page 221.
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Procedure

1

Choose View old audit history from the Auditing reports menu (2500).

AUDITCON displays menu 2590, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit file was created (that is, when it started accumulating audit events).

Figure 120 Menu 2590: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

Move the cursor to choose the desired audit file, then press Enter.

AUDITCON retrieves records from the current audit file, formats the
records, and displays them to your screen (menu 2570).

Press the Home, End, Page Up, Page Down, and arrow keys to move
through the display. When you are finished, press Esc and answer Yesto
return to menu 2500.

Database Report Audit History

Prerequisites

This section describes how to generate aformatted text version of the auditor
eventsin the current audit file in aformat suitable for loading into a database.

a

a

See the “General Prerequisites’ on page 37 and “Audit Report
Prerequisites’ on page 225.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to managethefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.
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Procedure

1

Choose Database report audit history from the Auditing reports menu
(2500).

AUDITCON prompts you for the name of the output file.
Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 2500.

Exitto DOS and use an appropriate database | oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 237 for a description
of the format of the database file.

Database Report Old Audit History

Prerequisites

This section describes how to generate a file containing the auditor eventsin
an old online audit file in a form suitable for loading into a database.

a

a

Seethe “General Prerequisites’ on page 37 and “ Auditing Configuration
Prerequisites’ on page 221.

You must have rights to the directory where you intend to create the
output file. For anetwork directory on the server, you must have at least
the Create right on the directory to create the file and [RWCEMF] rights
to manage thefile after you createit. If you are creating the report file on
your local workstation, see your workstation documentation for
information on using the workstation's access control mechanisms to
protect your files.
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Procedure

1 Choose Database report old audit history from the Auditing reports menu
(2500).

AUDITCON displays menu 2830, which lists up to 15 old audit files that
are still maintained online by the server. The old audit files are sorted by
date and time (oldest first). The dates and times displayed show when the
audit file was created (that is, when it started accumulating audit events).

Figure 121 Menu 2830: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file, then press Enter.
AUDITCON prompts you for the name of the output file.
3 Enter the pathname for the file and press Enter.

AUDITCON attempts to create the file and displays an error screen if it
cannot.

NOTE: If you do not specify a complete pathname, including the drive letter,
AUDITCON leaves the report on your current drive. The safest approach is to
specify the full pathname for your output file.

AUDITCON retrieves records from the current audit file, formats the
records, and writes them to your output file. AUDITCON displays a
Reading file message in the header area of your screen and a Please wait
... hotification inthe menu area. When it isfinished, AUDITCON returns
to menu 2500.

4 Exitto DOSand use an appropriate database |oading program to insert the
audit history records into a database for review.

See “Format of the Database Output File” on page 237 and “ Audit File
Formats” on page 249 for adescription of the format of the database file.
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Format of the Database Output File

Each line in the output file represents a single audit record. Each line consists
of aseries of comma-separated fieldsin the following order:

*

*

*

*

*

Time, as hh:mm:ss

Date, as mm-dd-yyyy

An E to indicate the record came from an external audit trail

The name of the external audit trail where the audit record was generated
Container object class

A textual description of the event (for example, Write audit config hdr)
The word event followed by the numerical event number

The word status followed by the status from the event

The name of the user for whom the event was generated

The replica number

Zero or more pieces of event specific information

Thisformat is suitable to be imported into most databases by specifying that
the input is acomma separated text file.

Generating Reports from Offline Audit Files

In addition to processing online audit files, AUDITCON also alows you to
process offline audit files. These offline files can be stored on the auditor’s
workstation, removable media, or even in the auditor’s directory on the server
file system.

Files stored in the server file system are considered offline, even if they
contain audit data, because the server does not directly manage these files as
audit files.

Offline audit files are in the same null-compressed, binary format as the
server’s audit files described in “ Audit File Formats’ on page 249.

This section describes how to process and protect these offline audit files.

Offline Report Prerequisites
0 Seethe“General Prerequisites’ on page 37.
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U To process offline audit files, you must have the Read right to the Audit
File object Audit Contents property.

NOTE: AUDITCON controls access to the offline audit file based on the current
contents of the Audit File object for that file. Note that your rights to the Audit File
object might be different from your rights when the offline audit file was recorded,
so, for example, you might not be able to read an offline audit file that you
recorded. Note also that this is a constraint imposed by AUDITCON, and not a
server access control mechanism. Offline audit files must be protected by the client
TCB or (for removable media) by physical protection.

U You must have previously copied an online audit file from the server toa
diskette, your local workstation hard drive, or anetwork drive. See“ Copy
Old Audit File” on page 241.

U You must have accessto an offline audit file. You must have at least Read
and File Scan rights to access offline audit files on network drives. See
your workstation documentation for information on the use of file system
rights on your workstation.

Procedure

1 Choose Reports from old offline file from the Available audit options
menu (2101).

AUDITCON prompts you for the name of an offline audit file.

For DOS workstations, the file name can be an absolute DOS pathname
(for example, FAAUDIT\95FEB15.DAT) or arelative pathname in your
current directory (for example, AUDIT.DAT).

2 Enter the pathname for the offline audit file.

3 Press Enter to open the audit file, or Esc to return to menu 2600.
If AUDITCON cannot open thefile, it displays an error message.
If AUDITCON can open thefile, it displays menu 2602, which permits
you to select more operations on the offline audit file.

Figure 122 Menu 2602: Reports from Old Offline File

Report=z from old offline file

Report audit history

View audit history

Dump external binary to file
Databaze report audit history
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4 Choose the desired operation, then press Enter to perform that operation.
Report Audit History

This section describes how you can generate atext report of the audit history
information in an offline audit file.

Prerequisites

U Seethe“General Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 237.

Procedure

1 Choose Report audit history from the Reports from old offline files menu
(2602).

AUDITCON displays menu 2530, which lists more configuration
options.

2 Follow the proceduresin “ Report Audit History” on page 226 to generate
atext audit history report for an offline audit file.

Interpret references to the current audit file as references to an offline
audit file.

Dump External Binary to File

This section describes how you can generate a binary version of the externa
audit recordsin an offlineaudit file. Useaclient-specific utility to convert the
binary audit records into atext form.

Prerequisites

U Seethe“Genera Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 237.

Procedure

1 Choose Dump external binary to file from the Reports from old offline
files menu (2602).

AUDITCON displays menu 2540, which lists more configuration
options.

2 Follow the proceduresin “Generating External Audit Trail Reports’ on
page 224 to generate a text audit history report for an offline audit file.
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Interpret referencesto the current audit file as references to an offline
audit file.

View Audit History

This section describes how you can view (on your workstation screen) the
audit history for an offline audit file.

Prerequisites

U Seethe“Genera Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 237.

Procedure

1 Choose View audit history from the Reports from old offline files menu
(2602).

AUDITCON displays menu 2570.

2 Follow the proceduresin “View Audit History” on page 232 to view the
audit history for an offline audit file.

Interpret references to the current audit file as references to an offline
audit file.

Database Report Audit History

This section describes how you can generate areport of the audit history
information in an offline audit file in aform suitable for loading into a
database.

Prerequisites

U Seethe“Genera Prerequisites’ on page 37 and “ Offline Report
Prerequisites’ on page 237.

Procedure

1 Choose Database report audit history from the Reports from old offline
files menu (2602).

AUDITCON displays menu 2810.

2 Follow the proceduresin “Database Report Audit History” on page 234
to generate atext audit history report for an offline audit file.
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Interpret referencesto the current audit file as references to an offline
audit file.

External Audit Trail Maintenance

This section describes how you can use AUDITCON to copy, delete, and
display the server's old audit files. These mechanisms work only for old audit
files, that is, the files maintained online by the server. You cannot perform
these operations on offline audit data files. The only operation you can
perform on the server’s current audit file is to reset the file, which causes the
server to roll over to anew current audit file.

Audit File Maintenance Prerequisites

Procedure

U Seethe“Genera Prerequisites’ on page 37.

1 Choose Audit files maintenance from the Available audit options menu
(2101).

2 Press Enter.
AUDITCON displays menu 2700, which lists more maintenance options.
These options are described in the following sections.

Figure 123 Menu 2700: Audit Files Maintenance

Audit files maintenance

Copy old audit file £710
Delete old audit file 720
Display audit status 2200

Reset audit data file 2730

Copy Old Audit File

This section describes how to copy old online audit files to removable media
(for exampl e, diskettes or magnetic tapes), workstation directories, or network
drives. The primary reason for copying an audit file is to save the contents of
the file before you delete it from the server. (see “Delete Old Audit File” on
page 243). You might also want to copy an old audit file to removable media
to save it for evidence or to keep it for long-term storage.
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Prerequisites

O

See the “General Prerequisites’ on page 37.

U To copy an online audit file, you must have the Read right to the Audit
File object Audit Contents property.

U You must have sufficient rights on your workstation or network drive to
copy the audit file to that directory. For network drives, you must have at
least the Create right. See your client documentation for more
information on rights required to create afile on a hard drive or diskette.

Procedure

1 Choose Copy old audit file from the Audit files maintenance menu
(2700).

AUDITCON displays menu 2710, which lists up to 15 old audit files that
are maintained online by the server. The old audit files are sorted by date
andtime (oldest first). The dates and times displayed show when the audit
file was created (that is, when it started accumul ating audit events).

Figure 124 Menu 2710: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

2 Move the cursor to choose the desired audit file and press Enter.

AUDITCON then prompts you for the name of the offline audit file.

NOTE: There is no mechanism for copying the contents of the current audit file. If
you want to copy this data, you must first reset the audit data file (see “Reset Audit
Data File” on page 244).

You can only copy one file at a time. If you want to copy multiple audit files, perform
the steps in this section once for each file.

3 Enter the filename of the destination audit file and press Enter.

The pathname must be a DOS pathname on your local workstation, for
example, A:\\AUDIT301.DAT, C\AUDIT\FILE1.DAT, or
FAAUDITOR\VOL 1\A950224.DAT. If you do not specify adrive letter
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and directory, AUDITCON will leave the audit file in your current
directory. The default pathname is AUDITOLD.DAT on your local
drive.

AUDITCON displays a Please wait message whileit copiesthe audit file
fromtheserver to your offlinedestination file. Whenit has copied thefile,
AUDITCON returns to menu 2700.

If you copy audit files from the server onto your local workstation’s file
system, you must ensure that the audit dataiis properly protected by your
workstation.

If you copy the audit file onto removable media (for example, a diskette
or tape cartridge), attach a diskette or tape label that shows the server
name, volume name, your name, the date, time, and size of the audit file,
along with any other specific comments that you feel are important.
Finally, you must ensure that the mediais physically protected.

The purpose of thisinformation isto ensure that you can load the medium
in the future and generate meaningful audit reports fromit.

NOTE: One strategy that is commonly used is to set the maximum audit file size
so that one audit file will fit on a 1.44 MB diskette. See “Audit Options
Configuration” on page 75 for information on setting the audit file size.

If you have a high volume of audit data, you will probably want to archive your audit
files onto magnetic tape, for example, tape cartridges. AUDITCON does not
provide a means for copying audit files directly to magnetic tape. If you want to use
magnetic tape for long-term storage, you must first copy those files onto your file
system, then use a backup program to copy the files to magnetic tape.

The frequency at which you copy the server's audit files to offline storage depends
on how fast your server fills up audit files. If your server rolls over audit files on a
periodic basis (as opposed to filling up the audit file), then you can set the number
of audit files to 10 or 15, and copy/remove online audit files once per week without
expecting to overflow the number of audit files.

Delete Old Audit File

Prerequisites

This section describes how to delete an old audit file from the server after
you've copied thefileto offline storage or decided that you do not need to save
thefile.

0 Seethe“General Prerequisites’ on page 37.
U To delete an online audit file, you must have the Write right to the Audit

File object Audit Policy property.
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Procedure

1 Choose Delete old audit file from the Audit files maintenance menu

(2700).

AUDITCON displays menu 2720, which lists up to 15 old audit files that
are maintained online by the server. The old audit files are sorted by date
andtime (oldest first). The dates and times displayed show when the audit
file was created (that is, when it started accumulating audit events).

Figure 125 Menu 2720: Select Old Audit File

Select old audit file

4-19-1996 3:08:30 am 15kb
4-20-1336 5:57:16 pn 7kb
4-21-1396 11:28:39 anm 1Zkb
4-21-1996 2:31:05 pm kb
4-23-1336 8:43:52 pm 6kb

NOTE: There is no mechanism for deleting the current audit file. If you want to
delete the data in the current audit file, you must first reset the audit data file (Reset
Audit Data File in this chapter).

You can only delete one file at a time. If you want to delete multiple audit files,
perform the steps in this section once for each file.

Move the cursor to choose the desired audit file, then press Enter.
AUDITCON asks you to confirm that you want to delete the audit file.

WARNING: After you delete an online audit file, there is no way to recover the
contents of the file. Do not delete the file unless you are absolutely certain that you
will not require the data in the audit file. If there is any doubt, copy the audit file to
offline storage before you delete the file.

Reset Audit Data File

This section describes how to reset the current audit file. Reset is a manual
means of causing the current audit fileto roll over, that is, to cause the current
audit file to become an old audit file and to establish a new current audit file.

Manual reset might be necessary, for example, if the server stops processing
external audit requests because the external audit trail isin an overflow state.
See“ Trail Problems’ on page 245 for information on recovering from external
audit trail overflow.
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Prerequisites

Procedure

O

See the “General Prerequisites’ on page 37.

U To reset the current audit file, you must have the Write right to the Audit
File object Audit Policy property.

1 Choose Reset audit data file from the Audit files maintenance menu
(2700).

AUDITCON requests confirmation that you want to perform the reset.

If you perform thereset the current audit file will become an old audit file
and a new current audit file will be created.

2 Choose Yes and press Enter to reset the current external audit file.

Trail Problems

This section describes solutions to potential external audit trail problems.
These include audit trail overflow and recovery from catastrophic failures.

Audit Trail Overflow

Procedure

“Preventing Loss of Audit Data” on page 32 describes the potential for audit
lossif the configured number of audit filesarefilled or disk spacefillsup and
the audit trail isimproperly configured.

“Audit Options Configuration” on page 222 describes the three overflow
configuration options for external audit trails:

+ Archive audit file
+ Disablerecord submission

+ Disable event recording

The only option that prevents the loss of audit events (from audit overflow
situations) is to disable record submission. With this setting, the server stops
accepting externally generated events either when the current audit file has
reached the Audit file maximum size or the server cannot write the current
audit file (for example, it is out of disk space).

Use the following stepsto deal with audit trail overflow.
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1 Loginasanauditor with sufficient rightsto the external audit trail’s Audit
File object.

2 If you want to save the oldest audit file, and you haven't aready backed
it up, copy the oldest old audit file to offline storage (for example, afile
in the server or workstation or removable media).

3 Reset the current external audit file, as described in “Reset Audit Data
File’ on page 244.

Thisarchivesthe current audit file (to an old audit file), del eting the ol dest
old audit file, and creates a new audit file.

4 |f you want to save any audit files that you haven't already saved
(including the newest of the old audit files), copy those audit filesto
offline storage.

The following pointers help prevent external audit trail overflow:
1. Review the status and size of the audit file frequently.
2. Manually reset the audit file before it overflows, if necessary.

3. Enable Automatic audit file archiving as described in “ Audit Options
Configuration” on page 222. Set the Audit file maximum size large
enough and the Days between audit archives low enough that the audit
file will not overflow.

4. Don't over audit.

WARNING: If the external audit trail is full, the auditor’s actions (for example, deleting
data files, resetting the audit file) might not be audited. In this case, you must keep a
manual log of your actions for use when generating a complete history of actions
performed on the server. You will be informed via a message from the server to your
workstation when this occurs.

When the audit trail reaches its configured threshold, you will receive the following
notification on your workstation screen:

The audit overflow file for external auditing Audit File
objectname is almost full. Auditors must begin manual
auditing now!

When the audit trail is completely full, you will receive the following notification on your
workstation screen:

The audit overflow file for external auditing Audit File
objectname is full.
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To avoid missing this message, you must not issue the SEND /A=N or SEND /A=P
commands (or if using Windows and the NetWare User Tools, do not disable network
warnings), as they would cause these messages to be suppressed.

Catastrophic Failure Recovery

This section describeswhat to do if a catastrophic failure destroysthe volume
containing the external audit data is destroyed. One such catastrophic failure
would be hard disk failure. You will need to return the audit data to the state
it wasin before the failure.

This section al so explains how to handle planned upgrades, such as moving a
volume moved from asmall disk to alarger disk.

There are several potential losses not addressed here:

+ Loss of offline audit data. Your offline audit data (whether it's stored in
server or workstation file systems or on removable media) should be
backed up frequently enough that its loss would not be catastrophic.

+ Loss of some, but not all copies of the Audit File object describing the
external audit trail due to failure of one or more servers holding an NDS
partition. In this case, NDS will automatically use whatever copies are
available. If aserver configured for the partition is brought back online,
then it will automatically be updated with the Audit File object
information.

There are two mgjor catastrophic failures possible for externa audit.

+ Lossof al copies of the Audit File object describing the external audit
trail. If all copies of the Audit File object are lost (for example, because
there only was one copy, and the server it was on suffered adisk failure),
then you might be able to recover the Audit File object from a backup of
your Directory tree (presuming you have backed up your Directory tree).
If so, then you can regain access to the existing online audit data. If not,
then no accessis possible to the online audit data. You must re-create the
external audit trail using the proceduresin “ Create External Audit Trail”
on page 215.

+ Lossof the volume containing the external audit data (for example,
because of a disk failure). Because external audit files are stored in an
inaccessible directory which cannot be backed up, loss of the volume
means that the online audit files (both the current audit file and any old
audit files) arelost. You should use AUDITCON to perform regular
backups of audit data to avoid loss of online audit data.
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In addition to loss of the online audit data, loss of the volume means that
the server will nolonger havetheinformation it needsto accept additional
audit records. If this occurs, you should enable auditing using the
proceduresin “ Create External Audit Trail” on page 215.

Upgrade of avolume (for example, replacing it with alarger disk) is
equivalent to recovering from a catastrophic disk failure. To do an upgrade,
you must first back up the old volume, and then restoreit on the new disk. This
loses all audit data. Therefore, before performing a volume upgrade, you
should also back up all external audit data. After the new disk isinstalled, you
should enablethe external audit trail using the proceduresin “ Create External
Audit Trail” on page 215.

Immediacy of Changes

When you modify the external audit trail configuration (for example, to
change the maximum size of the audit file), the change is made both to the
Audit Policy property of the Audit File object and to the header of the current
audit file. Both changes will usually occur immediately.

However, the effect of the change might not beimmediateif the server holding
the audit datais unavailable to receive the configuration change (for example,
becauseit is down or the network has been split), even though the Audit File
object can be modified. In this case, the delay depends on how long it takes
before the two servers can synchronize their NDS replicas.

In addition, changes to the ACL of the Audit File object that represents the
external audit trail do not affect any connections that have already been
established. Thatis, if aworkstation has already started uploading audit data
to aserver, changing the ACL will not affect that workstation's ability to
perform uploads.

To force aworkstation to stop uploading dataimmediately, you should break
that workstation's connection to the server using the console MONITOR
utility or the CLEAR STATION console command.

Similarly, if an auditor is performing audit trail management functions,
changing the ACL will not affect the auditor's capabilities (either to increase
or decrease them). An auditor's rights are recalculated every time he or she
restarts AUDITCON and establishes access to an audit trail. To stop the
auditor's actionsimmediately, you should break the auditor's connection to the
server using the console MONITOR utility or the CLEAR STATION console
command.
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Audit File Formats

This appendix defines the audit file formats for volumes, containers, and
external audit trails. For definitions of the types of audit trails, see Table 1 on

page 15.

Volume Audit Format

Eachvolumeaudit fileisafilein aninaccessible directory in the volume. That
is, theaudit filesfor volume SY S: are maintained in an inaccessible directory
onvolume SYS: , and the audit files for volume ALPHA: are kept in an
inaccessible directory on volume ALPHA.:.

The inaccessible directories are protected, hidden directories that network
clientscannot directly read by issuing file and directory NCP™ messages. The
names of the audit files are derived by the server from the name of the Audit
File object when each file is created; however, these filenames are not
meaningful outside the server’s auditing software.

Each volume audit file consists of aheader (that includes data such ascreation
time) and a sequence of audit event records. That is, the server appends
discrete volume audit records to the associated current audit file.

Audit files are not necessarily afixed size. The server writes an audit record,
then checks to see whether the audit file has exceeded the desired size. If so,
the server executes a background thread to perform thefilerollover; however,
during thistime, the server might add even moreeventsbeforethefileisrolled
over.

Records within avolume audit file are sequenced in order of increasing time,
using the server’'slocal time. Note that time discontinuitiesin the audit trail
can occur if the server’stime is modified.
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Records are stored in the audit file in a"null-compressed” format (OXEOQ = 1
null byte, OXE1 = 2 null bytes, ..., OXEE = 15 null bytes, OXEF = next byte
actual). After encoding all natural nullsinthe audit record, the server then uses
anull character (0x00) as a record separator.

Each audit fileis self-contained; that is, you don't have to read previous audit
files to establish the context for the current file. For example, if auser is
logged in when the audit file rolls over, the server writes a pseudo-login event
for that user. If afile is open when the audit file rolls over, the new audit file
contains a pseudo-open event.

The following sections describe the format of volume audit filesinternally,
within the server, and as displayed by AUDITCON.

Volume Audit File Header

Each volume audit file contains an audit file header that defines the audit
status and configuration data for the audit file. Table 19 on page 250 defines
theformat of the volume audit file header. The datatypes"BYTE", "WORD",
and "LONG" refer to 8-, 16-, and 32-bit integers, respectively. The"BY TE"
datatypeis also used for character strings.

Table 19 Volume Audit File Header

Type Identifier Description

WORD fileVersionDate Current version of the audit file.

BYTE auditFlags Bit map, including concurrent auditor access,
dual-level passwords, broadcast warnings to all
users.

BYTE errMsgDelayMinutes Number of minutes to delay between error
messages.

BYTE encryptPassword[16] Encrypted level 1 password hash value (not
used in evaluated configuration)

LONG volumeAuditFileMaxSize Nominal audit file maximum size.

LONG volumeAuditFileSizeThreshold Nominal audit file size threshold.

LONG auditRecordCount Number of user audit records in file.

LONG historyRecordCount Number of auditor event records in file.
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Type Identifier Description

BYTE encryptPassword2[16] Encrypted level 2 password hash value (not
used in evaluated configuration).

LONG spare[2] Unused.

LONG overflowFileSize Size of overflow file.

bit map volumeAuditEventBitMap Unused; see newBitMap definition.

LONG aFileCreationDateTime Audit file creation time.

BYTE randomData[8] Unused.

WORD auditFlags2 Unused.

WORD fileVersionDate2 Unused.

BYTE fileArchiveDays Days between audit archive.

BYTE fileArchiveHour Hour of day to archive.

BYTE numOlIdAuditFilesToKeep Number of old audit files to keep (1-15).

BYTE spareByte Unused.

LONG hdrChecksum Checksum of header.

LONG spareLongs[2] Unused.

BYTE newBitMap[64] Bitmap of audit events selected for this volume.

BYTE spareBytes[64] Unused.

BYTE auditObjectDN[514] Distinguished (complete) name of Audit File
object associated with the volume.

BYTE spareBytes2[122] Unused.

LONG wrappedDataKeylLength Unused.

LONG wrappedDataKey[1152] Unused.

For more information, refer to the corresponding status information in
“Displaying Volume Audit Status” on page 50 and volume configuration
information in the “ Audit Options Configuration” on page 75.
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Volume Audit Record Format

This section defines the binary format of each audit record in the volume audit
trail. Each audit record has a fixed record header and, potentially, additional
event-specific data.

The volume audit record header (audit_rec_hdr) is afixed structure that
containsdatafor each audit event in the audit file. Table 20 on page 252 shows
the fields in each volume audit record header.

Table 20 Volume Audit Record Header

Type Element Name Description

WORD eventTypelD Volume audit event type, from Table 21 on page
253 or Table 22 on page 267

WORD chkWord Checksum, used for internal integrity checks.

LONG connection|D Server’s internal connection table entry. This
value is used to associate an event with the user
that performed that event.

LONG processUniquelD Client process ID. This value can be used to
trace client events (for example, file opens) to a
specific process on that client.

LONG successFailureStatusCode Completion status: O=successful,
nonzero=failure.

WORD dosDate DOS-format date of event.

WORD dosTime DOS-format time of event.

Table 21 on page 253 defines each volume audit file record name and number,
describes the type of event (accounting, extended attribute, file, message,
QMS, server, user), when it is generated, and the format of any additional
event-specific datain the audit record. Thedatatypes"BYTE", "WORD", and
"LONG" refer to 8-, 16-, and 32-bit integers, respectively. The"BY TE" data
typeisalso used for character strings. The complete name of each event in
Table 21 on page 253 startswith"A_EVENT _"; that prefix is omitted to save
room.

NOTE: Events 29 through 41, 228 through 235, and 261 are queue management
events. Queue management events are always recorded in the audit trail of volume
SYS:, and therefore will not appear in the audit trails of any other volumes.
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Table 21

Volume Audit Records

Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
7 CHANGE_DATE_TIME LONG; DosDateTime; Old DOS format Date/Time
Server event, audits time/date change.
10 CLOSE_FILE LONG; Handle; File handle
File event, audits user file close. LONG; Modified; Set if file was modified
12 CREATE_FILE LONG; Handle; DOS file handle
File event, audits user file creation. LONG; Rights; Requested open rights
LONG; NameSpace; DOS name space
PATH; pathname
14 DELETE_FILE LONG; NameSpace; DOS name space
File event, audits user file deletion. PATH; pathname
17 DISABLE_ACCOUNT BYTE; FileName[ ]; Length-preceded Bindery
username
User event, audits disabling a user
account.
18 DOWN_SERVER (None)
Server event, audits server shutdown.
19 GRANT_TRUSTEE LONG; TrusteelD; User ID of trustee

User event, audits assignment of trustee
rights to a user.

LONG; Rights; Assigned trustee rights
LONG; NameSpace; DOS name space

BYTE; TrusteeName][ ]; Length-preceded
username

PATH; directory pathname
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Event Record Name
Number Description and Comments

Additional Event-Specific Data
(Type; Declaration; Description)

21 LOGIN_USER

User event, audits user login or

background authentication to a server.

23 LOGOUT_USER

User event, user logout from a server.

LONG,; UserlD; User entry ID on server
BYTE; NetworkAddrType; IPX=1

BYTE; NetworkAddrLen; Length (IPX uses 10)
BYTE; NetworkAddress; IPX network address

BYTE; Name[ ]; Length-preceded username
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
25 MODIFY_ENTRY LONG; ModifyBits; Bitmap indicating

File event, audits user modification of a
directory entry.

modifications made

LONG; NameSpace; DOS name space
LONG; NamePtr

LONG; Attributes

LONG; AttributesMask

WORD:; CreationDate

WORD; CreationTime

LONG; OwnerlD

WORD; ArchiveDate

WORD:; ArchiveTime

LONG; ArchiverlD

WORD; LastUpdatedDate
WORD; LastUpdatedTime
LONG; UpdaterID

WORD; LastAccessDate
WORD:; InheritanceGrantMask
WORD:; InheritanceRevokeMask
LONG; MaxSpace

LONG; LastUpdatedSecs

PATH; FSOName

BYTE; OldDosName[ ]; Length-preceded old
filename (optional) OR

BYTE; NewOwner[ ]; Length-preceded owner
name (optional) OR

BYTE; LastArchivedBy; Length-preceded
username (optional) OR

BYTE; LastModifiedBy; Length-preceded
username (optional)
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Event Record Name Additional Event-Specific Data

Number Description and Comments (Type; Declaration; Description)

27 OPEN_FILE LONG; Handle; DOS file handle
File event, audits user file open. LONG; Rights; Requested open rights or

attributes
LONG; NameSpace; DOS name space
PATH; pathname

29 Q_ATTACH_SERVER BYTE; Qname[ ]; Length-preceded queue name
QMS event, audits assignment of an BYTE; Servername[ ]; Length-preceded server
object to a queue’s list of queue servers. name

29 Q_CREATE LONG,; QType; Queue type
QMS event, audits creation of a queue  BYTE; FileName[ ]; Length-preceded queue
object and its associated queue name
directory.

30 Q_CREATE_JOB BYTE; QName[ ]; Length-preceded queue name
QMS event, audits creation of a queue  BYTE; JobDescription[ ]; Length-Preceded
job. description

31 Q_DESTROY LONG; QType; Queue type
QMS event, audits deletion of a queue  BYTE; QName[ ]; Length-preceded queue
object, queue directory, and associated  directory name
job files.

32 Q_DETACH_SERVER BYTE; Qname[ ]; Length-preceded queue name
QMS event, audits removal of an object BYTE; Servername[ ]; Length-preceded server
from a queue’s list of queue servers. name

33 Q_EDIT_JOB BYTE; QName[ ]; Length-preceded queue name
QMS event, edit parameters associated BYTE; JobDesc|[ |; Length-Preceded job
with queue job. description

BYTE; NewJobDesc|[ ]; Length-Preceded job
description

34 Q_JOB_FINISH BYTE; QName[ ]; Length-preceded queue name

QMS event, audits completion of queue
job by a queue server.

BYTE; JobDescription[ ]; Null-terminated job
description
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Event Record Name Additional Event-Specific Data

Number Description and Comments (Type; Declaration; Description)

35 Q_JOB_SERVICE LONG,; TType; Queue target type
QMS event, audits selection of next BYTE; QName[ ]; Length-preceded queue name
available queue job by queue server. o

BYTE; JobDescription[ ]; Length-Preceded

36 Q_JOB_SERVICE_ABORT BYTE; QName[ ]; Length-preceded queue name
QMS event, audits abnormal termination BYTE; JobDescription[ ]; Length-Preceded
of queue job by queue server.

37 Q_REMOVE_JOB BYTE; QName[ ]; Length-preceded queue name
QMS event, audits removal of an entry  BYTE; JobDescription[ ]; Length-Preceded
from a queue.

38 Q_SET_JOB_PRIORITY LONG; Priority; Queue job priority
QMS event, audits change of queue job  ByTE; QName] ]; Length-preceded queue name
priority.

BYTE; JobDesc|[ ]; Length-Preceded

39 Q_SET_STATUS LONG,; Status; Queue status bitmap
QMS event, audits a change of queue BYTE; QName[ ]; Length-preceded queue name
status by queue operator.

40 Q_START_JOB BYTE; QName[ ]; Length-preceded queue name
QMS event, audits making an entry BYTE; JobDescription[ ]; Length-Preceded
ready for service.

41 Q_SWAP_RIGHTS BYTE; QName[ ]; Length-preceded queue name
QMS event, records the change of rights BYTE; JobDescription[ ]; Length-Preceded
(by a queue server) to match the rights of
the user that placed the job in the queue.

42 READ_FILE LONG; Handle; Open file handle

File event, audits user read of open file.

LONG,; ByteCount; # of bytes actually read
LONG; Offset; File offset
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
43 REMOVE_TRUSTEE LONG; TrusteelD; User ID of trustee
User event, audits removal of trustee LONG; Rights; Trustee rights
from file or directory.
LONG; NameSpace; DOS name space
BYTE; TrusteeName][ ]; Length-preceded
username
PATH; directory pathname
44 RENAME_MOVE_FILE LONG; NameSpace; DOS name space
File event, audits rename or move of file. BYTE; FileNamel[ ]; PATH before operation
BYTE; FileNameZ2[ ]; PATH after operation
46 SALVAGE_FILE LONG; NameSpace; DOS name space
File event, audits salvage of deleted file BYTE; FileName[ ]; PATH pathname
space.
49 TERMINATE_CONNECTION LONG; ConnectionNbr; Number of the connection
) o that was terminated
User event, audits termination of user
connection.
50 UP_SERVER (None)
Server event, audits start of server.
(Note: this event cannot be preselected
by AUDITCON).
53 USER_SPACE_RESTRICTIONS LONG; SpaceValue; User space restriction
(blocks per volume)
User event, record change of a user’s
volume space restriction. BYTE; TrusteeName; Length-preceded trustee
name
55 VOLUME_MOUNT (None)
Server event, audits mount of disk
volume.
56 VOLUME_DISMOUNT (None)

Server event, audits dismount of disk
volume.
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
57 WRITE_FILE LONG; Handle; Open file handle
File event, audits user write to open file. LONG; ByteCount; # of bytes actually written
LONG; Offset; File offset
75 CREATE_DIRECTORY LONG; Handle; DOS file handle (always zero)
File event, records user creation of LONG; Rights; Requested open rights
directory.
LONG; NameSpace; DOS name space
BYTE; FileName[ ]; PATH pathname
76 DELETE_DIRECTORY LONG; NameSpace; DOS name space
File event, records user deletion of BYTE; FileName[ ]; PATH pathname
directory.
200 GET_CURRENT_ACCOUNT _- BYTE; ClientName[ ]; User whose status is
STATUS requested
Accounting event, records querying the
current account status
201 SUBMIT_ACCOUNT_CHARGE BYTE; ClientName[ ]; User whose account is
] o being charged
Accounting event, records submitting an
accounting charge.
202 SUBMIT_ACCOUNT_HOLD BYTE; ClientName[ ]; User whose account is
. - being held
Accounting event, records submitting an
accounting hold
203 SUBMIT_ACCOUNT_NOTE BYTE; ClientName[ ]; User whose account is
] o being noted
Accounting event, records submitting an
accounting note
204 DISABLE_BROADCASTS (None)

Message event, records refusal of future
messages.
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Event
Number

Record Name
Description and Comments

Additional Event-Specific Data
(Type; Declaration; Description)

205

206

207

208

209

210

211

212

213

GET_BROADCAST_MESSAGE

Message event, records retrieving a
message sent to the connection.

ENABLE_BROADCASTS

Message event, records acceptance of
future messages.

BROADCAST_TO_CONSOLE

Message event, records sending a
message to the server console.

SEND_BROADCAST_MESSAGE

Message event, records sending a
message to a connection. If message
was sent to more than one recipient, a
separate audit record is recorded for
each recipient.

WRITE_EATTRIB

Extended attribute event, records writing
the extended attributes of a file.

READ_EATTRIB

Extended attribute event, records
reading the extended attribute of a file.

ENUM_EATTRIB

Extended attribute event, records
enumeration of extended attributes.

SEE_FSO

File event, records examining an FSO
for computing rights or handle.

GET_FSO_RIGHTS

File event, records computing a user’s
rights to a file system object.

(None)

(None)

(None)

BYTE; ClientName[ ]; User to whom message

was sent Length-Preceded

BYTE; PathName[ ]; PATH pathname

BYTE; PathName[ ]; PATH pathname

BYTE; PathName[ ]; PATH pathname

BYTE; PathName[ ]; PATH pathname

BYTE; PathName[ ]; PATH pathname
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
214 PURGE_FILE LONG; NameSpace; DOS name space
File event, records purging a file. PATHI[]
215 SCAN_DELETED BYTE; PathName[ ]; PATH name scanned
File event, records scanning the list of
deleted files.
216 DUPLICATE_EATTRIB BYTE; DestPathName[ ]; Length-preceded
pathname of destination
Extended attribute event, records
duplication of extended attribute. BYTE; SrcPathName[ ]; Length-preceded
pathname of source file
217 ALLOC_SHORT_DIRECTORY_HANDL LONG; DirectoryHandle; Existing directory handle
E
BYTE; PathName[ ]; Length-preceded pathname
File event, records allocation of directory  for new handle
handle
218 SET_HANDLE BYTE; PathName[ ]; PATH pathname for new
) ) handle
File event, records computation of
directory handle.
219 SEARCH BYTE; PathName[ ]; PATH pathname being
searched for
File event, records searching for FSOs.
220 GEN_DIR_BASE_AND_VOL BYTE; PathName[ ]; PATH pathname
File event, records accessing an FSO
221 OBTAIN_FSO_INFO BYTE; PathName[ ], PATH pathname
File event, records obtaining FSO
information.
222 GET_REF_COUNT BYTE; PathName[ ]; PATH pathname
File event, records retrieving reference
count.
223 MODIFY_ENTRY_NO_SEARCH BYTE; PathName[ ], PATH pathname

File event, records modifying an FSQO'’s
information.
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
224 SCAN_TRUSTEES BYTE; PathName[ ]; PATH pathname
File event, records scanning the list of
FSO trustees.
225 GET_OBJ_EFFECTIVE_RIGHTS BYTE; PathName[ ]; PATH pathname
File event, records computation of BYTE; ObjectName[]; NDS object for which rights
effective rights to a given file for a given are questioned
NDS® object.
226 PARSE_TREE BYTE; PathName[ ]; PATH pathname
File event, records scanning the FSO
tree.
227 SET_SPOOL_FILE_FLAGS LONG,; PrintFlags; New flags for the spool file
Queue event, records setting the spool
file flags.
228 RESTORE_Q_SERVER_RIGHTS (None)
Queue event, records restoring a queue
server's previous rights & identity.
229 Q_JOB_SIZE BYTE; QueueName[ ]; Length-preceded queue
o name
Queue event, records retrieving a
queued job’s size. BYTE; JobDescription[ ]; Length-preceded job
description
230 Q_JOB_LIST BYTE; QueueName[ ]; Length-preceded queue
o ) name
Queue event, records retrieving the list
of jobs in a queue.
231 Q_JOB_FROM_FORM_LIST BYTE; QueueName[ ]; Length-preceded queue
name
Queue event, records retrieving the list
of jobs waiting for a form.
232 READ_Q_JOB_ENTRY BYTE; QueueName[ ]; Length-preceded queue

Queue event, records reading
information about a queued job.

name

BYTE; JobDescription[ ]; Length-preceded job
description

262 Auditing the Network



Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
233 MOVE_Q_JOB BYTE; SrcQueueName][ ]; Length-preceded
) ) source queue name
Queue event, records moving a job from
one queue to another. BYTE; DestQueueName][ ]; Length-preceded
destination queue name
BYTE; JobDescription[ ]; Length-preceded job
description
234 READ_Q_STATUS BYTE; QueueName[ ]; Length-preceded queue
) name
Queue event, records querying the
status of a queue.
235 READ_Q_SERVER_STATUS BYTE; QueueName[ ]; Length-preceded queue
name
Queue event, records querying the
status of a queue server. BYTE; ServerName[ ]; Length-preceded server
name
236 EXTENDED_SEARCH BYTE; PathName][ ]; PATH pathname
File event, records use of extended file
searching.
237 GET_DIR_ENTRY BYTE; PathName[ ]; PATH pathname
File event, records getting a directory
entry.
238 SCAN_VOL_USER_RESTR (None)
File event, records getting the user disk
space restrictions for a volume.
239 VERIFY_SERIAL (None)
Server event, records verification of the
server serial number.
240 GET_DISK_UTILIZATION BYTE; ClientName[]; Length-preceded username

File event, records retrieving the disk

usage for a particular user on a volume.

being queried

BYTE; VolumeName[ |; Length-preceded volume
name being examined
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Number

Record Name
Description and Comments

Additional Event-Specific Data
(Type; Declaration; Description)

241

242

243

244

245

246

247

248

249

LOG_FILE

File event, records locking a file for
exclusive use.

SET_COMP_FILE_SZ

File event, records setting the file size of
a compressed file

DISABLE_LOGIN

Server event, records console command
to disallow logins.

ENABLE_LOGIN

Server event, records console command
to allow logins.

DISABLE_TTS

Server event, records console command
to disable transaction tracking.

ENABLE_TTS

Server event, records console command
to enable transaction tracking.

SEND_CONSOLE_BROADCAST

Message event, records sending a
message to the console

REMAINING_GET_OBJ_DISK_
SPACE

Server event, records getting the amount
of disk space available

GET_CONN_TASKS

Server event, records getting the list of
tasks associated with a connection.

BYTE; FileName[ ]; PATH pathname being locked

BYTE; FileName[ ]; PATH pathname

(None)

(None)

(None)

(None)

(None)

BYTE; ObjName[] Length-Preceded

(None)
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Number

Record Name
Description and Comments

Additional Event-Specific Data
(Type; Declaration; Description)

250

251

252

253

254

255

256

257

258

GET_CONN_OPEN_FILES

Server event, records getting the list of
files open by a connection.

GET_CONN_USING_FILE

Server event, records getting the list of
connections using a file.

GET_PHYS_REC_LOCKS_CONN

Server event, records getting the list of
physical record locks in use by a
connection.

GET_PHYS_REC_LOCKS_FILE

Server event, records getting the list of
physical locks associated with a file.

GET_LOG_REC_BY_CONN

Server event, records getting the list of
logical record locks in use by a
connection.

GET_LOG_REC_INFO

Server event, records getting information
about logical record locks.

GET_CONN_SEMS

Server event, records getting the list of
semaphores in use by a connection.

GET_SEM_INFO

Server event, records getting information
about a semaphore.

MAP_DIR_TO_PATH

Server event, records mapping a
directory number to a path name.

LONG; ConnNum.

BYTE; VoIName[] Length-Preceded Filename

PATH

(None)

(None)

(None)

(None)

(None)

(None)

BYTE; PathName[ ]; PATH pathname
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
259 CONVERT_PATH_TO_ENTRY BYTE; PathName[ ]; Length-preceded path name
Server event, records converting a path
name to the entry number.
260 DESTROY_SERVICE_CONN (None)
Server event, records termination of a
connection.
261 SET_Q_SERVER_STATUS BYTE; QueueName] ]; Length-preceded queue
name
Queue event, records setting a queue
server status. BYTE; ServerName[ ]; Length-preceded server
name
262 CONSOLE_COMMAND BYTE; CommandLine[ ]; Command entered at
console
Server event, records a command at the
server console.
263 REMOTE_ADD_NS BYTE; NameSpaceName[ Length-Preceded];
B Name of name space that is remotely added
Server event, records addition of a new
name space from a remote workstation.
264 REMOTE_DISMOUNT BYTE; VolumeName[Length-Preceded]; Name of
volume that is remotely dismounted
Server event, records volume dismount
from a remote workstation.
265 REMOTE_EXE BYTE; PathName[Length-Preceded]; Pathname
) of .NCF file that is remotely executed on server
Server event, records execution of NCF
batch file from a remote workstation.
266 REMOTE_LOAD BYTE; PathName[Length-Preceded]; Pathname
) of NLM that is remotely loaded
Server event, records loading of NLM
from remote workstation.
267 REMOTE_MOUNT BYTE; VolumeName[Length-Preceded]; Name of

Server event, records mounting of
volume from a remote workstation.

volume that is remotely mounted
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
268 REMOTE_SET BYTE; SetParmCommand[Length-Preceded];
o Command line, including new value, for change to
Server event, records modification of & geryer SET parameter
server SET parameter from a remote
workstation.
269 REMOTE_UNLOAD BYTE; PathName[Length-Preceded]; Pathname
) of NLM that is remotely unloaded.
Server event, records unloading of NLM
from a remote workstation.
Table 22 on page 267 defines the volume audit file event names, numbers, and
event specific data for the audit history events. Audit events marked with an
asterisk (*) will not occur in the evaluated configuration, because passwords
are not used for access control. The complete name of each event in Table 22
on page 267 startswith "AUDITING_"; that prefix is omitted to save room.
Table 22 Volume Audit History Records
Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
58 ACTIVE_CONNECTION_RCD LONG UserID; User entry ID on server
Records establishment of an active BYTE NetworkAddrType IPX=1
connection. This is the means used to
associate a user's identity with BYTE NetworkAddrLen; Length (IPX uses 10)
subsequent (_)pgrqtlons ona cpnnectlon. BYTE NetworkAddress; IPX network address
After an audit file is reset, active
connections are written to new audit file. BYTE Name[ ]; Length-preceded username
WORD-Length-Preceded
59 (*) ADD_AUDITOR_ACCESS LONG UserID; User entry ID on server

Records an auditor gaining access to
audit trail by providing the password.

BYTE NetworkAddrType IPX=1
BYTE NetworkAddrLen; Length(IPX uses 10)
BYTE NetworkAddr; IPX network address

BYTE Name[ ]; Length-preceded username
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
60 ADD_AUDIT_PROPERTY BYTE Name[ ]; Length-preceded username that
_ _ was marked
Records setting the per-user audit flag.
61 (*) CHANGE_AUDIT_PASSWORD (None)
Records a change to level 1 password.
62 DELETE_AUDIT_PROPERTY BYTE Name][ ]; Length-preceded username that
) ) was cleared
Records clearing the per-user audit flag.
63 DISABLE_VOLUME_AUDIT (None)
Records disabling of auditing on current
volume.
64 OPEN_FILE_HANDLE_RCD LONG FileHandle; Allocated file handle
Records file handle and name. Afteran LONG Unused; For future expansion
audit file is reset, this event identifies file
handles currently in use. LONG NamespacelD; Name space, DOS=1
BYTE Name[ ]; PATH that was opened
65 ENABLE_VOLUME_AUDITING (None)
Records an auditor’s enabling volume
auditing.
66 REMOVE_AUDITOR_ACCESS (None)
Records an auditor relinquishing access
to the audit trail.
67 RESET_AUDIT_FILE (None)
Records an auditor rolling over to a new
audit file. Thisis the lastrecord in the old
audit file.
68 RESET_AUDIT_FILE2 (None)

Records an auditor rolling over to a new
audit file. This is the first record in the
new audit file.

268 Auditing the Network



Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
70 WRITE_AUDIT_BIT_MAP (None)
Records change to audit file bitmap (that
is, change to set of preselected volume
audit events).
71 WRITE_AUDIT_CONFIG_HDR (None)
Records write of configuration data to
audit file header.
72 NLM_ADD_RECORD1 LONG RecordTypelD; As defined by NLM
Records a history event generated by an LONG Datalen; Length of NLM provided data
NLM.
BYTE UserName[ ]; Length-preceded username
provided by NLM
BYTE Data[ ]; NLM provided data
73 ADD_NLM_ID_RECORD?2 LONG NLMid; Novell-defined NLM ID
Record the identity of an NLM that BYTE NetworkAddrType IPX=1
generates audit records.
BYTE NetworkAddrLen; Length (IPX uses 10)
BYTE NetworkAddr; IPX network address
74 (%) CHANGE_AUDIT_PASSWORD2 (None)
Generated when level 2 password is
changed.
77 (%) INTRUDER_DETECT LONG UserlD; User entry ID on server
Generated when a user fails log into an  BYTE NetworkAddrType IPX=1
audit file because the incorrect password
was provided. BYTE NetworkAddrLen; Length (IPX uses 10)
BYTE NetworkAddr; IPX network address
BYTE Name[ ]; Length-preceded username
80 VOLUME_NAME_RCD_2 BYTE Name[ ]; Length-preceded NDS

Generated at beginning of volume audit
file.

distinguished name of volume

BYTE Null[ ]; Unused string
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)

81 DELETE_OLD_AUDIT_FILE (None)

Records deletion of an old audit file.

82 QUERY_AUDIT_STATUS (None)

Records gaining access to the audit file.

Events 58 (AUDITING_ACTIVE_CONNECTION_RCD), 64
(AUDITING_OPEN_FILE_HANDLE_RCD), and 80
(AUDITING_VOLUME_NAME_RCD?2) are pseudo-events (that is, they do
not represent actual events).

Pseudo-events are used so that each audit datafile can be self-contained. For
example, if auser logsin, event 21 (A_EVENT_LOGIN_USER) isgenerated
(as shown in Table 21 on page 253). If a subsequent audit reset occurs, the
pseudo-event 58 would be generated for each logged-in user, so the new audit
datafile would have arecord of all logged in users (thus making subsequent
references in the audit file to connection numbers meaningful).

Similarly, if auser opensafile, event 27 (A_EVENT_OPEN_FILE) is
generated (as shown in Table 21 on page 253). If asubsequent audit reset
occurs, the pseudo event 64 would be generated for each file open by each
user, so the new audit datafile would have arecord of all open files (thus
making subsequent references in the audit file to file handles meaningful).

Event 80 isalwaysthefirst audit event in each audit file, recording the volume
which caused generation of the audit file.

Textual Audit Format (AUDITCON)

Thereis a one-to-one correspondence between the binary audit record format
and the textual representation of the event. Note, however, that the output of
atextua audit event depends upon the context of the event, for example, the
association of afile handle with afilename. Refer to “View Audit File” on
page 109 and “View Old Audit File” on page 112 for examples of the
AUDITCON report format.
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Container Audit Format

Container audit files are treated as an extension of the container itself.
Consequently, container audit files are replicated to the same serverson which
the container itself isreplicated. These replicas are maintained in an
inaccessible directory in volume SY S: of the servers where the container is
replicated.

Theinaccessible directory is aprotected directory that network clients cannot
directly read by issuing file and directory NCP messages. The names of the
audit files are derived by the server from the name of the Audit File object
when each fileiscreated; however, thesefilenames are not meaningful outside
the server’s auditing software.

Each container audit file consists of a header (such as creation time) and a
sequence of audit event records. Audit records are usually, but not
necessarily, sequenced in order of increasing time.

Because of theway DS.NLM synchronizesNDS™ audit data, events might be
recorded in an arbitrary order. The ordering of eventsin onereplicaof an audit
file might not be the same as the ordering of eventsin adifferent replica.
However, while replicated audit files are not necessarily identical, an audited
event will nearly always show up as an audit record for each replica.

Container audit files are not necessarily afixed size. The server writes an
audit record, then checksto see whether the audit file has exceeded the desired
size. If so, the server executes a background thread to perform the file
rollover; however, during this time, the server might add even more events
beforethefileisrolled over. Because of the synchronization of audited events
to replicas on different servers, individual replicas of audit files are not
necessarily the same size.

Records are stored in the audit file in a" null-compressed” format (OXEOQ = 1
null byte, OXE1 = 2 null bytes, ..., OXEE = 15 null bytes, OXEF = next byte
actual). After encoding all natural nullsin the audit record, the server then
uses a null character (0x00) as arecord separator.

The following sections describe the internal format of audit files within the
server ("internal format™) and the AUDITCON display format for each audit
trail.
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Container Audit File Header

Each container audit file contains an audit file header that defines the audit
status and configuration data for the audit file. Table 23 on page 272 defines
theformat of the container audit file header. The datatypes"uint8", "uint16",
and "uint32" refer to 8-, 16-, and 32-bit integers, respectively.

Table 23 Container Audit File Header

Type Identifier Description

uintl6 fileVersionDate Current version of the audit file

uint8 auditFlags Bitmap, including concurrent auditor access,
dual-level passwords, broadcast warnings, and
others.

uint8 errMsgDelayMinutes Number of minutes to delay between error
messages.

uint32 containerlD NDS directory ID for container.

uint32 overflowFileSize Size of overflow file.

uint32 creationTS[2] Timestamp for creation of the container.

uint32 bitMap Unused; see newBitMap.

uint32 auditFileMaxSize Nominal audit file maximum size.

uint32 auditFileSizeThreshold Nominal audit file size threshold.

uint32 auditRecordCount Number of user audit records in file.

uint16 replicaNumber NDS replica number.

uint8 enabledFlag Indicates whether auditing is enabled for the
container.

uint8 fileArchiveDays Days between audit archive.

uint8 fileArchiveHour Hour of day to archive.

uint8 numOIdAuditFilesToKeep Number of old audit files to keep (1-15).

uintl6 numberReplicaEntries Number of replicas in the ring for this container.

uint32 aFileCreationDateTime Time & date this audit file was created.
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Type Identifier Description

uint8 randomData[8] Unused.

uint32 partitionID Directory partition number.

uint32 hdrChecksum Checksum of header.

uint32 spareLongs([4] Unused.

uint32 auditDisabledCounter Number of times the container audit trail has
been disabled.

uint32 auditEnabledCounter Number of times the container audit trail has
been enabled.

uint8 encryptPassword[16] Encrypted level 1 password hash value (not
used in evaluated configuration).

uint8 encryptPassword2[16] Encrypted level 2 password hash value (not
used in evaluated configuration)

uint32 hdrModifiedCounter Number of times the header has been modified.

uint32 fileResetCounter Number of times the container audit trail has
been reset (archived).

uint8 newBitMap[64] Bitmap of audit events being recorded.

uint8 spareBytes[64] Unused.

uint8 auditObjectDN[514] Distinguished (complete) name of Audit File
object associated with the volume.

uint8 spareBytes2[122] Unused.

uint32 wrappedDataKeyLength Unused.

uint32 wrappedDataKey[1152] Unused.

For more information, refer to the corresponding status information in
“Displaying Container Audit Status’ on page 145 and container configuration
information in “ Audit Options Configuration” on page 156.
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Container Audit Record Format

This section defines the binary format of each audit record in the container
audit trail. Each container audit record has a fixed header and, potentialy,
additional event-specific data.

The container audit record header (audit_container_rcd_hdr) isafixed
structure that contains data for each audit event in the container audit file.
Table 24 on page 274 shows the contents of the container audit record header.

Table 24 Container Audit Record Header

Type Identifier Description
uintl6 replicaNumber NDS replica that generated the record.
uintl6 eventTypelD Container audit event type from Table 25 on

page 275 or Table 26 on page 286.

uint32 recordNumber Sequence number as generated by originating
server within the current audit file.

uint32 dosDateTime DOS-format date and time of audit event.
uint32 userlD NDS User object ID.
uint32 processUniquelD Client process ID. This value can be used to

trace client events (for example, file opens) to a
specific process on that client.

For the A_EVENT_RENAME_ENTRY and
A_EVENT_MOVE_ENTRY records, the
processUniquelD header field is used to identify
the new object ID of the renamed or moved
object. Thus, for these two events, the
processUniquelD field cannot be used to trace
the event to a specific process on the client.

uint32 successFailureStatusCode Completion status: O=successful,
negative=failure.

Table 25 on page 275 defines each container event type (event number and
record name), describes the event, and lists the format of any additional event-
specific datain the audit record. The following defines the datatypesusedin
the third column of the table:

+ LONG: A four-byte integer value.
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+ INT: A two-byte integer value.

+ BYTE: A one-byte integer value.

¢ unicode: A null-terminated Unicode* (text) string.

The complete name of each event in Table 25 on page 275 startswith"ADS ";
that prefix is omitted to save room.

Table 25 Container Audit Records

Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
101 ADD_ENTRY BYTE; EntryName []; WORD Length-Preceded
] ) ) RDN of new object entry
Audits the creation of a new object entry
in NDS and any associated attributes BYTE; AttrName []; WORD Length-Preceded
(properties)of that object. If multiple Name of attribute that is defined by creation of
attributes are created by this action, object (optional)
NDS writes an audit record for each
attribute.
102 REMOVE_ENTRY BYTE; EntryName []; WORD Length-Preceded
) ) RDN of removed object entry
Audit removal of an NDS object entry.
103 RENAME_OBJECT (Note: DS sets the processUniquelD in the audit
] ) ) record header to object ID of the renamed object.)
Audit renaming of an NDS object.
BYTE; EntryName []; WORD Length-Preceded
new RDN for object
BYTE; oldEntryName []; WORD Length-Preceded
old RDN of object
104 MOVE_ENTRY (Note: NDS sets the processUniquelD in the audit

Audit move of a leaf object to a new
location in the tree.

record header to object ID of the moved object.)

BYTE; ObjectNamel[]; WORD Length-Preceded
Original RDN for object

BYTE; ObjectName2 []; WORD Length-Preceded
New RDN for object
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
105 CHANGE_SECURITY_EQUIV BYTE; EntryName []; WORD Length-Preceded
) ) RDN of specified object entry
Audit one or more changes to an object’s
Security Equals attribute. BYTE; ObjectName []; WORD Length-Preceded
RDN of object to which object EntryName is
security equivalent
(Note: The audit record will contain an additional
ObjectName for each additional equivalence).
106 CHG_SECURITY_ALSO_EQUAL BYTE; EntryName; WORD Length-Preceded
_ ] RDN of specified object entry
Audit one or more changes to an object’s
Security Also Equals attribute. BYTE; ObjectName; WORD Length-Preceded
RDN of object to which EntryName can assume
equivalent rights
(Note: The audit record will contain an additional
ObjectName for each additional equivalence).
107 CHANGE_ACL unicode; EntryName; RDN of specified object
entry
Audit one or more changes to an object’s
Access Control List. Each ACL item LONG,; Privileges; Rights associated with access
specifies an attribute of the current change
object, another object who has rights to ) ) ) ]
that attribute, and the rights granted to unicode; ObjectName; RDN of object that is
the other object. assigned rights to an attribute of the current object
unicode; AttrName; Name of attribute
(Note: The audit record will contain additional
repetitions of Privileges, ObjectName, and
AttrName for each additional ACL element.)
108 CHG_STATION_RESTRICTION unicode; EntryName; RDN of user or printer

Audit a change to Network Address
Restriction property.

object entry
LONG; Nbytes; Number data bytes (10)

BYTE; address[10]; IPX address restriction
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Event Record Name Additional Event-Specific Data

Number Description and Comments (Type; Declaration; Description)
109 LOGIN LONG,; UserlD; User entry ID on server
Audit a user’s login to NDS. BYTE; NetworkAddrType; IPX=1

BYTE; NetworkAddrLen; Length; IPX uses 10
BYTE; NetworkAddress[ ]; IPX network address

BYTE; UserName[ ]; WORD Length-Preceded
RDN of logged-in user.

110 LOGOUT BYTE; EntryName; WORD Length-Preceded

_ RDN of logged out user
Audit a user logout from NDS.

111 CHANGE_PASSWORD BYTE; EntryName; WORD Length-Preceded

] ) RDN of User object who changed password
Audit a password change for the object.

Note that the user password itself is not
recorded.

112 USER_LOCKED BYTE; EntryName; WORD Length-Preceded

_ ) RDN of locked user
Audit setting of the Locked by Intruder

attribute of an NDS User object.

113 USER_UNLOCKED BYTE; EntryName; WORD Length-Preceded

) ) RDN of unlocked user
Audit clearing the Locked by Intruder

attribute of an NDS User object.

114 USER_DISABLE BYTE; EntryName; WORD Length-Preceded

. ) o RDN of user that was disabled
Audit clearing of the Login Disabled

attribute of an NDS User object.

115 USER_ENABLE BYTE; EntryName; WORD Length-Preceded

) ) o RDN of user being enabled
Audit setting of the Login Disabled

attribute of an NDS User object.
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Event Record Name Additional Event-Specific Data

Number Description and Comments (Type; Declaration; Description)

116 CHANGE_INTRUDER_DETECT LONG; Nbytes; Size of attribute Data[ ] array
Audit a change to Login Intruder Limit BYTE; Data[Nbytes]; New data for attribute
setting for a container object (the
container being audited). LONG Length-Preceded

BYTE; AttrName; Name of intruder detection
attribute WORD Length-Preceded

(Note: The audit record will contain additional
iterations of Nbytes, Data and AttrName for each
additional intruder detection attribute.)

119 ADD_REPLICA BYTE; partName; WORD Length-Preceded

) - ) o common name of partition of the partition root
Audits addition of a replica of an existing
Directory partition to a server. BYTE; serverName; WORD Length-Preceded
FDN of server object
LONG,; replicaType; whether it's a Master, Read-
Write, or Read-Only replica
120 REMOVE_REPLICA BYTE; partName; WORD Length-Preceded RDN
] ) of the partition root
Audits removal of a replica from the
replica set of an Directory partition BYTE; serverName; WORD Length-Preceded
RDN of server object
121 SPLIT_PARTITION BYTE; OldRootName; WORD Length-Preceded
. . " RDN of original partition root entry
Records splitting an Directory partition
into two partitions at a specified object. = BYTE; NewRootName; WORD Length-Preceded
RDN of new partition root entry
122 JOIN_PARTITIONS BYTE; EntryName; WORD Length-Preceded

Audit joining of a subordinate partition to
its parent. (This event occurs twice in
succession; first for the subordinate
partition and then for the joined
partition.)

RDN of joined partition root.
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
123 CHANGE_REPLICA_TYPE LONG; oldType; previous replica type (Read
) ) ) Only, Secondary, Master)
Audit change to replica type of a given
replica on a given server LONG; newType; new replica type
BYTE; entryname; WORD Length-Preceded RDN
of partition root
BYTE; server name; RDN of server that holds the
partition
124 REPAIR_TIME_STAMPS BYTE; EntryName; WORD Length-Preceded
) ) ) ) RDN of partition root of the replica that was
Audit setting object and object property  gynchronized
timestamps for a replica to the local
server time.
126 ABORT_PARTITION_OP BYTE; EntryName; WORD Length-Preceded
) o o RDN of partition root
Audit termination of a repartitioning
operation.
127 SEND_REPLICA_UPDATES BYTE; EntryName; WORD Length-Preceded
] o RDN of replica root that sent updates
Audit transmission of an update to
another Directory partition.
128 RECEIVE_REPLICA_UPDATES BYTE; EntryName; WORD Length-Preceded
] ] RDN of replica root that received updates
Audit receipt of an update from another
Directory partition.
129 ADD_MEMBER BYTE; ObjectName; WORD Length-Preceded
) ) ) RDN of object entry
Records creating an object using
Bindery emulation. BYTE; MemberName []; WORD Length-Preceded
ID of member having rights to property
BYTE; PropertyName; WORD Length-Preceded
Name of bindery property
130 BACKUP_ENTRY BYTE; EntryName; WORD Length-Preceded

Records backing up an NDS object,
including its attributes.

RDN of NDS object
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
131 CHANGE_BIND_OBJ_SECURITY BYTE; ObjectName; WORD Length-Preceded
) ) Name of Bindery object
Records a change to a Bindery object’s
access rights through Bindery emulation. LONG; ObjectSecurity; Bindery access level
Read (0-4), Write (0-4)
132 CHANGE_PROP_SECURITY BYTE; PropertyName; WORD Length-Preceded
Bindery property name
Records a change to a Bindery
property’s access rights through Bindery LONG; PropertySecurity; Bindery access level
emulation. Read (0-4), Write (0-4)
WORD Length-Preceded; TargetObjectName[];
Name of the bindery object for which the change
occurred
133 CHANGE_TREE_NAME BYTE; NewTreeName; WORD Length-Preceded
Name of the Directory tree
Records renaming an NDS tree. The
audit record is logged in the audit file of
the Root container for the Directory tree.
134 CHECK_CONSOLE_OPERATOR BYTE; ServerName; WORD Length-Preceded
RDN of server object
Records a client’s request to check it's
console rights. The audit record is BYTE; UserName; WORD Length-Preceded
associated with the user identified in the  Name of user being checked for console rights
audit record header.
LONG,; isOperator; Flag identifying console rights:
zero (not console operator), hon-zero (is a
console operator)
135 COMPARE_ATTR_VALUE BYTE; EntryName; WORD Length-Preceded
] ) Name of object entry for which attribute is being
Records a comparison of a client- compared
supplied value to the value of a property
in NDS. BYTE; AttrName; WORD Length-Preceded Name
of specified attribute
136 CREATE_PROPERTY BYTE; ObjectName; WORD Length-Preceded

Records creating a property of a Bindery
object through bindery emulation.

Name of Bindery object

BYTE; PropertyName; WORD Length-Preceded
Name of Bindery property

LONG; PropertySecurity; Bindery access level
Read (0-4), Write (0-4)
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
137 CREATE_SUBORDINATE_REF BYTE; EntryName; WORD Length-Preceded
i ) RDN of parent partition root entry
Records adding a subordinate reference
to the parent partition.
138 DEFINE_ATTR_DEF BYTE; AttrName; WORD Length-Preceded Name
of new attribute
Records defining a new attribute in the
NDS schema.
139 DEFINE_CLASS_DEF BYTE; ClassName; WORD Length-Preceded
o ) ) Name of new object class
Records defining a new object class in
the NDS schema.
140 DELETE_MEMBER BYTE; ObjectName; WORD Length-Preceded
) ) RDN of object entry
Records deleting an object through
bindery emulation. BYTE; MemberName []; WORD Length-Preceded
Name of object deleted
BYTE; PropertyName; WORD Length-Preceded
Name of bindery property
141 DELETE_PROPERTY BYTE; ObjectName; WORD Length-Preceded
) ) Name of Bindery object
Records deleting a property of a Bindery
object through bindery emulation. BYTE; PropertyName; WORD Length-Preceded
Name of bindery property
142 DS_NCP_RELOAD (None)
Records restarting NDS.
143 RESET_DS_COUNTERS BYTE; ServerName; WORD Length-Preceded
) RDN of specified server object
Records resetting the NDS counters.
144 FRAG_REQUEST (None)
Records a fragmented request to a
server.
145 INSPECT_ENTRY BYTE; EntryName; WORD Length-Preceded

Records querying an NDS object for
partition status and other information.

RDN of queried object
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
146 LIST_CONTAINABLE_CLASSES BYTE; EntryName; WORD Length-Preceded
o _ RDN of specified object
Records retrieving the set of object
classes that can be subordinate to an
object.
147 LIST _PARTITIONS BYTE; PartitionRootName; WORD Length-
o ) N Preceded RDN of partition root entry
Records listing the Directory partitions
on a server.
148 LIST_SUBORDINATES BYTE; EntryName; WORD Length-Preceded
o ) RDN of specified object
Records retrieving the subordinate
objects to an object.
149 MERGE_TREE (None)
Records merging two Directory trees.
150 MODIFY_CLASS_DEF BYTE; ClassName; WORD Length-Preceded
o Name of modified class definition
Records modification of an NDS class
definition in the schema.
151 MOVE_TREE BYTE; SrcParentName; WORD Length-Preceded
) ) RDN of source container name of the root of the
Records moving a portion of the subtree.
Directory tree.
BYTE; DestParentName; WORD Length-
Preceded RDN of destination container name of
the root of the subtree.
152 OPEN_STREAM BYTE; EntryName; WORD Length-Preceded
) RDN of NDS object
Records opening a stream property of an
NDS object. BYTE; AttrName; WORD Length-Preceded Name
of NDS attribute
BYTE; DesiredRights; WORD Length-Preceded
Object property rights for stream file
153 READ BYTE; EntryName; WORD Length-Preceded

Records reading one or more properties
of an NDS object.

RDN of object entry

BYTE; AttrName; WORD Length-Preceded Name
of attribute to be read
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
154 READ_REFERENCES BYTE; EntryName; WORD Length-Preceded
o ) RDN of requested object
Records retrieving the list of references
for an object.
155 REMOVE_ATTR_DEF BYTE; AttrName; WORD Length-Preceded Name
of removed attribute definition
Records removing an attribute definition
from the NDS schema.
156 REMOVE_CLASS_DEF BYTE; ClassName; WORD Length-Preceded
Name of removed class definition
Records removing a class definition from
the NDS schema.
157 REMOVE_ENTRY_DIR BYTE; EntryName; WORD Length-Preceded
RDN of NDS object for which queue directory was
Records removing the queue directory  removed
from an NDS object.
158 RESTORE_ENTRY BYTE; EntryName; WORD Length-Preceded
RDN of restored entry
Records restoring an NDS entry and its
attributes from a backup.
159 START_JOIN BYTE; ParentRootEntryName; WORD Length-
Preceded RDN of root object (container) that is
Records the beginning of a tree join parent of joined tree
operation.
BYTE; ChildRootEntryName; WORD Length-
Preceded RDN of root object that is joined as a
child
160 START_UPDATE_REPLICA BYTE; ReplicaName; WORD Length-Preceded
RDN of root object for replica
Records starting to update a replica from
another server.
161 START_UPDATE_SCHEMA BYTE; ClientServerName; WORD Length-

Records starting to update the schema
from another server.

Preceded RDN of server object
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
162 SYNC_PARTITION BYTE; PartitionDistName; WORD Length-
Preceded RDN of root object of partition
Records a request by a server to
synchronize a partition with another
server.
163 SYNC_SCHEMA (None)
Records a request by a server to
synchronize its schema with another
server.
164 UPDATE_REPLICA BYTE; ReplicaName; WORD Length-Preceded
) ) RDN of root object of replica that is updated
Records making updates to a replica as
a result of a skulk from another server.
165 UPDATE_SCHEMA BYTE; ClientServerName; WORD Length-
_ Preceded RDN of server object
Records making updates to the schema
as a result of a skulk from another
server.
166 VERIFY_PASSWORD BYTE; EntryName; WORD Length-Preceded
) RDN of specified User object entry
Records an attempt to verify a user’s
password.
167 ABORT_JOIN BYTE; ParentRootEntryName; WORD Length-
) L Preceded RDN of root object (container) that was
Records a failed attempt to join Directory {5 pe parent of joined tree
partitions.
BYTE; ChildRootEntryName; WORD Length-
Preceded RDN of root object that was to be joined
as a child
168 RESEND_ENTRY BYTE; EntryName; WORD Length-Preceded
RDN of object to be replicated
Records an attempt to resend an NDS
update.
169 MUTATE_ENTRY BYTE; NewClassName; Name of object’s new

Records a change to an NDS object’s
class.unicode; EntryName; RDN of
object to be changed

class

BYTE; FieldName []; WORD Length-Preceded
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
170 MERGE_ENTRIES BYTE; WinnerEntry; WORD Length-Preceded
RDN that continues to exist in merged container
Records a merger of two NDS
containers. BYTE; LoserEntry; WORD Length-Preceded
RDN that loses its identity after being merged.
171 END_UPDATE_REPLICA BYTE; EntryName; WORD Length-Preceded
. _ RDN of root object of replica
Records completion of replica update
172 END_UPDATE_SCHEMA BYTE; EntryName; WORD Length-Preceded
) RDN of server object.
Records completion of schema update.
173 CREATE_BACKLINK BYTE; EntryName; WORD Length-Preceded
) ) RDN of NDS object entry.
Records creation of a back pointer to an
NDS object on another server.
174 MODIFY_ENTRY BYTE; EntryName; WORD Length-Preceded
o ) RDN of object
Records modification of an NDS object
entry and (potentially) an attribute of that BYTE; AttrName; WORD Length-Preceded Name
object. If multiple attributes are modified of attribute that is modified (optional)
by this action, NDS writes an audit
record for each attribute.
176 NEW_SCHEMA_EPOCH (None)
Records changes to the schema epoch.
177 CLOSE_BinderyRecords that bindery (None)
was closed
178 OPEN_BINDERYRecords that bindery  (None)

was opened

The container audit history events are defined in Table 26 on page 286. Audit
events marked with a (*) in that table will not occur in the NetWare®
Enhanced Security configuration, because passwords are not used for access
control. The compl ete name of each event in Table 26 on page 286 startswith
"AUDITING "; that prefix is omitted to save room.
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Table 26

Container Audit History Records

Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
58 ACTIVE_CONNECTION_RCD LONG,; UserlD; User entry ID on server
Records establishment of an active BYTE; NetworkAddrType; IPX=1
connection. This is the means used to
associate a user's identity with BYTE; NetworkAddrLen; Length (IPX uses 10)
subsequent gpgra_tlons ona cc_)nnectlon. BYTE; NetworkAddress; IPX network address
After an audit file is reset, active
connections are written to new audit file. BYTE; Name[ ], Length_preceded username
59 (*) ADD_AUDITOR_ACCESS LONG,; UserlD; User entry ID on server
Records an auditor gaining access to BYTE; NetworkAddrType IPX=1
audit trail by providing the password.
BYTE; NetworkAddrLen; Length (IPX uses 10)
BYTE; NetworkAddr; IPX network address
BYTE; Name[ ]; Length-preceded username
61 (*) CHANGE_AUDIT_PASSWORD (None)
Records a change to level 1 password.
66 REMOVE_AUDITOR_ACCESS (None)
Records an auditor relinquishing access
to the audit trail.
67 RESET_AUDIT_FILE (None)
Records an auditor resetting (rolling
over) to a new audit file. Appears as
both the last record of the old audit file
and the first record of the new audit file.
71 WRITE_AUDIT_CONFIG_HDR (None)
Records write of configuration data to
audit file header.
74 (%) CHANGE_AUDIT_PASSWORD2 (None)

Generated when level 2 password is
changed.
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
77 (%) INTRUDER_DETECT LONG; UserlD; User entry ID on server
Generated when a user fails log into an  BYTE; NetworkAddrType; IPX=1
audit file because the incorrect password
was provided. BYTE; NetworkAddrLen; Length (IPX uses 10)
BYTE; NetworkAddr; IPX network address
BYTE; Name[ ]; Length-preceded username
81 DELETE_OLD_AUDIT_FILE (None)
Records deletion of an old audit file.
82 QUERY_AUDIT_STATUS (None)
Records gaining access to the audit file.
91 DISABLE_CNT_AUDIT (None)
Generated when auditing is disabled for
a container.
92 ENABLE_CNT_AUDITING (None)
Generated when auditing is enabled for
a container.
93 NULL_RECORD (None)

Dummy record to replace
CLOSE_CNT_AUDITING in skulked
copies of the audit trail.
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Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
94 CLOSE_CNT_AUDITING LONG; FirstReplicaEntrylndex; Index in replica
] ) table of first replica of container
Records that audit recording was
stopped as a result of DS halting or audit LONG; LastReplicaEntrylndex; Index in replica
disabling. The last five event-specific table of last replica of container
data items are repeated for each server )
in the replica ring. LONG; RecordNumber; Number of last record in
audit file
One or more CLOSE_CNT_AUDITING
records are generated when a container LONG; FileOffset; Offset of end of audit file
audit_trail is closed. The event specific INT ReplicaNumber; Number (as opposed to
data includes the index) of first replica of container.
FirstReplicaEntrylndex, the
LastReplicaEntryindex, and from 1t0 32 BYTE; SkulkNeeded: Skulk control flag
instances of a structure containing
RecordNumber, FileOffset, BYTE; SkulkSkipCount; indicates whether audit
ReplicaNumber, SkulkNeeded, and skulking for the replica succeeded or failed
SkulkSkipCount.
The first CLOSE_CNT_AUDITING
record has information about the first 32
replicas (thus FirstReplicaEntrylndex is
0 and LastReplicaEntrylndex is 31; the
second CLOSE_CNT_AUDITING
record will have information about the
next 32 replicas (thus
FirstReplicaEntrylndex will be 32 and
LastReplicaEntrylndex will be 62), etc.
95 CHANGE_USER_AUDITED LONG; Audit Flag; New setting of the per-user
audit flag
Records setting or clearing the per-user
audit flag used for volume auditing. WORD Length-Preceded; Name[]; Length-
preceded user name that was changed
98 CONTAINER_NAME_RCD2 BYTE; SchemaClassName; Class name of

Generated at beginning of container
audit file. Includes the class name (for
example, Organizational Unit") and
container name.

container object as defined in schema

BYTE; ContainerDN; DN of container being
audited

Events 58 (AUDITING_ACTIVE_CONNECTION_RCD) and 98
(AUDITING_CONTAINER_NAME_RCD?2) are pseudo-events (that is, they
do not represent actual events).
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Pseudo-events are used so that each audit data file can be self-contained. If a
user logsin, event 109 (ADS L OGIN) is generated (as shown in Table 25 on
page 275). If a subsequent audit reset occurs, the pseudo-event 58 would be
generated for each logged in user, so the new audit data file would have a
record of all logged in users (thus making subsequent references in the audit
file to connection numbers meaningful).

Event 98 is always the first audit event in each container audit file, recording
the container which caused generation of the audit file.

Textual Audit Format (AUDITCON)

There is aone-to-one correspondence between the binary audit record format
and thetextual representation of the event. Refer to“ View Audit File” on page
181 and “View Audit History” on page 183 for examples of the AUDITCON
report format.

External Audit Format

As shown in Figure 126 on page 289, externa audit files consist of an audit
file header and a sequence of audit records. Audit records can be either
generated by the server (audit history records) or inserted by external entities
(external audit records).

Figure 126 Structure of External Audit Record

External Audit Audit Audit Audit Audit e Audit

File Header Record | Record | Record Record Record
External Audit Workstation Workstation
Record Header | Header (Optional)| Audit Data

The external audit record data (shaded) consists of an external audit record
header generated by NetWare, followed by a sequence of bytes. The
workstation provided data can be interpreted by the workstation in any way
that is desired.

For example, aworkstation product can treat this data as a workstation event
header (for example, that lists the time the event occurred on the workstation
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and theworkstation’s audit record type) and additional data. See your vendor’s
workstation documentation for information on the workstation datain your
external audit file.

WARNING: The external audit record header contains information written by the server
at the time the audit event record is written to the audit file, for example, the date and
time the event was recorded. Depending upon the workstation’s audit architecture, this
information might or might not be meaningful.

For example, the workstation might queue audit records for a period of time before
uploading the records to the server to be written to the audit file. If the information in the
external audit record header is not sufficient for an auditor to audit the actions of an
individual user, then the workstation NTCB partition must record additional data in the
workstation data.

External Audit File Header

The externa audit file header is the same as the container audit file header
defined in the section “ Container Audit File Header” on page 272.

External Audit Record Format

Table 27

This section definesthe binary format of each audit record in the external audit
trail. Each audit record has a fixed header and, potentially, additional event-
specific data.

Table 27 on page 290 lists the subset of the event record types and formats
described in Table 26 on page 286 that are possible in an external audit trail.
In addition, the table shows the eventsthat can appear in an external audit trail
that can not appear in container audit trails.

Event Types in an External Audit Trail

Event Number Description

66 AUDITING_REMOVE_AUDITOR_ACCESS
67 AUDITING_RESET_AUDIT_FILE

71 AUDITING_WRITE_AUDIT_CONFIG_HDR
81 AUDITING_DELETE_OLD_AUDIT_FILE
82 AUDITING_QUERY_AUDIT_STATUS

91 AUDITING_DISABLE_CNT_AUDIT
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Event Number Description

92 AUDITING_ENABLE_CNT_AUDITING

98 AUDITING_CONTAINER_NAME_RCD2

Table 28 External Audit Event Types

Event Record Name Additional Event-Specific Data
Number Description and Comments (Type; Declaration; Description)
97 EXTERNAL_RECORD LONG,; VendorlID; Novell assigned 1D
Audit record generated by an external LONG; RecLen; Record length in bytes
source and inserted in the audit trail. ] )
BYTE; Data[RecLen]; Externally supplied audit
record
The external audit record header (audit_external_rec_hdr) isafixed structure
that contains data for each audit event in the external audit file. Table 29 on
page 291 shows the contents of the external audit record header.
Table 29 External Audit Record Header
Type Element Name Description
uint16 replicaNumber Unused.
uintl6 eventTypelD Container audit event type from Table 27 on
page 290
uintl6 recordNumber Sequence number.
uint32 dosDateTime DOS-format date and time of audit event.
uint32 userlD NDS User object ID.
uint32 processUniquelD Client process ID. This value can be used to
trace client events (for example, file opens) to a
specific process on that client.
uint32 successFailureStatusCode Completion status: O=successful,

negative=failure.
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Novell Trademarks

Access Manager is aregistered trademark of Novell, Inc. in the United States
and other countries.

Advanced NetWare is a trademark of Novell, Inc.

AlarmPro is aregistered trademark of Novell, Inc. in the United States and
other countries.

AppNotesisaregistered service mark of Novell, Inc. in the United States and
other countries.

AppNotesisaregistered service mark of Novell, Inc. in the United States and
other countries.

AppTester isaregistered service mark of Novell, Inc. in the United States and
other countries.

BrainShareisaregistered service mark of Novell, Inc. inthe United Statesand
other countries.

C-Worthy is atrademark of Novell, Inc.
C3PO isatrademark of Novell, Inc.

CBASIC isaregistered trademark of Novell, Inc. in the United States and
other countries.

Certified NetWare Administrator in Japanese and CNA-J are service marks of
Novell, Inc.

Certified NetWare Engineer in Japanese and CNE-J are service marks of
Novell, Inc.

Certified NetWare Instructor in Japanese and CNI-J are service marks of
Novell, Inc.

Certified Novell Administrator and CNA are service marks of Novell, Inc.

Certified Novell Engineer isatrademark and CNE isaregistered service mark
of Novell, Inc. in the United States and other countries.

Certified Novell Salesperson is atrademark of Novell, Inc.
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Client 32 isatrademark of Novell, Inc.

ConnectView isaregistered trademark of Novell, Inc. in the United Statesand
other countries.

Connectwareisaregistered trademark of Novell, Inc. inthe United States and
other countries.

Corsair isaregistered trademark of Novell, Inc. in the United States and other
countries.

CP/Netisaregistered trademark of Novell, Inc. in the United States and other
countries.

Custom 3rd-Party Object and C3PO are trademarks of Novell, Inc.

DeveloperNet isaregistered trademark of Novell, Inc. inthe United Statesand
other countries.

Documenter’s Workbench is aregistered trademark of Novell, Inc. in the
United States and other countries.

ElectroText is a trademark of Novell, Inc.

Enterprise Certified Novell Engineer and ECNE are service marks of Novell,
Inc.

Envoy isaregistered trademark of Novell, Inc. in the United States and other
countries.

EtherPort is aregistered trademark of Novell, Inc. in the United States and
other countries.

EXOSisatrademark of Novell, Inc.
Global MHS is atrademark of Novell, Inc.

Global Network Operations Center and GNOC are service marks of Novell,
Inc.

Graphics Environment Manager and GEM are registered trademarks of
Novell, Inc. in the United States and other countries.

GroupWise is aregistered trademark of Novell, Inc. in the United States and
other countries.

GroupWise XTD is atrademark of Novell, Inc.
Hardware Specific Module is a trademark of Novell, Inc.
Hot Fix isatrademark of Novell, Inc.
InFormsisatrademark of Novell, Inc.

Instructional Workbench is a registered trademark of Novell, Inc. in the
United States and other countries.

Internetwork Packet Exchange and IPX are trademarks of Novell, Inc.
IPX/SPX isatrademark of Novell, Inc.
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