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Introduction

NetWare 4.0 is the most advanced and powerful network operating system available today. This release
represents the ninth generation of NetWare development. It adds a whole new dimension to network
computing, extending network services and making network management easier than ever.

Currently, peer-to-peer networking is receiving a lot of attention in the computer industry. Although these
types of networks can address the needs of small businesses or departments, they tend to introduce
resource security and management problems in a corporate networking environment. For critical business
data to be viably handled on a network, the underlying platform must be robust enough to handle
network-wide administration and management. It must also provide ample security to protect sensitive
corporate information.

NetWare 4.0 allows better management control, easier maintenance, and more flexible security options
than any other network operating system currently available. It is the ideal platform for today's
sophisticated networking needs, and it will continue to support those needs as network computing evolves
in the future.

This Application Note introduces some of the major new features of NetWare 4.0. For those familiar with
previous versions of NetWare, it contains a feature-by-feature comparison of NetWare 4.0 and NetWare
3.11. More detailed information is contained in subsequent AppNotes in this issue.

NetWare 4.0 New Features

NetWare 4.0 inherits all the capabilities of earlier versions of NetWare and adds many new, exciting
features. The most significant new features are the replacement of the bindery with NetWare Directory
Services, increased security capabilities, and more flexible DOS client software. (These features, as well
as installation, migration, and coexistence, are discussed in more detail in the other AppNotes in this
issue.)

The sections which follow provide an overview of new features. For more information, refer to the
NetWare 4.0 documentation.

NetWare Directory Services

In NetWare 4.0, the bindery has been replaced by NetWare Directory Services (NDS). NDS maintains a
global, distributed, replicated database of information about network resources such as users, groups,
servers, volumes, printers, computers, modems, and so on. With NDS, it is now possible to integrate a
diverse network of resources into a single, easy-to-use environment.

The advantages of NDS are many. NDS provides a new network-wide login which makes network
navigation and resource access easier for authorized users. Instead of logging in to specific servers, users
can now login to the network. They can then access all the resources and services they have rights to,
without having to explicitly login or attach to other servers. NDS handles all of the address resolution
issues in the background, so users are shielded from the complexity of having to understand the network
topology, protocols, media, and communication links.

Because the NDS database is replicated, multiple copies of users' required login information are spread
throughout the network. This replication allows users to login to the network whether or not their home
server is on-line. As long as the servers that provide the necessary data or services are operational, the
user can access them. In this sense, when a user is logged in to the network, servers become transparent
to the process of actually using the network. Users only need one password to gain access to all network
resources available to them.
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When a user accesses resources on the network (such as servers, volumes, and printers), authentication
occurs in the background to verify that the user has rights to use those resources. NDS authentication
works in combination with new access control features to provide network security.

More detailed information on NDS is contained in the NetWare Directory Services AppNotes in this issue.
Server Memory Management

NetWare's server memory management capabilities have been redesigned in NetWare 4.0 to increase
efficiency. The server can now manage memory in a way that provides a better overall utilization of server
memory, and which also prevents server applications from running out of memory.

In NetWare 3.11, the operating system allocates memory in five or more memory pools that serve
different purposes. When server applications run, the memory they need is allocated from these pools.
But when some applications finish running, the memory management routines do not always make the
memory available to other applications. This can cause memory problems for other applications, as
memory from one pool cannot be reallocated to another memory pool.

NetWare 4.0 has only one memory allocation pool, and memory used by one application can be
reallocated when that application is finished with it. This improved memory management cuts down on the
number of necessary operations and helps the server run more efficiently.

Data Storage Management

Many of today's new applications and data structures require significantly more storage space than in the
past. NetWare 4.0 offers a number of new features that can help you manage increasing demands for
data storage space.

Block Suballocation. Block suballocation allows small files, or that part of a file which exceeds the
volume's default block size, to share a disk block with other files. This feature lets more files be stored in a
smaller amount of space on a NetWare volume.

For example, in NetWare 3.11, if the default block size for a volume is 64 KB, and you create a 65 KB file,
that file would use two complete disk blocks, or 128 KB. The remaining 63 KB in the second block is
unused.

With NetWare 4.0's block suballocation feature enabled, any partially used disk block is divided into
512-byte suballocation blocks. These suballocation blocks are used to share the remainder of the block
with any leftover fragments of other files. Using block suballocation in the example above, the system
would allocate one disk block (64 KB) and two 512-byte suballocation blocks to store the 65 KB file. The
remaining 63 KB of the second block is available for use by other files.

Block suballocation is enabled by default when NetWare 4.0 is installed.

File Compression. NetWare 4.0 provides a file compression feature which allows files to be compressed
as they are saved to the hard disk. The files are automatically decompressed when they are retrieved.
Enabling file compression lets NetWare volumes hold more on-line data by compressing files that are
seldom accessed.

With this compression feature, you can effectively increase the amount of available disk space without
adding new drives. The compression algorithm used can increase usable disk space up to 63%. For
example, 600 MB of files on a volume could be compressed to as little as 222 MB. This can be a
money-saving feature for environments where adding disk storage is financially prohibitive.

NetWare manages the file compression internally. Users (or the Supervisor) can flag individual files or
directories either to be compressed after not being accessed for a time, or to never be compressed. When
compression is enabled for a volume, the files flagged for compression are compressed after not being
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accessed for the specified amount of time. Files are automatically decompressed when accessed by a
user.

Data Migration. Another new feature of NetWare 4.0 is data migration. This feature enables servers to
transfer data that is used infrequently to an off-line storage device such as a disk, CD-ROM, or tape drive.
NetWare 4.0 still sees the data as residing on the NetWare volume. If the user requests a file stored
off-line, the file will demigrate back to the server's hard disk.

Data migration frees up valuable hard disk space for frequently accessed files, while still allowing full
access to the migrated files.

High Capacity Storage System. The High-Capacity Storage System (HCSS) is a data storage and
retrieval system that extends the storage capacity of the NetWare server by integrating one or more
optical library units, known as jukeboxes, into the NetWare file system. (A jukebox is a high-capacity
storage device that uses an autochanger to mount and dismount optical disks automatically.)

The HCSS works with data migration to move files between faster, low-capacity storage devices (the
server's hard disk) and slower, high-capacity storage devices (optical disks in a jukebox). It uses
rewritable optical disks (either one-sided or two-sided) so that it is possible to repeatedly write and erase
data.

The files and directories on the jukeboxes are accessed using the same NetWare commands and
function calls used to access data from the hard disks. Access can be made by either users or programs.

HCSS uses free space on the server's hard disk to temporarily store (or cache) the most active files.
When space is needed to store additional files and the allocated space reaches a predetermined capacity,
the least-active files are transparently moved to optical disks.

When a user requests a file stored on optical disk, HCSS automatically copies the file from the jukebox
back onto the server's hard disk. This process, known as demigration, allows users to access their most
active files quickly.

Auditing

NetWare 4.0's auditing capabilities are much more powerful than in any previous versions of NetWare.
Auditing allows authorized users (auditors) to audit past and present transactions on the network. These
auditors act independently of network administrators to ensure that network records are accurate and
confidential information is secure.

Transactions and events that can be monitored through NetWare 4.0 auditing include:
e Logins and logouts

o Trustee modifications

o File creations, deletions, reads, and writes

e Requests to manipulate queues

o Directory Services object creations, deletions, reads, and writes

e Events directly related to Directory Services objects

e Events directly related to users

With NetWare 4.0, auditors are able to track Directory Services events as well as file system and volume
transactions. Auditing is enabled at the volume level for file system auditing, and at the container object
level for Directory Services events.
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Auditors should not be Supervisors and should not have SUPERVISOR rights or equivalence. Auditors
can track events and activities on the network, but should not be able to open or modify network files
(other than the Audit Data and Audit History files), unless they are granted rights to do so by the network
supervisor.

The AUDITCON audit program files are automatically installed on your system when you install or upgrade
to NetWare 4.0.

Other New Features

Running NLMs in Protected Mode. NetWare 4.0 has server memory protection features that guard OS
memory from corruption by third-party NLMs. These features ensure that your server will not be halted by
a faulty NLM.

Memory protection allows you to run NLMs in a separate memory domain called the OS_PROTECTED
domain. After you have loaded an NLM in the OS_PROTECTED domain (ring 1, 2, or 3) and found it safe,
you can load it into the OS domain (ring 0), where it can run most efficiently.

Note: All NLMs included with NetWare 4.0 have been tested and do not need to be run in an
OS_PROTECTED domain.

Packet Burst Protocol. The packet burst protocol (or burst mode) capability which required a separate
DOS client shell in NetWare 3.11 has been incorporated into the new client software. Packet burst is
designed to transmit multipacket messages efficiently over an internetwork, which can result in faster data
transmission between workstations and servers. Packet burst is enabled by loading PBURST.NLM on the
server and entering a line in the workstation's NET.CFG file.

Large Internet Packets. The Large Internet Packet (LIP) feature allows increased throughput over
network bridges or routers by increasing packet size. This feature is particularly helpful when using
Ethernet or Token Ring architectures that allow larger packets to be sent over the network.

Multiple Languages. NetWare 4.0 has been adapted for use with multiple languages. The operating
system, NLMs, and utilities use English as the default language, but they can be set to other languages as
well. You can also set the server console keyboard for different languages.

NetWare Print Services. With NetWare 4.0, the hassle of having to know about print queues or print
servers is eliminated. In bindery-based NetWare, only the print server and print queues exist as bindery
objects; printers are defined as attributes of the print server. With NetWare Directory Services, print
servers, print queues, and printers are all individual objects. They can be created and modified in any
order with NetWare's text or graphical printing utilities.

One print server can now service up to 256 printers. Network printers can be attached directly to the
network, to any NetWare server (via NPRINTER.NLM), or to DOS or OS/2 workstations (via
NPRINTER.EXE). Users no longer need to know about print servers or print queues; they can send print
jobs directly to a printer by specifying the printer name.

Other printing-related enhancements include support for:
e Configuring print queue polling time

e Unlimited number of print job configurations

e Third-party print job configurations

e Print jobs from Macintosh and NFS clients

NetWare 4.0 Utilities
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The NetWare 4.0 utilities support Windows and OS/2 environments in addition to the DOS environment.
Many utilities from earlier versions of NetWare have been consolidated into one, modified, or eliminated
altogether. Also, new utilities and NLMs have been created for NetWare 4.0.

Figure 1 lists the NetWare 4.0 utilities, NLMs, and tools grouped according to functional categories. The
Type column indicates the type of utility as follows:

Server Util Utilities which are entered at the server console prompt to monitor and control the
network

Server NLM NetWare Loadable Modules which are loaded and run at the server
Text Util Character-based utilities which are run on DOS and OS/2 workstations

GUI Util New graphical user interface (GUI) utilities that allow supervisors to manage the network
from Windows or OS/2 workstations

GUI Tools New graphical user interface (GUI) workstation tools that enable users to perform a
variety of basic network tasks
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NetWare Feature Comparison

Figure 2 provides a comparison of features common to NetWare 4.0 and NetWare 3.11, as well a listing
of many features new with NetWare 4.0.

Figure 2: Feature comparison between NetWare 4.0 and 3.11.
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