111The Echo Distributed File System

Andrew D. Birrell, Andy Hisgen, Chuck Jerian,Timothy Mann, and Garret Swart

Friday, September 10, 1993

digital“Systems Research Center130 Lytton AvenuePalo Alto, California 94301

The Echo Distributed File SystemAndrew D. Birrell, Andy Hisgen, Chuck Jerian, Timothy Mann, and Garret Swart

Echo is an ambitious distributed file system. It was designed around a truly global name space. Ituses a coherent caching algorithm. It is fault tolerant. And it is real�it was the primary file systemfor a large group of researchers. Its novel aspects include an extensible �junction� mechanism forglobal naming; extensive write-behind with ordering semantics that allow applications to maintaininvariants without resorting to synchronous writes; and fault tolerance mechanisms that are highlyconfigurable and that tolerate network partitions. It was designed with the intention that itsperformance could be as good as a local file system, while supporting large numbers of clients perserver. Its reliability was designed to be higher than other distributed file systems, and higher thancentralized systems. It was designed to work well in arbitrarily large networks.

CONTENTSWhat and Why?................................................................................................................... 1Global Naming.................................................................................................................... 5Global Access...................................................................................................................... 9Global Security.................................................................................................................. 13Fault Tolerance.................................................................................................................. 14How Well Did We Do?...................................................................................................... 20

' Digital Equipment Corporation 1993This work may not be copied or reproduced in whole or in part for any commercialpurpose. Permission to copy in whole or in part without payment of fee is granted fornon-profit educational and research purposes provided that all such whole or partialcopies include the following: a notice that such copying is by permission of the SystemsResearch Center of Digital Equipment Corporation in Palo Alto, California; anacknowledgement of the authors and individual contributors to the work; and allapplicable portions of the copyright notice. Copying, reproducing, or republishing for anyother purpose shall require a license with payment of fee to the Systems Research Center.All rights reserved.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚1WHAT AND WHY?One of the holy grails of operating systems research is building a system that combinesthe virtues of centralized time sharing systems with the virtues of distributed and personalcomputer systems. This grail is all the harder to grasp because researchers have differentviews of what the virtues of the respective systems are and the environment in whichsuch a �best of both� system is to operate.In 1988 we started the Echo project to capture the file system portion of this grail.We thought of the Echo file system as a crucial first piece of a truly distributed system.When we started Echo we had a particular view of the virtues of centralized anddistributed systems we were trying to capture. From the world of centralized systems, wewanted to have:¥Easy sharing of data;¥Centralized administration;¥A simple failure model�either the system works or it doesn’t.From the worlds of distributed and personal systems we wanted:¥Fault tolerance�if one service is down, the user can access another, eithermanually or automatically ;¥Scalability ;¥Proximity of computing power to the user.In this section we outline what properties a file system has to have to achieve thesevirtues. The remainder of this paper describes how the Echo design and implementationset out to realize these properties, and our experience with the resulting system.A Distributed System Is Not Just a Network of ComputersComputer networks are a low-level technology�they allow programs to transfer data andcontrol amongst the connected computers. A collection of computers inter-connected by anetwork does not of itself constitute a distributed system. The collection becomes asystem only when the component parts co-operate sufficiently well that the collectionbehaves as a coherent entity. It should appear coherent to the user, to the systemmanagers, and to the programmers.We believe that to achieve this coherence, and hence to qualify as part of adistributed system, a network-based file system must have the following properties.¥Global naming: It must be possible for a user or program on one computer toutter a name for a file, with the assurance that that name will have the samemeaning to another user or program elsewhere in the same distributed system.

2˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemThe alternative to global naming is context-dependent naming. Most often, thismeans that file names are interpreted relative to some per-host root (as in NFS1).Sometimes too, the actual naming hierarchy is host-dependent (as in NFS, ifremote volumes are mounted in a host-dependent way). Without global naming,users and programs must always be aware of the context in which a name ismeaningful. This notion of �context� removes the coherence from the system. Aprogram executing a distributed algorithm cannot use file names to communicateamongst its parts; a program cannot use file names to communicate with itselfacross time; users cannot effectively pass file names amongst themselves.¥Global access: The same files and directories must be accessible everywherethroughout the system�independently of location�with the same operationsavailable on them. The performance, availability, and reliability of theseoperations might vary depending on the location, but the semantics should not.One way in which a file system can fail to provide global access is if the naminghierarchy differs on a per-host basis (as in NFS), so that not all files areaccessible from all hosts. This restricts the location transparency of thedistributed system (e.g., when you are in Paris you might not be able to accessyour files in New York). A more insidious failure to provide global accessoccurs if the file system uses a non-coherent caching strategy (as in NFS),whereby updates made to a file on one host are not necessarily visible to aprogram on another host. This restricts the ease with which you can builddistributed algorithms�the application must take explicit steps to achieve thecoherence that the file system failed to provide.¥Global security: The security of the file system should be no worse than that of awell-built time-sharing system. When your system uses a network, especially anetwork that goes off-site, your system becomes vulnerable to all manner ofattacks from strangers. And even if the network is only inside your ownbuilding, your system becomes more vulnerable when you allow the owner ofeach workstation to control the installation and configuration of thatworkstation�s system�taking the place of the trusted manager of yourcentralized time-sharing system. The techniques for countering these threats arenow understood [1,5,12], but currently available distributed file systems (such asNFS) do not apply these techniques.Reaping the Benefits of Distributed Systems TechnologyNetworked computer systems have several natural advantages over centralized ones.These include ease of growth (you can start small and grow without wasting your originalinvestment), autonomy of growth (small groups can make their own purchasingdecisions, instead of relying on centralized resources), and lifetime (you can upgrade

1 We need to use examples to make this discussion more concrete, and we�re mostly using NFS asthe �bad guy�. This choice is primarily because NFS is so well known, not because NFS is worsethan its competitors. Indeed, in many ways it�s better. But NFS provides no global naming, poorglobal access and very little security. Despite its various desirable properties (notably its simplicityand its pervasiveness), NFS falls far short of being an ideal distributed file system.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚3incrementally to new versions of sub-systems or to replacements for existing sub-systems). These benefits come naturally from adopting a network computer inter-connect,although the file system designer still needs to take care to avoid losing them. But thereare two further benefits achievable in distributed systems, if the designer addresses themexplicitly:¥Fault tolerance: in a well-designed distributed system, you can provide the sameservice from multiple computers, and you can do so in such a way that theservice remains available even if one (or more) of the computers fails, or even ifpart of the network fails. This is not just an opportunity for doing better thancentralized systems�it is essential if you are to do as well. Using multiplecomputers increases the probability of one of them failing and preventing youfrom getting your work done. Thus a good distributed file system must offerfault tolerance. It should be configurable to provide any desired level ofreliability (by replicating data) and of availability (by offering access to the datathrough more than one computer).¥Scale: a well-designed network can grow very large (e.g. the Internet, with abouthalf a million registered names). With care, the distributed file system also canbe effectively unlimited in scale. But done badly, the file system will hit its scalelimits long before the network does. For example, you could design your filesystem to use a proprietary service for its global naming. But this would preventyou inter-connecting with the existing name services that are literally global (theInternet�s Domain Name Service and ISO�s global X.500 name space). Or youcould rely on a security system that does not allow for differing levels of trustacross the naming hierarchy, or that requires too much manual intervention tobuild a truly large system (e.g. Kerberos version 5 uses inter-realm links toachieve security across the untrusted Internet, but all these links must beinstalled pairwise and manually). All aspects of the file system design areaffected by considerations of scale. There is no particular scale mechanismdescribed in this paper; rather, the need to scale well explains several of thedesign decisions described in the following sections.Summary: The Challenges Addressed by the Echo ProjectThe Echo project is an attempt to learn how to build a distributed file system meeting therequirements we have outlined, and to actually build such a system�well enough to bethe dominant file system in daily use by a large and active group of researchers. In fact,the Echo project has constructed a distributed file system with the following properties:¥Global Naming�while retaining global access, security, fault tolerance andscalability.¥Global Access�despite the use of local caching, and in the face of faulttolerance mechanisms.¥Global Security�as good as a time-sharing system, but with large scale andgeographic dispersion.

4˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File System¥Fault Tolerance�while using local caches for performance, and accepting thepossibility of widely dispersed clients.¥Global Scale�but without global trust, and without compromising performanceor availability in the dominant local-area cases.The remainder of this paper describes how Echo achieves this. More details about manyof these topics are presented in three other Echo papers [10, 14, 23].AssumptionsWe made a few assumptions throughout this project. If you don�t agree with theseassumptions, you probably won�t like what we�ve produced.¥Good RPC: we have an RPC system that provides very good performance (about2 milliseconds round-trip for simple calls, using 3 MIP processors) [22,24], andhas powerful features (most of the Modula-2 type system, plus additionalsupport for remote context handles, marshallable bindings, distributed garbagecollection, and authentication). All the communication with Echo servers usesRPC exclusively.¥Fail-stop servers: we assume that our servers either give the correct answer, orgive no answer (or an exception). They never give a wrong answer. Of course,this is an over-simplification. But any behavior that violates this assumption isby definition a bug and gets fixed. A correct server can measure intervals oftime with no more than a known error bound; however a correct server can havearbitrary performance characteristics.¥Fail-stop media: our storage (disks) either return the data that we stored there, orgive an error (although the error might not be reported until you next try to readthe data). This assumption is very close to being true, we believe.¥Byzantine clients: the correctness of the service (i.e. the answers we give toclients) is unaffected by incorrect clients (or incorrect operating systems onclient computers). An error on a client computer might at worst cause all clientson that computer to get incorrect results, but it cannot cause incorrect results tobe given by Echo to clients on other computers. In other words, we intend thathowever much a client or client computer malfunctions, it seems to clients onother computers just as if that one computer was making strange but validoperations. However, a malfunctioning client or client computer might causedenial of service to others (e.g., by overloading the server, or by maliciousbehavior in the cache token algorithm).¥Liveness: the service is correct independently of the liveness of the clientcomputers, the servers, or the network. But the liveness or performance of thesystem can be affected by the liveness of all of these components.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚5GLOBAL NAMINGEcho provides a global hierarchic name space: a tree of labelled arcs, with a singlecommon root. File names are paths through this naming tree. Each file name path consistsof a series of arcs. The arcs are looked up sequentially in directories, to yield furtherdirectories, until the final arc yields the named object�either a directory or a file. Inaddition, there are symbolic links: resolving an arc might lead to a specialized node thatcontains another name, to be pre-pended to the remainder of the original path. All of thisis just the same as in a conventional centralized Unix system.Unlike a centralized system, Echo�s name space is implemented by multiplecomputers dispersed across the network. Unlike NFS, the Echo name space has a singleglobal root, world-wide. Unlike NFS, the meaning of an arc in the Echo name-space isindependent of the node on which the application using the name is running (mostly; seelater for the exceptions).The Echo name space consists of volumes glued together by junctions. An Echovolume is just a sub-tree of the name space. Each volume resides on a single server (or aset of replicated servers), although one server might implement many volumes. Ajunction is a leaf in one volume, containing a description of the location and identity of afurther volume. During normal name resolution, if an arc leads to a junction the nameresolution mechanism notices this, interprets the junction�s data, contacts a new server forthe identified volume, and continues name resolution at the root of the identified volume.The Echo notions of junctions and volumes are analogous to the mounting of file systemsin a centralized Unix system or in NFS. But in Echo there is an important difference. Thejunction is a static object giving the identity of the child volume. All clients of the systemsee the same volumes in the same places in the name space. Client programs and theiroperating systems take no explicit �mounting� action; the volumes are always in theirplaces. (AFS version 4.0 is using a similar arrangement [17].)Echo�s mechanism of volumes and junctions is open-ended. There are severaldifferent classes of Echo volumes, with slightly differing semantics and properties. Theyare all glued together with this one junction mechanism, transparently to clients. Themost important volume classes in Echo are the Echo name service and the Echo filestore.There is also a volume class providing access to NFS file systems.Figure 1 (overleaf) shows the overall structure of the parts of Echo dealing withname resolution. When the client�s system wants to perform name resolution (e.g. whenthe client application calls �open�), the system presents the name to the Echo file systemswitch. The switch directs the call to a clerk, specialized to one class of volume (initiallythe clerk for the global root volume). This clerk calls appropriate servers to access thevolume. If a server encounters a junction, it returns the junction data to the clerk, whichgives the data and the remainder of the path name to the switch. The switch examines thejunction to determine the volume class, and calls another (or the same) clerk to continuethe name resolution.

6˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemNative programsUnix programs

Local RPCKernel trapsExtensible SwitchClient MachineEcho NS ClerkEcho FS ClerkNFS Clerk

RPC calls toEcho Name ServersRPC calls toEcho File ServersSUN-RPC calls to NFS Servers

EchoFSvolumesNFSvolumes

Echo NS volumes& Domain name serviceFigure 1: The structure of Echo in a client computerThe global root volume in Echo has to provide world-wide service. So we chose aworld-wide name service: the Domain Name Service (DNS) provided in the Internet.DNS provides a tree with essentially the properties just described. You resolve arcs andget to nodes. It�s sufficiently open-ended that you can represent junctions (as textresource records, for example).Echo clients don�t actually communicate with DNS servers. Instead, the Echo nameservers provide surrogate access to data from DNS. When an Echo client wants to accessthe root (DNS) volume, it uses the Echo name service clerk to talk to an Echo nameserver. This server either returns cached data to the client, or talks to the real DNS serverson the client�s behalf. Thus Echo clients need not understand how to locate and talk toDNS servers�instead they use our RPC protocols to talk to Echo name servers. Moreimportantly, though, using the Echo name servers as intermediaries allows us to providebetter availability.Since we�re relying entirely on global naming, our overall availability is limited tothe availability of the root volume. It would be unacceptable if failures in the high levelsof DNS caused failures for all Echo clients. To avoid this, the Echo name servers stash[3] data from DNS in stable storage. If a client asks an Echo name server for data fromthe root (DNS) volume, and the server�s cached data has expired, but the appropriateDNS server is not available, the Echo name server returns its cached copy anyway. Thisstash is long-term, persistent across restarts.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚7 decsrcDomain nameservice comxyEcho nameserviceEcho fileservice pq"abc"

ENS ClerkEFS ClerkEcho SwitchApplication

WorkstationFigure 2: Resolving an Echo global nameThe Echo name servers implement a second class of volumes. We use these nameservice volumes as the next level in our name space, immediately below the root volume.We maintain these volumes using traditional techniques that provide high availability, butlow consistency [2,13]. The name service volumes are replicated. An enquiry can besatisfied by any replica. An update can be made at any replica, and is committed therebefore returning to the client. But the update propagates asynchronously to other replicasof this volume. In principle this update propagation can take a long time, but in practiceupdates almost always reach all the replicas in under one second.Most of the files and directories in Echo are stored in a third class of volumes, theEcho Filestore volumes. These behave more like a conventional file service. Althoughthey are replicated (to provide our fault tolerance), they provide tight consistency�allclients see the same data all the time. These volumes use a scheme involving an electedprimary. (The section on fault tolerance gives more details.) All enquiries are made at theprimary, as are all updates. The primary propagates updates to all available replicas(necessarily a majority) before returning to the client.To see how this works, consider figure 2. A client in a workstation wants to resolvethe path name �/-/com/dec/src/x/y/p/q�. The symbol �/-� means that the path starts at theglobal root. The arcs �com/dec/src� are resolved in DNS, much the same as you wouldresolve the Domain name �src.dec.com�. But as described earlier, this step of the nameresolution is performed by an Echo name server and is cached and stashed. At this pointthe name resolution encounters its first junction (defined by a Text resource record inDNS), which describes a volume in the Echo name service. The client�s system proceedsby contacting the appropriate Echo name server (one of several storing this volume), andpresenting a request to resolve �x/y/p/q� relative to this Echo name service volume(specified by UID). The name server can resolve �x/y�, and returns the junction datafound there. This junction specifies an Echo filestore volume, so the client�s system usesthe Echo filestore clerk to contact the appropriate Echo file server, and asks to resolve

8˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File System�p/q� relative to the identified volume (specified by UID again). This resolution succeeds,and the Echo file server performs whatever operation the client is requesting.The preceding description ignores the effects of caching in the clerks. Each clerkcaches data from its servers; indeed, most names are resolved entirely from the clerks�caches, without contacting any servers at all. The caching algorithms are discussed indetail in a later section.Why not just use DNS and abolish the Echo name service per se? While DNS is veryeffective at naming hosts in a widespread network, it is too rudimentary to be the onlyname service in a distributed system. There is no widely accepted update mechanism, noplausible security mechanism, and only marginal support for enumeration. It reallydoesn�t map very well into Unix file semantics. We use DNS at all only because of itsworld-wide presence. It is essential as the top-level glue, but at the earliest opportunity,we use a junction into our own name service�which does map well into Unix semantics.Why not just use the Echo filestore and abolish the Echo name service per se? Thehigher level parts of the name space have quite different requirements from the lowerlevel parts. At the high level, the organization and contents of the name space changequite rarely, and when they do change it is often because of some significant event orupheaval�adding or removing a user, or re-organizing a department. At the lower levels,the organization and contents are changing rapidly as users create, modify and deletefiles. Further, the availability of the higher levels is more important�if the high levelnames are unavailable, all the descendant volumes become unavailable too. There are noknown algorithms that simultaneously provide tight consistency guarantees andextremely high availability. So we decided that at the higher levels we would usetraditional name service algorithms to maximize availability at the expense ofconsistency, and at the low levels we would use the Echo filestore to provide tightconsistency at the expense of somewhat lower availability.The different consistency guarantees provided by the different classes of volumes aremostly invisible to our clients and users. For example, a user can apply the Unix �ls� and�mkdir� commands equally well in an Echo name service volume and in an Echo filestorevolume. When a program is running on a single machine the looser consistency of thename service is completely invisible unless a name server crashes. But if a distributedalgorithm is running on multiple computers and communicates with different nameservice replicas the looser consistency can be visible. We have had examples of thishappening, and it is quite confusing. In each case, the programmer has agreed that heshould have been storing his data in the filestore instead; but the programmer remaineddistressed by the occurrence.Some of our names aren�t global names. We offer two alternatives. As with otherUnix-like systems, you can present names to be resolved relative to a per-processworking directory. But in addition, names can be relative to a per-process �local root�.For example, the path name �/bin/gcc� is local-root-relative. The local root, �/� is chosenwhen a user logs in, and is inherited when forking child processes. Of course, �/� actuallymaps into some node in the single global naming tree; just the choice of which point isprocess-dependent. This mechanism allows you to make group decisions, such as when toupgrade to a new version of gcc. Since every process created by everyone in the groupuses the same local root, �/� , they all resolve �/bin/gcc� to the same file. But processesbelonging to outsiders, with other values of �/� might get a different compiler. Again,

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚9here we have deviated from our principles�not all names are actually global names,because you don�t really want global naming all the time.Notice that our notion of local roots is quite different from the multi-rooted namespace offered by systems such as NFS and AFS [17,21]. Our local root is just a pointerinto the global name space; the other systems are truly multi-rooted hierarchies.The Echo junction mechanism is quite open-ended. The implementation of the nameresolution algorithm uses an object-oriented registration mechanism, so that additionalvolume classes can be added. For example, we have a volume class that implements�/dev�, and one that provides access to a specialized repository for our source controlsystem. Other possibilities that we have not yet explored include a volume class fornaming processes or jobs.GLOBAL ACCESSTo provide uniform global access we must ensure that all clients see the same data,regardless of where they are in the network. A modification made by one client must beimmediately visible to all other clients. The Echo file servers use a replication schemewith tight consistency (described later), which satisfies this requirement. But if the filesystem is to perform well it must cache information in the client computers. To provideuniform global access these caches must be fully coherent.Why use caches? One reason is to provide better service to the client, by avoidingnetwork delays. (Notice that you can avoid disk delays more simply by caching in theserver.) But another reason is probably more important. If data is cached extensively inthe client�s computer, the load on the server is reduced. In the limit, the server encountersonly new data�written by one client, then read at most once by others. This benefitaccrues even if the client cache is on a local disk, as in AFS [17]; although the clientmight not notice performance improvement when compared to uncached use of a lightlyloaded server, the overall effect is that a server can handle many more clients.The Echo filestore cache is implemented in main memory on the client. This is notfundamental, it�s just an experiment. We could just as well place the cache in pagedvirtual memory or in an explicit local-disk file system without affecting the rest of thisdiscussion. However it is important that the cache is large. Ideally it should contain theclient�s entire medium-term working set, so that the server is used only for reading orwriting new data. In practice today we use about 20 megabytes.There are two major issues in the Echo filestore cache design: how to achievecoherence, and what guarantees the write-behind mechanism should provide.Caching for the Echo Filestore�CoherenceNFS uses a very simple coherence strategy for its client caches. Updates to directories arewrite-through�they go synchronously to the server, and to disk. Updates to files arewrite-behind, but are propagated to the server after the file is closed. This is an attractiveengineering compromise, very simple and quite efficient. But it can produce verysurprising results when executing a distributed algorithm involving shared files. Andthere are frequent complaints about the delays caused by the synchronous directoryoperations.

10˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemWS1WS2FS1

Echo FileServerClient 1Client 2Figure 3: Token traffic between twoclients and one serverThe Sprite system provides a totally coherent cache [19]. Although updates to filesuse write-behind, Sprite uses a token scheme so that if an application on anothercomputer wants to access a file that has dirty pages in a client cache, those pages are firstwritten back to the server for the other computer to access them. Sprite still uses write-through for directory operations. AFS version 4.0 uses a similar scheme.The Echo filestore uses a caching scheme quite similar to Sprite�s, but extended todeal with directories and to cope with replicated servers; we also deal differently withshared writing of files. Here is a simple outline of our scheme; we leave the morecomplex refinements for a separate paper [14]. The Echo filestore servers managetokens, associated with each file. The servers issue these tokens to their clerks in theclient computers. To hold a clean copy of data in its cache, a clerk must hold a readtoken; to hold a dirty copy, a write token. If any clerk holds a file’s write token, no otherclerk may hold read or write tokens on that file; but if not, multiple clerks can hold readtokens. (Note that these tokens have nothing to do with file locks or with which clientshave a file open; they are needed only when a client actually reads or writes file data.)Consider figure 3. If a client on WS1 wants to read a file, its clerk calls the serverFS1 and obtains a read token on the file. Thereafter, the clerk can cache pages from thefile. If WS2 also wants to read the file, it can get a read token at the same time. But ifinstead WS2 wants to write the file, the server calls back to WS1 revoking its read token,before granting a write token to WS2. Now WS1 has no access to the file, but WS2 cancache pages it reads from the file, and can also hold dirty pages for the file�therebyimplementing write-behind. Finally, if WS1 again wants to read the file, the server callsback to WS2 revoking its write token. On receiving this call, WS2 synchronously writesany dirty pages back to the server, before returning from the revocation call. When thiscall returns, the server returns the read token to WS1.This scheme is very efficient for most usage,although it behaves poorly if a single file is beingupdated frequently by multiple computers. In this�shared-write� case, Sprite decides not to cachethe file at all. Our approach has provedsatisfactory in our environment, where we runmostly Unix-style applications that do not makeuse of shared writable files.Notice that choosing files as the granularity ofthe token is quite arbitrary. We could instead haveused a token per page, or issued tokens for byteranges. The per-file tokens require less datastructure, so they are immediately attractive. Per-file tokens seem well matched to typical Unixusage patterns for files�each file is read andwritten in its entirety [18]. In some other systemsthe access patterns are different, and issuing byte-range tokens might be more important. There isexperience of this in other systems [4], and it isplanned for AFS 4.0.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚11WS1WS2

Server A(primary)Server B(standby)Client 1Client 2

Figure 4: Token traffic with areplicated serverWe use exactly the same scheme fordirectories as for files. In this case we are lessconvinced that per-file tokens are the right answer.Our experience so far is leading us to considerwhether we should adopt a more complex tokenscheme for directories, recognizing their specificupdate patterns.Now consider figure 4, which depicts asimilar situation except that the file is being storedon a replicated server (details of replicated storagecome later). In the Echo filestore replicationscheme one replica is elected as primary and theothers are standbys. The token operations justdescribed are done by clerks calling the currentprimary. When the primary fails and a newprimary is elected from the standbys, we need torecover the state of the token algorithms. Toenable this, we dynamically replicate the tokenstate (in each server�s volatile storage). Whenevera client acquires or releases a token, the primarytells each standby (using a 2-millisecond RPC). Soafter a fail-over, the new primary immediately has the token state.One alternative algorithm would have been to recover the token state by calling theclerks. We rejected this because of the vast load it would impose at recovery time, andbecause of the delays if a client was unavailable at recovery time.The final part of the token algorithm is recovery when clients crash (or becomeinaccessible because of network partitions) while holding a token. We use timeouts tohandle this. Tokens are issued to clients as part of a �session� (one session per client-server pair). The token is guaranteed to remain valid only as long as the session. Thesession remains valid only for a few seconds, unless explicitly refreshed by the client�sclerk. So if a client becomes detached by a network partition, within a few seconds theserver and the clerk both agree that the clerk�s tokens can be implicitly revoked. Thiscombination of tokens and timeouts is sometimes called a lease [6].The server doesn�t actually revoke the tokens unless they conflict with a tokenrequested by another clerk�this allows us to ride through many transient networkpartitions without reporting any errors. If a clerk has lost session and one of its clientswants to access a file, the clerk must first contact the server to re-establish its right tohave the appropriate token. If the clerk cannot then contact the server it reports an error toits client. Lost sessions also interact with the write-behind scheme�described thefollowing section. Notice that this scheme does not require synchronized clocks, onlyclocks that agree within a known bounded error rate.Caching for the Echo Filestore�Write-behindThe Echo filestore cache uses write-behind: when a client application creates, writes ordeletes a file, or updates a directory, the system call returns to the client before the

12˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File Systemoperation is transferred to the server or committed to stable storage. We have deliberatelygone further than previous systems in using write-behind, as an experiment. For example,both NFS and AFS use write-through for directories, using write-behind only for filedata. Our write-behind mechanisms are sufficient that a client application could create afile, write to it, re-read it, and delete it, entirely within the client cache. The write-behindmechanism could perform these operations without involving the server at all.To make such elaborate write-behind useful to our application programmers, weneed to give them strong guarantees about what operations actually reach the server, andin what order, so that the application can understand and control the states that it mightencounter after a crash and restart.The guarantee we give is specified as a partial order on the writes and updates thatapplication programs make. We guarantee that the updates made to the filestore�s stablestorage will satisfy this partial order (i.e., although we might merge or eliminateoperations before they reach stable storage, any re-ordering we make will not violate thispartial order). For the purposes of defining the order, we consider any sequence of writesto a single file that don�t alter the length of the file to be a single item; within such asequence the Echo filestore clerk and server can re-order arbitrarily�to increaseperformance. Otherwise, for any particular file or directory, update operations involvingthat directory reach stable storage in the same order that they were issued by theapplications. Since some operations can involve multiple files and directories, this definesa partial order on all the operations requested by the applications. For example, a renameoperation affects up to four objects: the named object, its old directory, its new directory,and the old occupant of its new directory entry. So a rename operation constrains thewrite-behind order of all operations involving any of those four objects. Further, since ourcache is entirely coherent (see the previous sub-section), we can offer this orderingguarantee across updates made by all applications in the entire system, world-wide.Notice that we are constraining only the order in which operations affect stable storage;Echo is still permitted to merge multiple client operations into a single stable storageoperation. For example, we use group commit in our disk updates. Notice too thatalthough we have the flexibility to adjust the order in which operations affect stablestorage, the caches are still fully coherent�all clients see the effects of the operations inthe order that clients requested them.We give the applications two additional controls. The system call fsync blocks untilall outstanding updates to a given file�and all updates that ordering rules guarantee willprecede them�have reached stable storage. The new nonblocking system call fordercounts as an update to each of its (up to four) arguments, although the update alters nocontents. The only effect of forder is to further constrain the overall partial order.So far, our experience with this has been mostly satisfactory. Applications do indeeduse these ordering guarantees to maintain quite elaborate invariants on their stablestorage, and the guarantees do not overly constrain our update algorithms. Theapplications use forder to maintain their invariants, without the need to resort to the muchless efficient fsync.One part we are not yet sure about is how much we will gain from the extensivewrite-behind capability. So far we have performed only minor optimizations on the write-behind stream; for example, we have not yet eliminated temporary files from the servertraffic.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚13We have observed one interesting tension in this scheme. With so much write-behind, the queues of updates that haven�t yet reached stable storage can get quite long�several minutes, if an application is issuing file system updates in a tight loop. While thisis good for reducing server peak loads by smoothing out the offered load, it is bad forusers who expect their work to be saved promptly on disk. We have added a watchdogmechanism to the clerk to reduce the danger of losing large amounts of work. If thewrite-behind queued up for a particular volume is more than five minutes old, the clerkblocks all applications that request more updates on that volume until the server catchesup. This watchdog never goes off in normal use, though we can trigger it with testprograms.The most distressing problem in designing a cache that has write-behind is whathappens when a clerk loses its session (and its tokens) because of a network partition orbecause of server failures not masked by our fault tolerance mechanisms. In this situationthe clerk has a queue of operations that it has accepted from clients, but that it cannotcommit to the servers� stable storage. The clerk must decide what to do with theoperations, and how to report the failure to its clients. Notice that this problem does notarise in centralized systems, because there the clients crash at the same time as the filesystem. We are still unsure of the best way to report such failures�our initial designhas not proved entirely satisfactory. In it, when a clerk loses its session on a volume, theclerk invalidates all application open files and working directories in that volume, butallows applications to reopen their files (and directories) using absolute pathnames. Thisscheme is meant to stop naive applications from continuing to modify the volume underthe false assumption that their previous modifications were successful, yet allowsophisticated applications to recover. But in practice we have found both applicationsthat fail with confusing error messages when they should recover (such as interactiveshells), and applications that continue (using absolute pathnames) when they shouldquit. As a result we have explored some alternative designs; we discuss this issue furtherelsewhere [14].Caching for the Echo Name ServiceThe name service cache is vastly simpler than the filestore cache, for two reasons. First,updates are quite rare, so coherence is less important. Second, the servers do not providetight consistency for updates, so a little inconsistency in the caches won�t make mattersany worse. The name service clerk caches data from its servers for up to 30 seconds. Anenquiry will return cached data if the data is less than 30 seconds old, otherwise it willask the server and then update the cache. An update updates the cache on return fromupdating the server. This very simple algorithm has been satisfactory�both in terms ofthe answers given to clients, and in terms of reducing server load.GLOBAL SECURITYThe Echo file system uses a distributed security facility that was developed as part of aseparate project at our research center and that is described in detail elsewhere [12]. Sothis paper gives only a few highlights of Echo’s security, with emphasis on how theyaddress our requirements.

14˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemAll communication between Echo servers and their clerks is authenticated. In otherwords, the clerk and server always know the identity of the principal making or receivingan RPC call. These principals are identified by global names in the same name space aswe are using for file naming�rooted in the domain name service, with sub-treesimplemented in the Echo name servers and file servers.All Echo objects�files, directories, volumes, and servers�are protected by accesscontrol lists (ACL�s), which specify what principals may perform what operations on theobjects. An ACL is a set of names and access rights. The names in ACL�s can beprincipals, or the names of other ACL’s (�groups�) stored elsewhere in our global namespace.The authentication and access control schemes will work even across a world-widedistributed system. They provide for differing levels of trust at differing levels in thename space, and secure cross-links to by-pass untrusted levels of the name space [5].Our servers enforce the security of the objects they contain. They do not trust theirclerks. The clerks are responsible for multiplexing correctly amongst multiple principalson the same computer.This design sounds wonderful, but you may not be convinced it’s implementable. Tobecome convinced, you need to read the papers on our security system cited above.FAULT TOLERANCEIt is important to distinguish two concepts: �reliability� and �availability�. Providing areliable system means that we will not lose or corrupt your data. Providing an availablesystem means that we will let you get at your data.The basic technique for providing reliability is to replicate the data storage. In otherwords, write all data to disk more than once. How many times more is a parameter,selected by you based on the value of your data, the probability of disk errors, and thecost of disks. Modern disk storage is very good. It is extremely unlikely that it willcorrupt data without reporting an error (i.e., it is fail-stop). It�s also highly likely to storedata correctly. Generally, having two copies of the data is sufficient�at that level, you�remore likely to lose data through operator error or earthquake than through disk error.The basic technique for providing availability is to replicate the storage access paths.At the extreme, this implies replicating the disk drive too, since the disk itself is part ofthe access path. But in reality, modern disk drives are a lot more reliable than computers,and vastly more reliable than computer software. So if you want high availability, but youare satisfied with single-disk reliability, it is attractive to replicate the server withoutreplicating the disks.Fault Tolerance in the Echo Name ServiceAs mentioned earlier, the Echo name service achieves fault tolerance with techniques thatare by now traditional. The overall architecture is very much like that described in aprevious paper [15]. For each name service volume, there is a set of replicas. Each replicauses disk storage for a complete copy of the volume. An enquiry can be made at anyreplica, as can an update. Updates propagate asynchronously to all other replicas. A name

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚15

2:AB1:3:124:5:12AB6:

AB12 netAB12 netFigure 5: Echo filestore configurationsservice volume is available and reliable as long as one replica is running. There is nothingnew here.Fault Tolerance in the Echo Filestore�Configurations and ElectionsThe Echo filestore is quite flexible in its provision of fault tolerance. Various parts of thefilestore can be configured to provide more or less reliability (by replicating diskstorage),and more or less availability (by replicating servers). The challenge here is toprovide these fault tolerance mechanisms while retaining our strong consistencyguarantees: that an update made by one client is immediately visible to any other client,and that an update once committed is never undone. (From the client�s point of view,�committed� is defined according the the write-behind rules I described earlier; but at theserver interface, each update operation commits before the operation returns to the callingclerk.)Volumes are grouped into boxes. Each box contains the entirety of some set ofvolumes, with no other relationship required amongst the volumes. The allocation ofvolumes to boxes is purely a managerial decision. The box is the unit of replication. Eachbox is stored on one or more replicas, each of which occupies some number of physicaldisks. Each box replica can be accessed by one or more servers.Figure 5 shows the possible configurations. Configuration 1 is the minimal one:neither the data nor the server is replicated. In configuration 2, we offer higheravailability by using dual-ported disk hardware so that two servers can access the samedisk. The servers use an election scheme (described later) to decide which is primary. Theprimary does all disk accesses, until it crashes. In configuration 3 we provide highreliability (without enhancing availability) by storing the data on two disks. On everyupdate, the server records the update on both disks before returning to the calling clerk(and client). Configuration 4 is the combination of 2 and 3: it provides high availabilityand high reliability. Again, the servers elect a primary, which performs all updates,writing them to both disks.Configurations 5 and 6 provide much the same level of availability and reliability as

16˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemServer AServer Bwitness12

XYFigure 6: An election in the face of network partitionsconfiguration 4, but with different hardware. Instead of using dual-ported disks, theprimary must communicate with the second disk across the network. In configuration 5,the second disk is accessible only through the second server, but even without it theremaining server can provide service.The algorithm for electing a primary amongst replicated servers is basicallystraightforward, although the details get quite complicated. We use a majority votingscheme: every disk replica gets one vote; whichever server gets a straight majority of thevotes is the primary. The votes belong to disks, and they are accumulated by servers. Aserver can get the vote from a disk in various ways, depending on the configuration. Inthe dual-ported configurations (2 and 4) a server gets the vote by persuading the dual-porting hardware to give it ownership of the disk; or it allows the other server to get thevote by disconnecting from the disk. In configuration 5 (disks directly connected to singleservers), the directly connected server controls where the disk�s vote goes. Inconfiguration 6 (disk servers on the network), the disk server hardware chooses where thevote goes.The typical configuration has exactly two servers with exactly two disk replicas. Ifthey are both connected and running, one will defer to the other (based on processor UID,for example). But if the network is partitioned so that there is no communication betweenthe replicas and both are running, neither would get a majority. To avoid this weconfigure the system with three votes: one cast by each disk replica, and one cast by abystander called a witness. The witness does not store files (at least, not for this box�inpractice the witness is a file server for some other box), it just casts a vote. In any singlenetwork partition, the witness is accessible to one or the other server, so that server willget 2 votes�a majority. If there are multiple network partitions it is possible that noserver will get a majority. In such a case no service will be provided.Figure 6 shows an election in the face of network partitions. If there is a networkpartition at point X, the witness will vote with server B, but if there is instead a networkpartition at point Y the witness will give its casting vote to server A. If the network ispartitioned at both X and Y, neither A nor B will get a majority, and no service will beprovided.There is one important improvement to this algorithm. If the primary that getselected has an up to data copy of the token and session data structures, we will be able to

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚17provide uninterrupted service to our clients. Otherwise, the clerks will have lost theirtokens and might have to report failures to their clients. So in reality our electionalgorithm biases the result toward a server that has this data.Notice that this election just decides which server will be primary. We need a furtheralgorithm to decide which disk replicas contain �truth� data and to reconcile the replicas.This is outlined in the next section.Fault Tolerance in the Echo Filestore�Updates and RecoveryThe Echo filestore uses a log (or journal) for recording updates on each box�s diskstorage. When a client�s clerk calls a server to make an update, the server verifies theoperation�s pre-conditions, updates the server�s volatile data structures, then writes a logrecord on one of its disks. If the box is replicated, the log record is written on all replicas.Then the server returns from the RPC call made by the clerk. When the clerk regainscontrol, it knows the update has been committed to disk. Asynchronously, the serverapplies updates to their �home� location on its disks, and removes the update record fromthe log. (Actually, if the update is a large data write�more than 4K bytes�the write ismade synchronously to the home location, with only a brief notation in the log.)As an optimization, we have written our servers so that in the absence of crashes theynever need to read the log. We do this by ensuring that the server�s buffer pool containsall the data affected by the log entries. This requires a substantial buffer pool in theservers�we use about 80 megabytes shared between this function and normal caching ofpages to avoid disk reads�but the gains from never seeking or reading the logging diskcan be substantial.This also requires a substantial buffer pool in the servers�we useabout 80 megabytes (shared between this function and normal caching of pages to avoiddisk reads).Other file system designers have explained the attractions of logging, which arenumerous [7]:¥Server throughput can be increased, because the log is written sequentiallywithout seeks; the seeks happen asynchronously when the server writes theupdates to their home locations, hopefully at a time of lower overall load.¥Server availability can be increased, because restarting from a log can be faster.There is no need to have a program such as �fsck� verify file system invariants,because each log entry by definition preserves the invariants.¥Server performance can be increased, because the server can use �groupcommit�: write a single log record in one disk operation to describe multipleclient operations.¥Atomicity can be improved, giving stronger guarantees to clients: a single logrecord, written in a single disk operation, can describe an update (such as�rename�) that affects several parts of the file system simultaneously. Othermechanisms can achieve this atomicity, but logging is by far the simplest.But even without those advantages, the use of a log would be attractive because itoptimizes and simplifies our replication algorithms, in the following two ways. (More

18˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File Systeminformation about the logging techniques used in Echo is presented in another paper[10].)In configurations 2, 4, and 6 described earlier, the primary server has direct access toall disks, without communicating with the secondary server. Since the primary can writethose disks simultaneously, the performance penalty for replicating the data is slight. Butif the primary crashes, the secondary would need to read the entire log in order toreconstruct the dynamic state that allows it to interpret the rest of the disks. This couldtake many minutes, during which no service would be available. We can use log recordsto accelerate this. After the primary has written the log record for an update (and returnedto the clerk) the primary can asynchronously forward the log record to the secondary. Thesecondary can apply these forwarded log records to its dynamic state, so that its statetracks the primary�but lagging by a few log records. So after a crash of the primary andthe subsequent fail-over, the new primary (old secondary) can recover the entire dynamicstate by reading and applying just those few log records. This substantially reduces fail-over time.The second way that logging helps replication is that the log can be used to reconcilereplicated disks. The basic idea here is simple. During recovery, all we need to do ispropagate log records from one replica to another, or discard log records on a replica, sothat the logs of all the currently available replicas become identical. The only complexityis deciding which log records to keep. There are two constraints. First, we must keep alllog records corresponding to updates for which some clerk has been told that the updatewas committed to stable storage. Second, if some replica recorded a log record thencrashed, and subsequent updates were made without considering this log record (becausethis replica was not available), then this log record must be discarded.A complete description of our recovery scheme would be too complicated for thispaper. The following description is a subset of the actual algorithm�it gets the correctanswer, but it omits several optimizations. These optimizations are essential if the systemis to perform well and have good availability characteristics. If you want moreinformation, read our research reports about the recovery algorithm [10] and aboutavailability [23]. These reports include the optimizations, together with more rationaleand an exploration of related work by other researchers.Our recovery scheme is driven by epoch numbers; the algorithm ensures that theseare unique and monotonic increasing over the entire set of replicas of a box, for all time.In the following description, �committed update� means an update for which some clerkhas been told that the update is safely stored in our stable storage.Whenever a replica might have left the set of servers providing service for a box (e.g.on a cold start or when one replica crashes) we stop offering service and take thefollowing steps:1.Choose a primary to carry out steps 2 through 5. In general this requires anelection as described earlier, but sometimes the previous primary still has amajority of votes and no new election is needed. Call the set of replicas thatvoted for this primary the active replicas. If at any time the primary is unable tocontact one of the active replicas to carry out a step, or an active replica�s votetimes out, immediately stop and return to step 1.

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚192.Choose a new epoch number E greater than any used previously by any previousrun of this step as follows:a.Read the possibly chosen epoch previously recorded in the stable storage oneach of the active replicasb.Let E be one greater than the largest value read.c.Write E as possibly chosen epoch on each of the active replicas.d.If we complete these steps without failure, E is chosen; otherwise we returnto step 1.3.Reconcile the active replicas (described below). After this step all the activereplicas contain identical data, apart from some optimizations described later.This identical data contains all the committed updates.4.Write E as the service epoch on each of the active replicas.5.Now we can offer service again, using the primary and active replicasdetermined in step 1.In step 3, the primary determines the latest service epoch recorded on any of the activereplicas. Call this epoch S. Then for each active replica R there are two possible states:a.If R�s service epoch is equal to S, then R was an active replica in an epoch S thatgot at least to step 4 of recovery�this is the common case. Therefore R wasreconciled in step 3 of that epoch, so it has all the committed updates performedprior to epoch S. Also, R has all the committed updates performed during S. ButR might also have some log records for updates that were in progress whenepoch S ended. Reconciliation is just a matter of applying these additional logrecords to the other active replicas for epoch E, or removing them from R.b.If R�s service epoch is less than S, then R was not active in the most recentepoch, and thus might not have the most recent committed updates�thishappens if R was down while other replicas were providing service. Also, Rmight have log records for uncommitted updates that were in progress the lasttime R was active, but were discarded during a later reconciliation that R did notparticipate in; these must be discarded. It’s easy to see that at least one activereplica in step 3 must be in state (a), so at worst we can recover R by whole diskcopy from such a replica.One important optimization to this algorithm is to allow for adding a witness to make thenumber of replicas odd. With small changes to steps 3 and 4, some replicas can bewitnesses; they do not keep a copy of the replicated files and do not participate in normalservice, but they do need some stable storage to record epoch numbers for use inrecovery.Another useful optimization affects replicas in state (b) during the recoveryalgorithm. If a replica has been off line for a long time, the amount of updating needed to

20˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File Systembring it up to date might be substantial, and could cause an unacceptable delay inoffering service. So we mark such replicas as being temporarily out of date, and offerservice using the other active replicas. In effect, an out-of-date replica is demoted to thestatus of a witness, then promoted again when it is brought up to date. This procedurecan reduce our availability (or even reliability) if another replica fails before the out-of-date replica is updated, but in return we get faster recovery and thus better availabilitywhen there is only one failure.A third optimization�too complicated to explain here�is to use a two-phaseprocess for moving to a new service epoch in step 4. This change speeds the recoveryalgorithm in certain cases by improving the handling of some uncommon failure patternsthat needlessly move replicas from state (a) to state (b) in the basic algorithm.The full algorithm is also complicated by the possibility of adding new replicas, ordestroying old ones.There is a substantial literature on replication and recovery algorithms, butsurprisingly few of the results are suitable for replication in a distributed file system. Onesimilar algorithm has been described by Kazar [11]. Many of the other algorithms eitherassume that network partitions cannot occur (and can give incorrect results if they dooccur), or rely on 2-phase commit algorithms without exploring their failure behavior.We repeat: the above is a much simplified description of our recovery algorithm. Outother research reports [15,23] provide the details.HOW WELL DID WE DO?Echo was in full service within SRC from November 1990 until the summer of 1992. Itwas the file system used by about 50 researchers for almost all their daily work�mail,programming and entertainment. It contained about 25 gigabytes of data, using 50gigabytes of disk (since we had configured all our volumes with two replicas). Themechanism described for stashing data from DNS was not fully implemented�we didn�tactually make calls on the DNS and didn�t actually store junctions there. Instead we havemanually stashed this information in the Echo name service.The Echo filestore included a real backup system�so users stored real files in Echo.Actually we had two backup systems. One was integrated into the replication mechanism,and effectively worked as a replica that is almost always off-line. The �back-upalgorithm� was just the recovery algorithm. This meant that the information stored on thebackup tapes formed an instantaneous snapshot of some previous state of the volumes.Our other backup system was �tar� tapes. While they didn�t form a snapshot, they wereinsensitive to bugs that might have cropped up in the Echo implementation. All our usersare willing to believe we could get their files back from a tar tape, but it required a lotmore faith to believe we could get them back from an off-line replica.Development on Echo stopped in early 1992 when the project to port Taos, theoperating system hosting Echo, to more modern hardware was canceled. Functionally itsatisfied the requirements laid out in this paper. Work remained to be done if we were toachieve appropriate levels of availability and performance. Much of that work wouldhave required faster and more reliable hardware. One of the design assumptions of Echowas that computation was cheap relative to communication. Unfortunately computationwas not cheap enough in our environment of 3 MIPS processors connected with a 100

The Echo Distributed File System˚˚˚˚˚¥˚˚˚˚˚˚21Megabit-per-second switch-based network. Current and prospective environmentsprovide a more balanced picture: workstations at 100 MIPS, servers at 400 MIPS ormore, and networks at 160 or 1000 Megabits-per-second. In that sort of environment, theEcho design would work well.Even so, Echo’s performance was comparable to a reasonable quality centralizedUnix implementation on similar hardware. Its performance was better than most NFSimplementations of the time�few of those could support 50 demanding users reading asingle volume.Echo�s availability was reasonable, and was improving when we went out of service.We made frequent use of the fail-over mechanisms to install new server versions, and todebug servers; only the most observant clients noticed when we did that. When underactive development, the availability was limited by our recently introduced bugs. At othertimes it was limited by a combination of flaky experimental hardware and inadequatesystem management. The most difficult availability problem we experienced was loadcontrol. Our servers had limited resources (128 megabytes of memory, 16 megabytes ofDMA address space) and it proved remarkably difficult to avoid crashes or deadlockscaused by over-load. We got those problems under control, but we have little confidencethat an additional doubling of the user community would not cause additional problems.Echo�s reliability was very good. Though during our period of service we had morethan 10 disk failures, none of them caused us to lose data. (However we once lost someupdates due to a software bug in the reconciliation code.)The advent of global naming was very satisfactory. It was very pleasant to know thatyou could log in to any workstation in the building and see the same files. We hadoriginally intended to integrate a remote site into the Echo name space, but this goal wasnever realized. Surely running over a wide area network would have caused somechanges to the timeouts on the caching protocols.The caching worked out quite well. For example, all our users shared the samerepository of released code and programs. The caching was good enough that we handledthe load with a single server, even though each client workstation had the sameprocessing power as each of our file servers.Our guarantees on write-behind order did indeed make it easy for applications tomaintain their invariants without resorting to excessive �fsync� or �sync� calls. On theother hand, as discussed earlier we are still uncertain of the best design for reportingwrite-behind failures.We believe that the Echo design addresses many, but not all, of the problems ofscale. For example, it would probably be attractive to add some form of load-sharing forreads�so that we could handle more clients of a single volume. A scheme ofautomatically updated read-only replicas such as is included in AFS 4.0 would probablybe satisfactory [17]. We also believe that there is a place for higher-level replicationtechniques to cover wide-areas, such as the siphon mechanism that has been describedelsewhere [20]. This seems necessary because there is no design for tightly synchronizeddata that performs well in the presence of high latency and low reliability connections.Technology trends continue to favor systems based on the same assumptions asEcho. Though the Echo implementation did not achieve everything we had planned for it,we think that the Echo system embodies many of the principles and techniques that willbe pursued in future distributed file systems.

22˚˚˚˚˚¥˚˚˚˚˚˚The Echo Distributed File SystemREFERENCES1.Birrell, A. et al. Global authentication without global trust. Proc. IEEE Symposium on Securityand Privacy, Oakland, 1986.2.Birrell, A. et al. Grapevine: an exercise in distributed computing. Comm. ACM 25, 4 (Apr.1982).3.Birrell, A. Position paper for 3rd European SIGOPS Workshop. Abstracted in SigOps Review23, 2 (April 1989). Page 16.4.Burrows, M. Efficient data sharing. Ph.D. thesis, Churchill College, Cambridge, Sep. 1988.5.Gasser, M. et al. The Digital distributed system security architecture. Proc. 12th NationalComputer Security Conference, Baltimore, 1989, 305-319.6.Gray, C.G. and Cheriton, D.R. Leases: An efficient fault-tolerant mechanism for distributedfile cache consistency. Proc. 12th Symp. on Operating Systems Principles ACM SIGOPS,(Dec. 1989), 202-2107.Hagmann, R. Reimplementing the Cedar file system using logging and group commit. Proc.11th Symp. on Operating System Principles, ACM SigOps, Nov. 1987, 155-162.8.Hisgen, A., et al. Availability and consistency trade-offs in the Echo distributed file system.Proc. 2nd Workshop on Workstation Operating Systems, IEEE, (Sep. 1989), 49-549.Hisgen, A., et al. Granularity and semantic level of replication in the Echo distributed filesystem. Proc. Workshop on the Management of Replicated Data, IEEE, (Nov. 1990), 2-4.10.Hisgen, A. et al. New value logging in the Echo replicated file system. SRC Research Report104 Digital Equipment Corporation, Palo Alto, 1993.11.Kazar, M. Ubik: replicated servers made easy. Proc. 2nd Workshop on Workstation OperatingSystems, IEEE, Sep. 1989.12.Lampson, B.W. et al. Authentication in distributed systems: theory and practice. Proc. 12thSymp. on Operating System Principles, ACM SigOps, Nov. 1989, 165-182.13.Lampson, B.W. Designing a global name service. Proc. Fifth Symposium on the Principles ofDistributed Computing. ACM, 1986.14.Mann, T. et al. A coherent distributed file cache with directory write-behind. SRC ResearchReport 103, Digital Equipment Corporation, Palo Alto, 1993.15.Mann, T. et al. An algorithm for data replication. SRC Research Report 46, Digital EquipmentCorporation, Palo Alto, 1989.16.Mockapetris, P.V. RFC1034 Domain names - concepts and facilities. (November 1987)17.OSF, OSF DCE 1.0 Application Development Reference, 2, (Dec. 1991).18.Ousterhout, J. et al. A trace-driven analysis of the Unix 4.2 BSD file system. Proc. 10th Symp.on Operating System Principles, ACM SigOps, Dec. 1985, 15-24.19.Ousterhout, J. et al. The Sprite network operating system. Computer 21, 2 (Feb. 1988), 23-35.20.Prusker, F.J. and Wobber, E.P. The siphon: Managing distant replicated repositories. PRLResearch Report 7, Digital Equipment Corporation, Paris, 1991.21.Satyanarayanan, M. The ITC distributed file system: principles and design. Proc. 10th Symp.on Operating System Principles, ACM SigOps, Dec. 1985.22.Schroeder, M. and Burrows, M. Performance of Firefly RPC. ACM Trans. Comput. Syst. 8, 1(February 1990).23.Swart, G. et al. Availability in the Echo file system. SRC Research Report 112 DigitalEquipment Corporation, Palo Alto, 1993.24Tanenbaum, A. et al. Experiences with the Amoeba distributed operating system. Comm.ACM, 33, 12 (December 1990).