Automatic Reconfiguration in AutonetThomas L. Rodeheffer and Michael D. SchroederSeptember 18, 1991SRC Research Report 77This report is an expanded version of a paper that has been acceptedfor presentation at the ACM Symposium on Operating SystemsPrinciples, October 13-16, 1991.� Digital Equipment Corporation 1990.This work may not be copied or reproduced in whole or in part forany commercial purpose. Permission to copy in whole or in partwithout any payment of fee is granted for nonprofit, educational, andresearch purposes provided that all such whole or partial copiesinclude the following: a notice that such copying is by permission ofthe Systems Research Center of Digital Equipment Corporation inPalo Alto, California; an acknowledgement of the authors andindividual contributors to the work; and all applicable portions of thecopyright notice. Copying, reproducing, or republishing for anyother purpose shall require a license with payment of fee to theSystems Research Center. All rights reserved.

ABSTRACTAutonet is a switch-based local area network using 100 Mbit/sfull-duplex point-to-point links. Crossbar switches are intercon-nected to other switches and to host controllers in an arbitrary pat-tern. Switch hardware uses the destination address in each packet todetermine the proper outgoing link for the next step in the path fromsource to destination. Autonet automatically recalculates these for-warding paths in response to failures and additions of network com-ponents. This automatic reconfiguration allows the network to con-tinue normal operation without need of human intervention. Recon-figuration occurs quickly enough that higher-level protocols are notdisrupted. This paper describes the fault monitoring and topologyacquisition mechanisms that are central to automatic reconfigurationin Autonet.

11 . IntroductionAutonet is a switch-based local area network. In an Autonet,12-by-12 crossbar switches are interconnected to other switches andto host controllers with 100 Mbit/s full-duplex links in an arbitrarypattern. In normal operation each packet follows a precomputedlink-to-link path from source to destination. At each switch, hard-ware uses the destination address in each packet as the lookup indexin a forwarding table to determine the proper outgoing link for thenext step in the path. An earlier paper [15] provides an overview ofthe Autonet design. In the present paper we concentrate onautomatic reconfiguration in Autonet.Automatic operation and high availability are important objec-tives for Autonet. Our goal was to make Autonet look to host com-munications software like a fast, high-capacity Ethernet segment thatnever failed permanently. To provide automatic operation and highavailability an Autonet automatically reconfigures itself to use theavailable topology of switches and links. A processor in each switchmonitors the directly connected links and neighboring switches.Whenever this monitor notices a change in what is working (eitheradditions or removals), it triggers a distributed algorithm on allswitch processors that determines and distributes the new networktopology to all switches. Once each switch knows the new topology,it recalculates routing information and reloads its forwarding tableto permit operation with the new topology. This automatic recon-figuration is fast enough that high-level communication protocols arenot permanently disrupted, even though client packets may be lostwhile reconfiguration is in process.When an Autonet is installed with a redundant topology, au-tomatic reconfiguration allows it to continue to provide fullinterconnection of all hosts as components fail or are removed fromservice. If there are so many failures that connectivity is lost, theAutonet will partition, but service will continue within eachconnected portion. When components are repaired, or the topologyis extended with new switches or links, automatic reconfigurationincorporates the added components in the operational network.Autonet has been the service LAN for our research centersince February of 1990, with 31 switches providing service to over

2100 hosts. Operational experience has allowed (forced) us toimprove the sensitivity, stability, and performance of the automaticreconfiguration mechanisms. So this paper, in addition to giving amore detailed description than we have previously published onreconfiguration in Autonet, also highlights the important changesthat were dictated by our experience.The paper is organized as follows. Section 2 comparesAutonet with other networks with automatic reconfiguration.Section 3 gives the overall structure of reconfiguration in Autonet.Section 4 discusses monitoring and Section 5 topology acquisition.Section 6 presents conclusions.2 . Reconfiguration in Other NetworksThe standard example of automatic reconfiguration in a com-puter network is the ARPANET [10, 11]. The principle differencesbetween ARPANET and Autonet relate to the fact that ARPANET isdesigned as a wide-area, moderate-speed network while Autonet isdesigned as a local-area, high-speed network.The ARPANET performs store-and-forward routing based ontopology descriptions maintained at each switch (IMP), and toleratestemporary forwarding loops by discarding packets if necessary.Each switch regularly broadcasts updates of the status of its locallinks.The Autonet switch hardware processes packets first-come-first-served from each link and uses cut-through to decrease the ex-pected delay through the switch. This design was chosen because itprovided the best light-load performance for the simplest hardware.However as a consequence, transient forwarding loops might resultin deadlock and thus cannot be tolerated. We do not have efficientmeans of detecting a deadlock or of clearing one. We took the sim-plest approach of rapidly recalculating the entire topology wheneverit changes and expunging all old forwarding tables before installingany new ones. This global-recalculation design is simpler than in-cremental approaches and represents an appropriate engineeringtradeoff for a moderate-sized network of several dozen switches. Another network that provides automatic topology mainte-nance is PARIS [2]. Like ARPANET, PARIS maintains a topologydescription at each switch via regular broadcasts of local link status

3updates. PARIS is designed more as a fast connection network than apacket switching network. Packets travel on explicit source routeswhich are determined at connection setup by examining a descriptionof the current topology. Topology changes have no effect on exist-ing connections, except that a link failure kills all of the connectionsusing that link. Link updates are distributed reliably and with veryhigh bandwidth by hardware flooding over a spanning tree managedby the software. The software tree management is very careful notto introduce inconsistencies into the tree. In contrast to PARIS, Au-tonet routes each new packet independently and thus automaticallymaintains ongoing conversations by routing around link failures andexploiting link recoveries.Bridged Ethernet [13] is another network that provides auto-matic reconfiguration. The principle difference from Autonet is thata bridged Ethernet supports multiple-access links with no way to dis-tinguish forwarded packets from originals. A bridged Ethernetcarefully maintains a loop-free forwarding tree so that each bridgecan deduce what to do with each packet. Although the time constantsrequired to maintain consistency in the forwarding tree are on theorder of several seconds, a bridged Ethernet does eventually adapt toany topology change. In contrast, Autonet has an implicit addressingstructure induced by its point-to-point links. An arriving packet is al-ways known to be intended for the recipient, at least as an inter-mediate hop. We also designed a packet encapsulation using net-work-assigned destination addresses, in order to make forwardingeasier (much like Cypress [4]). As a consequence, Autonet uses moreforwarding paths and reconfigures much faster than a bridged Eth-ernet.3 . The Structure of the Automatic ReconfigurationMechanismAutomatic reconfiguration in Autonet involves three maintasks: monitoring, topology acquisition, and routing. Monitoring in-volves watching the neighborhood of each switch to determine whenthe network topology changes. Topology acquisition involvescollecting and distributing the description of the network topology.Routing involves recalculating the forwarding table at each switch.

4Monitoring determines which links are useful for carryingclient packets from one switch to another. From the point of view ofreconfiguration, a link is useful if and only if it has an acceptable er-ror rate in both directions, the nodes at each end are distinct, opera-tional switches, and each switch knows the identity of the other. (Aswitch is identified by a 48-bit unique identifier stored in a ROM.)Topology acquisition and route recalculation is triggered wheneverthe set of useful links changes. Of course, host-to-switch links alsocarry client packets, but changes in the state of such links never trig-ger topology acquisition and route recalculations. At most, changesin the host links to a particular switch cause locally calculatedchanges in that switch�s forwarding table. So, from the point ofview of network reconfiguration, we largely ignore such links.Monitoring guarantees that topology acquisition (and client)packets will not travel over a link unless both switches agree the linkis useful. Because there are two switches involved there will alwaysbe transient disagreement whenever the link is changing state, but themonitoring task makes the period of disagreement as brief as pos-sible. A monitor runs independently for each link in each switch andis always active. It will trigger topology acquisition whenever itslink changes from useful to not useful or vice versa. The monitorsguarantee that, eventually, links remain stable in one state or theother long enough that topology acquisition and routing can finish.Topology acquisition is responsible for discovering thenetwork topology and delivering a description of it to every switchthat is currently part of the network. This task runs in an artificialenvironment in which changes in link state do not occur. When twoswitches disagree about the state of a link, the task does not complete.The artificial environment is implemented on top of the monitoringlayer by means of an epoch mechanism: any change or inconsistencytriggers a new epoch corresponding to a new stable environment.Topology acquisition is a distributed computation that spreads to allswitches from the one where a link monitor triggered it.Routing, the final task of reconfiguration, uses the topologydescription to compute the forwarding tables for each switch.Because each switch knows the entire topology, each can calculate itsown forwarding table. In this paper we are not concerned with thealgorithm for constructing the forwarding tables. During topology

5acquisition and routing, the switch discards client packets. Once theforwarding table has been recalculated, a switch is able to forwardany client packets it receives. The reason for discarding clientpackets during reconfiguration is to prevent deadlock.The remainder of the paper concentrates on monitoring andtopology acquisition. In considering these topics in more detail wecan model the Autonet as a collection of nodes (switches) with num-bered ports. Nodes may be interconnected in an arbitrary pattern byfull-duplex, port-to-port links. Each node is a computer that cansend and receive packets on each attached link that works. Eachnode has a predetermined unique identifier. From now on we willlargely ignore links to hosts, the hosts themselves, forwarding ofhost packets, and even the forwarding tables in the switches.The neighborhood of a node N is the set of all useful switch-to-switch links that have N as one endpoint. The neighborhood of aset of nodes is the union of the neighborhoods of the members. Au-tonet reconfiguration can be characterized in terms of theseneighborhoods. The monitoring task on node N is responsible forknowing the current neighborhood of N, and for initiating a topol-ogy task whenever the neighborhood changes. Topology acquisitionworks by building a spanning tree, merging neighborhoods of largerand larger subtrees until the root has the neighborhood of the entiregraph, and then flooding the topology down the spanning tree to allnodes.We are now ready to describe monitoring and topologyacquisition in more detail. In this discussion, �packet� and �signal�refer to information passing between separate nodes over a con-necting link. Packets are regular data packets whereas signals aretransported in link protocols below the level of packet traffic. �Mes-sage�˚refers to information passing between software components ina single node.4 . MonitoringThe monitoring task imposes a model that allows only twotypes of changes in a node�s neighborhood: link failure, which re-moves a connection from the network topology, and link recovery,which adds a connection. All changes in network interconnectionresult in some combination of these two types of neighborhood

6change. For example, if a technician powers off a switch, all of theadjacent nodes see link failures on their links to the dead node.The monitoring task responds rapidly to link failures and lessrapidly to link recoveries. Link failure, especially abrupt failure,must be detected and reported quickly, because failure can disruptongoing client communication. It is not so urgent to rush back intoservice a link that recently gave problems. Although it is true thatlink recovery might heal a network partition or increase network ca-pacity, repairing or adding a link usually takes quite a bit of time, soclients usually will not notice a small additional delay. Many net-works, for example, the ARPANET, have a delay before placinglinks back in service [7]. By delaying longer as a link proves itsunreliability, we achieve network stability despite intermittentfailures.A useful link is one that allows bidirectional packet transferwith acceptably low error rates between two distinct nodes. Theonly way this condition can be verified, of course, is for the twonodes to periodically exchange packets, and this is what themonitoring task does. This strategy has the advantage that it is anend-to-end check [14]. It has the disadvantage that failure detectionmay not be very prompt, because it depends on a timeout whoseminimum value is bounded by processing overhead. In order to giveprompt detection of expected modes of link failure, the monitoringtask also treats certain kinds of hardware errors as indicating failure.For example, if more than three link coding violations are detectedin a ten-millisecond interval, the monitoring task immediately as-sumes that the link has failed.The monitoring task is organized as two layers: a transmissionlayer and a connectivity layer. The transmission layer deals withproper transmission and reception of data on the link as seen by thehardware. It makes sure that problems on this link do not interferewith other links and it responds promptly to expected modes of linkfailure. The connectivity layer, which rests on top of the trans-mission layer, deals with exchanging packets with the remote nodeand agreeing on the state of the link. Both of these layers make useof a method for defending against intermittent operation called theskeptic. We describe the skeptic and then the two layers of the moni-toring task in detail.

74.1.The SkepticThe skeptic limits the failure rate of a link by delaying its re-covery if it has a bad history. Without the skeptic, an intermittentlink could cause an unlimited amount of disruption: we are espe-cially concerned with limiting the frequency of reconfigurations.There are four requirements in the design of the skeptic: 1) A linkwith a good history must be allowed to fail and recover several timeswithout significant penalty. 2) In the worst case, a link�s averagelong-term failure rate must not be allowed to exceed some low rate.3) Common behaviors shown by bad links should result in exceed-ingly low average long-term failure rates. 4) A link that stops beingbad must eventually be forgiven its bad history.Requirement 3 distinguishes the skeptic from typical fault iso-lation and forgiveness methods such as the autorestart mechanism inHydra [17]. The typical method to meet requirements 1, 2, and 4sets a quota of say, ten failures per hour, and refuses to recover anylink that is over quota. We have observed a common pattern of in-termittent behavior in which a link fails again soon after beingrecovered, in spite of its passing all diagnostics performed in the in-terim. With the quota method, this pattern would produce a long-term average failure rate of ten failures per hour. This kind oferror pattern may not be uncommon, for example Lin and Siewiorekobserved a clustering pattern of transient errors in the VICE filesystem [9].The skeptic can be used with any object whose status maychange intermittently: it provides a �filtered object� whose rate ofstatus change is limited. As seen by the skeptic, an object is an ab-straction that emits a series of messages, each of which says either�working� or �broken�. The skeptic in turn sends out a filtered ver-sion of these messages to the next higher level of abstraction. Thisoperation is shown in Figure 1.4.1.1.Details of the skepticThe skeptic is a state machine with auxiliary variables, timers,and policy parameters, as is shown in Figure 2. Dead state meansthat the subordinate object is broken, wait state means that the objectis working but the skeptic is delaying for a while before passing on

8that information, and good state means that the object is working andthe skeptic has concurred.�broken�˚˚�working�˚˚˚˚skeptic˚˚�broken�˚�working�˚subordinateobjectfiltered objectFigure 1: The concept of the skeptic.

deadgoodwaitrecv �broken�˚recv �broken�˚recv �working�˚wait timer expiressend �broken�˚send �working�˚

—1 level+1 levelskepticismlevel

Figure 2: The internals of the skeptic.Three of the state transitions are caused by messages from thesubordinate object. When the skeptic is in wait state or good stateand it receives a �broken� message, it moves to dead state. When theskeptic is in dead state and it receives a �working� message, it movesto wait state. Otherwise the messages have no effect. The only othertransition in the state machine happens when the wait timer expires;in this case the skeptic moves from wait state to good state.

9When the skeptic moves from wait to good, it sends a�working� message to the next higher level of abstraction. When theskeptic moves from good to dead, it sends a �broken� message.Hence, in the filtered view provided by the skeptic, the objectappears to be working only when the skeptic is in good. If thesubordinate object fails intermittently, the skeptic alternates betweendead and wait without ever reaching good.When the skeptic enters wait state, it sets and starts the waittimer. The duration set on this timer is calculated by a formula de-scribed below. If the skeptic returns to dead before the timer ex-pires, the timer is stopped. Otherwise, when the timer expires, theskeptic moves to good. This is the only way the skeptic can get togood state.The skeptic responds to intermittent failures by maintaining alevel of skepticism about the subordinate object. The skepticismlevel is kept in an auxiliary variable. Every time the skeptic leavesgood state it increments the level. The skepticism level is used incomputing wtime, the duration set on the wait timer, according tothe formulawtime = wbase + wmult * 2levelwhere wbase and wmult are policy parameters and level is theskepticism level. A policy parameter maxlevel establishes an upperlimit on skepticism.The skeptic forgives old failures by decrementing the skepti-cism level occasionally. When the skeptic enters good state, it setsand starts the good timer. When the good timer expires, the skepticdecrements the skepticism level and sets and starts the good timeragain. The good timer is always running as long as the skeptic is ingood state. When the skeptic leaves good state, the good timer isstopped. The formula used to compute gtime, the duration set onthe good timer, is identical to the formula used for the wait timer,except that it uses different policy parameters, gbase and gmult.The skepticism level never decrements below zero. Skeptics are used in both the transmission layer and the con-nectivity layer. Each of these layers has mechanisms to decide whena significant error has occurred. A significant error is called a fault.Faults feed into the skeptic though a mechanism called the fault

10monitor, shown in Figure 3. The fault monitor relays the state ofthe subordinate object to the skeptic. Whenever the fault monitor re-ceives a �fault� message and the subordinate object is working, thefault monitor presents an interruption to the skeptic by sending it�broken� immediately followed by �working�. This causes theskeptic to notice the fault and enter wait state. If the subordinateobject was already broken, the fault monitor takes no action on a�fault� message.faultmonitor�broken�˚�working�˚�broken�˚˚�working�˚˚skeptic�fault�˚˚Figure 3: The skeptic with the fault monitor.In the actual implementation, the fault monitor and the skepticare combined together as one unit. Procedure calls are used for themessages.There is one more feature in the skeptic, which is that the du-ration set on the wait timer actually varies as a random fraction be-tween one and two times the value calculated for wtime. This ran-dom variation causes different skeptics to disperse their wait-timerexpirations. If the network is running with several intermittentlinks, this randomness reduces the possibility of getting caught insome systematic pattern.4.1.2.How the skeptic works in practiceFigure 4 shows an example of how the skeptic wait timer be-haves, using the policy parameters of the transmission layer. Ob-serve that at low skepticism levels, the wait time is dominated bywbase, which is constant, whereas at high levels, the wait time isdominated by wmult˚*˚2level, which doubles with each level.

11The crossover between low and high levels occurs when the twoterms are equal:crossover level = log2 ( wbase / wmult )The transmission layer skeptic crosses over at about level 12. Policyparameters for our skeptics are given in Table 1.skepticism level010515201000100101 wait time (seconds)

transmission layer skeptic wait timewbase = 5 secwmult = 0.001 secmaxlevel = 20Figure 4: Skepticism level versus wait time.transmissionskepticconnectivityskepticwbasewmultgbasegmultmaxlevel5 sec0.001 sec600 sec0.01 sec201 sec0.1 sec600 sec0.1 sec20Table 1: Skeptic policy parameters.

12A few examples of how the transmission layer skeptic re-sponds to common problems will illustrate its utility.One common mode of link failure we have observed, espe-cially in newly installed hardware, is that the link transceiverhardware continuously detects coding violations. In this case, thetransmission layer will declare a fault about once every 170 millisec-onds. Because this is much less than the five-second minimum waittime, the skeptic never lets the link recover. To higher levels of ab-straction, the link appears permanently broken.Another common failure mode occurs when a technicianscrews in a link cable. As the metal components scrape past eachother, the link transceiver hardware detects bursts of coding viola-tions that the transmission layer quite reliably evaluates as faults.Unfortunately, the cable connectors we use are quite difficult tothread correctly, and often several tries and some wiggling areneeded before the cable allows itself to be properly screwed in.Each additional wiggle tends to generate more faults. The five-second minimum wait time in the skeptic causes all of these faults tobe reflected as only one failure.A third common failure mode occurs on marginal links. Inour experience, the error rate on a marginal link is very data depen-dent: it is much higher when the link is carrying packets than whenit is idle. This results in such a link failing soon after it recovers,but then having no further faults until it recovers again. The skepti-cism level on such a link increases over time. Eventually theskepticism level in the transmission layer reaches its maximum valueof 20, at which point the wait time is about 17 minutes. If the link ispart of the switch-to-switch topology, so that failures and recoveriescause network-wide reconfigurations, the connectivity layer skepticgets involved, and its policy parameters produce a maximum waittime of about 28 hours.4.1.3.Fulfillment of our design requirementsNow let us consider how the skeptic fulfills our design re-quirements.1) A link with a good history must be allowed to fail andrecover several times without significant penalty. We interpret�good history�˚on a link to mean that its skepticism level is zero.

13Rapid cycles of failure and recovery in the subordinate objectincrease the skepticism level by one each cycle, but at low skepticismlevels, the skeptic�s delay in wait state is dominated by the constantwbase, which is chosen to have a small value of only a few seconds.Consequently, during the first several cycles of failure and recovery,the filtered object recovers soon after the subordinate object recov-ers.2) In the worst case, a link�s average long-term failure ratemust not be allowed to exceed some low rate. The worst case long-term average failure rate of the filtered object occurs when the skep-tic spends the minimum time in good state required to forgive thelowest level of skepticism. This minimum time is slightly largerthan gbase and hence the long-term average failure rate cannot ex-ceed 1˚/˚gbase. A sketch of the proof is as follows. Each failureof the filtered object creates a level of skepticism. It takes at leastgbase time in good state to forgive a level of skepticism, so wecount each g b a s e interval in good state as an opportunity to�forgive� a failure. At a sufficiently high level of skepticism, say N,the wait time is at least gbase. We count each gbase interval in waitstate as an opportunity to �forget� a failure. Each level of skepticismfrom 0 to N-1 we count as an opportunity to �retain� a failure.Now over a period of time each failure must be counted under oneor more of these opportunities. Therefore over a period of time tthere can be at most (t˚/˚gbase)˚+˚N failures. We assume N doesnot exceed maxlevel.3) Common behaviors shown by bad links should result in ex-ceedingly low average long-term failure rates. The interesting be-havior here is when the subordinate object tends to fail again soonafter the filtered object has recovered. If the failure happens beforethe good timer expires, then the skepticism level increases over time.At sufficiently high skepticism levels, the wait time becomessignificant and increases the interval between failures by delaying therecovery of the filtered object.4) A link that stops being bad must eventually be forgiven itsbad history. If the subordinate object remains working for a longperiod of time, eventually the skeptic will decrement the skepticismlevel down to zero. Hence any link that remains working for longenough will eventually appear to have a good history.

144.1.4.Choice of skeptic parametersWe chose the skeptic parameters as follows. The transmissionlayer skeptic deals with physical phenomena, so several of its pa-rameters derive from maintenance needs. Five seconds is the short-est minimum wait time that will cover the process of screwing in alink cable. A technician often recables a host controller severaltimes during testing, so we allow about eight levels before the in-crease in wait time becomes perceptible. Twenty minutes is thelongest time a technician will bear before seeing whether an at-tempted hardware repair has any effect on the system. Ten minutesseems like a reasonable interval for the minimum good time.We expect problems in the connectivity layer to be unusual ex-cept when induced by the transmission layer, so we set its minimumwait time smaller, at one second, and its crossover point lower, atlevel four. Because failures in the connectivity layer cause network-wide reconfigurations, the maximum wait time should be as long aspossible. We chose 28 hours because we did not want the system tohold off much more than a day on its own authority.4.1.5.Relation to other workMany networks contain a mechanism for discriminatingagainst unreliable links. For example, PARIS [2] increments a reli-ability counter with each link failure. (The value of this �reliability�counter actually represents unreliability.) The current value of alink�s reliability counter forms the most significant component of alink�s weight, which is broadcast regularly in updates of the link sta-tus. Connection setup and the tree manager shy away from linkswith high weight, and thus unreliable links will tend not to get usedunless necessary. The value in a link�s reliability counter decaysover time so that information about old failures expires eventually[1]. However, PARIS does not have a backoff strategy, so if theunreliable link is the only connection between two parts of the net-work, PARIS will suffer repeated topology changes rather thanpermit the network to remain partitioned.Jacobson observes that a network closely approximates a linearsystem and speculates that consequently its stability may be ensuredby adding exponential damping to its primary excitation [8]. This

15speculation supports the exponential increase in wait time at highskepticism levels.4.2.The Transmission LayerThe transmission layer contains a skeptic with a fault monitor,three error detectors, and a round trip verifier, shown in Figure 5.The transmission layer watches the error indicators in the link hard-ware and determines if the link appears to be successful at sendingand receiving data. It passes its conclusion up to the connectivitylayer. The transmission layer does not care where the data might begoing to or coming from�it is the responsibility of the connectivitylayer to determine that. If the transmission layer determines that thelink is broken, it sets the switch hardware to discard all incomingand outgoing packets, isolating the link. No packets can be sent orreceived over an isolated link. The reason for isolating a brokenlink is to prevent it from interfering with the rest of the network.faultmonitor�broken�˚�working�˚�broken�˚˚�working�˚˚skeptic�fault�˚˚roundtripverifierviolationdetectorhardware status indicators�warning�˚˚stucklinkdetector�fault�˚˚quotacorruptpacketdetectorquotahardware status indicator error detectors

to connectivity layerFigure 5: Diagram of the transmission layer.

16The fault monitor here at the lowest level of the system reallyhas no subordinate object, so it is connected to a dummy object thatis always working. �Working� and �broken� are abstractions thatare synthesized based on the hardware status indicators, asinterpreted by the error detectors and round trip verifier. Theround trip verifier filters the output of the skeptic by delaying�working� messages until it believes that the transmission layerskeptic on the other end of the link also believes the link is working.Each of the three error detectors analyzes and responds to adifferent type of error indicated in the switch hardware.4.2.1.The corrupt packet detectorThe corrupt packet detector examines all packets received bythe switch control processor and declares a fault when CRC errorsor impermissible packet lengths are seen too frequently. It is possi-ble for packets to be corrupted without any detectable coding viola-tions, when a data error happens inside the crossbar at some switch.Such an error is eventually detected as a CRC error at the packet�sultimate destination. It would be better if each link verified the CRCof all incoming packets, but this feature was omitted from the hard-ware. We achieve some protection against corruption by checkingall of the packets destined for the local switch control processor.An isolated corrupt packet might be the result of a randomglitch, so it should be forgiven. Corrupt packets become asignificant error if they happen too frequently. The corrupt packetdetector imposes a quota on how often it forgives corrupt packets byusing a leaky bucket mechanism [16]. Every time it encounters acorrupt packet, it puts a token in the bucket. One token leaks out ofthe bucket every ten minutes. Whenever adding a token to thebucket causes the bucket to hold more than five tokens, the corruptpacket detector declares a fault. Because the transmission layerisolates a broken link so that it can neither send nor receive packets,no further corrupt packets will arrive from the link until the skepticrecovers it.4.2.2.The stuck link detectorIn Autonet, certain problems cause a link to become stuck in astate which prevents any data transmission. Typically this is due to

17some corruption of flow control commands. If a link has beentrying to transmit a packet, but has made no progress for severalmilliseconds, something is wrong on the link. At this point it isnecessary to dump the stuck packet and free up its resources.This recovery is bound to be disruptive, although in ourswitches it is perhaps more disruptive than absolutely necessary,since our only mechanism for dumping a packet is to reinitialize theentire switch. This destroys all packets in the switch. Fortunately,reinitializing only takes about ten microseconds. Isolating a brokenlink removes the opportunity for it to cause further switch reinitial-izations.Although a stuck link should not happen in normal operation,links can appear to be stuck as a result of mistransmission of a singlecommand code pertaining to flow-control or packet framing. Thusthe stuck link detector must be willing to forgive an isolated oc-currence. The detector samples its hardware indicators every 100milliseconds and, if the link is stuck, responds by reinitializing theswitch. The stuck link detector imposes a quota on how often it for-gives by using a leaky bucket mechanism to declare faults, exactlylike the corrupt packet detector.4.2.3.The violation detectorThe violation detector analyzes and responds to coding andformat violations received on the link. A coding violation basicallymeans that the link receiver heard a piece of static on the line. Forexample, coding violations result from connecting or disconnectingthe link cable, from a cable that is too long for good transmission, orfrom a nearby heavy-duty electric motor. Although connecting ordisconnecting a link generates a burst of coding violations tens ofmilliseconds long, even the best links in our system pick up one ortwo isolated coding violations per week. A format violation meansthat the link receiver did not hear proper packet framing or flow-control where it expected. Static can cause isolated format viola-tions, as can occasional activity such as reinitializing the switch.Hence a burst of violations is a significant error, but isolated viola-tions should be ignored.The violation detector samples status registers in the link hard-ware once every 1.3 milliseconds and accumulates the results for a

18block of 128 samples. At the end of each block, the violation de-tector checks the number of violations and, if there are too many itdeclares a fault. The permitted number of violations depends onwhether the skeptic says the link is working or broken, which is whyFigure 5 shows the error detectors receiving the �working� and�broken� messages from the skeptic. If the link is working, three er-rors are permitted in a block, but if the link is broken no errors arepermitted. The more strict rule for broken links insures that no linkwill recover unless it can pass the entire skeptic recovery time with-out a single violation, while occasional violations on working linksare ignored.If a broken link continues to have violations, the violation de-tector continues to declare a fault at the end of each block. Thetransmission layer skeptic always spends at least five seconds in waitstate, so it will keep believing that the link is broken.In order to detect promptly the bursts of violations that resultfrom the anticipated activity of plugging and unplugging link cables,the violation detector examines subblocks of eight samples. If a sub-block contains more than three violations, the violation detector im-mediately declares a fault. In order to eliminate the processing over-head of declaring faults every subblock, subblock checking appliesonly to working links.Our method of ignoring occasional problems by declaring afault only when more than three violations occur in 128 samples isknown as the k out of n method. This method is used in testingneighbor reachability in the Internet�s Exterior Gateway Protocol(EGP) [12] and in the Cypress network [4]. For simplicity, we test kout of n only at the end of n samples, rather than continuously. EGPalso shares our idea of using different threshold parameters depend-ing on the current state of the link.4.2.4.The round trip verifierNow let us consider the problem of getting the transmissionlayers in two adjacent nodes to agree about the state of a connectinglink. The solution is a protocol in which each node indicates to itspeer whether it thinks the link should be working or not. When anode knows both from itself and from its peer that the link should be

19working, then it declares the link to be working. Otherwise, the linkis broken. This function is implemented by the round trip verifier.The round trip verifier contains a state machine with threestates: dead, test, and good, shown in Figure 6. Because it supportsthe same structure of interactions between subordinate object and fil-tered object as the skeptic, the state machine resembles that of theskeptic (Figure 2). Dead state means that the underlying skeptic de-clares that the link is broken, test state that the skeptic declares thelink is working but the remote node does not yet concur, and goodstate that both agree the link is working.deadgoodtestrecv �broken� recv �working� recv �broken�send �broken�send �working�detect �okay� from peersignal �bad�to peersignal �okay�to peersignal �okay�to peer send �fault� to fault monitordetect �bad� from peerFigure 6: Round trip verifier state machine.The round trip verifier uses the flow-control channel on a linkto send a signal to the other node. The flow-control channel is adedicated time slot in which the link�s transmitter normally sendsflow-control command codes. Under software control, thetransmitter fills this slot instead with a distinguished command codecalled idhy, which stands for �I Don�t Hear You�. The round tripverifier uses idhy to send a �bad� signal, and uses the absence ofidhy to send an �okay� signal. The verifier receives these signals bydecoding hardware status indicators using the same sampling systemof blocks and subblocks as the violation detector.

20The round trip verifier continually sends �bad� to its peer indead state and �okay�˚in test state and good state. Because the linktransports these signals below the level of packet traffic, the nodescan exchange this information even when the link is isolated. Theverifier remains in test state until it detects an �okay� signal, atwhich point it moves to good. When the verifier is in good state, itimmediately declares a fault if it ever detects a �bad� signal. Thefault causes the underlying skeptic to declare the link broken whichresults in the verifier moving back to dead state. The verifier sendsand receives �working� and �broken� messages from adjacentsoftware layers just like the skeptic does.Notice the effect of the round trip verifier on a link that workswell in only one direction, say from node A to node B. The errordetector in node B has no cause for complaint and its skeptic declaresthat the link is working. The error detector in node A is upset andits skeptic declares that the link is broken. The round trip verifier innode A is signalling �bad�, which tells the round trip verifier in nodeB that A is upset. Consequently, the transmission layers in bothnodes agree that the link is broken. The verifier in A is in dead stateand the verifier in B is in test state.Now suppose that the link is repaired and the error detector innode A is now happy. After the skeptic recovery delay, the roundtrip verifier in node A moves to test state and begins signalling�okay�. It detects �okay� from B, which is in test state, and moves togood state. The round trip verifier in node B soon detects the�okay� from A and moves to good state. Both nodes now believethat the link is working. The transmission layer always brings a linkup with this handshake.One other task of the round trip verifier is to filter out linksthat connect to host controllers. A host controller uses differentcommand codes than a switch, and this difference is reflected in thelink�s hardware status. The round trip verifier classifies a link as ahost link or a switch link based on an examination of this status, andit declares a fault whenever the classification changes. A link thatconnects to a host has no effect on switch-to-switch connectivity andtherefore is considered as broken for the purpose of reconfiguration,but assuming that the skeptic and verifier are otherwise happy, the

21link is taken out of isolation so that packets can pass across it to thehost.As we have seen, the transmission layer filters out links witherror conditions and links that connect to host controllers. It is thejob of the connectivity layer to filter out links that do not connectanywhere or that connect back to the same switch.4.3.The Connectivity LayerThe connectivity layer comes into action once the transmissionlayer has declared that a link is working. The connectivity layersends packets back and forth across the link to determine if the linkis a useful node-to-node connection. When the connectivity layer de-clares that a link is useful, it also provides the identity of the remotenode. The union of the results of the connectivity layers for thelinks at a node comprises the current state of the neighborhoodmonitoring task at that node.The connectivity layer contains a skeptic with a fault monitor,a round trip verifier, and a distinct node verifier, as in Figure 7.The fault monitor receives the messages from the transmission layerabout whether the link is working or broken. The round tripverifier filters the output of the skeptic by delaying �working� mes-sages until it has exchanged packets over the link and has determinedthe identity of the remote node. The distinct node verifier filters theoutput of the round trip verifier by checking that the remote node isindeed different from the local node. Whenever the connectivitylayer generates either a �working� or �broken� message, topologyacquisition is initiated.The design of the round trip verifier satisfies three goals. 1)A link is tested vigorously whenever there is reason to believe thatthe testing might change the link�s state. 2) A link is alwaysregularly retested. 3) Retesting a stable link occurs at a rate lowenough to impose little overhead. By adjusting the testing effortaccording to a hint of how interesting the test result might be, weachieve prompt detection of common changes while incurring littleoverhead on average. The testing effort never falls below a certainminimum to guarantee that any change is detected eventually. Amore detailed description follows.

22fault˚˚monitor˚˚�broken�˚�working�˚�broken�˚˚�working�˚˚˚˚skeptic˚˚�fault�˚˚˚˚round˚˚trip˚˚verifier˚˚ from transmission layerdistinctnodeverifier�warning�˚

to topology task initiatorFigure 7: Diagram of the connectivity layer.The round trip verifier exchanges connectivity packets with itspeer on the remote end of the link, to determine the identity of itspeer. Peer identity (id) has two components: a 48-bit unique nodeidentifier and a 4-bit port number within the node. To insure that anidentity is current, we create a sequenced identity (s-id) by attachinga 32-bit sequence number. The round trip verifier knows its own lo-cal s-id and it maintains a current estimate of the s-id of its remotepeer. A connectivity packet carries the local and remote s-ids fromthe transmitter as source and destination s-ids.The connectivity round trip verifier has a state machine simi-lar to that of the transmission round trip verifier. In place of detect-ing �okay� and �bad� signals, the connectivity round trip verifierchecks the result of a round trip exchange of connectivity packets.Some connectivity packets are requests and others are replies.The only difference is that the receiver must send back a connectivitypacket in response to a request, whereas a reply does not need a re-sponse. Requests and replies are distinguished by a flag in the packetheader.When the round trip verifier enters test state, it sends requestpackets and waits for a matching packet to be received. A matchingpacket contains a destination s-id equal to the local s-id. When it re-ceives a matching packet, the verifier moves to good state and de-clares that the link is working. In any case, the receiver saves thesource s-id of any received packet as its estimate of the remote s-id.This causes any subsequent packet sent back to be seen as a matchingpacket at the other end. The verifier retransmits very frequently at

23first but backs off exponentially if no matching packet is forthcom-ing.The round trip verifier continues sending request packets ingood state, and it expects confirming packets to be received. A con-firming packet contains a destination s-id equal to the local s-id and asource id equal to the remote id. (It is not necessary to inspect theremote sequence number to insure that the packet exchange is cur-rent.) We save the source s-id as the estimate of the remote s-id andincrement the local sequence number. A packet that would be con-firming except that the destination and local sequence numbers fail tomatch is ignored. Any other received connectivity packet causes animmediate fault (which, in turn, causes the skeptic to declare the linkbroken and the verifier to move to dead state). The verifiertransmits requests very frequently at first but backs off exponentiallyas confirming packets are received. When confirming packets fail tobe received within five times the transmission interval, the interval isdecreased by half and another five transmissions attempted. A faultis declared if the interval had already attained its minimum value.Whenever the skeptic declares that the link is broken, theround trip verifier passes on the declaration and enters dead state. Indead state, the round trip verifier sends no requests. If any requestsare received during dead state, they are answered with replies thatgood state treats as contradictory and test state ignores.The effect of the round trip verifier is as follows. Supposethat the link appears healthy to the transmission layer but connects toa node that does not answer. The round trip verifier will be in teststate and will back off exponentially until the transmission rate is onerequest packet every ten seconds. Now suppose that the remote nodebegins responding. With the first matching reply, the round tripverifier moves to good state with the minimum transmission interval.As confirmations arrive, the transmission interval increases to itsmaximum, at which point the round trip verifier will be sending onerequest packet every ten seconds to continue verifying that the link isstill working.The exponential backoff in the transmission interval allows agradual transition between the vigorous testing regime and the back-ground testing regime. Occasional losses or delays in responding tothe round trip protocol do not significantly alter the regime, while a

24reasonable response time is still provided in the case of completeautism.The distinct node verifier filters the output of the round tripverifier by comparing the remote node identity against the local nodeidentity. If they are equal, the distinct node verifier does not pass onthe declaration that the link is working. Links that connect back tothe same node are not useful node-to-node connections even thoughthey may carry packets perfectly. Whenever the distinct nodeverifier changes a link from �working� to �broken� or back, theneighborhood monitoring task declares a change in the neigh-borhood, which causes the topology task to recompute the networktopology. The topology task is discussed in detail later.In addition to the actions described above, the round trip veri-fier also responds to warnings issued by the error detector in thetransmission layer. The error detector issues an immediate warningwhenever it detects one or more violations in a subblock, assumingthe condition is not serious enough to warrant declaring a fault. Theround trip verifier in the connectivity layer responds to a warning ingood state by resetting its transmission interval to the minimum.This results in rapid transmission of round trip request packets and afault if no confirmation is soon received. Warnings are ignored indead state and test state.All packets sent by the topology task, to be described inSection 5, have a header that contains the source id. These values arechecked against the remote id and any mismatch results in a connec-tivity fault just like receiving a contradictory connectivity packet. Ifthe distinct node verifier says that the link is broken, any topologypackets received will be discarded.4.4.Development History and ExperienceIn our original implementation we had a much simpler filterin place of the skeptic: the simple filter just refrained from recover-ing the link more than once every ten seconds. We had not realizedhow perverse malfunctioning hardware could be. As more and morehardware was deployed we soon had several marginal links that eachcycled through failure and recovery once a minute or so. Theproblem was that the rate of errors on a marginal link depended onthe data pattern being sent on the link, and links that were in service

25tended to provoke a lot more errors than links that were beingtested. At that time the topology task took about five seconds tocomplete, so the network was completely unusable. The skepticfixed the problem by effectively removing marginal links from thenetwork. We encountered another difficulty due to a malfunctioninghost controller that sent incorrect flow control commands. Thiscaused the adjacent node to get stuck when it attempted to send apacket to the host. We had not realized how important it would be todetect stuck links. The stuck node could not respond to connectivityrequests from its neighbors, so after ten seconds they gave up and re-configured. The stuck node also reconfigured into a partition by it-self. Part of reconfiguration involves reinitializing the crossbarswitch, which has the side effect of unsticking a stuck node. Thenode would then join back with its neighbors and everyone would re-configure again. Soon the node would attempt to send the host an-other packet, and the process would repeat. Once we implementedthe skeptic it defended against this problem by effectivelypartitioning the stuck node out of the network, which at least savedthe network from collapse. Implementing stuck link detectionallowed links with specific problems to be identified and isolated,without partitioning the network.We added the warnings when we observed an unexpectedlydisruptive link failure mode that was not being detected promptly.The failure produced one or two error samples in the transmissionlayer error detector (not enough to declare a fault), but no otherindications until the next time the connectivity layer round tripverifier performed its end-to-end check, which would occur onaverage five seconds later. The failure mode was provoked byturning off the power of the remote node, which was quite frequentin the early days. The way the hardware is implemented, a powered-off node reflects data perfectly. A link watching its remote nodepower off sees the line change from �node-to-node� to �reflecting�.In some cases, this change would be so clean that it dependably pro-voked only a single error sample. We needed to detect this failurepromptly. If the link to the powered off node was on the broadcastdistribution tree, outgoing broadcast packets would reflect back intothe network and continuously regenerate, causing network collapse.

26This was unexpected. Users were unhappy. Implementing the warn-ings caused the end-to-end check to detect the failure promptly andfixed the problem.One excellent success of the connectivity layer occurred whena node�s crossbar switch started acting erratically. The crossbarbegan switching occasional packets to the wrong output link. Theneighboring nodes would detect a connectivity violation and breaktheir links, but the links would then seem to work fine in test state sothey would recover for a while before breaking again. Eventuallythe skeptics partitioned the malfunctioning node out of the network.One scenario that exercises most mechanisms in the monitor-ing task is the powering-on of a switch. Let A be a switch that isabout to be powered-on. As mentioned above, a powered-off switchreflects data perfectly. Therefore, while A is powered-off, all of itsneighbors B, C, and D see links that work fine at the transmissionlayer and at the connectivity layer, except that the distinct node veri-fier refuses to pass on the working declaration. The connectivitylayer round trip verifiers are in good state at maximum back-offlevel. Now a technician powers on A. The software initializes allthe state machines in dead state, which causes A�s transmission layerround trip verifiers to send idhy. Switches B, C, and D probablyhear enough static during the power-on to declare faults, but if not,then their transmission layer round trip verifiers will do so when theidhy from A starts arriving. At this point everything pauses at leastfive seconds for transmission layer skeptics to finish their waittimeouts. Whenever both transmission layer skeptics on a link con-cur, the transmission layers pass on working declarations to theconnectivity layers, which then start the connectivity layer skeptictimeouts. Finally, both connectivity layer skeptics concur, a roundtrip packet exchange verifies the connectivity of the link, and thetopology task performs a reconfiguration. Because of the randomadjustment to the skeptic wait timer, this happens at different timeson different links. In this example, we would probably have threeseparate reconfigurations as each of B, C, and D established its con-nection to A.

275 . Topology AcquisitionThe monitoring task provides each node N with a descriptionof its neighborhood. In this description the links that do not work orthat connect from N back to N have been eliminated. The responsi-bility of the topology acquisition task is to provide each node with adescription of the current topology of the entire network.We first describe the basic method of the topology task assum-ing a very simple scenario: some single node initiates the task (foran unknown reason) and the task runs to completion without anyconfusion from topology changes (which are assumed never to hap-pen). Then we describe how to extend the basic method to deal withmultiple initiators and with topology changes.5.1.The Basic MethodLet us consider a single instance of topology acquisition as if itwere the only thing that ever happened in the network. The basicmethod presumes that the network is quiet, some single node sponta-neously initiates the topology task, it runs for a while, and then thenetwork is quiet forever after. Note that, even in this simple case, itis possible that two nodes may disagree about the state of their con-necting link. In this circumstance it is required that the topologytask never claim to produce a complete topology description.The topology acquisition task consists of three phases: 1) prop-agation, which constructs a rooted spanning tree over the set of allreachable nodes; 2) collection, which merges together descriptions oflarger and larger subtree neighborhoods; and 3) distribution, whichsends the complete description from the root back down the spanningtree to all nodes.The propagation phase consists of a wave of packets thatspreads across all links through the network starting from the initi-ating node. The initiating node becomes the root of the spanningtree, and each other node joins the spanning tree by designating as itsparent link the link on which it is first contacted. This is called apropagation order spanning tree. Generally one would expect thedepth of a propagation order spanning tree not to exceed by morethan a small factor the minimum possible depth of a spanning treerooted at the initiating node, and experience in our network supportsthis intuition.

28During the propagation phase, each node N in the spanningtree contacts each of its neighbors, M, to offer M the opportunity tojoin the spanning tree as a child of N. If M has not yet joined thespanning tree, it accepts the offer and joins. M then contacts each ofits neighbors, in turn. Otherwise, M is already in the tree, and it re-fuses the offer. M sends back a reply to N so that N knows whetherM accepted or refused. In this way each node comes to know itsparent and its children in the spanning tree.During the propagation phase each node conducts a query-re-ply exchange with each of its neighbors. The neighborhoodmonitoring task guarantees that topology-task packets will pass onlyif both end nodes agree that the link is useful. Suppose there isdisagreement about the state of a link between nodes P and Q: Pconsiders the link to be useful but Q does not. Then the propagationphase will get stuck when it arrives at P, because P will not be ableto get a reply from Q. Therefore the propagation phase will manageto finish building a spanning tree only if all nodes agree about thestate of their connecting links.The propagation phase dies out when all nodes have been con-tacted and a spanning tree has been formed. This is a global condi-tion, however, and no individual node knows when it has been at-tained. Instead, there is a rolling transition from the propagationphase to the collection phase that begins at the leaves of the spanningtree. A node knows that it is a leaf in the spanning tree when it hascontacted all of its neighbors and they have all refused to be chil-dren.The collection phase begins at the leaves of the spanning treeand rises up to the root. When a node M accepts a propagation-phaseoffer to be a child of N, it also commits to sending up to N a descrip-tion of the neighborhood of M�s subtree. If M is a leaf in thespanning tree, this is easy, because the link monitoring task provideseach node with a description of its neighborhood. Otherwise, M haschildren. In this case, M waits for subtree neighborhooddescriptions from all of its children, merges them together with thedescription of its own neighborhood, and then sends the result on upto N.Eventually the collection phase reaches the point at which theroot�just like any other node�has merged together a description of

29its neighborhood and descriptions from all of its children and has adescription of its subtree neighborhood. But of course, in the case ofthe root, this is a description of the entire network. At this point thecollection phase ends and the distribution phase begins. The rootsends to each of its children the full network description. The chil-dren in turn send it to their children, and so on, until every node inthe network possesses the full network description.5.2.Multiple InitiatorsThe basic method assumes that exactly one node initiates thetopology task. Now we extend the method to deal with multipleinitiators. Multiple initiators cause confusion because more than onenode is claiming to be the root of the spanning tree. The confusionis solved by separating the activity into distinct instances of thetopology task based on the initiator. Each initiator creates a new,distinct instance of the topology task, which runs independently of allother instances. All state records and packets are labeled with theunique identifier of the initiator in order to keep things straight.To make efficient use of time and space, we do not want to runmultiple instances of the topology task to completion. Also, thetopology task is supposed to come to a single definite conclusion ineach node. The solution is to conduct a competition during thepropagation phase, so that exactly one instance wins and completesthe phase, while all the others die out. Observe that the propagationphase spreads over the entire network, so if multiple instances do getstarted, they will come into competition with each other. Becausethe propagation phase has no definite end but instead rolls into thecollection phase, no node knows which instance wins the competitionuntil the end of the collection phase.We conduct the competition as follows. Each node is allowedto belong to at most one instance of the topology task at a time.When the propagation phase of instance I first arrives at a node, thenode can be in one of two states. If the node does not yet belong toany instance, it responds by joining instance I and then within that in-stance it joins the spanning tree in the normal way. Otherwise thenode already belongs to some other instance J. In this case the nodemust decide whether to ignore I and remain in J, or discard J andjoin I. The node makes this decision by comparing the unique identi-

30fier labels of the instances. The instance with the lower unique iden-tifier wins.With the further proviso that only those nodes that do not yetbelong to an instance may initiate instances, this competition assuresus that exactly one instance will manage to complete the propagationphase�it will be the instance whose initiator has the lowest uniqueidentifier over all initiators. All other instances will die out, as theirnodes get taken over by the winning instance.5.3.Topology ChangesWe have extended the basic method to deal with multipleinitiators. Now we further extend the method to deal with topologychanges. Topology changes cause confusion because the method de-pends on running in a network whose topology is stable. So wesimulate a stable topology by using an epoch mechanism. Each nodemaintains an epoch number that identifies the epoch in which itstopology task is running, and this epoch number is included in alltopology task packets. When a node�s neighborhood monitoring taskreports a change in the neighborhood, the node forgets all of its oldtopology task state, increments its epoch number, and initiates atopology task in the new epoch. Whenever a node receives a topol-ogy task packet, it compares the epoch number in the packet to itsown epoch number. If the packet has an old epoch number it isignored, if it has the current epoch number it is processed, and if ithas a new epoch number, the node forgets all its old topology taskstate, adopts the new epoch number, and then processes the packet.In this latter case, the only possible packet is an offer to join thespanning tree.One way to think of epochs is as competing instances of thetopology task. (Of course, these instances may have their own sub-instances created by multiple initiators.) Each node is always tryingto promulgate the newest epoch it has heard about. We optimize thecompetition by having a node keep track of the state of the topologytask only for the newest epoch.If any instance of the topology task actually runs tocompletion, it must have appeared that the network topology wasconsistent and stable. This is because a node effectively locks itscurrent neighborhood into the epoch at the moment it adopts the

31epoch number. If any changes occur in the node�s neighborhood, theneighborhood monitoring task reports it and the node advances to thenext epoch. If there are nodes with inconsistent neighborhoods,which is a possible transient state of the network, the neighborhoodmonitoring task rapidly eliminates these inconsistencies and reportsneighborhood changes in at least one of the affected nodes, whichcauses new epochs to be created.5.4.Development HistoryAn initial version of our terminating distributed spanning treealgorithm was invented in 1987 by Leslie Lamport and K. ManiChandy. The current topology task method differs principally inconstructing a propagation-order spanning tree with the initiator asthe root. Lamport and Chandy�s version constructs a unique mini-mum-depth spanning tree with the node of globally lowest uniqueidentification as the root. In fact, we still use the Lamport-Chandytree as our broadcast distribution tree, but each node computes itfrom the topology description rather than during reconfiguration.The current method also provides for retransmission and acknowl-edgement to deal with lost packets.Although experience has not revealed problems with the basicalgorithm, considerable work has gone into tuning the implementa-tion. Initially, we had 27 switches in our network, and the goal wasreconfiguration in less than 200 milliseconds. The original imple-mentation took about five seconds to run the topology task. Clearlythis was unacceptable.In order to speed up the topology task, we had to find perfor-mance bugs. We added code to each node to keep a trace log ofinteresting events such as packet arrival and departure, and we addedfields to topology packets to carry clock exchange information. Thiscode was optimized for speed so that it would reveal rather than cre-ate performance bugs. Then we wrote a diagnostic program to ex-tract trace logs from all the nodes, correlate them by computingclock synchronization, and then print out the result as a single, globalevent trace of all of the activity during a reconfiguration. This toolwas essential in locating and fixing performance bugs. We ran manyexperiments and looked long and hard at the resulting traces. Our

32discoveries are described below. Table 2 shows the history of per-formance improvement in the topology task.time(ms) nexti m p r o v e m e n t ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ ˚ 50001. postpone forwarding table calculation14002. reduce propagation timeout from 500ms to 20ms9933. delete debugging printout of forwarding table5764. convert to propagation order tree5405. polish collection and distribution code5386. use checksum instead of CRC4397. reduce competition of initiators4258. implement special distribution method2559. reduce collection timeout from 100ms to 30ms20710. new packet handling scheme for reduced overhead18311. reduce collection timeout from 30ms to 10ms16612. delete residual overhead from old packet scheme154Table 2: Performance improvement milestones.We saved about 3600 milliseconds when we discovered thateach node was calculating its forwarding table after receiving thenew topology description but before sending it on to its children.The calculation took about 700 milliseconds and added a delay to thecritical path at each level in the tree. We changed the code to sendthe topology first and then calculate the forwarding table. This workappears as improvement 1 in Table 2.We saved about 510 milliseconds by cranking down retrans-mission timers: in the propagation phase from 500 to 20 millisecondsand in the collection phase from 100 to 10 milliseconds. The eventtrace revealed that one or two retransmissions were always showingup in the critical path. After studying the situation, we concludedthat these critical path retransmissions were unavoidable. During thepropagation phase, each contacted node clears its forwarding table in

33order to purge old client traffic, during which time the node is deaffor about 15 milliseconds. If the nodes do not purge old clienttraffic, forwarding cycles may arise during reconfiguration andcause deadlock or regenerative broadcasts. We tried doing withoutthe purge and sure enough, we occasionally got regenerative broad-casts, which, due to a bug in the host controller microcode, tended tocrash the hosts. Because the original switch software for retrans-mission had too much overhead to permit the desired small timervalues, we had to reimplement it as part of this improvement. Thiswork appears as improvements 2, 9, 10, 11, and 12 in Table 2.We saved about 420 milliseconds when we discovered thateach node copied its forwarding table into its debugging log. Thedebugging log is flexible, but very slow. We thought these printingswere not on the critical path, but it turned out that some were. Thesimplest solution was just to delete the printings. This work appearsas improvement 3 in Table 2.We saved about 100 milliseconds when we replaced our soft-ware CRC algorithm with a software checksum for topology packets.There is no hardware support in the switches for CRC, so it had tobe performed in software. The software CRC algorithm requires3.32 microseconds per byte, whereas the software checksum requiresonly 0.42 microseconds per byte. This work appears asimprovement 6 in Table 2.At this point we saw that the majority of the run time wentinto the topology distribution phase. We completely reimplementedthis phase and saved about 170 milliseconds. The original implemen-tation unmarshalled the topology description packets into an internaldata structure and then for each child remarshalled the data structureback into packets to send. The redesigned implementation marshallsthe data structure once at the root, distributes the packets fromparent to children as quickly as possible, and then unmarshalls thedata structure in all nodes in parallel. This work appears as im-provement 8 in Table 2.At various times we made changes guided by intuition aboutwhat would speed things up, rather than by study of the trace log.The resulting improvements were uniformly disappointing. Chang-ing from the Lamport-Chandy tree to an early version of thepropagation order tree made the code much simpler but saved only

3426 milliseconds. A later simplification saved an additional 14milliseconds. Polishing all the code in the collection and distributionphases saved a total of 2 milliseconds. Changes guided by theperformance trace were much more effective at speeding things up.The final result of performance tuning was a system that ranthe topology task in 154 milliseconds on the 27-switch network. Ournetwork has since expanded to 31 switches on which the topologytask runs in 179 milliseconds. Based on trials using different subsetsof our network, the following formula, where d is the diameter ofthe network and n is the number of switches, gives a fairly reason-able approximation to the reconfiguration time in milliseconds:time = 58 + 3.34 d + 1.36 n + 0.315 d nExtrapolating using this formula, a 100-switch network arranged ina diameter 10 torus would have a reconfiguration time of 542 mil-liseconds. Such a reconfiguration time would perhaps just barely beacceptable. The time would of course be less, given a faster switchcontrol processor.5.5.Related WorkTopology acquisition based on computing a spanning tree wasdescribed by Perlman [13] for Ethernet bridges. Her version of thespanning tree algorithm reaches steady state without any explicittermination.The propagation and collection phases of topology acquisitionin Autonet are an example of termination detection in a diffusingcomputation as described by Dijkstra and Scholten [5].The propagation-order tree used for coordinating thetopology task represents an engineering tradeoff in favor of average-case performance for our network. Although in the worst case thepropagation-order tree might be linear, the trees actually constructedin our network are almost always no more than one level deeper thana minimum depth tree. Distributed algorithms for constructing min-imum depth trees with good asymptotic worst-case performance areknown [3, 6], but they are considerably more complicated than thepropagation-order method and are not nearly as efficient for moder-ate-sized networks.

356 . ConclusionsThe automatic reconfiguration of Autonet has succeeded ineliminating human management from day-to-day operation of thenetwork. Our experience over the past year has been that the net-work runs itself. Reconfiguration runs quickly enough that the occa-sional network outages indeed are covered by normal retransmissionin higher-level protocols.Currently our Autonet installation experiences about ten re-configurations per week, usually due to one of the �usual suspects�a small number of occasionally flaky switch-to-switch links that havenot been worth trying to fix. A recent spell of hot weather provokedhundreds of isolated reconfigurations due to intermittent malfunc-tions in a few overheated switch crossbars, but in spite of the manybrief disruptions the Autonet was almost always available and nouser noticed an outage. Experimental hardware has the advantage ofproviding tests like this. Occasional reconfigurations also resultfrom demonstrations to visiting dignitaries.Redundancy is exploited to work around failed components aswell as to facilitate repair. At any given time over most of the pastyear, our operational Autonet contained several link interfaces thatsimply did not work. Because the network had redundancy and au-tomatically reconfigured itself around these failures, there was nourgency about getting them fixed. When a technician did finally getaround to repairing a failure, it could be accomplished by powering-off the problem switch, replacing the faulty components, and thenpowering the switch back on. Normal network operation continuedduring the repair because network redundancy and automatic recon-figuration covered for the missing switch. A similar scenario appliesto downloading (compatible) new versions of the switch controlprogram.The skeptic mechanism has succeeded in defending the net-work against unreliable hardware, while still allowing quick recov-ery from isolated failures. An advantage of the skeptic structure isthat none of the error detectors ever have to figure out what to do torecover from an error: all they have to do is declare a fault. Wehave found it much easier to figure out how to detect possible errorsthan to worry about how to respond to each one individually.

36Our Autonet would be completely unusable without these au-tomatic mechanisms.It might be noted that the description of the monitoring task inthis paper is longer than the description of the topology task. Thereason is that the monitoring task bridges an enormous gulf betweenidiosyncratic hardware functionality and the abstraction of nodeneighborhoods, whereas the topology task builds upon a nice abstrac-tion using well-understood concepts. The monitoring task has a lotof details that it has to get right in order to work acceptably. Thetopology task only has to work fast. In our implementation, themonitoring task contains about twice as many lines of code as thetopology task.As is usual in robust systems of this sort, it is important to re-port component status through a management interface so that timelyrepairs may be made. Several times we have been surprised todiscover that some section had only a single connection to the rest ofthe network, usually due to the combination of poor interconnectionand multiple link failures. We are still working on managementfunctions.Two improvements are needed in the reconfiguration mecha-nism. We need to suppress multiple reconfigurations during switchbooting and we need to provide a means to indicate that a link repairhas been attempted.Booting a switch causes separate reconfigurations as each of itsswitch-to-switch links are discovered. It would be less disruptive ifall the links could be brought up using only one reconfiguration.Our idea to accomplish this would be to add a delay between declar-ing a link as working in the monitoring task and initiating the topol-ogy task. During this delay, any attempt to perform an action thatdepends on the state of the link would cancel the remainder of thedelay. Such actions are receiving a topology message and runningthe topology task (either an old one or a new one started by someother link).Because the skeptics may have attained a high level of skepti-cism and refuse to respond to a bad link, a technician may have diffi-culty determining if the link has indeed been repaired. The maxi-mum wait time of the transmission skeptic is 17 to 34 minutes and ofthe connectivity skeptic is 28 to 56 hours. Our technicians have

37adopted two strategies: one is to come back the next day and theother is to reboot a switch. Unfortunately the technician may have togo to another floor to get to the necessary switch. There should be amore convenient mechanism that a technician could use to instructthe network that a link repair has been attempted.AcknowledgementsJim Horning reviewed an early version of this paper. HalMurray noticed a few amazingly inobtrusive typographical errors.

38References[1] B. Awerbuch. Private communication.[2] B. Awerbuch, I. Cidon, I. Gopal, M. Kaplan, and S. Kutten.Distributed control for PARIS. In Proceedings of the NinthAnnual ACM Symposium on Principles of Distributed Com-puting, 1990, pp. 145-159.[3] B. Awerbuch and R. G. Gallager. A new distributed algorithmto find breadth first search trees. IEEE Transactions onInformation Theory, 33(3), May 1987, pp. 315-322.[4] D. Comer and T. Narten. UNIX systems as Cypress implets.USENIX 88 Winter Conference, pp. 55-62.[5] E. W. Dijkstra and C. S. Scholten. Termination detection fordiffusing computations. Information Processing Letters,11(1), August 29, 1980, pp. 1-4.[6] R. G. Gallager. Distributed minimum hop algorithms. Techni-cal Report LIDS-P-1175, Massachusetts Institute of Technol-ogy, Cambridge, January 1982.[7] F. E. Heart, R. E. Kahn, S. M. Ornstein, W. R. Crowther, andD. C. Walden. The interface message processor for the ARPAcomputer network. AFIPS 1970 Spring Joint Computer Con-ference, pp. 551-567.[8] V. Jacobson. Congestion avoidance and control. ACM SIG-COMM 88 Communications Architectures and Protocols, pp.314-329.[9] T. Y. Lin and D. P. Siewiorek. Error log analysis: Statisticalmodeling and heuristic trend analysis. IEEE Transactions onReliability, 39(4), October 1990, pp. 419-432.

39[10] J. M. McQuillan, I. Richer, and E. C. Rosen. The new routingalgorithm for the ARPANET. IEEE Transactions on Commu-nications, 28(5), May 1980, pp. 711-719.[11] J. M. McQuillan and D. C. Walden. The ARPANET design de-cisions. Computer Networks, 1, August 1977, pp. 243-289.[12] D. L. Mills. Exterior gateway protocol formal specification.Request for Comments 904. Network Information Center,Menlo Park, California, April 1984.[13] R. Perlman. An algorithm for distributed computation of aspanning tree in an extended LAN. Proceedings of the NinthData Communications Symposium, 1985, ACM, pp. 44-53.[14] J. H. Saltzer, D. P. Reed, and D. D. Clark. End-to-end argu-ments in system design. ACM Transactions on Computer Sys-tems 2(4), November 1984, pp. 277-288.[15] M. D. Schroeder et al. Autonet: A high-speed, self-configuring local area network using point-to-point links.Research Report 59, Digital�s Systems Research Center, PaloAlto, California, 1990. Submitted to a special issue of theIEEE Journal on Selected Areas in Communications.[16] J. S. Turner. New directions in communications (or which wayto the information age?). IEEE Communications Magazine,24(10), October 1986, pp. 8-15.[17] W. A. Wulf, R. Levin, and S. P. Harbison. HYDRA/C.mmp:An Experimental Computer System. McGraw-Hill, 1981.Pages 212-215 contain material on the autorestart mechanism.