Performance of Firefly RPCMICHAEL D. SCHROEDER and MICHAEL BURROWSApril 15, 1989SRC RESEARCH REPORT 43� Digital Equipment Corporation 1989This work may not be copied or reproduced in whole or in part for any commercialpurpose. Permission to copy in whole or in part without payment of fee is granted fornonprofit educational and research purposes provided that all such whole or partial copiesinclude the following: a notice that such copying is by permission of the SystemsResearch Center of Digital Equipment Corporation in Palo Alto, California; anacknowledgment of the authors and individual contributors to the work; and all applicableportions of the copyright notice. Copying, reproducing, or republishing for any otherpurposes shall require license with payment of fee to the Systems Research Center. Allrights reserved.

AUTHORS’ ABSTRACTIn this paper, we report on the performance of the remote procedure call implementationfor the Firefly multiprocessor and analyze the implemen-tation to account precisely for allmeasured latency. From the analysis and measurements, we estimate how much fasterRPC could be if certain improve-ments were made.The elapsed time for an inter-machine call to a remote procedure that accepts noarguments and produces no results is 2.66 milliseconds. The elapsed time for an RPCthat has a single 1440-byte result (the maximum result that will fit in a single packet) is6.35 milliseconds. Maximum inter-machine throughput using RPC is 4.65megabits/second, achieved with 4 threads making parallel RPCs that return the maximumsized single packet result. CPU utilization at maximum throughput is about 1.2 on thecalling machine and a little less on the server.These measurements are for RPCs from user space on one machine to user space onanother, using the installed system and a 10 megabit/second Ethernet. The RPC packetexchange protocol is built on IP/UDP, and the times include calculating and verifyingUDP checksums. The Fireflies used in the tests had 5 MicroVAX II processors and aDEQNA Ethernet controller.

TABLE OF CONTENTS1.Introduction................................................................................................ 12.Measurements............................................................................................. 23.Analysis.................................................................................................... 44.Improvements............................................................................................. 95.Fewer Processors....................................................................................... 116.Other Systems.......................................................................................... 137.Conclusions............................................................................................. 138.Acknowledgements.................................................................................... 149.References................................................................................................ 15

Performance of Firefly RPC11.INTRODUCTIONRemote procedure call (RPC) is now a widely accepted method for encapsulatingcommunication in a distributed system. With RPC, programmers of distributedapplications need not concern themselves with the details of managing communicationswith another address space or another machine, nor with the detailed representation ofoperations and data items on the communication channel in use. RPC makes thecommunication with a remote environment look like a local procedure call.In building a new software system for the Firefly multiprocessor [9] we decided tomake RPC the primary communication paradigm, to be used by all future programsneeding to communicate with another address space, whether on the same machine or adifferent one. Remote file transfers as well as calls to local operating systems entrypoints are handled via RPC. For RPC to succeed in this primary role it must be fastenough that programmers are not tempted to design their own special purposecommunication protocols. Because of the primary role of RPC, however, we were ableto structure the system software to expedite the handling of RPCs and to pay specialattention to each instruction on the RPC "fast path".This paper reports measurements of Firefly RPC performance. It also details thesteps of the fast path and assigns an elapsed time to each step. Correspondence of thesum of these step times with the measured overall performance indicates that we have anaccurate model of where the time is spent for RPC. In addition, this detailedunderstanding allows estimates to be made for the performance improvements that wouldresult from certain changes to hardware and software.1.1Hardware and System CharacteristicsThe Firefly multiprocessor allows multiple VAX processors access to a shared memorysystem via coherent caches. The Firefly version measured here had 16 megabytes ofmemory and 5 MicroVAX II CPUs [9], each of which provides about 1 MIPs ofprocessor power1. One of these processors is also attached to a QBus I/O bus [5].Network access is via a DEQNA device controller [4] connecting the QBus to a 10megabit/second Ethernet. In the Firefly the DEQNA can use about 16 megabits/secondof QBus bandwidth.The Firefly system kernel, called the Nub, implements a scheduler, a virtual memorymanager, and device drivers. The Nub executes in VAX kernel mode. The virtualmemory manager provides multiple user address spaces for application programs, one ofwhich contains the rest of the operating system. The scheduler provides multiple threadsper address space, so that the Nub, operating system, and application programs can bewritten as true concurrent programs that execute simultaneously on multiple processors.The system is structured to operate best with multiple processors.1.2Overview of RPC StructureThe Firefly RPC implementation follows the standard practice of using stub procedures[2]. The caller stub, automatically generated from a Modula-2+ [8] interface definition, isincluded in the calling program to provide local surrogates for the actual remoteprocedures. When a procedure in this stub is called, it allocates and prepares a call packetinto which are marshalled the interface and procedure identification, and the arguments.The stub calls the appropriate transport mechanism to send the call packet to the remoteserver machine and then blocks, waiting for a corresponding result packet. (Other threads1 Since the measurements reported here were made, Fireflies have been upgraded with fasterCVAX processors and more memory .

Performance of Firefly RPC2in the caller address space are still able to execute.) When the result packet arrives, thestub unmarshalls any results, frees the packet, and returns control to the calling program,just as though the call had taken place within the same address space.Similar machinery operates on the server. A server stub is included in the serverprogram. This stub receives calls from the transport mechanism on the server machinewhen a suitable call packet arrives. The stub unmarshalls the arguments and calls theidentified procedure. After completing its task, the server procedure returns to the stub,which marshalls the results and then calls the appropriate transport mechanism to send theresult packet back to the caller machine.More details on the structure of Firefly RPC appear in section 3.2.MEASUREMENTSIn this section we report the overall performance of Firefly RPC. All measurements inthis paper were made on the installed service system, software that was used by more than50 researchers. Except where noted all tests used automatically generated stubs for aremote "Test" interface that exports three procedures:PROCEDURE: Null();PROCEDURE: MaxResult(VAR OUT buffer: ARRAY OF CHAR);PROCEDURE: MaxArg(VAR IN buffer: ARRAY OF CHAR);MaxArg and MaxResult were called with the following variable as the argument:VAR b: ARRAY [0..1439] OF CHAR;Calls to Null() measure the base latency of the RPC mechanism. The Ethernetpackets generated for the call and return of this procedure, which accepts no argument andproduces no result, consist entirely of Ethernet, IP, UDP, and RPC headers and are the74-byte minimum size generated for Ethernet RPC.Calls to MaxResult(b) measure the server-to-caller throughput of RPC. The single1440-byte VAR OUT argument produces the minimal 74-byte call packet and a resultpacket with 1514 bytes, the maximum allowed on an Ethernet. (The RPCimplementation allows arguments and results larger than 1440 bytes, but such largerarguments and results necessarily are transmitted in multiple packets.) The VAR OUTdesignation tells the RPC implementation that the argument value need only betransferred in the result packet. MaxArg(b) moves data from caller to server in the sameway. The VAR IN designation means that the argument value need only be transferred inthe call packet.2.1Latency and ThroughputAs an overall assessment of RPC performance on the Firefly, we measured the elapsedtime required to make a total of 10000 RPCs using various numbers of caller threads.The caller threads ran in a user address space on one Firefly, and the multithreaded serverran in a user address space on another. Timings were done with the two Fireflies attachedto a private Ethernet to eliminate variance due to other network traffic.

Performance of Firefly RPC3Table I: Time for 10000 RPCs# of callerCalls to Null()Calls to MaxResult(b)threadssecondsRPCs/secsecondsmegabits/sec126.6137563.471.82216.8059535.283.28316.2661527.284.25415.4564724.934.65515.1166224.694.69614.6968024.654.70713.4974124.724.69813.6773224.684.69From Table I we see that the base latency of the Firefly RPC mechanism is about2.66 milliseconds and that 7 threads can do about 740 calls of Null() per second. Latencyfor a call to MaxResult(b) is about 6.35 milliseconds and 4 threads can achieve a server-to-caller throughput of 4.65 megabits/second using this procedure. We observed about1.2 CPUs being used on the caller machine, slightly less on the server machine, toachieve maximum throughput. Those Fireflies, which had all the standard backgroundthreads started, used about 0.15 CPUs when idling.2.2Marshalling TimeRPC stubs are automatically generated from a Modula-2+ definition module. The stubsare generated as Modula-2+ source, which is compiled by the normal compiler. For mostargument and result types, the stub contains direct assignment statements to copy theargument or result to/from the call or result packet. Some complex types are marshalledby calling library marshalling procedures.Andrew Birrell has measured the following times for passing various argument typeswith the automatically generated stubs. The measurements reported are the incrementalelapsed time for calling a procedure with the indicated arguments over calling Null(). Thedifferences were measured for calls to another address space on the same machine in orderto factor out the Ethernet transmission time for different sizes of call and result packets.Such local RPC1 uses the same stubs as inter-machine RPC. Only the transportmechanism is different: shared memory rather than IP/UDP and the Ethernet. Because thepool of packet buffers (the same pool used for Ethernet transport) is mapped into eachuser address space, the time for local transport is independent of packet size.Table II: 4-byte integer arguments, passed by value# of argumentsMarshalling timein microseconds18216432Integer and other fixed-size arguments passed by value are copied from the caller’sstack into the call packet by the caller stub, and then copied from the packet to theserver’s stack by the server stub. Such arguments are not included in the result packet.1 The time for a local RPC to Null() is 937 microseconds for the system measured here. SeeBershad et al. [1] for a report on successful efforts to speed up local RPC on the Firefly.

Performance of Firefly RPC4Table III: Fixed length array, passed by VAR OUTArray size in bytesMarshalling timein microseconds420400140Table IV: Variable length array, passed by VAR OUTArray size in bytesMarshalling timein microseconds11151440550In Modula-2+, VAR arguments are passed by address. The additional OUT or INdesignation tells the stub compiler that the argument is being passed in one directiononly. The stub can use this information to avoid transporting and copying the argumenttwice. A VAR OUT argument is transported only in the result packet; it is not copiedinto the call packet by the caller stub. If the argument fits in a single packet then theserver stub passes the argument’s address in the result packet buffer to the serverprocedure, from where the server procedure can directly write it, so no copy is performedat the server. The single copy occurs upon return when the caller stub moves the value inthe result packet back into the caller’s argument variable. VAR IN arguments work thesame way, mutatis mutandis, to transfer data from caller to server. VAR OUT and VARIN arguments of the same type have the same incremental marshalling costs. For singlepacket calls and results the marshalling times for array arguments scale linearly with thevalues reported in tables III and IV.Table V: Text.T argumentArray size in bytesMarshalling timein microsecondsNIL 891378128659 A Text.T is a text string that is allocated in garbage collected storage and isimmutable. The caller stub must copy the string into the call packet. The server stubmust allocate a new Text.T from garbage collected storage at the server, copy the stringinto it, and then pass a reference to this new object to the server procedure. Most of thetime for marshalling Text.Ts is spent in the Text library procedures.3.ANALYSISIn this section we account for the elapsed time measured in section 2.1. We start bydescribing in some detail the steps in doing an inter-machine RPC. Then we report thetime each step takes and compare the total for the steps to the measured performance.3.1Steps in a Remote Procedure CallThe description here corresponds to the fast path of RPC. It assumes that other callsfrom this caller address space to the same remote server address space have occurredrecently, within a few seconds, so that server threads are waiting for the call. Part of

Performance of Firefly RPC5making RPC fast is arranging that the machinery for retransmission, for having enoughserver threads waiting, for multi-packet calls or results, for acknowledgements, and otherfeatures of the complete RPC mechanism intrude very little on the fast path.Consequently, the description of the fast path can ignore these mechanisms. The pathdescribed is that followed for the majority of RPCs that occur in the operational system.It is this fast path that determines the normally observed performance of RPC.Firefly RPC allows choosing from several different transport mechanisms at RPCbind time. Our system currently supports transport to another machine by a custom RPCpacket exchange protocol layered on IP/UDP, by DECNet to another machine, and byshared memory to another address space on the same machine. The choice of transportmechanism is embodied in the particular versions of the transport procedures namedStarter, Transporter, and Ender that are invoked by the caller stub. At the server thechoice is represented by the Receiver procedure being used. In this paper we measure anddescribe the first of these transport options, using Ethernet. This custom RPC packetexchange protocol follows closely the design described by Birrell and Nelson for CedarRPC [2]. The protocol uses implicit acknowledgements in the fast path cases.3.1.1Caller stubWhen a program calls a procedure in a remote interface, control transfers to a caller stubmodule for that interface in the caller’s address space. Assuming that binding to a suitableremote instance of the interface has already occurred, the stub module completes the RPCin five steps:1.Call the Starter procedure to obtain a packet buffer for the call with a partiallyfilled-in header.2.Marshall the caller’s arguments by copying them into the call packet.3.Call the Transporter procedure to transmit the call packet and wait for thecorresponding result packet.4.Unmarshall the result packet by copying packet data to the caller’s resultvariables.5.Call the Ender procedure to return the result packet to the free pool.When the stub returns control to the calling program, the results are available as if thecall had been to a local procedure.3.1.2Server stubThe server stub has a similar job to do. When it receives a call packet on an up call fromthe Receiver procedure on the server machine, it performs three steps:1.Unmarshall the call’s arguments from the call packet. Depending on its type, anargument may be copied into a local stack variable, copied into newly allocatedgarbage collected storage, or left in the packet and its address passed. The callpacket is not freed.2.Call the server procedure.3.When the server procedure returns, marshall the results in the saved call packet,which becomes the result packet.When the server stub returns to the Receiver procedure, the result packet is transmittedback to the caller.3.1.3Transport mechanismThe Transporter procedure must fill in the RPC header in the call packet. It thencalls the Sender procedure to fill in the UDP, IP, and Ethernet headers, including the UDPchecksum on the packet contents. To queue the call packet for transmission to the servermachine, the Sender invokes the Ethernet driver, by trapping to the Nub in kernel mode, .

Performance of Firefly RPC6Because the Firefly is a multiprocessor with only CPU 0 connected to the I/O bus,the Ethernet driver must run on CPU 0 when notifying the Ethernet controller hardware.Control gets to CPU 0 through an interprocessor interrupt; the CPU 0 interrupt routineprods the controller into action.Immediately after issuing the interprocessor interrupt, the caller thread returns to thecaller’s address space where the Transporter registers the outstanding call in an RPC calltable, and then waits on a condition variable for the result packet to arrive. The time forthese steps is not part of the fast path latency as the steps are overlapped with thetransmission of the call packet, the processing at the server, and the transmission of theresult packet. For the RPC fast path the calling thread gets the call registered before theresult packet arrives.Once prodded, the Ethernet controller reads the packet from memory over the QBusand then transmits it to the controller on the server machine. After receiving the entirepacket, the server controller writes the packet to memory over the server QBus and thenissues a packet arrival interrupt.The Ethernet interrupt routine validates the various headers in the received packet,verifies the UDP checksum, and then attempts to hand the packet directly to a waitingserver thread. Such server threads are registered in the call table of the server machine. Ifthe interrupt routine can find a server thread associated with this caller address space andcalled address space, it attaches the buffer containing the call packet to the call table entryand awakens the server thread directly.The server thread awakens in the server’s Receiver procedure.1 The Receiver inspectsthe RPC header and then calls the the stub for the interface ID specified in the call packet.The interface stub then calls the specific procedure stub for the procedure ID specified inthe call packet.The transport of the result packet over the Ethernet is handled much the same way.When the server stub returns to the Receiver, it calls the server’s Sender procedure totransmit the result packet back to the caller machine. Once the result packet is queued fortransmission, the server thread returns to the Receiver and again registers itself in the calltable and waits for another call packet to arrive.Back at the caller machine, the Ethernet interrupt routine validates the arriving resultpacket, does the UDP checksum, and tries to find the caller thread waiting in the calltable. If successful, the interrupt routine directly awakens the caller thread, which returnsto step 4 in the caller stub described above.The steps involved in transporting a call packet and a result packet are nearlyidentical, from calling the Sender through transmitting and receiving the packet toawakening a suitable thread in the call table. We refer to these steps as the "send+receive"operation. A complete remote procedure call requires two send+receives -- one for the callpacket and one for the result packet.3.2Structuring for Low LatencyThe scenario just outlined for the fast path of RPC incorporates several design featuresthat lower latency. We already mentioned that the stubs use custom generated assignmentstatements in most cases to marshall arguments and results for each procedure, rather thanlibrary procedures or an interpreter. Another performance enhancement in the caller stubis invoking the chosen Starter, Transporter, and Ender procedures through procedurevariables filled in at binding time, rather than finding the procedures by a table lookup.Directly awakening a suitable thread from the Ethernet interrupt routine is anotherimportant performance optimization for RPC. This approach means that demultiplexingof RPC packets is done in the interrupt routine. The more traditional approach is to havethe interrupt handler awaken a datalink thread to demultiplex the incoming packet. The1 We lump 3 procedures of the actual implementation under the name Receiver here.

Performance of Firefly RPC7traditional approach lowers the amount of processing in the interrupt handler, but doublesthe number of wakeups required for an RPC. As wakeups tend to be expensive, we preferto avoid extra ones. By carefully coding the demultiplexing code for RPC packets, thetime per packet in the interrupt handler can be kept within reasonable bounds (see TableVI). Even with only two wakeups for each RPC, the time to do these wakeups can be amajor contributor to RPC latency. Considerable work has been done on the Fireflyscheduler to minimize this cost. The slower traditional path through the datalink modulesin the operating system address space is used when the interrupt routine cannot find theappropriate RPC thread in the call table, and when handling non-RPC packets.The packet buffer management scheme we have adopted also increases RPCperformance. We already mentioned above that the server stub hangs on to the call packetto use it for the results. We also arrange for the receive interrupt handler to immediatelyreplace the buffer used by an arriving call or result packet. Each call table entry occupiedby a waiting thread also contains a packet buffer. In the case of a calling thread it is thecall packet; in the case of a server thread it is the last result packet. These packets mustbe retained for possible retransmission. The RPC packet exchange protocol is arranged sothat arrival of a result or call packet means that the packet buffer in the matching calltable entry is no longer needed. Thus, when putting the newly arrived packet into the calltable, the interrupt handler removes the buffer found in that call table entry and adds it tothe Ethernet controller’s receive queue. Since the interrupt handler always checks foradditional packets to process before terminating, on-the-fly receive buffer replacement canallow many packets to be processed per interrupt. Recycling is sufficiently fast that wehave seen several hundred packets processed in a single receive interrupt.The alert reader will have suspected another feature of our buffer managementstrategy: RPC packet buffers reside in memory shared among all user address spaces andthe Nub. These buffers also are permanently mapped into Vax I/O space. Thus, RPCstubs in user spaces, and the Ethernet driver code and interrupt handler in the Nub, all canread and write packet buffers in memory using the same addresses. This strategyeliminates the need for extra address mapping operations or copying when doing RPC.While its insecurity makes shared buffers unsuitable for use in a time sharing system,security is acceptable for a single user workstation or for a server where only trusted codeexecutes (say a file server). This technique would also work for, say, kernel to kernelRPCs. For user space to user space RPCs in a time sharing environment, the moresecure buffer management required would introduce extra mapping or copying operationsinto RPCs.Like the pool of RPC buffers, the RPC call table also is shared among all useraddress spaces and the Nub. The shared call table allows the Ethernet interrupt handler tofind and awaken the waiting (calling or server) thread in any user address space. Several of the structural features used to improve RPC performance collapse layersof abstraction in a somewhat unseemly way. Programming a fast RPC is not for thesqueamish.3.3Allocation of LatencyWe now try to account for the time an RPC takes. Table VI shows a breakdown of timefor the send+receive operation that is executed twice per RPC, once for the argumentpacket, once for the result packet. The first seven actions are activities of the sendingmachine. The next three are Ethernet and hardware controller delays. The last four areactions performed by the receiving machine. All of the software in this table is writtenin assembly language.

Performance of Firefly RPC8Table VI: Latency of steps in the send+receive operationActionMicroseconds forMicroseconds for74 byte packet1514 byte packet(if different)Finish UDP header (Sender)59 aCalculate UDP checksum 45b440bHandle trap to Nub37aQueue packet for transmission39aInterprocessor interrupt to CPU 010cHandle interprocessor interrupt76aActivate Ethernet controller22aQBus/Controller transmit latency70d815eTransmission time on Ethernet60d1230eQBus/Controller receive latency80d835eGeneral I/O interrupt handler14 aHandle interrupt for received pkt177aCalculate UDP checksum45b440bWakeup RPC thread220aTotal for send+receive9544414Key for Table VI:aCalculated by adding the measured execution times of the machine instructionsin this code sequence.b Measured by disabling UDP checksums and noting speedup.c Estimated.dMeasured with logic analyzer.eMeasurements d adjusted assuming 10 megabit/second Ethernet, 16megabit/second QBus transfer, and no cut through.Table VI shows that Ethernet transmission time and QBus/controller latency aredominant for large packets, but software costs are dominant for small packets. Thebiggest single software cost is the scheduler operation to awaken the waiting RPC thread.Table VII shows where time is spent in the user space RPC runtime code andstandard stubs for a call to Null(). The procedures detailed in Table VII are written inModula-2+. The times were calculated by adding up the instruction timings for thecompiler-generated code.Table VII: Latency of stubs and RPC runtime MachineProcedureMicrosecondsCallerCalling program (loop to repeat call)16 Calling stub (call & return)90 Starter128 Transporter (send call pkt)27 ServerReceiver (receive call pkt)158 Server stub (call & return)68 Null (the server procedure)10 Receiver (send result pkt)27 CallerTransporter (receive result pkt)49 Ender33TOTAL606

Performance of Firefly RPC9The Modula-2+ code listed in Table VII includes 9 procedure calls. Since eachcall/return takes about 15 microseconds, depending on the number of arguments, about20% of the time here is spent in the calling sequence.In Table VIII we combine the numbers presented so far to account for the timerequired for a complete call of Null() and of MaxResult(b).Table VIII: Calculation of latency for RPC to Null() and MaxResult(b)ProcedureActionMicrosecondsNull()Caller, server, stubs and RPC runtime606Send+receive 74-byte call packet954Send+receive 74-byte result packet954TOTAL2514MaxResult(b)Caller, server, stubs and RPC runtime606Marshall a 1440-byte VAR OUT result550Send+receive 74-byte call packet954Send+receive 1514-byte result packet4414TOTAL6524The best measured total latency for a call to Null() is 2645 microseconds, so we’vefailed to account for 131 microseconds. The best measured total latency for a call toMaxResult(b) is 6347 microseconds, so we’ve accounted for 177 microseconds too much.By adding the time of each instruction executed and of each hardware latency encountered,we have accounted for the total measured time of RPCs to Null() and MaxResult(b) towithin about 5% .4.IMPROVEMENTSOne of the important steps in improving the performance of Firefly RPC over its initialimplementation was to rewrite the Modula-2+ versions of the fast path code in theEthernet send+receive operation in VAX assembly language. In this section we illustratethe speed-ups achieved by using machine code.We then use the analysis and measurement reported so far to estimate the impact thatother changes could have on overall RPC performance. It is hard to judge how noticeablethese possible improvements would be to the normal user of the system. The FireflyRPC implementation has speeded up by a factor of three or so from its initialimplementation. This improvement has produced no perceived change in the behavior ofmost applications, since the throughput is still limited by I/O devices. However, lowerlatency RPC may encourage programmers to use RPC interfaces where they mightpreviously have been tempted to use ad hoc protocols before, and encourage the designersof new systems to make extensive use of RPC.4.1Assembly Language vs. Modula-2+In order to give some idea of the improvement obtained when Modula-2+ code fragmentsare recoded in assembly language, the following table shows the time taken by oneparticular code fragment at various stages of optimization. This fragment was chosenbecause it was the largest one that was recoded and is typical of the improvementsobtained for all the code that was rewritten.

Performance of Firefly RPC10Table IX: Execution time for main path of the Ethernet interrupt routineVersionTime in microsecondsOriginal Modula-2+758Final Modula-2+547Assembly language177The "Original Modula-2+" was the state of the code before any assembly languagecode was written. The interrupt routine had already been carefully written for speed (wethought). The "Final Modula-2+" code was structured so that the compiler output wouldfollow the assembly language version as closely as possible. Writing in assemblylanguage is hard work and also makes the programs harder to maintain. Because RPC isthe preferred communication paradigm for the Firefly, however, it seemed reasonable toconcentrate considerable attention on its key code sequence. (There can’t be too muchassembly language in the fast path, or it wouldn’t be fast!) The Modula-2+ compiler usedhere doesn’t generate particularly good code. The speedup achieved by using assemblylanguage might be less dramatic starting from a different compiler, but would still besubstantial.4.2Speculations on Future ImprovementsWhile improving the speed of the RPC system, we noticed several further possibilitiesfor improving its performance and also considered the impact that faster hardware andnetworks would have. In this section we speculate on the performance changes suchimprovements might generate. Some of these changes have associated disadvantages orrequire unusual hardware. For each change, we give the estimated speedup for a call toNull() and a call to MaxResult(b). The effect on maximum throughput has not beenestimated for all the changes, since this figure is likely to be limited by a single hardwarecomponent.Some estimates are based on "best conceivable" figures, and these may ignore somepractical issues. Also, the effects discussed are not always independent, so theperformance improvement figures cannot always be added.4.2.1.Different network controllerA controller which provided maximum conceivable overlap between Ethernet and QBUStransfers would save about 300 microseconds on Null() (11%), and about 1800microseconds (28%) on MaxResult(b). It is more difficult to estimate the improvementin throughput with multiple threads, since the Ethernet controller is already providingsome overlap in that case. We think improvement is still possible on the transmissionside, since the saturated reception rate is 40% higher than the corresponding transmissionrate (see section 5.1).4.2.2.Faster networkIf the network ran at 100 megabits/second and all other factors remained constant, thetime to call Null() would be reduced by 110 microseconds (4%) and the time to callMaxResult(b) would reduce by 1160 microseconds (18%).4.2.3.Faster CPUsIf all processors were to increase their speed by a factor of 3, the time to call Null() wouldreduce by about 1380 microseconds (52%). The time to call MaxResult(b) would reduceby 2280 microseconds (36%).

Performance of Firefly RPC114.2.4.Omit UDP checksumsOmitting UDP checksums saves 180 microseconds (7%) on a call to Null() and 1000microseconds (16%) on a call to MaxResult(b). At present, we use these end-to-endsoftware checksums because the Ethernet controller occasionally makes errors afterchecking the Ethernet CRC. End-to-end checksums still would be essential for crossinggateways in an internet.4.2.5.Redesign RPC protocol.We estimate that by redesigning the RPC packet header to make it easy to interpret, andchanging an internal hash function, it would be possible to save about 200 microsecondsper RPC. This represents approximately 8% of a call to Null() and 3% of a call toMaxResult(b).4.2.6.Omit layering on IP and UDPWe estimate that direct use of Ethernet datagrams, omitting the IP and UDP headers,would save about 100 microseconds per RPC, assuming that checksums were stillcalculated. This is about 4% of a call to Null() and 1-2% of a call to MaxResult(b). Thischange would make it considerably more difficult to implement RPC on machines wherewe do not have access to the kernel. It would also make it impossible to use RPC via anIP gateway. (Some of the fields in IP and UDP headers are actually useful, and wouldhave to be incorporated into the RPC header.)4.2.7.Busy waitIf caller and server threads were to loop in user space while waiting for incoming packets,the time for a wakeup via the Nub would be saved at each end. This is about 440microseconds per RPC, which is 17% of a call to Null() and 7% of a call toMaxResult(b). Allowing threads to busy wait (in such a way that they would relinquishcontrol whenever the scheduler demanded) would require changes to the scheduler andwould make it difficult to measure accurately CPU usage for a thread.4.2.8.Recode RPC runtime routines (except stubs)If the RPC runtime routines in Table VII were rewritten in hand-generated machinecode, we would expect to save approximately 280 microseconds per RPC. Thiscorresponds to 10% of a call to Null() and 4% of a call to MaxResult(b). This figure isbased on an expected speedup of a factor of 3 in 422 microseconds of routines to berecoded, which is typical of other code fragments that have been rewritten.5.FEWER PROCESSORSThe Fireflies used in the tests reported here had 5 MicroVAX II processors. Themeasurements in other sections were done with all 5 available to the scheduler. In thissection we report the performance when the number of available processors is decreased.At first we were unable to get reasonable performance when running with a singleavailable processor on the caller and server machines. Calls to Null() were taking around20 milliseconds. We finally discovered the cause to be a few lines of code that slightlyimproved multiprocessor performance but had a dramatic negative effect on uniprocessorperformance. The good multiprocessor code tends to lose about 1 packet/second when asingle thread calls Null() using uniprocessors, producing a penalty of about 600milliseconds waiting for a retransmission to occur. Fixing the problem requiresswapping the order of a few statements at a penalty of about 100 microseconds formultiprocessor latency. The results reported in this section were measured with the

Performance of Firefly RPC12swapped lines installed. (This change was not present for results reported in othersections.)These measurements were taken with the RPC Exerciser, which uses hand-producedstubs that run faster than the standard ones (because they don’t do marshalling, for onething). With the RPC Exerciser, the latency for Null() is 140 microseconds faster and thelatency for MaxResult(b) is 600 microseconds faster than reported in Table I. Such hand-produced stubs might be used in performance-sensitive situations, such as kernel-to-kernelRPCs, where one could trust the caller and server code to reference all arguments andresults directly in RPC packet buffers.Table X: Calls to Null() with varying numbers of processorscallerserverseconds forprocessorsprocessors1000 calls552.69452.73352.85252.98153.96143.98134.13124.21114.81Table X shows 1 thread making RPCs to Null(), with varying numbers of processorsavailable on each machine. When the calls are being done one at a time from a singlethread, reducing the number of caller processors from 5 down to 2 increases latency onlyabout 10%. There is a sharp jump in latency for the uniprocessor caller. Reductions inserver processors seem to follow a similar pattern. Latency with uniprocessor caller andserver machines is 75% longer than for 5 processor machines.Table XI: Throughput in megabits/second of MaxResult(b)with varying numbers of processorscaller processors511server processors5511 caller thread2.01.51.32 caller threads3.42.32.03 caller threads4.62.72.44 caller threads4.72.72.55 caller threads4.72.72.5Table XI shows the effect on the data transfer rate of varying the number ofprocessors on RPCs to MaxResult(b). In this test each thread made 1000 calls.Apparently throughput is quite sensitive to the difference between a uniprocessor and amultiprocessor. Uniprocessor throughput is slightly more than half of 5 processorperformance for the same number of caller threads.We haven’t tried very hard to make Firefly RPC perform well on a uniprocessormachine. The fast path for RPC is followed exactly only on a multiprocessor. On auniprocessor, extra code gets included in the basic latency for RPC, such as a longer paththrough the scheduler. It seems plausible that better uniprocessor throughput could beachieved by an RPC design, like Amoeba’s [7], V’s [3], or Sprite’s [6], that streamed alarge argument or result for a single call in multiple packets, rather than depended on

Performance of Firefly RPC13multiple threads transferring a packet’s worth of data per call. The streaming strategyrequires fewer thread-to-thread context switches.6.OTHER SYSTEMSA sure sign of the coming of age of RPC is that others are beginning to report RPCperformance in papers on distributed systems. Indeed, an informal competition hasdeveloped to achieve low latency and high throughput. Table XII collects the publishedperformance of several systems of interest. All of the measurements were for inter-machine RPCs to the equivalent of Null() over a 10 megabit Ethernet, with the exceptionthat the Cedar measurements used a 3 megabit Ethernet. No other paper has attempted toaccount exactly for the measured performance, as we have tried to do.Table XII: Performance of remote RPC in other systemsSystemMachine -~ MIPsLatency inThroughput in Processormillisecondsmegabits/secCedar [2]Dorado - custom1 x 41.12.0Amoeba [7]Tadpole - M680201 x 1.51.45.3V [3]Sun 3/75 - M680201 x 22.54.4Sprite [6]Sun 3/75 - M680201 x 22.85.6Amoeba/Unix [7]Sun 3/50 - M680201 x 1.57.01.8FireflyFF - MicroVAX II1 x 14.82.5FireflyFF - MicroVAX II5 x 12.74.6Amoeba advertises itself as the world’s fastest distributed system. But the Cedarsystem achieved 20% lower latency 4 years earlier (using a slower network and a fasterprocessor). Determining a winner in the RPC sweepstakes is tricky business. Thesesystems vary in processor speed, I/O bus bandwidth, and controller performance. Some ofthese RPC implementations work only kernel to kernel, others work user space to userspace. Some protocols provide internet headers, others work only within a singleEthernet. Some use automatically generated stubs, others use hand-produced stubs.Some generate end-to-end checksums with software, others do not. The implementationsare written in different languages with varying quality compilers. It is not clear whichcorrections to apply to normalize the reported performance of different systems. It is clear that developers of distributed systems are learning how to get goodrequest/response performance from their system and network. It is now widely understoodthat it is not necessary to put up with high latency or low throughput from RPC-stylecommunication. Some RPC implementations appear to drive current Ethernet controllersat their throughput limit1 and to provide basic remote call latency only about 100 timesslower than that for statically- linked calls within a single address space.7.CONCLUSIONSOur objective in making Firefly RPC the primary communication mechanism betweenaddress spaces, both inter-machine and local, was to explore the bounds of effectiveness ofthis paradigm. In making the RPC implementation fast, we sought to remove oneexcuse for not using it. To make it fast we had to understand exactly where time wasbeing spent, remove unnecessary steps from the critical path, give up some structural1 In the case of Firefly RPC, we noticed that throughput has remained the same as the last fewperformance improvements were put in place. The CPU utilization continued to drop as thecode got faster.

Performance of Firefly RPC14elegance, and write key steps in hand-generated assembly code. We did not find itnecessary to sacrifice function; RPC still allows multiple transports, works over widearea networks, copes with lost packets, handles a large variety of argument typesincluding references to garbage collected storage, and contains the structural hooks forauthenticated and secure calls. The performance of Firefly RPC is good enough thatapplication and system designers accept it as the standard way to communicate.The throughput of several RPC implementations (including ours) appears limited bythe network controller hardware; a controller that provided more overlap between the I/Obus and the Ethernet would lower Firefly RPC latency 10% to 30%. The softwareoverheads of RPC in the Firefly are within a factor of 2 of the level where no furthereffort should be expended to lower them for communication using a 10 megabit/secondEthernet. If, as expected, 100 megabit/second networks become a reality over the nextfew years then we may face the challenge of speeding up the software once again. Fasterprocessors might not do the entire job.8.ACKNOWLEDGEMENTSAndrew Birrell designed the Firefly RPC facility and Sheng Yang Chiu designed the driverfor the Ethernet controller. Andrew and Sheng Yang, along with Mike Burrows, EricCooper, Ed Lazowska, Sape Mullender, Mike Schroeder, and Ted Wobber haveparticipated in the implementation and improvement of the facility. The recent round ofperformance improvements and measurements were done by Mike Burrows and MikeSchroeder, at Butler Lampson’s insistence. The RPC latency includes two wakeup callsto the scheduler, whose design and implementation was done by Roy Levin. AndrewBirrell, Mark Brown, David Cheriton, Ed Lazowska, Hal Murray, John Ousterhout, andSusan Owicki made several suggestions for improving the presentation of the paper.

Performance of Firefly RPC159.REFERENCES1 . Brian Bershad et al., "Lightweight Remote Procedure Call," Technical Report 89-04-02,Dept. of Computer Science, Univ. of Washington.2 . Andrew D. Birrell and Bruce Nelson, "Implementing Remote Procedure Calls," ACMTransactions on Computer Systems, Feb. 1984 pp. 39-59.3 . David R. Cheriton, "The V Distributed System," Communications of the ACM, Mar 1988,pp 314-333.4 . Digital Equipment Corp., "DEQNA ETHERNET -- User’s Guide," Sep 1986.5 . Digital Equipment Corp., "Microsystems Handbook ," 1985, Appendix A.6John K. Ousterhout et al., "The Sprite Network Operating System," Computer, Feb 1988,pp. 23-35.7 . Robbert van Renesse, Hans van Staveren, and Andrew S. Tannenbaum, "Performance ofthe World’s Fastest Distributed Operating System," Operating Systems Review , Oct 1988,pp. 25-34.8Paul R. Rovner, "Extending Modula-2 to Build Large, Integrated Systems," IEEE Software,Nov 1986, pp 46-57.9 . C.P. Thacker, L.C. Stewart, and E.H. Satterthwaite Jr., "Firefly: A MultiprocessorWorkstation," IEEE Transactions on Computers, Aug 1988, pp 909-920.