Microsoft® Windows® 95


Explanation of “server name conflict issue”, reported in PC Week September 25:


Background:





Since well before Windows 95, NetWare experts have known that using duplicate server names on a NetWare network will introduce problems for clients trying to use either server with the duplicate name.  This name conflict problem relates to the design of Novell's Server Advertising Protocol (SAP). 





In the same way that two NetWare servers with duplicate names will cause a name conflict,  a Windows 95 machine will also cause a name conflict if all of the following are true: 


File and Print sharing services for NetWare enabled,  


SAP advertising enabled, 


machine has same name as a NetWare server.  





(Note:  File and Print sharing services for NetWare and SAP advertising are turned off by default so the chances of users accidentally configuring a Windows 95 machine to cause a name conflict are very low).





By educating users not to use duplicate server names,  this problem will be avoided.  Additionally, in environments where administrators are concerned that education may not be enough, the Windows 95 policy editor can be used to disable either File and Print sharing services for NetWare or SAP advertising. 


Questions and Answers:


I read the September 25th PC Week article “Win 95 flaw endangers NetWare Server access”.  How might I be affected?


Probably not at all.  When Windows 95 is installed on network machines, only the client software for your network is installed.  The features in Windows 95 that may introduce a server name conflict are disabled by default.  If these features are later are enabled, the problem  still will not occur unless the Windows 95 machine has the same name as a NetWare server.


How can I prevent naming conflicts on my network?


One way is to educate users who will be using file and printer sharing services for NetWare not to use duplicate names.  Also, in situations where education might not be sufficient, you can use the Windows 95 Policy Editor to prohibit users from enabling File and Printer sharing services for NetWare or from enabling SAP Advertising.


Is this a problem specific to Windows 95?


No, in fact, NetWare experts have known for some time that if two NetWare servers have the same name a naming conflict will occur.  


Are you blaming this issue on Novell?


No, but the problem relates to the NetWare Service Advertising Protocol (SAP) scheme used by NetWare 2.x NetWare 3.x and NetWare 4.x.   There are several known weaknesses associated with running SAP on large networks. Future versions of NetWare are expected to replace the SAP mechanism with a new protocol that does not suffer from many of these problems.





Every NetWare server advertises itself and its services on the network once every minute.  It does so by sending a SAP packet to the broadcast address.  All other servers and routers listen for these packets and accumulate them in their internal tables.  Each entry must be remembered by every router and every server on the network.  Although this system works quite well for a small number of servers, as the number grows larger the bandwidth requirements and resource requirements in servers and routers get very large.





Since server names are not “registered” with a “master”, each router and server stores the last SAP broadcast from a specific name.


Can I as a network administrator prevent naming conflicts from happening?


Yes.  Windows 95 has a new feature called systems policies.  System policies can be used to enforce system configuration.  By using the System Policy Editor, administrators can restrict client PC’s from using the File and Printer Sharing Services for NetWare or prevent users from enabling SAP advertising.  Please see the Windows 95 Resource Kit (or the Windows 95 CD) for the instructions on system policies.


If I am not using NetWare at my site, are naming conflicts possible with Windows NT servers?


No, on Microsoft Networks, SAP is not needed and this problem will not occur.


What are the conditions necessary  for a name conflict occur?


All of the following would have to occur.


A Windows 95 machine would have to have File and Printer Sharing Services for NetWare enabled (by default, this is disabled)


The machine would have to have SAP advertising enabled (by default this is disabled)


The machine would have to have the same name as a NetWare server.


How likely is a name conflict to occur by accident?


It is unlikely for a name conflict to accidentally occur.  Users who enable File and Printer Sharing for NetWare and SAP Advertising are likely to be sophisticated users and should know about server naming conventions.


How do I fix a name conflict problem if it occurs?


Locate the machine with the duplicate name and change it to a unique name.  The name is changed in the launching the Control Panel clicking on the Network icon and changing to the Identification tab.








