ExchUtil.EXE 

Created: 1/25/2002

Modified: 11/22/2002
Purpose:  Originally intended as a utility for troubleshooting Outlook Web Access issues. This has grown into a tool that can aid in troubleshooting many CCC, Admin and Connectors issues. The goal was to generate a report that contains enough information for an engineer to troubleshoot the majority of configuration issues without overwhelming them with too much information. 

Description: This is a command line tool that accepts a number of different parameters (described in the Usage section Below), based on the parameters selected, reports will be generated which contain configuration information. The output is placed in two different files.
· Summary_<ServerName>.htm:  This HTML file contains a filtered list as well as a full list of attributes and values specific to the requested component, the intention is to display only the most important attributes for troubleshooting the largest range of issues. Depending on the object dumped a hyper link may exist that allows for displaying more details or permissions. HTML was chosen so that colors and text formatting can be added to make it more readable (links to whitpapers and KBs etc. can be added in the future as well depending on demand and the extent to which we are able to make changes to the code).   

· Full_<ServerName>.txt:  This text file contains a full dump of all of the summarized data, this allows us to ensure that we are not missing any important pieces while still keeping the summary file as short and readable as possible. In most cases this file will not be needed as most of the data it contains is also in ExchSummary.HTM
Configuration information is obtained from the following sources as applicable.
· Active Dirctory: Both Attribute Values and ACL entries. 

· Metabase: Primarily we dump only attributes that are in the schema for an object but we have the capability of specifiying attributes that are not in the schema as well. 

· Registry: Currently used to enumerate static port mappings as well as product version information.

· Local Security Database (LSA): Enumerate users with given rights on an Exchange Server.

· RPC EndPoint Map: Enumerate all End Points on an Exchange server. 

Configuration information can be gathered for the following specific Objects and their children if applicable or requested.

· HTTP Protocol Object, both Metabase and AD

· SMTP Protocol Object, both Metabase and AD

· Server Object (AD)

· Routing Group Container (AD) 

· Recipient Policy  Container (AD)

· Address List Container (AD)

· Folder Hierarchies Container (AD)

· ADC Connection Agreements Container (AD)

· User Object (AD) distinguished by either “sAMAccountName” or “userPrincipalName”
· Object by Distinguished Name (AD)
· Object by GUID (AD)

Support: PSS does NOT support this tool. 
Usage: 
Usage: ExchUtil is a command line utility that gathers Exchange configuration

information from various sources. The information is then written to

one of 2 different output files.

Syntax: ExchUtil.exe [/HTTP][/SMTP][/RPC][/SERVER][/RG][/RP][/AL][/FH][/CA]

                     [/IM][/ALL][/HOSTING][/USER:<UserName>][/GUID:<Guid>]

                     [/DN:<"Distinguished Name">][/REMOTE:<ServerName>]

                     [/V][/NOACL][/APPEND][/?]

/HTTP      Dumps configuration information specific to HTTP/OWA.

/SMTP      Dumps configuration information specific to SMTP.

/RPC       Dumps configuration information helpful in troubleshooting RPC

           from the server side, not available in "Remote Mode"

/SERVER    Dumps Exchange Server configuration information

           including child objects

/RG        Dumps information specific to Routing Groups

           such as connectors installed and their configuration.

/RP        Dumps configuration information specific to Recipient Policies

/AL        Dumps contents of the Address List Container including

           the Recipient Update Service

/FH        Dump Folder Hierarchies configuration information

/CA        Dump ADC Connection Agreement configuration information

/ALL       Dump a report of all of the above items.

/IM        Dump configuation information specific to Instant Messaging

/HOSTING   Dump a report helpful in troubleshooting Hosting or Application

           Service Provider specific issues.

/USER      Dump a single user object, you must provide either

           a valid User logon name or User Principle Name for a user in the

           Forest. If the User name is ambiguous the first match

           found wil be returned.

/GUID      Dump a single Active Directory object, you must provide

           a valid GUID in one of two formats "Binary String" or "Guid String"

           Examples:

           Binary String - /GUID:ACEFA3E81F20694E953EB2DAA1E8B1B6

           Guid String - /GUID:{E8A3EFAC-201F-4E69-953E-B2DAA1E8B1B6}

/DN        Dump a single Active Directory object, you must provide

           a valid distinguishedName, default is to dump only the 

           requested object. Use the /V switch to dump child objects.

/REMOTE    Specify a remote server to gather information from default is

           to query the local computer. This option places Exchutil in 

           "Remote Mode" some items will not be available in this mode

/V         Adds extra configuration information to the report that

           would not be needed under most circumstances.

/NOACL     Prevents dumping of ACL information on an Object.

           If ExchUtil fails dumping an object try adding this switch.

/APPEND    Append output to existing files, default is to

           overwrite output files on each consecutive run.

/?         Display this usage screen(Default)

Output: The output is written directly to one of three files, in the current

directory (the directory that ExchUtil was run from). Note that if the file

already exitst it will be overwritten unless /APPEND was specified

Summary_<ServerName>.htm    This file presents a summary of the information

                            gathered, and contains an expandable listing of

                            every attribute and permission associated with

                            a given object, or interface.

                            **this should be the only file needed to

                            troubleshoot most configuration issues.**

Full_<ServerName>.txt       Text file containing a full dump of information

                            gathered and summarized in Summary_<ServerName>.HTM

Notes: Any of the the above switches can be used in any combination the

       only exception is the /? switch. The /? switch ignores all other

       switches and displays this usage screen.

