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Compaq Desktop Management -
Intelligent Manageability for IBM
0S/2 Warp

Abstract: Intelligent Manageability is Compag’ s management solution
that lowers the total cost of ownership by making PCs more manageable
and less expensive to own. This technical guide discusses the full set of
Intelligent Manageability features available for Compaq Deskpro 2000,
4000, 6000, EP, and EN series running IBM’s OS2 Warp Connect and
Warp 4.0 operating systems.

EXECUTIVE SUMMARY

Compag's Intelligent Manageability features that support IBM OS/2
Warp Connect focuses on three areas to manage the cost of
maintaining Compag desktops:

Asset Management
Fault Management
Security Management

Compag's Intelligent Manageability package for OS2 that addresses
these desktop management areas includes the following software
components:

SNMP (Simple Network Management Protocol) Agent for OS/2
DMI (Desktop Management Interface) agent for OY.

Local Alerter for 0OS/2

Remote Management Utility Toolkit for O

Help usimprove our technical communication. Let us know what you think
about the technical information in this document. Y our feedback is valuable
and will help us structure future communications. Please send your
comments to: Keith.Humphrey@Compag.com
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Notice

Theinformation in this publication is subject to change without notice and is provided “AS1S” WITHOUT
WARRANTY OF ANY KIND. THE ENTIRE RISK ARISING OUT OF THE USE OF THIS
INFORMATION REMAINS WITH RECIPIENT. IN NO EVENT SHALL COMPAQ BE LIABLE FOR
ANY DIRECT, CONSEQUENTIAL, INCIDENTAL, SPECIAL, PUNITIVE OR OTHER DAMAGES
WHATSOEVER (INCLUDING WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS
PROFITS, BUSINESS INTERRUPTION OR LOSS OF BUSINESS INFORMATION), EVEN IF
COMPAQ HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

The limited warranties for Compag products are exclusively set forth in the documentation accompanying
such products. Nothing herein should be construed as constituting a further or additional warranty.

This publication does not constitute an endorsement of the product or products that were tested. The
configuration or configurations tested or described may or may not be the only available solution. This test
is not a determination of product quality or correctness, nor does it ensure compliance with any federa
state or local requirements.

Product names mentioned herein may be trademarks and/or registered trademarks of their respective
companies.

Compag, Contura, Deskpro, Fastart, Compaq Insight Manager, LTE, PageMarq, Systempro, Systempro/L T,
ProLiant, TwinTray, ROMPaqg, LicensePaqg, QVision, SLT, ProLinea, SmartStart, NetFlex, DirectPlus,
QuickFind, RemotePaq, BackPag, TechPag, SpeedPaq, QuickBack, PagFax, Presario, SilentCool,
CompagCare (design), Aero, SmartStation, MiniStation, and PagRap, are registered with the United States
Patent and Trademark Office.

Netelligent, Armada, Cruiser, Concerto, QuickChoice, ProSignia, Systempro/XL, Netl, LTE Elite,
Vocayst, PageMate, SoftPag, FirstPag, SolutionPag, EasyPoint, EZ Help, MaxLight, MultiLock,
QuickBlank, QuickLock, UltraView, Innovate logo, Wonder Tools logo in black/white and color, and
Compag PC Card Solution logo are trademarks and/or service marks of Compagq Computer Corporation.

Microsoft, Windows, Windows NT, Windows NT Server and Workstation, Microsoft SQL Server for
Windows NT are trademarks and/or registered trademarks of Microsoft Corporation.

NetWare and Novell are registered trademarks and intraNetWare, NDS, and Novell Directory Services are
trademarks of Novell, Inc.

Pentium is aregistered trademark of Intel Corporation.
Copyright ©1998 Compaq Computer Corporation. All rights reserved. Printed in the U.S.A.

Compag Desktop Management -Intelligent Manageability for IBM OS/2 Warp
White Paper prepared by ECG Technology Communications Group

First Edition (December 1998)
Document Number ECG029/1198

ECG029/1198



Compaq Desktop Management - Intelligent Manageability for IBM OS/2 Warp 3

Overview

Desktop computers are becoming far more expensive to maintain than the capital costs of the
hardware itself. Long-term cost of ownership studies put the yearly cost per desktop PC from
$4,000 to $12,000. The largest part of this cost is from providing service and support to end users.
A recent report by the Gartner Group estimates that the Total Cost of Ownership (TCO) of an
Intel based PC over its expected five-year life is $41,439. More than 30 percent of thiscost is
direct technical support and maintenance for end users.

To control these costs, system administrators are implementing high-level system management
tools such as Compag' s Insight Manager product. Furthermore, corporations are implementing
management tools into their corporate policies. These tools provide asset and license management
that can report asset data to a corporation’s fixed asset department or license data to prepare for
an audit.

Not only do system administrators need these tools on site, but they need the tools to work
remotely across different sites. This saves the system administrator from expensive and time
consuming travel to support or maintain a desktop in a distributed environment.

0S/2 Warp 4 istypically used by power users. A power user is an end user that requires alot of
resources from the PC. This type of end users tends to require an extensive amount of support and
service. They expect the hardware running OS/2 Warp to be reliable and maintained. Because
power users of OS/2 are typically sophisticated enough to tinker with systems to match their own
preferences, instead of corporate policy, the system administrator needs to have management
tools that can detect failures before they occur, along with notification of failures when they
actually happen.

Compaq has addressed the desktop management needs for OS/2 usersin its Intelligent
Manageability for OS2 package. Intelligent Manageability is Compaq’ s response to customers
needs for easy-to-manage PCs in a stand-alone and distributed network environment.

The Intelligent Managesability for OS/2 package is designed to be a solution for customers of
0S/2 Warp Connect and Warp 4 to control the total cost of ownership for their PC. Thisis
accomplished by providing the Remote Management Utility Toolkit for OS2, SNMP and DMI
Agent for OS/2, and the Local Alerter for OS/2.

These tools cover the three areas of desktop management:

Asset Management — provides you with detailed configuration information about the PC and
allows the System Administrator to inventory and track PCs and their components from one
central location.

Fault Management — provides you and the System Administrator with pre-failure and other
Alerts. Pre-failure Alerts generate advance warning to minimize downtime and data loss from
hardware failures.

Security Management — prevents unauthorized access to critical data and valuable PC
components.

Compag's Intelligent Manageability package for OS2 that addresses these desktop management
areas includes the following software components:

SNMP (Simple Network Management Protocol) Agent for OS2 — responds to any SNMP
requests issued by a SNM P management console such as Compaq Insight Manager or Tivoli
Net Finity TME10.

ECG029/1198
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DMI (Desktop Management Interface) agent for OS/2 — invokes the agent to serve requests
from any DMI management console.

Local Alerter for OS2 —works in tandem with the SNMP agent to Alert the user with pre-
failure and failure notifications.

Remote Management Utility Toolkit for OS/2 —is designed to aid System Administratorsin
preparing and performing ROM Flash or security changes of a remote machine.

In addition, the Intelligent Manageability package for OS2 will allow administrators to remotely
flash the Read Only Memory (ROM) of atarget desktop from a server through the use of athird-
party Software Distribution Application (SDA) such as IBM’s Net Finity Server or Microsoft’s
System Management Server (SMS).

Asset Management

Asset management is the process of tracking valuable PC assets over the network from a central
management console. Gathering asset information remotely will save the cost of visiting each
desktop system to gather inventory information. Furthermore, asset management provides an
efficient way of determining system configurations for diagnosing end user problems.

The Intelligent Manageability package for OS2 provides a number of asset control features for
Compaqg Desktops running OS/2 Warp Connect or OS/2 Warp 4. These features supply data such
as model and serial number of desktop components along with revision levels of firmware and
ROM. Given al these features the system administrator or end user will be ableto retrieve
important system configuration information.

SNMP and DMI Agent for OS/2 Delivers Asset Control

Asset Control provides the capability to track PC component information. All Asset Control
information is stored in the hardware devices and can be retrieved by Compaqg Insight Manager or
other third party management applications, such as Tivoli TME10, through the SNMP Agent for
0S/2.

The Asset Control features available on Compag Deskpros running OS/2 are:

System Serial Number, Manufacturer and M odel — Compaq assigns a serial number, the
manufacturer and model information to each unit. This datais automatically stored in the
computer’s hardware.

Hard Drive Manufacturer, Model and Serial Number — Hard drive manufacturer, model
and serial number are stored in the hard drive firmware and extracted via the hard drive
driver.

Monitor Manufacturer, Model, and Serial Number — Compag’s Asset Control Monitors
have been designed to conform to VESA'’s Display Data Channel (DDC) specification. This
data channel provides away for the monitor to automatically communicate configuration and
asset information to the PC.

Asset Tag— The Asset Tag is intended to be used as arepository for storing company-
specific property asset numbers for easy tracking. The Asset Tag is stored in a protected
section of non-volatile memory that can be accessed and modified with the F10 Computer
Setup.
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System Board Revision Level — This feature allows management software to read the
revision level of the system board. When the factory builds a new system board, the revision
level is digitally encoded into the hardware and cannot be modified.

ROM Revision Level — System ROM revision levels are identified by the date of release.
Each time anew ROM revision is flashed onto the system boards, the ROM revision level is
updated. The ROM revision date is stored in an industry-standard memory location so that
management software applications can poll this location and report the information.

Remote Management of Asset Control Data for OS/2
through Compagq Insight Manager

Using the industry-standard SNMP protocol found in IBM OS/2 Warp Connect and Warp 4,
Compag Insight Manager delivers world-class client server management for all commercial
products from Compag. One of Insight Manager’s core features is the ability to connect to the
Insight Management Agent running on all desktops and remotely view the Asset Control and
other configuration data.

The Compag Insight Manager is run on a console that communicates with Insight M anagement
Agents running on each managed device via industry-standard SNMP.

Remote Management of Asset Control Data for OS/2 through
Third Party Management Applications

Third-party management applications such as Tivoli’'s TME10 or IBM’s Net Finity for OS2 are
able to communicate with IBM OS/2 SNMP Master Agent. This allows Compaq's Insight Agent

to filter information to the Master agent using the Distributed Programming Interface (DPI).
Figure 1 shows the SNMP Architecture for OS/2.

ECG029/1198
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Figure 1. Architectural overview of Desktop Management for OS/2

FAULT MANAGEMENT

Compag Deskpros offer relatively easy troubleshooting because hardware and firmware have
been combined with partnerships to avoid failures and allow for rapid recovery if problems occur.
Their fundamental benefits include the ability to protect data and minimize end-user downtime,
thus increasing the productivity of both the end-user and the PC administrator. End-users will feel
more secure knowing that their systems and data are protected while the PC administrator will
benefit from smoother and faster service cals that can be a significant benefit over time.

Compag's Intelligent Manageability package for OS/2 delivers fault management through the
“Local Alerter on OS/2 Desktop” feature. This feature is a native OS/2 Presentation Manager
application that runs locally on the OS/2 desktop. It isintended to provide information on any
change in status of certain components of the system. Using the Local Alerter feature provides the
maximum protection for users of OS/2 Warp Connect and Warp 4.

ECG029/1198
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Local Alerter on OS/2 Desktop

The Local Alerter application monitors the status of specific devices using either Self-
Monitoring Analysis and Reporting Technology (SMART) or Intelligent Manageability features
provided by Compaq desktops.

The Local Alerter is dependent on the SNMP Agent for OS/2 to detect changes in status and
generate trap notifications. Upon a change in status, the following actions will be generated by
the Local Alerter:

Notify the local user via a pop-up dialog on a good-to-bad basis
Show the device information in a pop-up dialog for the failing device
Log the event in alog file with time stamping

Set default for action messages

Set default poll frequency

When an Alert event occurs, the Local Alerter application shall notify the local user via a pop-up
dialog box accompanied by an audible signal to draw the user’s attention to the monitor. The
Alert pop-up shall contain text explaining the type of Alert and some recommended actions along
with device information.

The Alert dialog recommended action messages are modifiable viaa*“ Properties’ sheet. The
sheet is accessible to the user by double clicking on the Intelligent Manageability icon on the
desktop. In addition, the user is allowed to disable the displaying of the local Alert messages.
Furthermore, using the Properties Sheet alows the user to set defaults for action messages and
polling frequency to check the status of the devices.

Supported Devices and features for Monitoring

Table 1 shows the devices that the Local Alerter supports and the way the devices are monitored
through either SMART or Compaq's Intelligent Manageability feature.

Table 1. Supported devices and monitored features for the Local Alerter application

Device Feature Monitored by

CPU Unsafe system temperature Intelligent
Manageability

Hard Disk IDE hard drive pre-failure condition SMART
SCSI hard drive pre-failure condition

Ulta ATA fault condition

Memory ECC memory faults Intelligent

) ) Manageability
Memory configuration change

Monitor Unsafe Monitor temperature range Intelligent

. Manageability
Monitor hardware fault

Hood Removal Removal of hood condition Intelligent
Manageability
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CPU Temperature Status Alerts

The Local Alerter application displays an Alert pop-up dialog only when it determines that the
system temperature has gone from the normal operating temperature range to the cautionary
temperature range. The Alert pop-up remains on the screen until you acknowledge it by selecting
the “OK” button. Once you have closed the temperature Alert pop-up, the Alert application will
not display the pop-up again until it sees the transition from the normal operating temperature
range to the cautionary range. However, if the Alert application sees such a state transition while
the Alert message is still up, it does not pop-up another message thereby preventing too many
similar messages floating on the screen.

A temperature Alert contains two sections of text:

a brief explanation of the Alert and a recommendation of immediate actions that should be
taken

more detailed instructions to the user

You can edit this string by setting the Property Sheet. Press the Print button on the dialog to print
the Alert message to the default printer.

Motification of Unzafe Internal Temperature |

unzafe level. Failure ta take action zoon may result in

your complter autamatically turning aff without further .
AT, Frint |

Recommended actions: -

Q The computer's internal temperature has rizen to an

11 Save open filez and exit all applications.

2] E it “Windows.

31 Turn off pour computer when Windows zapz that it iz zafe

to do 0.

4] If the computer cover iz not firmly attached, repozition it

and fighten the thumb sorewes. ;I

COMPAOQ

Figure 2. Notification of CPU Temperature Alert dialog box

Hard Drive Pre-failure Alerts

The Local Alerter application displays an Alert pop-up when it determines that any Warranty
Failure attribute value exceeds the corresponding Warranty Pre-failure threshold value. of the
monitored drives.

The hard drive pre-failure notification should appear only when a specific drive transitions from
an OK to aDEGRADED condition (at |east one warranty attribute has exceeded its threshold).
The Alert application considers adrive to be “reset” to OK if the application receives
ALERT_DRIVE_OK from CSL. Each failed drive has an Alert message displaying its own
information. Like the CPU Thermal Alert, if the Drive A Alert messageis still on the screen and
Drive A receives another state transition from OK to DEGRADED, a new message is
unnecessary. However, if Drive B fails, there is another message popping up for Drive B.

ECG029/1198
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The hard drive pre-failure pop-up contains three sections of text:

a brief explanation of the Alert and a recommendation of immediate actions that should be
taken

more detailed instructions to the user

Y ou can edit this string by using the setting Property Sheet. If the customized text existsin the
file, it will display the associated user customized text rather than the default text. If anull
customized string is specified, then the default message shall be displayed. Press the Print button
on the dialog to print the Alert message to the default printer.

the pre-failure hard drive information

This section of text includes the error number, disk controller and failed hard drive, seria
number, model number of the drive, capacity, serial number of the drive, and the controller
firmware revision.

Figures 3 through 5 outline three different requirements of “Hard Driver Pre-failure Alert”
Dialogs:

IDE Drive Pre-failure Alert
SCSI Drive Alert

UltraATA Fault

Motification OF Imminent SMART Hard Drive Failure

Irmmediate action is recommended zince data stored

Q SMART Hard Dnve detectz an imminent Failure.
an C: may be lost,

Recommended actions: ;l

1] Make note of the dive and system information provided
belaw.

21 Save the critical data on the affected hard drive.

3] Contact your Spstem Administrator.

Error Mumber; 1736-0

Dizk Cantraller 0 Hard Drive 0

Model: QUANTUM LPS42048-2

Capacity: 421 MB

Serial Mumber; 36503213572

Firrware Revizion: A02. 6k,

System Sencal Mumber: 3544HLG3E004 compAQ

ECG029/1198
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Figure 3 — IDE Drive Pre-failure Alert

Motification OF Imminent SMART Hard Drnive Failure

SMART Hard Drive detects an imminent failure.
Immediate action iz recommended since data stored

on C: may be lost.

Fecommended actions: J

1] Make nate af the drive and system information provided
bl

2] Save the critical data on the affected hard drive.

3] Contact your Spstern Administratar.

Error Mumber: BE36-0

Busz 0, Device 0

kodel: SCSI MODEL

Capacity: 500 ME

Senal Mumber: 123456739

Firmmware Bewvision: A02 6K

System Serical Mumber: 3544HLG 36004 coMpAan

Figure 4 - SCSI Drive Alert.

Demo - Motification of Uitra ATA CRC Data Transmizsion Errors

exceszive number of data transmizsion emars

Q The Ultra ATA Integrity Monitor haz detected an
between hard divels] C: and the processar,

IR ecommended actions: __f:_]

1] Move non-lra AT devices to the secondary contraller.
21IF errors perzizt, replace the standard 40-pin IDE cable

with an 80-pin Ultra T4 cable. Contact your Compag
Authonzed Rezeller.

3] Contact vaur System Sdministrator if pou are zkill
|evperiencing problems, __]

|Errar Mumber: 1736-0

Digk Cantraller 0 Hard Drive O
todel: IDE MODEL
Capacity; H00 MB

Serial Mumber: 123456739
Firmware Revizion: 12345

Systemn Senal Mumber: 337654321 comMmpPAQ

Figure 5 — Ultra ATA Fault

ECG029/1198
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ECC Memory Pre-failure Alerts

The Alert application displays an Alert pop-up when it detects an excessive number of correctable
memory errors. There is a pop-up diaog for each ECC memory module failure. The Alert pop-up
remains on the screen until the user acknowledgesiit by selecting the “OK” button.

The ECC Memory pre-failure notification appears only when the status of the ECC memory
changes from an OK to a DEGRADED condition (at least one warranty attribute has exceeded its
threshold). Like the Drive, each memory dot shall have its own Alert message.

The ECC memory pre-failure pop-up contains three sections of text:
a brief explanation of the Alert

detailed instructions to the user

the ECC memory module information

Motification of Correctable Memory Error

An exceszive number of comectable memory errors
Q haz been detected an the zystem.
11 Make nate af the memaon module information provided _I
below if prezent.
2] Save open filez and exit all applications.
3] Exit "Windaws,
4] Turn the gystem off, then turn it back on.
81 Have vour Spztem Adminiztratar rn the F10 diagnostics
'Bék Long Test' if pou are still experiencing problems. -
Socket Mumber: 1
Senal Humber: 123456783
bemom Type: DIk
bemory Size: 16 MB compAQ

Figure 6 - ECC Memory Alert.

However, some of the ECC memory modules do not report the pre-failure memory module and
thus the memory asset information will be empty.

Monitor Temperature and Monitor Hardware Status Alerts

The Alert application displays an Alert pop-up when it detects that the monitor temperature out of
range or the monitor hardware fault (power voltage out of range, power current out of range,
horizontal deflection, vertical deflection, 1/O controller operation failure). The monitor Alert
pop-up contains three sections of text:

a brief explanation of the Alert
detailed instructions to the user

the ECC memory module information

ECG029/1198
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Figure 7 outlines the requirements for “Monitor Temperature Alert” Dialog.

Motification of Ungafe Monitor Temperature |

Q The internal temperature of the monitor has nzen to

an unzafe level. Failure to take action zoon may

rezult it damaage o the monitar. .
Frirt |

Recommended actions: ;l

1] Save open files and exit all applications.

21 Turn aoff the rmanitar for 5 minutes.,

3] Enzure that nathing iz obstructing the air fow around the
ranitar, then turn it back on.

4] Contact paur System Sdministrator if pou are zkill

experiencing problems. j

Error Code: TMP
Serial Mumber: 123456739
hodel: 12345

b anufacturer; CPO COMBEALL

Figure 7 - Monitor Temperature Alert

Figure 8 outlines the requirements for “Monitor Hardware Pre-failure Alert” Dialog.

Motification of Monitor Hardware Fault |

A manitar hardware fault haz been detected on the
gpzterm.

Frint |

Recommended actions: ;l

1] Save open files and exit all applications.

21 Turn aoff the manitar for 5 minukes and turn it back on.
3] Contact vaur System Sdministrator if pou are kil
expenencing problems.

Error Code: %TG, CRM, HDF, WDF, |OC
Serial Mumber: 123456739
hodel: 12345

b anufacturer; CPO COMBEALL

Figure 8 - Monitor Hardware Pre-failure Alert
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Properties Sheet

Under OS2 Warp connect and WARP 4.0, you can access the Properties Sheet from the
Intelligent Manageability icon on the Desktop. The Properties Sheet allows you to view and
customize the recommended text for the Alert and customize poll frequency.

Alent Properties

Blert I Poll |

m {ardware Fault Alert
b emory Config Change Alert
U E lert

To customize the recommended actions, edit the text below.

Fecommended actions: -

1] Save open files and extt all applications.

2] Exit windows.

3] Turn off wour computer when Windows zays that it is

gafe to do 2o,

41 If the computer cover iz not firmly attached, reposition it

and tighten the thumb screws. _:J

Set Default |

i ] I Cancel ! Bnmly

Figure 9 - Alert Page

Hood Removal Notification

The Local Alerter displays a pop-up dialog to notify you that the hood on the computer has been
removed or isnot closed properly.

ECG029/1198
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SECURITY MANAGEMENT

Greater access to information through computer networks has benefited companies in many ways
but it has also caused serious problems with computer security. Fortunately, Compaq has
addressed security management issues with two features:

“Memory Configuration Change Alert”

Remote Management Utilities for OS/2
These two features provide a total package of preventing security violations on Compag Deskpro
computers.

Memory Configuration Change Alert

The Alert application displays an Alert pop-up when it detects that the memory configuration has
been changed and update the current configuration in the cpgmem.log file.

The Memory Configuration Change Alert pop-up contains three sections of text:
a brief explanation of the Alert
detailed instructions to the user
the previous and current configuration information

The Compag Insight Management Agent monitors the memory configuration tracking the serial
number for each memory module. During the boot process the memory configuration is verified
and, if a memory configuration change is detected, an Alert message is displayed.

Maotification of Memory Configuration Change |

The aystem memory configuration has changed since
the lazt system restart.

Frint |

Recommended actions: ;l

1] Make note of the memary module information provided
below.
2] Contact your Sestem Administrator,

Frevious configuration:

Socket #0: 16 MB, DIMM, 70 ne, 5/M 123456783

Curment configuration:

Socket #0: 4 ME, Sk, BO ns compAQ

ECG029/1198
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Figure 10 - Memory Configuration Change Alert.

Remote Management Utilities for OS/2

Remote Security setup will allow the system administrator to set/reset the security attributes of
the remote machine. This utility consists of tools to aid system administrators in creating
packages (group of files) for downloading to a remote system using a third-party Software
Distribution Application (SDA). The downloaded software is executed on the remote machine by
SDA that will lead to remote security setup. This Compag support toolkit will consist of a
Graphic User Interface (GUI) utility with a command line interface a so defined.

The security attributes that the system administrator can set are the following:

ECG029/1198

Quick Lock — alows the administrator to disable the keyboard and mouse interface from
within an application. To re-enable the input device interface and access the application, you
must enter the Power-ON password that was established in the security package.

Quick Blank — allows the administrator to blank the screen from within an application. To re-
enabl e the screen the power-on password must be provided.

Removable Media Boot — prevents computer startup from the removable media drives.

Removable Media Write — prevents the user from writing to the removable media drives and
allows only read access from these drives.

IDE Controller — prevents computer startup from the devices connected to the IDE controller.

SCSI Controller — prevents computer startup from the devices connected to the SCSI
controller.

Serial Ports — prevents the transfer of data through the integrated serial interface.

Change Administrator Password — allows the administrator to remotely change the
administrator password. This prevents reconfiguration of the computer until the password is
entered.

Smart Cover Lock — inhibits access to the interior of the computer to prevent unwanted
configuration changes or component removal.

Smart Cover Sensor — is a combination of hardware and software that can Alert
administrators when the computer cover or side panel has been removed.

Universal Serial Bus (USB) — prevents the transfer of data through the integrated USB
interface.

Ownership Tag — displays the owner of the computer at startup.

Asset Tag —a unique number or text string that is used to help track a specific computer
system.
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Security Package Creation Utility

Before the system administrator can control security attributes, the generation of execution scripts
and a security package must be developed using the Remote Utilities for OS/2. Table 2 shows the
content of a standard security package for OS/2.

Table 2 Standard Security Package for OS/2

Filename Description

Execution Scripts (SDA Using SDA commands

specific)

CPQSCOS2.EXE Target machine application to set security features

CPQSECURE.SST Security file containing administrator password. The password will be in

encrypted form, (This needs to be verified ). It also contains the security
feature values.

Summary.txt Contents of the Summary Dialog box saved to a text file for reference.

The execution scripts are created through the use of the SDA tool used by the system
administrator. The executable CPQSCOS2.exe is afile that runs on the remote desktop and sets
the security features on that machine. Before setting any security features, the administrator’s
password on the remote machine is verified with the password in the package. If there is a match
then the security changes are made. Otherwise, the program exits with appropriate error

messages.
A normal execution flow for Remote Security Configuration is as follows:

1. Theadministrator launches the Remote Management Setup Utility.

The administrator selects a Security Template Input file from the user interface.

The administrator enters the administrator’s password for the target machines.

The administrator configures the security options he wishes to set on the target machines.

o A~ WD

The administrator chooses a new folder for the target application to reside and exits the user
interface.

6. The administrator uses a third party SDA to remotely execute the target application on the
target machines.

7. Error messages and log files are returned to the administrator, if possible.

All the packages generated by the Remote Utilities for OS/2 are stored in the Compag Remote
Package directory.

Remote ROM Flash

The Remote ROM flash feature alows the administrator to flash ROM of the remote machine
from the administrator console. Remote ROM flash utilities will supply a software tool to aid
system administrators in creating packages (group of files) for downloading to a remote system
using athird party Software Distribution Application (SDA). The downloaded software (members
of this utility set) is executed on the remote machine by SDA, that will lead to remote ROM
flashing. This Compaq support toolkit will consist of a GUI utility with a command line interface
also defined.

ECG029/1198



Compaq Desktop Management - Intelligent Manageability for IBM OS/2 Warp 17

Package Creation Utility (RSTUPOS2.EXE).

The administrator sitting at the server runs this utility. This GUI utility accepts the filename of the
ROM image and the remote machine administrator’ s password, then creates a package. The
constituents of this package are given in Table 3:

Table 3 Constituents of the Remote ServerPackage //

Filename Description

Execution Scripts (SDA specific) Any scripts needed by this utility to properly execute on the remote
machine. These need to be developed.

RMFSHOS2.EXE Utility needs to be developed to Flash ROM. This runs on the remote
machine.

<filename>.0CX ROM Image file. Compaq provides ROM image. RMFSHOS2.EXE should

accept the ROM image file name as a parameter.

CPQSECUR.SST Security file containing administrator password. The password will be in
encrypted form, (This needs to be verified )

Summary.txt Contents of the Summary Dialog box saved to a text file for reference.

Utility for flashing the ROM (RMFSHOS2.EXE).

This utility runs on the remote machine (client). Its job is to verify the setup password on the
remote machine with the one that is given during creation of the package. If they match, then
flash the ROM. If not, exit with appropriate error messages.

Compag systems have a fail-safe mechanism in case the ROM becomes corrupt, either dueto a
failed flash or for other reasons. When the ROM becomes corrupt, you cannot boot the computer
normally. However, part of the ROM is protected by the Boot Block feature that will let you re-
flash the ROM from a Compag ROM Paqg diskette. After you have reflashed, you can then boot
your machine normally.

Error messages and log files are returned to the administrator if possible. This is dependent on the
Software Distribution Application package being used. Error messages are also logged in the log
files of the remote systems where failure occurred.
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Initial tasks performed by
System Administrator using RMSetup.

System Administrator
runs RMSetup,

Initial task performed by System Administrator using
third party Software Distribution Application.

l Program execution.

Chooses ROM Program results.
image to flash OR
makes securitv
options changes for
target machines,

:

Saves package
information in folder
with the Software
Distribution
Application script,

’

Customizes script, Target machines
selects target Executes Software receive script and
machines, and ——>1 Distribution —| ROMs are flashed or
schedules script Application script. security settings are
execution, modified.

Figure 11. Process Flow to create and distribute Security and ROM Flash images

Using the Remote ROM Flash feature reduces system administration costs because it allows
system administrators to maintain Compaq Desktops from a central location at the server instead
of having to go to individual desktops. Thisis possible because the Remote Utilities for OS2
provides two utilities:

Remote WakeUp - allows the system administrator to boot a remote machine
Remote Shutdown.- uses help from the SDA tool to shutdown Compag Desktops.

When the Desktop is rebooted the ROM s flashed and then shutdown. When the Remote
WakeUp utility boots the Compag desktop, it upgrades the ROM.

Intelligent Manageability Features

The Intelligent Manageability features are a combination of hardware and software features. The
hardware features are present in al the machines, regardless of the operating system that is
running on the system. Table 4 lists the set of Intelligent Manageability features supported by
NT/Win95 and OS/2 Warp that were broadly classified in the previous section.
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Table 4 Intelligent Manageability Features

S. No. Feature NT Agents 0S/2 Agents Hardware/ Software
Asset Tracking & Security
Insight Personal Edition for Supported Planned for 1Q'99
viewing all the diagnostic
details of the computer.
Replicated Setup Supported Not Supported
Remote System Installation Supported Supported
Net PC technologies Supported Supported (Does
not support MS
Zero administration
toolkit)
System Serial Number, Supported Supported
Manufacturer and Model
DIMM Serial Presence Detect Supported Supported
Hard drive Manufacturer, Model Supported Supported
and Serial Number
Monitor Manufacturer, Model Supported Supported
and Serial Number
Asset Tag Supported Supported
System Board Revision Level Supported Supported
ROM Revision Levels Supported Supported
Remote Security Management Supported Supported
Remote ROM flash Supported Supported
Remote Wakeup and Remote Supported Supported
Shutdown
ACPI Ready Hardware Hardware feature
DMI Bios Supported on all
hardware
Dual State Power button Hardware feature
Software Updating and Management
Compag Management Supported Not Supported
Solutions Partners Program
Compag Restore CD Supported Not Supported
Compag Info Messenger Supported Not Supported
Desktop Management Interface Supported Not Supported
2.0 (Supports DMI
version 1.1)
Enhanced Support Software Supported Supported
CD and WWW site
S. No. Feature NT Agents 0S/2 Agents Hardware/ Software
Fault Notification and Recovery
Local and Remote Proactive Supported Not Supported
Backup
Local and Remote Supported Local Management

Management - ECC Fault
Prediction

is under
development
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S. No. Feature NT Agents 0OS/2 Agents Hardware/ Software
Local and Remote Supported Local Management
Management - Ultra ATA is under
Integrity Monitoring development
Local and Remote Supported Local Management
Management - Monitor Fault is under
Diagnosis development
Local and Remote Supported Local Management
Management - SMART Il Hard is under
Drives development
Local and Remote Supported Local Management
Management - Thermal Sensor is under
development
ECC System Memory Supported Supported Hardware feature
ECC Fault Prediction with Supported Supported Hardware feature

Prefailure Warranty

SMART Il Hard drives and
Prefailure Warranty

Hardware feature

Thermal Sensor

Hardware Feature

Surge Tolerant Power Supply

Hardware Feature
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