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Chapter 1
About This TechNote

This TechNote provides Compag server management integration guidelines, based
on our testing of hardware and software products from Compaqg and other vendors.
The management platforms that Compaq selected to test might not be the same as
your configuration. However, this TechNote provides guidelines that you can use to
integrate with any SNMP-compliant management platform.

This TechNote also provides the following:

= Network management overview, terminology, and standards.

m  Discussion about Compaq Insight Management Agents and how they
easily integrate with other management platforms.

= Information on how to use the Compagq Insight Management MIBs in
SNMP-compliant platforms.

Chapter Organization

This chapter is intended to help you use this TechNote; therefore, a brief
summary of each chapter follows:

Chapter 1 -- Introduces the TechNote with a brief summary of each chapter,
general information about the conventions used, and a bibliography you can
use to find more information on Enterprise management platforms.

Chapter 2 -- Provides a network management overview that includes
terminology, standards, and a discussion of the complexity of network
management.

Chapter 3-- Describes the Compaq Management Technology framework
that includes Compag management hardware and software products.

Chapter 4 -- Discusses integrating Compaq Insight Management Agents with
the IBM NetView for AIX (from IBM) network management platform.

Integrating Compaq Insight Manager with Enterprise Management Platforms



1-2 About This TechNote

Chapter 5-- Discusses integrating Compag Insight Management Agents with
the SunNet Manager (from SunConnect) network management platform.

Chapter 6 -- Discusses integrating Compag Insight Management Agents with
the HP OpenView (from Hewlett-Packard Company) network management
platform.

Appendix A -- Describes Compag Insight Management MIBs and the
information they provide to help you diagnose and solve Compag server-related
problem scenarios.

Appendix B -- Provides a listing of traps generated by Compaq Insight
Agents to assist you in translating trap variables.




1-3

Notational Conventions

This TechNote uses the following conventions to distinguish elements of text:

Table 1-1
Notational Conventions
Convention Use
Set, Get Screen button labels appear in bold initial caps.
ENTER Keys on your keyboard appear in boldface and uppercase,
not a sequence of keys to press.
Enter When instructed to enter information, type the information

and press the ENTER key.

"new terms" and "prompts"

The first occurrence of a technical term, prompts, and
references to a word other than a command appears in
quotes.

Key + Key

When you see a plus sign between two keys, hold down
the first key while you simultaneously press the second
key.

For example, "Press the CTRL + Z keys" means to press
the CTRL key while you simultaneously press and release
the Z key.

Select item - item

Items separated by arrows indicate items you select in a
sequence.

screen selections and variables

These items appear in italics in all chapters of this
TechNote.

file names and directories

These items appear in lowercase italics in the UNIX
environment.

user input, screen display

Information you type exactly as it appears, and information
that displays on the screen displays in lowercase and in a
different typeface in the UNIX environment.

commands, options, programs,
utilities

These items appear in lowercase boldface in the UNIX
environment.

continued

Integrating Compaq Insight Manager with Enterprise Management Platforms



1-4  About This TechNote

Notational Conventions continued

USER INPUT Information you type exactly as it appears is shown in
uppercase and in a different typeface in the DOS and
Windows NT environments.

FILENAMES Names of files appear in uppercase italic in the DOS and
Windows NT environments.

PROGRAMS, COMMANDS, DIRECTORY These items appear in uppercase in the DOS and Windows

NAMES, and DRIVE NAMES NT environments.

I IMPORTANT Presents clarifying or specific points of information.

NOTE Presents commentary, sidelines, or interesting points of
information.

Additional Resources to Use

The following references were used in the development of this TechNote:

Compag TechNoteConfiguration and Tuning of Microsoft SQL Server for
Windows NT on Compaq ServePdN 184207-002
Compaqg Computer Corporation, April 1995.

Compag Insight Manager User Guid&N 133394-006
Compaq Computer Corporation, February 1995.

Compag Insight Management Agents User Guide,
Compaqg Computer Corporation, February 1995.

SCO UNIX IP Routing Over X.25 Networks TechNets, 145711-001
Compaqg Computer Corporation, April, 1993.

Release Notes for Microsoft Windows NT Advanced Server,
Microsoft Corporation, March 1993.

HP OpenView Windows User's Guide,
Hewlett-Packard Company, 1992.




HP OpenView Network Node Manager 3.3 Administrator's Reference,
Hewlett-Packard Company, 1992.

HP OpenView Network Node Manager 3.3 User's Guide,
Hewlett-Packard Company, 1992.

SunNet Manager 2.2 Reference Guide,
Sun Microsystems, Inc., 1992.

SunNet Manager 2.2 User's Guide,
Sun Microsystems, Inc., 1992.

The Simple Book: An Introduction to Management of TCP/IP-based Internets.
Marshall T. Rose. Englewood Cliffs, New Jersey: Prentice-Hall, 1991.

Troubleshooting Internetworks: Tools, Techniques, and Protocols.
Mark A. Miller. San Mateo, California: M&T Books, 1991.

McGraw-Hill's Compilation of Open Systems Standards
Ed. Harold C. Felts. New York: McGraw-Hill, 1989.

The Basic Reference Model of Open Systems Interconnection (OSlI),
ISO 7498 - Part 4

PC Systems Standard MIF Definitidbesktop Management Task Force
(DMTF). Release Version 1.2, February 1995.

The Internet

To access the Compag home page on the Internet, enter:

http://www.compag.com

Integrating Compaq Insight Manager with Enterprise Management Platforms



Chapter 2
Network Management

This TechNote is intended for network administrators who need to know the
critical success factors for integrating the management technologies and tools
of Compag servers and client desktop PCs into a broader network
management environment. Compaq servers support Compaq developed,
SNMP-based management agents running under network operating systems
such as Microsoft Windows NT, NetWare, SCO OpenServer, UnixWare,

IBM 0OS/2, and UNIX to provide management of the hardware. The

Compaq Deskpro Family supports “Intelligent Manageability,” which

moves many Compag server management technologies to the desktop.
Compaq Desktop Management Solution Partners access these Intelligent
Manageability features.

The typical network configuration can include devices such as routers,
bridges, gateways, and other SNMP-host computers. Figure 2-1 is an example
of such a network.

Houston New York

Dallas

Figure 2-1.  Typical network configuration

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms
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Managing a multivendor, multioperating system environment, similar to the
typical network configuration illustrated in Figure 2-1, is a complex process.
However, such networks are not uncommon in many organizations and might
resemble your own.

Compagq provides you with tools for managing Compagq servers and desktops.
These tools build upon the functionality and features engineered into the
servers and desktops. The tools, used in combination with tools specific to
your network operating system, can provide you with cost-effective methods
to manage your network.

Compag server management technologies, desktop Intelligent Manageability,
and tools adhere to accepted network management standards such as:

m  Simple Network Management Protocol (SNMP)

= Point-to-Point Protocol (PPP)

= Transmission Control Protocol (TCP) and Internet Protocol (IP)
m Internet Packet Exchange (IPX)

m  Telnet

= Windows Internet Name Service (WINS)

= Dynamic Host Configuration Protocol (DHCP)

m  American Network Standards Institute (ANSI) terminal emulation

The Compag commitment to standards assures you the flexibility and
cost-effectiveness of an open, industry-standard solution.




Network Management Terms

Table 2-1 contains a list of network management terms and definitions
associated with computing devices, infrastructure devices, and network
protocols. In this TechNote, tliiest referenceof the network management
term is used to introduce a term andgbkeond referencis used for the
remainder of the document.

Table 2-1
Network Management Terminology
First Second Definition
Reference Reference of Term

Characteristics of the object provided to a
Attribute Attribute network administrator (for example fault,
performance, and configuration information).

Element Manager Element Application that manages a device or
Manager a subsystem.

Computing and infrastructure devices that are

Managed Device Device manageable (for example, servers and routers
that run management agents and therefore
are manageable).

Component of a device that is manageable (for

Managed Object Object example, network interface, storage subsystem,
operating system, active applications, or
hardware configuration).

Insight Software or firmware installed and running in a
Management Insight managed device that provides attribute
Server Agent Server Agent  information to an element manager.

Industry-standard protocol for the exchange of
SNMPv1 SNMP management data between management
applications and management agents.

Major components of a device (for example, disk
Subsystem Subsystem subsystem, storage subsystem, memory
subsystem, and processor subsystem).

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms



2-4  Network Management

Figure 2-2 illustrates the relationship between the network management
terminology described in Table 2-1.

Managed
Device

Network Interface
Controller (NIC)

=

S <—Managed Objects — = T
Attributes Attributes

Fault Performance Configuration Fault Performance Configuration

Figure 2-2. Relationship of network management terms

In summary, every managed device:

Possesses a set of managed objects that correspond to hardware
subsystems and software components.

Possesses a number of attributes that describe the objects. The
attributes of the managed device sradableand might bevritable by
a management application.

Sends notification of changes in operating status and information about
a failure condition to a management application.
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Discussion of Network Management

Network management enables the monitoring, analysis, and control of
computing and infrastructure devices, as well as the network protocols.

Managed devices can include the following:

= Computing devices -- servers, desktops, workstations, hosts,
and mainframes

= Infrastructure devices -- bridges, routers, gateways, and hubs

Today, management applications exist that allow you to monitor the status
of attributes, analyze their condition, and perform a resulting action on a
managed device. For example, you might choose to reset a port on a hub
when the device attached to that port generates an excessive number of
network errors.

A benefit of network management is that it allows you to provide acceptable
service levels to your users in the most cost-effective manner. This service, in
turn, depends on several issues such as:

= How critical is uptime to your network?
= How much do you want to restrict access to the network?
= What level of performance do you expect to achieve?

= What does it cost to manage your network effectively?

Network management often requires you to balance several objectives that
could be contradictory. For example, two of your requirements might be to
reduce costs and reduce downtime. However, the cost of 100-percent uptime
is often prohibitive.

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms



2-6 Network Management

The following is a sample of the factors that contribute to the complexity of
network management:

m  Networks containing a variety of devices.

s Varying requirements from one user organization to another; each
organization perceives its needs to be unique.

m Users have a sharply different perception and expectation than network
administrators and MIS management within an organization. This
problem becomes more complicated because of the growing influence
of new technology and the need for businesses to rightsize their
computing environments.

m Lack of easy to use, broad-based solutions.

m  The focus of many management solutions today is to manage a
single-network element such as a bridge, a router, or a server. For
PC-based networks, some solutions specialize in certain areas of
network management such as configuration or performance
monitoring. Management solutions that can manage several network
devices and support multiple functional areas of network management
typically require additional systems integration.

Standards-Based Network
Management Model

The International Standards Organization (ISO) has formulated a network
management framework because the scope of network management is so broad.
This management framework is a document that provides a reference for
coordinating development of management standatus Basic Reference

Model of Open Systems Interconnection (OSKD 7498 — Part dlescribes the
functional areas of network management. This reference document supplements
the 1ISO Open Systems Interconnection (OSI) model. The OSI model describes
the seven protocol layers (that is, physical through application layer) and

the activities necessary, at each layer, for systems to interconnect over
communications media such as a telephone line, a serial cable, or a

coaxial cable.




The ISO network management model identifies five functional areas of
management. They are:

= Fault Management

m  Performance Management
m  Configuration Management
m  Security Management

= Accounting Management

There are several publications, as well as the ISO standard itself, that can
provide you with complete details on each of these management areas. The
following is just a brief overview of the typical requirements in each area.

Fault Management

Detecting faults and notifying network administrators of a fault occurrence is
an intrinsic function of network management. This function becomes critical
in a distributed networking environment, particularly in an economic climate
where shrinking budgets force MIS departments to automate remote fault
detection and resolution. Compag recognizes the importance of this category
by providing devices that provide a wide array of fault tolerant features, and
monitorable error indicator attributes, and “fault prediction” attributes. With
fault prediction attributes, you can proactively manage the devices to predict
faults and provide maximum server uptime.

Performance Management

Performance management allows you to monitor, analyze, and tune devices
and network operation. This function is important in a distributed networking

environment where the application or network uptime is mission critical.

With performance data available, you can do capacity planning to enable the
cost-effective growth of your ever-changing network.

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms
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Configuration Management

New devices such as servers, workstations, printers, routers, and specialized
high-speed links are constantly added to networks as the prices of computing
resources drop. The term “network” takes on new meaning when you consider
devices such as laptops, that at times are not connected to the network. With
configuration management you can effectively monitor the existence and
configuration of the computing assets deployed on your network.

Security Management

There are two facets to security management. They are:

m  Allowing legitimate users access to information relevant to their
job function

m  Restricting unauthorized users

Under no circumstances should all users automatically get rights to access all
information. Access rights must be set up in a consistent manner, so you can
quickly track access violations.

As your organization grows, it might become necessary to separate your
network into smaller workgroups, each part of a logical domain such as
Sales, Marketing, Engineering, and so on. You need to control intra-domain
access in a way that makes it easy for your users to share information, while
preventing abuse. Similar, though more restrictive, access applies to
exchanging information with external sources such as your suppliers,
customers, consultants, and so on. Another concern is physical security
(access to the hardware), as well as operating system security and network
security (access to data).




Accounting Management

Today, networks can offer a variety of services from video conferences, to
e-mail, to file sharing. It is often necessary to monitor the usage of these
services so you can distribute the costs equitably and charge back to
individual cost centers. Knowledge of usage patterns can also assist you
in capacity planning and in redeploying network resources to serve
changing needs.

Network Management Standards

As discussed earlier, managing a network is complex. Management

becomes even more complicated without standards. When an organization
purchases multiple management tools, each with a different method of
managing a particular hardware or software product, it must then maintain
and train network administrators in different tools. This is expensive and
inefficient. Consequently, standards committees have developed protocols for
network management.

SNMP Standard

The Internet Engineering Task Force (IETF), the standards rating body for the
world-wide Internetwork, has defined a management protocol. The Simple
Network Management Protocol (SNMP) has accumulated a major share of the
market and has the support of over 20,000 different products. SNMP has its
roots in the Internet community — the complexity of large international
TCP/IP networks provided the necessary incentive to develop a standard
method of managing devices on the network.

Within the SNMP framework, manageable network devices (routers, bridges,
servers, and so on) contain a software component called a management agent.
The agent monitors the various subsystems of the network element and stores
this information in a management information base (MIB). Conceptually, the
MIB is a database, readable and writable by a management application using
the SNMP protocol.

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms
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There are two types of MIBs:

= Internet Management MIBs -- These MIBs include MIB-II, RMON,
and others. These MIBs, standardized by the Internet community,
represent the core objects that are common across the widest range of
network devices implementing the Internet protocols. Examples of
these objects include network protocols such as TCP/IP and network
devices such as Ethernet network interfaces.

= Vendor MIBs -- These MIBs represent objects that are unique to an
individual vendor's product or product line. Over 500 vendors and
organizations have created their own vendor MIBs. Compagq was the
first personal computer company to develop a MIB that enabled SNMP
management of server hardware.

The majority of vendors of internetworking devices have embraced the SNMP
standard, including:

s Bay Networks Incorporated
m Cisco Systems Incorporated
s Cabletron

s 3Com Corporation

SNMP has also gained acceptance among vendors who have developed
compliant management platforms, including:

s HP OpenView (Hewlett-Packard Company)

m  NetView for AIX (IBM)

= SunNet Manager (SunConnect -- a Sun Microsystems, Inc. Business)
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Among server vendors, Compagq offers SNMP-compliant management agents
that provide specific Compaq device information. These include:

m  Compagq Insight Management Server Agents for Microsoft Windows NT
s Compag Insight Management Server Agents for NetWare

s Compagq Insight Management Server Agents for SCO OpenServer

m  Compagq Insight Management Server Agents for UnixWare

m  Compagq Insight Management Server Agents for IBM OS/2

m  Compagq Insight Management Server Agents for SCO UNIX

s Compagq Insight Management Desktop Agents for Windows 95

= Compagq Insight Management Desktop Agents for Windows NT

SNMP often uses the network for sending and receiving management
information. This is called "in-band" management, however, SNMP is not
limited to in-band management. In-band management is discussed in more
detail later in this chapter.

SNMP supports both read and write operations (GET and SET) commands on
attributes. Some vendors do not support the SET command because of the
potential to allow an unauthorized person to alter critical parameters on a
network element. Insight Server Agents support the SNMP community string
and a command line argument to control SET operation behavior of non-
critical parameters. For more detailed information about the Insight Server
Agents for a particular operating system, refer to the appro@ateaq

Insight Management Server Agents User Guide

NOTE: Some users of SNMP have expressed concern over the low level of
security mechanisms employed. In response to that concern, the Internet
community has recently specified SNMPv2. SNMPv2 is the next version of the
Simple Network Management Protocol that includes improvements to SNMP in the
areas of performance, security, confidentiality, and manager-to-manager
communications. At this time, SNMPv2 has not been implemented by vendors of
network devices.
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SNMP is associated with TCP/IP and monitoring devices on Ethernet
networks because of its long association with the Internet. However, you can
use SNMP over other protocols such as IPX and AppleTalk. For example, the
Compagq Insight Manager application supports SNMP over IPX and IP.

NOTE: For an in-depth discussion of SNMP, refer to The Simple Book - An Introduction
to Internet Management by Marshall T. Rose (Prentice-Hall).

The SNMPv1 management protocol specifies four operations that a
management application can use to manage informiatiownto the agent.
These are the GET, GET-NEXT, SET, and TRAP operations, all briefly
described as follows:

s GET and GET-NEXT

The management application uses the GET and GET-NEXT (read)
commands to acquire the data, the MIB variables, that provide the
mechanism for monitoring. The Compagq Insight MIBs, included with
the Compagq Insight Server Agents, describe the MIB variables.

s SET

The SET (write) operation allows the management application to set or
change a variable value that is known to the agent.

= TRAP

The management agents can send asynchronous trap messages or
unsolicited information when they determine that a significant fault or
performance event has occurred. All traps generated by Insight Server
Agents are Compagq enterprise traps.
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Methods of Managing
Network Resources

There are two different methods to access your network resources. Your
computer can access the managed device(s) "in-band" using the network or
"out-of-band" through a point-to-point connection such as a modem link. The
operational status of your network device(s) influence the actions that you
perform at the computer. The element is either "online," providing its network
services (such as routing packets or sharing files), or "offliveg,providing
network services due to routine maintenance or catastrophic failure.

In-Band Device Access

Regardless of the operational status of the device, in-band access requires an
operational network link between the device and computer. In-band
management is useful for local access or even remote access when you are
confident of your LAN and WAN infrastructure.

Out-of-Band Device Access

In contrast to in-band device access, out-of-band access does not require an
operational network. You can remotely access a device using out-of-band
management when access does not exist to a LAN or WAN, either by design
or due to the failure of a network link. Typically, you would establish an
out-of-band device access to provide a point-to-point connection between a
management console and the managed device. For example, you might use
out-of-band management when the remote office is not on the network.
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Online Management

Online management refers to the management of an operational network
device. The following sections discuss online in-band and online
out-of-band management.

Online In-Band Management

This is the most common management model, since most network
administrators are confident of their LAN and WAN infrastructure. The
management actions between the management application and the managed
device occur within the network. These actions include reading and writing
attributes. The network carries regular data as well as management data. This
model is very cost-effective because management data typically uses only a
small percentage of overall network bandwidth, and you do not need an
alternate network to carry the data. However, overloading the network with
management data can cause network performance degradation.

Online Out-of-Band Management

This management model is less common, but can be useful for branch office
environments. In contrast to in-band management, the management actions
between the application and the managed device occur outside a network,
usually via an asynchronous or modem connection. Otherwise, all capabilities
are the same as online in-band management.

You can use two standard transport protocols to perform out-of-band
SNMP management:

m  Serial Line Internet Protocol (SLIP)

= Point-to-Point Protocol (PPP)

In addition to SLIP and PPP, many vendors use proprietary protocols to
perform out-of-band management.
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Offline Management

When you need to perform an operation such as recovery of a failed network
device, one that no longer provides services to the network, the operation is
usually considered maintenance. In general, offline maintenance tasks require
the use of recovery tools, as well as the replacement of failed components.
Typically, this management style requires a remote logon to the failed

device to perform recovery operations such as diagnostics, configuration, or
firmware update.

Offline In-Band Management

Applications to perform offline in-band management include:
m  NetWare Virtual Terminal (NVT) over IPX

m Telnet over IP

Offline Out-Of-Band Management

Local terminals (or via modem) with ANSI and VT100 terminal emulation
capabilities perform offline out-of-band management.

Many vendors use proprietary protocols and applications to perform offline
management including:

s Telnet
= ANSI
= VT100

Integrating Compaq Insight Manager with Microsoft Enterprise Management Platforms
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Server Management as a Subset of
Network Management

LANSs are strategic resources for the development and deployment of critical
applications. Businesses are increasingly deploying LANS to rightsize their
operations and capitalize on improved economic results. Consequently, the
cost associated with hiring, training, and keeping skilled network
administrative personnel to support a growing and complex LAN
environment continues to increase. LAN management tools help control

the rising costs of LAN administration while increasing the dependability

of network environments.

Network administrators have sophisticated management tools for network
resources such as bridges, routers, and concentrators, as well as network
protocols. However, to manage servers, a key network resource, network
administrators have typically used simple tools. The comprehensive
manageability of servers and sophisticated server management tools are
essential requirements for PC networks. As shown in Figure 2-3, these server
management requirements include in-depth monitoring, analysis, and control
of the performance, fault, and configuration aspects of the server operation.
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Figure 2-3.  Server management
Effective server management requires:
m  Built-in capabilities to the server and options

m  Strict adherence to popular network management standards for
communication protocols and data interchange

m Tools that operate within the customer's preferred environment

The combination of these capabilities allows you to manage the server to
ensure that it is one of the most reliable resources in the network.
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Desktop Management as a Subset
of Network Management

The increasing emphasis on PC LANs has made manageability of PC
networks a key customer need. Many businesses are increasing their
dependence on PC networks. Large businesses are installing increasingly
larger and more complex PC networks; therefore, customers are now
demanding significant network dependability.

To meet these customer needs, Compaq has forged close alliances with
leading vendors of PC LAN management applications. In conjunction with
this effort, Compaq has also implemented desktop PC management
capabilities called Intelligent Manageability.

These comprehensive management capabilities make network PCs easier to
manage and less expensive to maintain. Figure 2-4 illustrates an example of
today’s typical data flow when managing a PC network.

Configuration Monitor
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—
—p Iu

Control Monitor

Fault

[

T

Management
Console

Figure 2-4. Desktop and server management
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Effective desktop management requires:
m  Enhanced desktop hardware features that provide a rich set of
management capabilities, including Asset and Fault Management
m  Close integration of hardware, operating systems, and management software
m  Support for a wide range of network management standards

»  Fault management of client PCs through standard management
products

All of these Intelligent Manageability features are designed to provide
manageable PCs that work in any customer’s strategic environment. No matter
what scale of management a customer uses, the Compaqg Deskpro Family has
features that add value in the realm of managing networks.
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Compaq Management
Technologies

Compagq integrates hardware management features and complementary
management tools to provide a complete server and desktop PC management
solution for the network administrator.

STANDARD MANAGEMENT FEATURES

INTEGRATED
MANAGEMENT FEATURES

=

COMPAQ
INSIGHT
MANAGER

-

COMPAQ

INSIGHT
MANAGEMENT

AGENTS

OPTIONAL MANAGEMENT TOOLS

Figure 3-1. Compaq server management framework
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The technology framework focuses on hardware management and Compaq
Insight Management software that ensures dependable, easy-to-manage
computers. The following sections provide a detailed overview of the
components of the framework:

s Compag Server Management Technologies

s Compaq Desktop PC Management Technologies
s Compag Insight Manager Software

= Integration with Operating System Management

= Network Management Interoperability

Compaq Server Management
Technologies

The ability to manage server fault conditions, using advanced technologies, is
a significant aspect in any server operation. Every hardware subsystem (such
as the hard drive, system memory, and system processor) in Compaq servers
has a robust set of management capabilities, designed-in, that address one or
more of the fault, performance, and configuration management aspects of
server operation.

Network dependability is enhanced by delivering timely information on the
operational status of critical server subsystems. Using this information to
manage faults is the focus of a comprehensive design approach to server and
network uptime. Compag refers to this design as "Full-Spectrum Fault
Management." These fault management technologies provide you with the
ability to prevent faults before they happen, keep the system up and running in
case of an unlikely failure, or deliver rapid recovery to normal operation after
a fault condition.




Full-Spectrum Fault Management is built into Compagq servers. Figure 3-2
illustrates the fault management process.

Fault Prevention Fault Tolerance Rapid Recovery
¢ Predicts and * Keeps server * Quickly and
avoids failures running in event automatically
of component recovers from
failure critical failures

Figure 3-2. Compagq Full-Spectrum Fault Management

The following subsections provide a detailed overview of the Compaq Server
Management technologies components:

= Fault Prevention
= Fault Tolerance
m  Rapid Recovery

= Remote Maintenance

Fault Prevention

Compag servers provide a fault prevention feature designed to predict and
avoid failures. Compaq Server Parameter Tracking forms the foundation of
Compag server management. Server Parameter Tracking combines hardware,
firmware, and industry-standard management software. It provides timely
fault, performance, and configuration information for the critical processor,
memory, and I/O (storage and network interface) server subsystems and
server environment.

Server Parameter Tracking immediately notifies you of impending component
failures, enabling preventive maintenance that avoids server failures and
maximizes network uptime. For example, predictive storage subsystem
tracking warns you of impending failure, allowing you to replace the hard
drive or disk controller prior to failure.
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Fault Tolerance

Compagq servers also provide a set of fault-tolerant features designed to keep
the server up and running if a failure occurs. Compag ProLiant servers come
standard with the "Hot-Pluggable Drive" capability. This feature allows you to
replace hard drives without interrupting server operation, thereby maximizing
server availability.

Compagq ProLiant servers also can include an "Off-Line Backup Processor."
The Off-line Backup Processor automatically reboots to a second processor if
the first processor fails.

These features complement additional capabilities such as Advanced Error
Checking and Correcting (ECC) Memory and the Compaq SMART SCSI
Array Controller to maintain a high level of server availability and ensure
data integrity.

Integration Management

Integration management is provided by the Compaq Integration Server, which
is a server that has been designated to supply operating system software,
database software, drivers, and patches to other devices over a network. When
a new or existing server is connected to the same network as the Compaq
Integration Server, the new server can obtain a fresh setup or an update to
existing software via the Compaq Integration Server.

See theCompag Insight Manager User Guifte more information on
integration management.

Rapid Recovery

Compag servers offer another important built-in capability to manage faults. If
a critical server failure occurs, the server can automatically recover. The
"Compaqg Rapid Recovery Engine" is engineered into Compagq ProLiant
servers to diagnose and rapidly return the server to full operation. You can use
the Rapid Recovery Engine independently of other server management
products or you can use it with Compaq server management tools.
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The Rapid Recovery Engine performs several functions that can intelligently
and automatically restart the server without user intervention, including:

m  Server Health Logging

m  Capturing shapshots of the subsystem parameters that indicate failure
and placing them into nonvolatile health logs and history tables.

m  Automatic Server Recovery-2 (ASR-2)
O Restarting the server and resetting all option boards.

0 Using the nonvolatile logs to recover, reconfigure, and
automatically correct failures to the processor and cache, memory
failures, and software errors.

Figure 3-3 illustrates how the Rapid Recovery Engine process detects and
resolves critical errors in your Compag server.
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‘ Network administrator enables ASR-2. ‘
I
‘ Critical error occurs. ‘
I
Errorlogged to the
Server Health logs.
|
‘ Operating System halts. ‘
|
‘ ASR-2 timer runs out. ‘
I
‘ ASR-2 boots system. ‘
[
System ROM checks memory and maps
outbad memory blocks, maps out bad
processors, waits for a cool internal
temperature, and waits for AC to resume
during Power-On Self Test.
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Figure 3-3. Rapid Recovery Engine flowchart




Server Health Logs

Server Health Logs store error information in nonvolatile memory so that
Compag utilities and network administrators can retrieve and analyze the data
later. You can view the server health log contents using the Compagq Inspect
Utility or Compag Insight Manager. By analyzing the data from the server
health logs, you can increase your efficiency in resolving current server
problems as well as prevent future server errors. The Compaq Diagnostics
software also uses the data from the server health logs to streamline its testing
and quickly pinpoint problems.

The server health logs include the following:

m Critical Error Log -- records catastrophic errors, such as
noncorrectable memory, expansion board, and expansion bus
arbitration errors. After a critical error occurs, the system ROM
indicates on bootup that an error has occurred and prompts you to run
Compag utilities. The Critical Error Log contains the time, date, and
frequency of errors logged. When a critical error is logged, the server
can notify you when it reboots.

m Corrected Error Log -- contains the date, time, frequency, and unique
information about errors that the various subsystems have
automatically corrected, such as ECC Memory errors.

s Power-On Error Log -- records any errors that occur during Power-On
Self-Test (POST).

m  Revision History Table -- stores board revision information in
nonvolatile memory. It logs the system board revision first and then
logs other boards that support the Revision History Table, such as the
Compagq SMART SCSI Array Controller, Compag NetFlex-3
Controller, Compaq Fast-SCSI-2 Controller, Compaq Fast-Wide SCSI-
2 Controller, and Compaq IDA-2 Controller. When you upgrade your
server or when you add new expansion boards, the Revision History
Table logs this information. As you troubleshoot server problems, you
can use this information to determine if a change to the server
configuration has caused the server problem.

Refer to the appropriate Compagq server user guide for a more detailed
description of the server health logs.
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Automatic Server Recovery-2

Automatic Server Recovery-2 (ASR-2) intelligently restarts the server,

analyzes the server health logs, and automatically corrects many errors such as
processor, memory, server environment failures, and software errors. ASR-2
also informs network administrators by accessing a telephone pager to notify

them that a failure has occurred and that it has been corrected.

Table 3-1 describes the critical errors detected by ASR-2.

Table 3-1
Critical Errors

Type

Description

Software Errors

Catastrophic software errors that cause the server to
cease operation, such as operating system abnormal
termination or "hung" application software.

Memory Errors

Memory errors that cannot be corrected and cause the
server operating system to cease operation.

Server Environment Errors

Internal server temperature that exceeds the factory
preset threshold.

AC power failure (requires Compag UPS).

Processor Board Errors

Catastrophic failure of the system processor board.

Remote Maintenance

The Remote Maintenance feature allows you to diagnose errors and configure
the server from any location, either on the network or via modem. This option
is necessary only if the ASR-2 process cannot perform an automatic recovery.
During the initial system configuration process, these utilities are copied to a

special system utility partition on the hard drive.




Using remote maintenance requires:

= An operating system with ASR-2 support.

s Compag System Configuration Utility 2.22 or later and Diagnostics
utilities installed locally on the system partition of the hard drive.

m  ASR-2 configured to load the Compagq utilities after the server restarts.

Using a Modem Connection

If you choose to perform remote maintenance using a modem, you must have:

m A Hayes-compatible modem with the auto-answer feature installed in
the server. Compaq ProLiant servers have a management modem slot
that allows you to perform remote maintenance over the phone without
using an EISA slot.

= Alocal terminal with VT100 or ANSI terminal capabilities or
management PC configured with Compagq Insight Manager 2.0 or later.
This arrangement provides the following capabilities:

m  The server can send notification to your pager.

= You can dial-in to the server to perform remote control of Compagq
utilities running at the server.

Using a Network Connection

If you choose to perform remote maintenance over a network, you must have:

= An NVT over IPX or Telnet over IP connection between the server and
the management PC.

= An NVT over IPX or Telnet over IP feature configured and enabled on
the server’s system utility partition.

s Compag Insight Manager 2.20 or later, or an NVT over IPX or Telnet
over IP terminal emulator running on the network.

= Your network connection enables you to perform remote control of
Compagq utilities running on the server.
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Compaq Desktop PC
Management Technologies

Compagq has forged close alliances with leading vendors of PC LAN
management applications and has leveraged server management technology
developed in the Compaqg Systems Division. These relationships and expertise
have enabled Compagq to create hardware designs and management tools to
manage the Compaq Deskpro Family of PCs installed on networks.

The following subsections provide a detailed overview of the Compaq
Desktop PC management technologies components:
= Intelligent Manageability

= Inventory and Configuration Management
m Fault Management

m Rapid Recovery

m  Security Management

s PC LAN Management Software Support

Intelligent Manageability

Intelligent Manageability is the industry-leading desktop management strategy
from Compagq that makes networked PCs easier to manage today and
tomorrow. Compagq is making enhancements to the basic PC hardware to
ensure that the PC is easier to inventory, to troubleshoot, and to protect.

These hardware enhancements are then complemented by a wide range of PC
LAN management software. Because this software is integrated and
compatible with Intelligent Manageability, it ensures that customers can easily
manage Compag PCs over the network using the customer’s preferred PC
LAN management products.

Inventory and Configuration Management

Computing devices (PCs, servers, printers) and internetworking devices
(routers and bridges) are routinely added to the network to satisfy changing
business needs. The dynamic nature of these computing environments requires
customers to maintain an accurate inventory of the network and to configure
the devices rapidly for optimal operation.
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Inventory Management

Inventory management is a set of capabilities that provide comprehensive
hardware and software component identification and configuration reporting
to enable inventory and accounting procedures. This component identification
(inventory data) is also a prerequisite to distributing data files and

software, troubleshooting remote systems, and managing geographically
dispersed assets.

The Deskpro Family has integrated AssetControl features which allow
administrators to maintain an accurate, up-to-date and centralized inventory of
desktop PCs and their components. These features enable businesses to
maintain control of their PC assets and allow for effective and accurate
software distribution. The features also help streamline service calls because
the administrator can provide the service person with fast access to the PC'’s
configuration and history.

Asset Information

The Deskpro Family features used in conjunction with a Compaq Desktop
Management Solutions Partner application make a wealth of useful asset
information available to the user and the network administrator. The available
information includes:

m  The manufacturer, model, and serial number of the PC system,
monitor, and hard drive.

= An asset tag and the revision levels of the system board and system ROM.

Fault Management

Fault management is a set of capabilities that provide an early warning of
impending component or subsystem failure. This enables you to perform
preventive maintenance before the failure.

The current Compaq Fault Management implementation includes provisions
for IntelliSafe Hard Drives, environmental fault prevention tracking, and
network performance monitoring.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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IntelliSafe Hard Drive

An IntelliSafe Hard Drive is the next generation IDE/ATA drive and an ANSI
standard that was co-designed by Compaq and Conner, Quantum, and Seagate
(leading drive manufacturers). IntelliSafe Hard Drives contain enhanced
firmware that predicts an impending drive failure. System software, working
with the IntelliSafe hard drive, can notify users and LAN administrators of the
impending drive failure. When a failure is predicted, the hard drive can be
backed up automatically, either locally or over the network (with Windows 95

or Windows NT).

Environmental Fault Prevention Tracking

This is a hardware and software feature which tracks the internal temperature
of the PC and alerts the user and/or network administrator of excessively high
internal temperature. This alert enables you to take action before damage
occurs to data or internal components. Detection of system-damaging internal
temperatures automatically shuts off the power to the PC when the
temperature climbs far past the point when the initial warning occurred.

NOTE: Environmental fault prevention tracking for Compaqg Desktops is available
only in a Microsoft Windows 95 or Windows NT operating environment. For servers,
it is available for all the Compaq supported operating systems.
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Network Performance Monitoring

Using Compaq Insight Manager, a network administrator can monitor
and detect performance degredation of the integrated Network Interface
Controller (NIC).

NOTE: Network performance monitoring is available only in a Microsoft
Windows 95 or Windows NT operating environment.

Rapid Recovery

Rapid Recovery is a set of capabilities that provide notification, rapid
identification of faults, and automated restart of failed systems or subsystems
so that unplanned downtime is minimized. The current Compaq Fault
Management implementation includes provisions for proactive tape backup,
flashing of ROM BIOS, and availability of accurate contact information.

Proactive Tape Backup

This featureprovides added data protection from hard drive failure by
automatically backing up the PC hard drive contents to a local or server tape
drive when an impending failure is detected.

NOTE: Proactive tape backup is available only in a Microsoft Windows 95 or
Windows NT operating environment.

Flash ROM BIOS

This allows quick updating of the system ROM without removing the PC
cover. If a system error requires an update of the system ROM, the flash ROM
capability of the Deskpro Family provides for a fast recovery by allowing the
ROM to be quickly updated via a ROMPaq utility.
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Accurate Gontact Information

Accurate desktop PC information provided by AssetControl features allow the
network administrator to coordinate service responses for maximum
efficiency. When a hardware failure occurs, the AssetControl features enable
the network administrator to provide the service person with key information
such as the:

= Model and revision level of the PC and components
(automatically generated)

m  Specific problem, in some cases (automatically generated)
= Location of the PC (manually set)

s Contact person (manually set)

Security Management

Networked PC computing has increased the quantity of easily accessible
information that a corporation maintains. Ensuring that this information is
accessed only by authorized personnel and that the integrity of the information
and PC is maintained is critical in the information age. Security Management
is concerned with these issues and is comprised of capabilities to safeguard
and protect business-critical data and the PC.

Table 3-2 describes the comprehensive security features to protect critical and
confidential data and computing resources. All security management features
will be maintained under Microsoft Windows 95.

Table 3-2
Deskpro Family Security Features
Feature Function
Power-on Password Prevents unauthorized person from booting up the PC.
Setup Password Prevents unauthorized change of system configuration.

QuickLock/QuickBlank Allows user to lock keyboard and/or blank screen.

continued




3-15

Deskpro Family Security Features continued

Feature

Function

Keyboard Password

Allows PC to boot up but prevents data input until the
password is entered.

Network Server Mode

Allows hard drive or network restart while keyboard
is disabled.

Diskette Boot Control

Prevents PC from being booted from a floppy diskette.

Diskette Write Control

Prevents unauthorized writing of data to floppy diskette.

Flash ROM Lock

Uses the Setup Password to prevent unauthorized changes to
the system ROM.

Parallel Interface
Control

Prevents transfer of data through the parallel
interface connector.

Serial Interface Control

Prevents transfer of data through the serial
interface connector.

Diskette Drive Control

Allows disabling of the diskette drive.

Fixed Disk Drive
Control

Allows disabling of the hard drive.

U-bolt/Cable Lock
Provision

Allows user to secure PC hardware and protect against theft.
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PC LAN Management Software Support

Compagq is taking a proactive initiative to ensure the compatibility and

integration of PC hardware enhancements for manageability with the leading
vendors of PC LAN management products. This initiative is called the Compaq
Desktop Management Solutions Partners Program. The Solution Partners’
products deliver features demanded by network administrators such as server and
client monitoring, network protocol analysis, software distribution, and software
and hardware inventory.

Compaq Desktop Management
Solutions Partners Program

Compagq has worked closely with leading management software vendors to
provide remote access to the Intelligent Manageability capabilities of the
Deskpro Family. The broad vendor support ensures that Compaq customers can
easily manage Compaq PCs using their choice of tools.

Vendors currently participating in the Compaq Desktop Management
Solutions Partners Program include:

m  Asset Software International

= Bindview Development

= Cheyenne Software, Inc.

= Intel Corp.

m  McAfee Associates, Inc.

= Microsoft Corp.

= Novell, Inc.

m  Seagate Enterprise Management Software
m  Seagate Storage Management Group

= Symantec Corp.

s Tally Systems Corp.
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Solutions Partners Operating
System Support

The Solutions Partners’ products provide remote AssetControl support across a
wide range of operating environments. This increases the probability that one of
the Solutions Partners will have a solution to meet the customer’s needs.

Support is available for client PCs using Windows 3.1, Windows NT, and
Windows 95. These clients are supported across a wide range of network
operating systems, including Windows NT, NetWare, LAN Manager, and LAN
Server. Customers must contact specific Solutions Partners to determine the
range of support in their particular environment.

Compaq Insight Manager and the
Desktop Management Solutions
Partners Program

When used with the Deskpro Family, Compaq Insight Manager and the
Solutions Partners’ products are complementary. Compagq Insight Manager
functions primarily as the remote hardware and fault management tool. The
Solutions Partners’ products handle remote inventory management, software
distribution, and so on.

Although Insight Manager does provide access to all of the Deskpro Family
AssetControl information, Insight Manager is primarily a fault management
tool providing both IntelliSafe hard drive and thermal monitoring and alerting.
Insight Manager is designed to monitor Compag hardware only.

The Solutions Partners’ products are primarily asset management tools which
can provide asset management reports for a range of hardware. The products
also might include features such as software distribution, software license
metering, and remote workstation control. Although the Solutions Partners’

Integrating Compaq Insight Manager with Enterprise Management Platforms



3-18 Compaq Management Technologies

products are designed to manage almost any PC hardware, only the Deskpro
Family provides detailed asset information such as serial numbers and monitor
information.

NOTE: Customers must contact specific vendors to gain an up-to-date status on
individual product capabilities.

Compagq Insight Manager Software

The Compagq Insight Manager Software architecture is typical of other
SNMP-based management software and is composed of Compaq Insight
Manager, Compagq Insight Management Server Agents, Compagq Insight
Management Desktop Agents, and the Compag Inventory Collector.

The agent software executes on a manageable device such as a server or
desktop and monitors the fault and performance aspects of the device. These
monitored statistics, along with device configuration information, provide data
to a management application using the SNMP protocol.

Manager software, such as Insight Manager, provides the user interface to the
management features in Compagq servers. You can integrate the Insight
Management Server Agents with SNMP-based management platforms to
manage Compagq servers.

Inventory Collector software creates Management Information Format (MIF)
files from information gathered by the Insight Server Agents software.

The following subsections provide a detailed overview of the Compagq Insight
Manager software components:

s Compag Insight Manager
= Compagq Insight Management Agents
s Compag Management Information Base

= Compagq Inventory Collector
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Compaq Insight Manager

Compagq developed Insight Manager to make the overwhelming task of system
monitoring and management easy. Insight Manager delivers intelligent
monitoring and alerting, remote maintenance, and visual control of the
systems iryour network environment. In the unlikely event of server failures,
Insight Manager provides a full spectrum of remote maintenance and control
facilities such as system rebooting, system configuration, and system
diagnostics.

Insight Manager provides timely server status and the means for remotely
controlling servers through the following key features:

m  Comprehensive Fault Management

Insight Manager provides comprehensive fault management for all
major subsystems, including pre-failure alerting for disks, memory, and
PentiumPro processors.

= Integration Management

Insight Manager, together with SmartStart, allows you to effectively
deploy and manage configurations throughout the enterprise using the
Integration Server and Insight Version Control.

m  Performance Management

Insight Manager allows you to set performance and capacity thresholds
for management variables related to CPU and bus utilization, NIC
throughput, logical disk capacity, and more.

= Client Management

Insight Manager allows you to manage faults and assets on Compagq
Deskpro’s.

= Asset Management

Insight Manager allows you to export asset information from the
Insight Manager database to leading database and spreadsheet
applications, making asset management easier than ever.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Remote Management

Insight Manager allows you to manage in-band or out-of-band servers
online or offline from anywhere.

Reporting

Using Automatic Data Collection, Insight Manager allows you to
gather historic performance information for graphing or export
purposes, helping with upgrade performance.

Integration with Enterprise Management Platforms

Insight Manager provides integration with leading management
platforms including HP OpenView, IBM NetView, SunNet Manager,
ManageWise, and Microsoft Systems Management Server.

Additional Compag Insight Manager features include:

Ability to configure the primary UPS server with the network address
of secondary servers so if an impending power outage occurs all server
gracefully shutdown.

Support for tape drive management on NetWare 3.12 and 4.x as well as
Microsoft Windows NT 3.51.

Ability to recover information from a primary server in the event of a
server failure. This feature is known as Standby Recovery Server.

Support for Windows Internet Naming Service (WINS) and
Dynamic Host Configuration Protocol (DHCP).
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Insight Manager adheres to the following standards:
= Management Protocol -- SNMPv1 running over IPX, IP, or PPP

s Compag Insight Management MIB -- all possible manageable objects
specific to Compagq hardware

s Standard Internet MIBs -- support information from MIB-II, Token
Ring MIB, and Ethernet MIB

Additionally, Insight Manager stores gathered object information in a Paradox
database. You can retrieve this information using Insight Manager or one of
several commercially available applications that can access Paradox data.

Compaq Insight Management Agents

Insight Management Agents consist of server and desktop software that
integrates Compaqg manageability into SNMP-based management
environments. Insight Agents perform in-depth monitoring of the fault and
performance aspects of the key subsystems: storage, memory, system
processor, network interface, and the environment. Insight Agents provide this
information, along with system configuration, to SNMP-compliant
management applications such as Insight Manager. In addition, Insight Agents
can generate traps to notify the administrator of significant changes in the
fault or performance aspects of the computer operation. With these traps, you
can proactively manage the computer, minimize unplanned downtime, and
maximize performance.

Insight Server Agents support Microsoft Windows NT, NetWare, SCO
OpenServer, UnixWare, IBM 0S/2, Banyan VINES, and UNIX. Insight
Desktop Agents support Windows NT and Windows 95. For more information
about the Insight Server Agents for a particular operating system, refer to the
appropriateCompag Insight Management Server Agents User Guide.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Compaq Management
Information Base

A management information base (MIB) is a description of a set of manageable
objects. A manageable device can implement one or more MIBs, depending
on its function. A Simple Network Management Protocol (SNMP) MIB,

which Compagq fully supports, is very similar to a database schema in that it
describes both the structure and format of a set of data. The Internet-assigned
Compagq enterprise ID is 232.

Figure 3-4 shows the location of the Compaq enterprise ID in context within
the Internet Naming Tree.

T

CCITT(0) ISO(1) CCITT/ISO(2)

Standard(0) Author(1) Member-Body(2) Org(3)
|

DOD(6)
|
Internet(1)
—
Directory(1) Mgmt(2) Experimental(3) Private(4)
_—
MIB(1) Enterprise(1)

Compagq (232)

Figure 3-4. Internet naming tree with Compaq Enterprise ID (232)

The Compagq enterprise 1D (232) specifies the location of the Insight MIBs
within the Internet Naming Tree. The Insight MIBs are modular, with each
subbranch from the Compaq enterprise ID representing a distinct function or
subsystem supported by the Insight Server Agents.
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Due to the constant changing, updating, or adding of Insight MIBs, Table 3-3
shows a list of only the most current MIBs:

Table 3-3
Most Current MIBs
MIB Describes . ..
Standard PC Equipment Information that can be configured on an PCI,

Configuration

ISA, or EISA system

System Information

Specific Compagq features such as security, and
asset management

Intelligent Drive Arrays

Compagq Drive Array Controllers

SCSI Devices

Compaq SCSI interface products

Server Health

Features that monitor server health, such as
thermal sensing

Drive Storage Systems

Compagq ProLiant Storage System

Management Engine

Software components to track statistics,
generate alarms, and more

Host OS Information

Generic host OS information, for example,
system processor utility and file system
information

Uninterruptible Power
Supply Information

Compag UPS

Although the Insight MIBs are organized according to subsystem, your
management application can organize the display of the data from the
managed devices to convey the most usable presentation. See the Compagq
TechNotelntegrating Compagq Insight Manager with Enterprise Management
Platforms for more detailed information about Insight MIBs.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Compagq Inventory Collector

The Compagq Inventory Collector program defines the set of manageable
objects known to Systems Management Server. These files follow the
Management Information Format (MIF), which is a subset of the MIF
Specification authored by the DMTF. As a result, the Compaq MIF files, and
all MIF files written for Systems Management Server, gather static
information only and ignore dynamic information. The DMTF MIF
Specification has provisions to obtain dynamic information from a MIF file.

The Compaq MIF files are modular, with each file representing a distinct
function or subsystem supported by the Insight Management Server Agents for
Microsoft Windows NT. The Compaq Inventory Collector creates the MIF

files from the information gathered by the Insight Server Agents. Table 3-4
consist of the MIF files.

Table 3-4
MIF Files
Type Describes . ..
Compaqg CPU Information on all CPUs in the Compaq system

Compagq EISA/PCI Slots

Configuration information on EISA/PCI boards in the
Compag system

Compag System

Asset information on the Compaq system

Compag Memory Modules

Memory modules installed in the Compaq system

Compagq Software Versions

Versions for all Compaq software installed on a
Compag system

Compagq Drive Array
Controllers

Information on the Drive Array controller installed in a
Compag system

Compagq Drive Array Logical
Drive

Information on all logical drives configured on a Drive
Array in a Compaq system

Compagq Drive Array
Physical Drive

Information on all physical drives installed on a Drive
Array in a Compaq system

continued
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MIF Files continued
Type Describes . . .

Compaq Health Subsystem Configuration information on the health subsystem for a
Compag system

Compagq Storage System Information on the Compaq Storage System installed on a
Compag system

Compag UPS Subsystem Information for any Compaq manageable UPS attached to
a Compaq system

Compaq SCSI Devices Information on all SCSI devices, including adapters, in a
Compag system

Table 3-4 shows all the possible MIF files that might be created by the
Inventory Collector. However, every subsystem or function might not be
present in a given system. As a result, there may be fewer tables displayed by
Systems Management Server.

Integration with Operating
System Management

A complete, SNMP-based, server management solution requires developing
capabilities that provide server hardware and software management for
operating systems and applications. Insight Server Agents take advantage of
the extensible SNMP agents provided by Microsoft, Novell, the Santa Cruz
Operation (SCO), IBM, and Banyan. Developing agents according to the
extensible agent specification ensures that Compaq hardware management
technologies integrate with the server and desktop software management.

Integrating Compaq Insight Manager with Enterprise Management Platforms



3-26 Compaq Management Technologies

Network Management
Interoperability

Delivering hardware management technologiesititagratewith your
SNMP-management environment is as important as building the management
technologies themselves. Compagq servers can satisfy your management
interoperability requirements.

Compagq servers and Compaq Insight Management Software integrate within
your preferred management environment. Compaq adheres to network
management standards.

Compagq servers provide an extensive set of MIBs which can be used in a full
range of environments from a one-server LAN to a globally dispersed
enterprise. Because the information is available through SNMP, it is available
to point solutions on the LAN for small installations all the way up to complex
WAN/LAN enterprises. As your single network LANs grow into larger routed
LANSs and then into internetworked WANS, you can be sure that Compaq
information will grow with you and support your management needs.




Chapter 4

Integration with
IBM NetView for AIX

This chapter discusses the integration of Compaq server management
information into IBM NetView for AIX. The information is based on tests
performed with Version 3 Release 1 and Version 4 Release 1 in the Compaq
Systems Management Solutions Lab.

NOTE: In this chapter, several examples involve IP addresses. These addresses are
denoted in the examples as X.Y.<number>.<number>, where X.Y. represents a
Class B network address and <number> is a value from 0 to 255.

Feature Summary

IBM NetView for AIX is an internetwork and enterprise-wide management
platform that provides a network management solution for multivendor
devices and open networks requiring SNMP. The following are some key
features of IBM NetView for AIX:

m Adistributed management infrastructure that supports various
management protocols such as SNMP and CMIP.

= Management services such as event management services and object
recognition services. You can use Application Program Interfaces (APIs) to
access some of these services.

= An X Windows- and Motif-based management application that manages a
variety of devices such as hubs, bridges, routers, and servers. The platform
architecture allows integration of applications from IBM and third parties.

The following are some key features of the standard management application:

= A Management Information Base (MIB) load utility that lets you add
MIB definitions for new device types in your network.

= Node discovery that can seek out, identify, and display managed IP devices.
= A graphical map representing the topology and status of managed devices.
= MIB browsing and results graphing tools.

»  Methods to integrate new applications without programming.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Integration with IBM NetView for AIX

Adding Compaq Insight Agent Support

The Compaq Management CD includes the Compaq Systems Management
Toolkit which can be found in tH@ OOLKIT directory. The Systems
Management Toolkit includes files which can be used to integrate the
management of Compag Insight Agents into IBM NetView for AIX. These
include the Compagqg MIBs, icon files, trap definitions, and files to add
Compag-specific query applications. Please refer to th®BEWDME.TXTin
the\NV_AIXdirectory located in the Systems Management Toolkit for
additional integration information.

NOTE: If you will be accessing the files in the Systems Management Toolkit
using a Compaq Integration Server the directory tree is:
\\servername\CPQIS1\CPQIS\TOOLKIT\ver_no\

where servernameis the name of the Integration Server

and ver_no is the version of the Toolkit.

Adding support for Compagq Insight Agents into NetView for AIX consists of
the following steps:

1. Transfer the MIB files to the NetView for AIX console.

2. Load the MIB files into NetView for AIX.

3. Discover or add your servers and desktops to the network map.

4. Add new managed device types for Compaq servers and desktops.
5

Transfer the Compagq server and desktop icon files to the NetView for
AIX console.

6. Transfer the custom MIB query application files to the NetView for
AIX console.

7. Setup Compagq traps in NetView for AIX.

The following sections discuss each of these steps in detail.




Transferring MIB Files to
the NetView for AIX Console

Compag includes Insight MIB files with the Insight Agents for your operating
system. These files define the information structure that the NetView for AIX
console requires to retrieve information from the agents. The file names are

optional MIBs,ETHER.MIBandTOKEN.MIB are included with the Compagq
Systems Management Toolkit in ttMIBS directory.

There are several ways to transfer the Insight MIB files from the Compaq
Management CD to your NetView for AlX console. If you have a CD-ROM drive
on your console you may mount the CD to a local file system and then copy the
files directly from the CD. Alternatively, the CD may be mounted remotely as an
exported file system using the Network File System (NFS). Consult the AIX
documentation for information on using the CD-ROM drive and NFS.

Another method for transferring files between systems is to use the File Transfer
Protocol (FTP). The default path that NetView for AIX uses for MIBs is
/usr/OV/snmp_mibs

NOTE: FTP is available with Windows NT, SCO UNIX, UnixWare, and IBM 0S/2
installations. For NetWare, you must transfer the files from a NetWare client that has
TCP/IP support using software such as LAN Workplace for DOS. Be sure to choose ASCII
file transfer mode.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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The following is an example of a typical FTP transfer.

C:\users\default>ftp hostname

Connected to hostname

220 hostname FTP server ready.

User (hostname:): root

331 Password required for root.

Password:

230 User root logged in.

ftp> send

(local-file) D:\TOOLKIT\MIBS\CPQIDA.MIB

(remote-file) /usr/OV/snmp_mibs/CPQIDA.MIB

200 PORT command successful.

150 ASCII data connection for /usr/OV/snmp_mibs/CPQIDA.MIB
X.Y.24.20,1031).

226 ASCII Transfer complete.

128553 bytes sent in 8.21 seconds (15.67 Kbytes/sec)
ftp> quit

221 Goodbye.

C:\users\default>

In the example above, the file was transferred from the CD in drive D to the
directory/usr/OV/snmp_mibsn the target system.

Loading the MIB Files

Once you have the MIB files on your NetView for AlX console, follow this
procedure to load them into your NetView for AIX configuration:

1.

Select th®©ption- Load/Unload MIBs: SNMP.menu item. A dialog
box displays that lists the currently loaded MIBs.

Click on theLoad button. A dialog box displays listing the MIB files in
the default directory. If you transferred the Insight MIBs to this
directory, they should be listed here (otherwise, specify the pathname
where you put the files).

Highlight the desired MIB file and seldatad... The Insight MIB
automatically loads and thevad/Unload MIBglialog box redisplays.
Repeat this step until you load all the Insight MIB files.




4-5

4. Select th€€losebutton to exit.

The Insight MIB files should compile without any errors. If the console
displays error messages, do the following:

0 Check the messages to determine which line(s) in the file contain
the error(s).

0 Check your file transfer procedure to verify that you transferred
the file without problems. For example, you might have transferred
them in binary format rather than in ASCII. In this case you must
convert the DOS file formats to UNIX formats. Refer to your
UNIX documentation for the appropriate command and syntax.

Refer to theNetView for AlX User’s Guidender the topic "Loading and
Unloading MIBs" for additional information.

NOTE: NetView for AIX ships with several preloaded MIBs (both enterprise and
standard). These MIBs are in the default directory /usr/OV/snmp_mibs.

Discovering or Adding Compaq Systems
to the Submap

You can add Compaq systems to your database manually or automatically by
using the Discover tool. The following sections contain instructions for both
methods.

Automatic Discover Tool

The NetView for AlXnetmon process discovers (and subsequently polls for
status) new managed devices on the network. Typically, this process does not
require your intervention except to ensure that the routing tables at the NetView
for AIX console are set up properly with the default gateway enabled.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Integration with IBM NetView for AIX

The initial management region contains only the networks directly connected
to the management station. You can expand this region two ways:

= Interactively expand the management region using the graphical map’s
Options- Manage Objectgperation.

= Provide a “seed file” that contains the IP addresses of SNMP-based
routers on your network.

For further details, refer to threetmon Reference Page (man page) or to the
NetView for AIX User’s Guidender the topic "Using a Seed File to Control
Network Discovery."

As thenetmon process executes, it automatically adds new managed devices
to the appropriate submaps. For instance, when you install Compagq servers on
the network, the Discover tool automatically adds symbols to the view
representing them as managed devices. This assumes that the servers are
operational and configured to use IP, SNMP, and the Insight Agents.

If the new device appears in thetc/hostdile, NetView for AlX translates the
IP addresses of the servers to hostnames. Otherwise, the symbol label on
screen contains only the IP address.

Thenetmon process uses, by default, the file namhext/OV/conf/oid_to_type

to determine the topological role of the discovered managed devices (gateway,
bridge, hub, and so on). Thetmon process queries the SNMP MIB-II
variablesystem.sysObjectl® find a match between the value returned by the
SNMP agent running on the managed device and an entry in the file. If there

is a match, the symbol on the submap displays with the proper icon
representing the properties (gateway, bridge, hub, and so on). If there is no
match, the discovery process tries to classify the discovered managed devices
into generic symbol classes representing computers, connectors, network
devices and so on.

NOTE: Each symbol class has subclasses that provide further description. For
example, the Computer class can have subclasses that describe PCs, workstations,
minis, and mainframes.




The discovery process automatically represents Compaq servers on screen as a
square symbol. This isgenericsubclass of the Computer class. Details on
modifying the subclass to a Compagq server are provided later in this chapter.

Manual Discovery

You can manually add a symbol representing a Compaq server using the
Edit - Add Object. command. Temporarily create a symbol representing a
generic subclass in the Computer class, and change the subclass after you
create a subclass specifically for a Compagq server (this is described later). To
add a symbol, add the object first (an on-screen representation of the object).
Refer to theNetView for AIX User’'s Guidender the topic "Adding Objects

and Symbols."

Changing the Subclass Icon

You can change the subclass to represent servers and clients accurately. For
the servers, you must create the subclass first (discussed later in this section).
For clients, you can change the subclass type from generic to a PC. NetView

for AIX ships with a subclass icon representing a PC. To change the subclass
icon, perform the following procedure:

1. Select the object for which you want to change the icon subclass.
2. Selecbutton 2to bring up the symbol pop-up menu.

3. From the pop-up menu, selé&atit - Change Symbol Type...
The Change Symbol Type dialog box appears.

4. Select a new symbol subclass.

5. ClickOK. The dialog box closes and the symbol changes to the chosen
symbol type.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Adding a New Subclass to
the Computer Class

Adding a new subclass for a Compag system involves:
m  Modifying Field Registration files

m  Creating bitmap files to represent Compag systems
m  Defining a Symbol Subclass in the Symbol Registration file

= Modifying the configuration files

Each of these processes is discussed in detail.

Modifying Field Registration Files

NetView for AIX extensively uses field definitions, stored in Field Registration
files. You can find these files in the directdngr/OV/fields/SLANGwhere
$LANGrepresents language-specific information. For default installations,
$LANGIs defined as “C”. You can usually find the Field Registration files in the
directory/usr/OV/fields/C The two Field Registration files of interest are
ovw_fieldsandsnmp_fields




The ovw _fields File

This defines the overall field definitions used by the NetView for AIX. Edit
this file to update the vendor enumeration listing by adding "Compaq" to the
list as follows:

}

Field "vendor" {
Type Enumeration;
Flags capability, general, locate;
Enumeration "Unset",

"Hewlett-Packard",
"ACC",
"Cayman",
""cisco Systems",
"CMC",
"Compaq", « Add this line.
"Data General",
"DEC",
<other names follow here>
"Xyplex"

1

Edit the file by adding a new field callé&Cpqlnsight signifying whether a
given managed device is running the Insight Agents. Append the following to
the end of the file:
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/*****

*kk

*  This field defines if the system is running

* Compaq Insight Management Agents

*****/
Field "isCpglnsight" {
Type Boolean;
Flags capability, locate;

The snmp_fields File

This contains various SNMP-related fields. Update the SNMP Agent
enumeration listing by adding "Compagq Insight Management Agents" to the list

as follows:

Field "SNMPAgent" {

Type Enumeration;

Flags capability, general, locate;

Enumeration
"Unset",
"HP 3000/XL",

<various HP agents follow here>
"ACC 4140 Bridge/Router",
""cisco Gateway Server",
""cisco Terminal Server",
""cisco T-Router",
""cisco Protocol Translator",
"Cayman GatorSystem",
"CMmC",
"Compagq Insight Management Agents”,  — Add this line.
"DECstation",
"DG Aviion",
<other vendor agent names follow>

"Xyplex Remote Ethernet Bridge",
"4BSD ISODE";
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Incorporating the Changes

After making your changes, verify them as follows:
nv6000 -verify

The screen scrolls with the verified items, until it displays a "Verification
complete" message.

To prevent the screen from scrolling by too fast for you to read the messages,
use thanore command:

nv6000 -verify | more
If you have any errors, correct them and try again. When you have no errors,

you can add the new fields to the database by entering the following
command:

nv6000 -fields
This verifies the field syntax for fields that exist in the database and adds the

new fields. For further details, refer to tNetView for AIX Programmer’s
Guideunder the topic "Creating Fields."

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Creating Bitmap Files to
Represent Compagq Systems

Compagq provides bitmap files to represent Compaqg servers and desktops in
the subdirectories located \NV_AIX\ICONSn the Compaq

Systems Management Toolkit. Refer to REEADME.TXTiile in the
\NV_AlIXdirectory of the Toolkit for more information. You can transfer
these files to your NetView console by using one of the methods described
previously in this chapter. If you use these files, the following procedure to
create bitmaps manually it required.

NetView for AIX represents objects as symbols. Each symbol has a class (such

as Computer) and a subclass (such as PC). The class has a shape associated with
it. For example, computers are represented as squares, networks as circles, and
so on. Within each class, the subclass has a bitmap representation, enclosed by
the class shape. A PC bitmap surrounded by a square represents a PC on-screen,
denoting that it is a member of the Computer class. To define a new subclass for

a Compag server, you must create bitmap files of the proper size.

Bitmap files are always in pairs, containing the bitmap and a bitmap mask
used as a stencil. These files follow the name syntax:

filebase.size.type

Wherefilebaseis the name of the subclasgeis the size in pixels, artgpe
denotes if this is a bitmap or a bitmap mask. fijpeis always a "p" for
bitmaps or an "m" for masks.

You can find bitmap files in the directofysr/OV/bitmaps/$LANB~here
$LANGrepresents language-specific information. For default installations,
$LANG:Is defined as “C”. You can usually find the Field Registration files in the
directory/usr/OV/bitmaps/C

You can use the icon or bitmap editor program supplied with your system to
create the icon files and their masks. The following figures illustrate the bitmap
and its corresponding mask for a Compaq server with a size of 38 x 38 pixels.
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Bitmap for a Compaq server

Figure 4-1.
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N[O~ |wIN|R]O|olo|N|o || |WIN|R oo |N OO wIN] R |OJlo|oN OO | B w N |-

Figure 4-2. Bitmap mask for a Compagq server (38 x 38 pixels)

NOTE: I1BM recommends defining bitmap files with the following sizes (in pixels):
20 x 20, 26 x 26, 32 x 32, 38 x 38, 44 x 44, and 50 x 50. You must have at least
one pair of bitmap files (icon and mask file) of a particular size.

For further details, refer to thdetView for AIX Programmer’s Guidender
the topic "Creating Bitmaps for AIX NetView for AIX Symbols."




4-15

Defining a Symbol Subclass in
the Symbol Registration File

NetView for AIX extensively uses field definitions, stored in Symbol Registration
files. You can find these files in the directdngr/OV/symbols/SLANGvhere
$LANG represents language-specific information. For default installations,
$LANG is defined as “C". You can usually find the Symbol Registration files in
the directory'usr/OV/symbols/C

You can find several files for symbol classes here, including one for the
Computer class. Edit the Computer Symbol Registration file to add the
following subclass definitions:

SymbolType "Computer" : "Cpgsrvr"
{
Filebase "cpgsrvr";
CursorSize 38;
Capabilities {
isPC=1;
isCpglnsight = 1;

}

SymbolType "Computer" : "Cpgwkst"
Filebase "cpgwkst";
CursorSize 38;
Capabilities {
isPC = 1;
isCpglnsight = 1,

}

NOTE: The filebase name must match the filebase name of the bitmap files you
created earlier.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Incorporating the Changes

After making your changes, verify them by entering the following command:
nv6000 -verify

The screen scrolls with the verified items, until it displays a "Verification
complete" message.

To prevent the screen from scrolling by too fast for you to read the messages,
you can use thenore command:

nv6000 -verify | more
If you have any errors, fix them and try again. You can also compile your
previously defined bitmap files by entering the following command:
nv6000 -config

For further details, refer to thdetView for AIX Programmer’s Guidender
the topic "Defining Symbol Subclasses."
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Modifying the Configuration Files

NetView for AlIX uses configuration files to map the SNMP MIB-I
system.sysObjectlfzariable to symbol types. The two configuration files of
interest armid_to_synandoid_to_type Read théNetView for AIX

Installation and Configuration Guidender the topic “Editing the oid_to_sym
file” and “Editing the oid_to_type file” for more details of the contents of the
files. Before editing these files, ensure that the NetView for AIX End User
Interface (EUI) is not running.

IMPORTANT: Compagq servers without Insight Agents and other Intel-based servers
running SNMP agents that return MIB-Il information, incorrectly identify themselves as
Compag servers with Insight Management capabilities. This occurs because the
system.sysObjectlD returned by the agent is network operating system dependent, not
hardware dependent. For such servers, you must manually modify their symbols to
represent computers with no Insight Management capabilities. This affects only new
servers you add to the network after making changes.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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The oid_to_sym File

This file is in theSLANGsubdirectory under the directolysr/OV/confwhere
$LANGrepresents a language-specific configuration. By default, the file

oid_to_symis in the directoryusr/OV/conf/C

The NetView for AIX procesgpmap uses this file to match against the
system.sysObjectiEturned by an agent. Because Insight Agents are based on
the network operating system, you must add entries for each operating system
that has Insight Agents available. For example, for NetWare, Windows NT,
SCO UNIX, UnixWare, Win 95, and OS/2, you must edit the file and append

these entries:

1.3.6.1.4.1.23.1.6:Computer:Cpgsrvr
1.3.6.1.4.1.23.1.6.3.11:Computer:Cpgsrvr
1.3.6.1.4.1.23.1.6.3.12:Computer:Cpgsrvr
1.3.6.1.4.1.23.1.6.4.10:Computer:Cpgsrvr
1.3.6.1.4.1.311.1.1.3.1:Computer:Cpgsrvr
1.3.6.1.4.1.232:Computer:Cpgsrvr
1.3.6.1.4.1.23.1.13.2:Computer:Cpgsrvr
1.3.6.1.4.1.311.1.1.3.2:Computer:Cpqwkst
1.3.6.1.4.1.2.6.46:Computer:Cpgsrvr

# NetWare

# NetWare 3.11
# NetWare 3.12
# NetWare 4.10
# Windows NT
# SCO UNIX

# UnixWare 2.10
#Win 95

# 0S/2

NOTE: The fields Cpgsrvrand Cpgwkst must match the new symbol types defined

earlier.
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The oid_to_type File

This file is in the/lusr/OV/conirectory. The NetView for AIX process

netmon uses it to match against thgstem.sysObjectiEturned by an agent.
Because Insight Agents are based on the network operating system, you must
add entries for each operating system that has Insight Agents available. For
example, for NetWare, Windows NT, SCO UNIX, and OS/2, you must edit

the file and append these entries:

1.3.6.1.4.1.23.1.6:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.3.11:Compaqg:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.3.12:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.4.10:Compag:Compag Insight Management Agents
1.3.6.1.4.1.311.1.1.3.1:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.311.1.1.3.2:Compaq:Compaq Insight Management Agents
1.3.6.1.4.1.232:Compaq:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.13.2:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.2.6.46:Compag:Compaq Insight Management Agents

NOTE: The fields Compaq and Compagq Insight Management Agents must match the
vendor and SNMP agent field enumerations defined earlier in the Field Registration files.

Incorporating the Changes

After you make the changes, reinitialize NetView for AlX to startup. The
changes that you made are now incorporated into your NetView for AIX
configuration. For each Compagq server, change the symbol subclass to
represent the server bitmap defined earlier. If you have not done so, change
any generic computer symbols to represent any PC clients in your network.
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Adding Custom Applications

Through the use of registration files, you can add items to the NetView for

AIX menus which can display and graph collected information to suit your
needs. Applications can design simple on-screen reports or more sophisticated
reports that place specific information in a window. You can also build MIB
applications for on-screen reporting using the Application Builder or use the
Application Registration files for complex operations that require other
background processes to run.

Some examples are given in the following sections. One example uses the
Application builder, the other uses the Application Registration file. You can
use these as sample applications to build your own.

In addition, Compagq has included several Application Registration files in the
Compaqg Systems Management Toolkit. When integrated into the NetView for
AIX system, these files allow you to gather and display important information
about your Compag systems.
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Adding the Compaq Query Files

Compag includes Application Registration files in the Compaqg Systems
Management Toolkit. These files implement queries for the data that is
described in Appendix A, “Using the Compag MIB Information.” An
explanation of data contained in these items is given in this Appendix.

The Application Registration files for Compaq servers and desktops are in the
subdirectories ilNV_AIX\ARFin the Systems Management Toolkit. These files
are named flename>.ARFwhere qilename> denotes an MS-DOS filename
base. The path that NetView for AlX uses to store Application Registration files
is /lusr/OV/registration/CYou can transfer these files to your NetView console
by using one of the methods described previously in this chapter.

After you copy the MIB Query Application Registration Files to the NetView
for AIX console, you must restart the NetView for AIX application to activate
the files. When NetView for AlX restarts there are two new menu items under
the Monitor menu item:Compag ServeandCompaq Workstatian

To use the queries, select a Compaq system from a map then choose an item
from theMonitor - Compag Serveor theMonitor . Compaq Workstation

menu. A window displays the information in a labeled table that corresponds
to the item you selected. The menu items correspond with the various
categories of information described in Appendix A, “Using the Compaq MIB
Information”.

If you choose not to use the query files, the following sections provide
examples of obtaining the information manually.
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Slot Configuration Information

One common requirement is to obtain configuration information on your
Compag server; for example, information on the controllers you installed in a
server. Because the Insight Agents provide you with EISA slot information, it
is easy to build an application that retrieves the configuration information and
displays it as a table. To do this, follow these steps:

1. SelecfTools- Application Builder: SNMP .from the Main menu bar.
The MIB Application Builder dialog box appears.

2. Type the name of the application in tyeplication IDfield:
Compag.SlotCfg
The information is stored in this file.
3. SelecfTablefrom the choices displayed to specify the application type.
4. Enter a suitable title for your application, such as:

EISA Slot Configuration
5. Select thédd button. The MIB Application Builder/Add MIB Objects
dialog box displays.

6. Navigate the MIB tree to select elements from the appropriate table.
The path to the information is:

Private
Compaq
Standard Equipment
Component
EISA NVRAM

EISA Slot Table
EISA Slot Entry
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Select the following fields from the table:

EISA Slot Index
EISA Slot Board ID
EISA Slot Board Name

These fields identify the slot number, EISA ID, and board description
respectively. For each highlighted field, selapply. This adds the

field to the Display Fields list. (You have the option to edit the label
and width fields to suit your needs.)

Specify the menu path using." to create cascading menus. For
instance:

Monitor — Compagq — EISA Slot Configuration

Enter the selection rule to determine the conditions for highlighting
menu items that are available to the user to execute. The default is:

(isSNMPSupported) || (isSSNMPProxied)
You can override this to specify only servers with Insight Agents as in:

(isSSNMPSupported) && (isCpglnsight)

You can also add help text to provide assistance for using this
application. When completed, you should see a window similar to
Figure 4-3:
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Modify MIE Application

Application I Application Type

IEDmpaq.SlatEFg Table -Jl

_Application Title

IEISH Slot Configuration

Dizplay Fields

Label MIE Dhject Id
Slot Index Ji=0,0rg,dod, internet ,private, enterprises
Board 1D Lizo,org,dod, internet ,private,enterprizes
Board Mame yi=o,org,dod, internet ,private,enterprises
I~ I -

i HetView/G000 Integration
 Meru Path  {separator is "-3"}

IHonitur—>Enmpaq—>EISﬂ Slot Configuration

Selection Rule

{izSNMPSupportedi&{izCpglnzight )

Help Text

|-

Ok | Cancel | Help I

Figure 4-3.  Building an application for EISA configuration information

11. Click on theOK button to add the application.
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12. Return to the menu bar to view the application menu choice in the path
set up in step 8 of this procedure.

13. Highlight a Compagq server and execute the application to verify the
application. You should see a display similar to the following.

Slot Ind Board ID  Board Name

0 CPQ0109  COMPAQ SYSTEMPRO System Board (ASSY # 001981)
1 CPQ4001  COMPAQ 32-Bit Intelligent Drive Array Controller

2 NVLO701  Novell NE3200 Bus Master Ethernet

3 (Empty)

4 (Empty)

5 (Empty

6 (Empty)

7 CPQ6100  COMPAQ 32-Bit NetFlex Controller

8 CPQFAOD  COMPAQ 32-Bit 4-Socket System Memory Board

9 (Empty)

10 (Empty)

11 CPQ9999  COMPAQ 486/33 System Processor Board used as Primary

Getting Contact Information
From an Offline Device

Another common requirement is the need to retrieve node contact information
on an offline device, such as location, contact person, and so on. SNMP MIB-
Il compliant agents provide this information, which you can easily retrieve
when the managed device is online. However, this method does not work when
the device is offline.
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Integration with IBM NetView for AIX

NetView for AIX provides a solution: The NetView for AIX IP Topology
database contains information, on a per-object basis, of the IP address, contact
name, location, and so on. This database continually updates, even if a
particular managed device is offline. You can print out the corresponding

object information based on the last time NetView for AIX established contact
to that device. You can "dump" out the contents of the database for any object
by using theovtopodump command as follows:

ovtopodump -l <object name> | more

You should see a display similar to the following (example shows only the
first few lines):

HOSTNAME: test311

NODE ID: 569

CREATE TIME: 05/20/93 11:55:40

MODIFIED TIME: 06/07/93 09:16:24

SYMBOL CHANGE TIME: 06/04/93 12:34:00

STATUS: Up

FLAGS:

DESCRIPTION: Novell NetWare v3.11 (250 user) 2/20/91
DESCRIPTION: Compaq DeskPro 386, 16 MHz, 8 Meg
LOCATION: Room 69

LOCATION: 1234 Main Street

LOCATION: City, State, Country

LOCATION: The Universe

CONTACT: Jane Doe

CONTACT: 1.555.1234

CONTACT: jane.doe@company.com

SNMP OBJECT ID: 1.3.6.1.4.1.23.1.6




4-27

The database dump provides you with useful contact information when the
managed device is offline. You can now build an application to do the
following:

m  Redirect the output to a temporary file.
= Filter out selected information to a second temporary file.
= Put up an X Window with the contents of the second file.
= Wait for user input to clear the window.

= Clean up the temporary files.

To build this application, you must first "register” the application with NetView
for AIX. NetView for AlX stores Application Registration files in the directory
/usr/OV/registration/SLANGwhere$LANGrepresents a language-specific
configuration. By default, these files are in the directasy/OV/registration/C

For details on building Application Registration Files and integrating applications
to the NetView for AIX menu bar, refer to tiNetView for AIX Programmer’s
Guideunder the topic "Understanding Application Registration Files."

Integrating Compaq Insight Manager with Enterprise Management Platforms



4-28 Integration with IBM NetView for AIX

The following list illustrates an Application Registration File:

/*
*%
** NetView for AIX Node Information
*%
** @(#)$Revision: 1.0 $
*/
Application "NetView for AIX Node Information"
{
Version "Revision 1.0";
Description {
"Dump the topo database information for the selected node."
1
Copyright {
"(c)Copyright 1994 Compag Computer Corp."
}
/*
** Monitor
*/
MenuBar "Monitor"

"Node Info" f.action "Topo Dump";

}

Action "Topo Dump"
{
MinSelected 1;
MaxSelected 1;
SelectionRule isNode;
Command "xterm -bg cyan -geo 115x20 \
-sb -title "$OVwMenultem - ($OVwSelection1)" -e sh -c \
"'lusr/OV/bin/ovtopodump -I ${OVwSelectionl1} > /tmp/topo.dmp;\
awk -f /usr/OV/bin/node /tmp/topo.dmp;more /tmp/topo.prn;\
rm /tmp/topo.* > /dev/null;read x™;

b}
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This application lets you select a Compagq server, even one that is offline, and
view the contact information for that server. The application uses an AWK
(programming language) script file to include only required information in the
file topo.prn.The following list contains script for the "node” file. Include this
file in the directorylusr/OV/bin

BEGIN {
print " " > "/tmp/topo.prn"
eof = getline
while (eof > 0)
{
if (51 == "HOSTNAME:")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "STATUS:")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "DESCRIPTION:")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "LOCATION:" )
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "CONTACT:")
{ print $0 > "/tmp/topo.prn* }
| if ($1 =="NODE")
{
if ($2 == "LABEL:")
{ print $0 > "/tmp/topo.prn" }
if ($2 == "AGENT:")|
{ print $0 > "/tmp/topo.prn™ }
if ($2 == "VENDOR:")
{ print $0 > "/tmp/topo.prn™ }
}
if ($1 == "SUPPORTS")
{ print $0 > "/tmp/topo.prn* }
if ($1 == "NUMBER" )
{ print $0 > "/tmp/topo.prn* }
if ($1 == "INTERFACE:")

{ print $0 > "/tmp/topo.prn* }
continued
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if ($1 =="IP")
{ print $0 > "/tmp/topo.prn™ }
if (51 == "PHYSICAL" )
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "LAST")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "CONSECUTIVE" )
{ print $0 > "/tmp/topo.prn" }
eof = getline }

Rigure 4-4 illustrates a sample output from the application.

| Wl |mle — (Lesadii}

HIETHHE; kmatZil
STHTLE] L
CEELRIFTION: Hoawl] HekHers v3,11 4256 wowr)  3F000S
DESLEIFTION Compaq DecbFro TBE. 1EHHT. B Heg
LOCETIDM: Foom B3
LOCATIOM: 1E% Hain Bhreed
LOCATION: Ciku, Skakm, Lbw
LOCATION: The Lvdierae
COWTALT: Jarw Doa
COMTRCTT 100 15
COWTALT: | wran, coafurasaci &, com
FFFIETE FHF1 YER
WUHEER, OF IMTERFACES:d
INTERFACET [IWFRD Echévad. [onbraller
STHTLE:  Lp
IF FODE  1F1.1EE,C2. 27
IF ks 255, 255,556, 0
FINGICAL RODRERS: CaiOEna FOaCER
LEET SUCCESSFIL POLL: O5VEEASE 13445:19
[THEETUTINE FHILED FOLLE: ©

Figure 4-4. Contact information application
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Using the Information

Once you integrate the Insight MIBs and build your applications with
NetView for AlIX, you can manage your Compagq servers in the same manner
as your other managed devices.

NetView for AIX provides the following methods to obtain and use the
information in the MIBs:

= Browsing the MIB
m  Predefined and custom monitor applications

m  Event configuration and monitoring

The following sections describe each of these methods in detail.

Browsing the MIB

NetView for AlX provides a quick method of browsing up and down the MIB
tree. To invoke the MIB browser, select fheols— Browse MIB: SNMP...

menu item. Start at the root, traversing up and down any branch until you get
to a MIB variable of interest. Select tBéart Querybutton to retrieve

information about that variable.

NOTE: Once you load the Insight MIB files, the MIB values are available for any
selected Compagq system with the Insight Agent operational.

Figure 4-5 displays available Insight MIBs (the exact screen content depends
on your installation):

Integrating Compaq Insight Manager with Enterprise Management Platforms



4-32  Integration with IBM NetView for AIX

| Erowse MIE

Hare or 1P Address Comnunity Mams )
I te=tZ14] I
HID Object IT

siso,org,dod, internet private enterprises .compag

cpgStdbquipment
cpgaystenInfn
cpqlriveArray
CPQaCSt
cpgHeal th
cpqSbSesiBus

Figure 4-5. Browsing the Compaq MIB subtree

NOTE: You can also SET Insight MIB variable values when browsing the MIB subtree.

IMPORTANT: Insight Agents for each operating system might have different levels
of SET support. Refer to the appropriate Compaq Insight Management Agents User
Guide for more information.

For example, select the subtree and start a query to retrieve the existing value
to update the contact information. Select the value you want to change, then
enter a new value. When you click on ®etbutton the MIB value updates.

Figure 4-6 illustrates an example.




=]

Erowse MIE

_Mame or IF Address

_Community Mame

test31l

"HIE Object 1D

public

Li=o,org,dod, internet . mgmt ,mib—2, sy=tem

syslescr
ayzlbjectID
ayslUpTime

sy=Mamne
ayslocation
sysServices

Up Tree I

lescribe I
Start Quergl

MIB Instahce SMMP Set Malue

0 I Jokin, doeRunaneit , conl

"MIB Yaluss

) 3 Jans Doe,.1.5

Meszages

Close I Feselect I Sane

Help

Figure 4-6. Setting MIB values

For details on browsing the MIB and setting values, sebl¢h&iew for AlX

User’s Guideunder the topic "Browsing MIBs."
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Predefined and Custom Monitor Applications

Browsing MIB values is just one example of the predefined applications
available to you on the Monitor menu of the NetView for AIX menu bar. In
addition, Compag has included several custom MIB query files in the Compaq
Systems Management Toolkit which provide important configuration,
statistical, and condition information.

As discussed in "Adding Custom Applications" of this chapter, you can further
enhance the predefined suite of applications by building your own.

Applications on the Monitor menu not only provide you with on-screen
reports, they can also graph trends in MIB variables. For example, to monitor
the traffic of a particular network interface controller in a server:

1. Highlight the server symbol on the map.

2. SelecMonitor » Network Activity- Interface: Traffic ..from the menu
bar. When the data processing completes, a window displays the
network traffic graph.

For more details on using these applications, refer tdléteiew for AlX
User’s Guideunder the topic "Using NetView for AlX Predefined
Applications."
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Event Monitoring

An event is a notification of a change in your network. NetView for AlX
categorizes events into:

s Threshold Events

= Network Topology Events
= Error Events

= Status Events

»  Node Configuration Events
s Application Alert Events

m All of the above

You can use the Event Notification window to view selectively a particular
category of events, or all events. You can further narrow your selection to a
particular highlighted symbol (for example, a specific Compaq server).

You can proactively monitor the health of your network using events. This
TechNote does not include a detailed discussion of event monitoring. For
guidelines on establishing baselines, monitoring trends, setting up thresholds
on MIB values, and so on, refer to tNetView for AIX User's Guidender

the topic "Working with Events and Event Filters."
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Handling Traps

Traps are a method of reducing network traffic. An agent can send information to
a management PC when requested, or unsolicited. Traps, unsolicited information,
indicate that something changed at the agent which requires attention.

If you do not specify the NetView for AlX console as a trap destination, the

traps remain locally at the agent. This means that the NetView for AIX console
does not know about an impending problem until it polls the agent about the
specific problem area. Excessive polling generates heavy network traffic and
degrades performance. Therefore, Compaq strongly recommends that you set up
at least one trap destination at each critical server as the IP address or hosthame
of your NetView for AlX console.

Trap IDs have a generic part and a specific part. The generic part of a Compaq
trap is always six (for Enterprise-Specific traps), and zero through five are
used as part of the SNMP definition for other trap types. The specific part
depends on the type of error.




4-37

Setting Up Compaq Traps

Compag provides a script flEPQTRAP.SHin the Compaq Systems
Management Toolkit. This file is provided to help you configure NetView for
AlX to receive and process Compag traps. Refer teREBADME.TXTile in the
\NV_AIX directory in the Toolkit for more information.

NOTE: If you use the files provided in the Compaq Systems Management Toolkit, the
following steps are not required.

To set up Compaq traps manually, perform the following steps:

1. Select Options Trap Customization: SNMP...

2. Select théddd New Enterprisdialog box button in the dialog box.
3. Add a new enterprise for Compagq, using the following ID:

Compag 1.3.6.1.4.1.232

4. Add the generic trap ID (six) and specific trap IDs you want for each
enterprise. For details on Compagq trap IDs, refer to Appendix A,
"Using the Compaq MIB Information."

Insight Agents version 2 defines one enterprise per subsystem, for example,
Compag-IDA =1.3.6.1.4.1.232.3, Compag-SCSI = 1.3.6.1.4.1.232.5, and so on.

Insight Agents versionsand 3x define a single enterprise, for example,
Compag = 1.3.6.1.4.1.232, and the specific ID of the trap type defines the
subsystem, for example, 80for IDA, 50xx for SCSI.

IMPORTANT: For compatibility with older systems, you must configure your NetView
for AIX console to handle traps from both the older and newer NetWare Agents.
Windows NT, SCO UNIX, UnixWare, and IBM 0S/2 agents follow the Compagq Insight
Manager 2.x and 3.x format.

Figure 4-7 illustrates an example configuration for a Compag Intelligent Drive
Array enterprise ID, and a specific trap ID of four, implying that the physical
drive threshold was exceeded.
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NOTE: This example displays an Insight Agent version 1.x trap.

T

Frent Cnnfiguratinn

EYEMT IDEMTIFICATIOM

Generic

Enterprize Mame

| Altern

Enterprize II

1.32.6.1.4.1.22.

Specific

1

mxcelan

microsoft
ENTERPRISES

1.53.06,1.4,1.25
1l.5,6,1.4,1,2:54,5
1.3.6.1.4,1.31
1.Z2.6.1.4.1

[ MR

Figure 4-7. Setting up a Compaq IDA trap definition

Once the trap definitions are set up, you can view new traps through the
Events Notification window, similar to other events. The following displays a
sample event list with Compaq IDA traps.

NOTE: The following example illustrates a version 1.x trap.

Wed Jun 02 08:09:37 1993 remote_as
Wed Jun 02 08:09:37 remote_as

A Trap #6, specific: 4, args (1):

A [1] cpgDaPhyDrvEntry.cpgDaPhyDrvThresh
Passed.1.4 (Integer): 2

A Trap #6, specific: 4, args (1):

A [1] cpgDaPhyDrvEntry.cpgDaPhyDrvThresh
Passed.1.3 (Integer): 2

Wed Jun 02 08:09:38 1993 remote_as
Wed Jun 02 09:08:38 remote_as

Troubleshooting

If you do not receive traps at your NetView for AlX console when your
network is operational, check the following:

»  Verify the configuration of the managed devices to ensure they are

forwarding traps to your NetView for AIX console.

m  Verify the read and read-write community settings.
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Integration to Other Systems

IBM and other third party systems provide NetView for AlX platform support
with products in several areas of network management such as problem
solving, configuration management, capacity planning, trouble ticketing, and
so on. For details about additional products, contact:

NetView Association from IBM and Digital
3039 Cornwallis Rd.
Research Triangle Park, NC 27709

You can also build custom applications using the NetView for AIX APIs. This
TechNote does not discuss these techniques in detail. However, you can
integrate NetView for AIX to other systems with limited programming. For
example, sending e-mail messages from NetView for AIX as a result of
receiving a trap from a Compagq server.

Event Notification via E-Mail

Significant events often require some action from an administrator. One way
to notify an administrator is to send a message to the administrator's mailbox.

To set up NetView for AlX to send e-mail messages, ensure that:

= Your domain name is set correctly and matches the domain name of
other computers on the network. The following is an example format of
domain nameYourcompanyname.com.

= You can send e-mail. As a test, try to send mail to your login ID at the
NetView for AIX console. If you logged in as root, use root as the mail ID.
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For each event that you forward to the mail gateway, you must set Qptiomal
Command and Argument Fornféld on the Event Configuration screen as follows
(replace the "Admin@ Sysmgtpo" with your own mail address):

Jusr/local/bin/mailevent "Compaq IDA trap received from node: $A with $# args:\n$*" "Admin@Sysmgtpo"

Figure 4-8 shows an example of configuring an event to send mail:

"_.Ll Event Configuration

EVEMT IDEMTIFICATION

Enterprize Mame Enterpri=ze ID Generic Specific

LAMtern 1.3,6,1.4,1.23,1,1,1
excelan

microsoft
ENTERFRISES

Add Mew Enterprise... I Add Mew Trap... I

FORMAT SPECIFICATION

Event Log Format
Rezet I

ITPap #3G,. specific: %5, args {(H#2iuntx

Source Ewent Category Replace I
IH
~ Log Only Delete I

wr Threshold Events

wer Metwork Topology Events
o Error Euvents

# Status Events

ar Mode Configuration Events

~ Application Alert Eventsz

Optional Command and Argument Format

Ausrslocal/mailevent "Compaq IDA trap received from nod

Cancel I Help I

Figure 4-8. Configuring an event to send mail
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When the event occurs, it invokes thailevent script, sending the mail
message. The contents of thailevent script include:

MSG=$1
TO=$2
echo "${MSG}" | /usr/lib/sendmail "${TO}"

Refer to the NetView for AlX the online help for tgtions— Event
Configuration: SNMP..screen for details on tI#A, $#,and$* parameters in
the trap notification message.

Some points regarding setting up events:

m  Choose events carefully. Do not flood the administrator's mailbox with
an e-mail message for every event occurring in the network.

=  Try to route different classes of events to different people. For
instance, one person might be notified about critical events for routers,
another might be notified only of server events, and so on.
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Integration with
SunNet Manager

This chapter discusses the integration of Compaq server management with
SunNet Manager from SunConnect (a Sun Microsystems, Inc. Business). The
information is based on tests performed in the Compaq Integration Lab using
a test network.

NOTE: In this chapter, several examples involve IP addresses. IP addresses are
denoted for example purposes as X.Y.<number>.<number>, where X.Y. represents a
Class B network address, and <number> is a value from 0 to 255.

Feature Summary

SunNet Manager is an internetwork and enterprise-wide management platform
that manages a variety of devices such as hubs, bridges, routers, and servers.

The following are some key features of SunNet Manager:

m  Support of industry-standard protocols such as SNMP, TCP/IP, and
RPC. This includes tools such as a MIB compiler that translates MIB
definitions into schemas used by SunNet Manager.

= Communication capability with private network management protocols
through a proxy agent. SunNet Manager provides manager and agent
services and topology map APIs.

= Node discovery that can seek out, identify, and display managed TCP/IP
devices.

m  Results browsing and graphing tools.

= Auto-management feature that lets you set up predefined events that
start up automatically for specific elements on your network.
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Integration Environment

Compagq tested the SunNet Manager integration using the following hardware
and software configuration:

m  Sun SPARCstation 1+ with 32 megabytes of memory, an external
600-megabyte disk drive, a CD-ROM drive, and a mouse.

m  SunOS, Version 5.3, configured with Sun OpenWindows, Version 3.3

= SunNet Manager, Version 2.2.

NOTE: For specific hardware and software requirements, consult your SunConnect
representative.




Adding Compaq
Insight Agent Support

The Compaq Management CD includes the Compaq Systems Management
Toolkit which can be found in tH@OOLKIT\directory. The Systems
Management Toolkit includes several files which can be used to integrate the
management of Compaq Insight Agents into SunNet Manager. Please refer to
the file README.TXTin the\SUNNETdirectory in the Systems Management
Toolkit for additional integration information.

NOTE: If you will be accessing the files in the Systems Management Toolkit
using a Compaq Integration Server the directory tree is:
\\servername\CPQISI\CPQIS\TOOLKIT\ver_no\

where servername is the name of the Integration Server
and ver_nois the version of the Toolkit.

This section assumes that your SunNet Manager console is running successfully.
If this is a new installation, you can use a copy of your sample database to add
Compagq servers. If you are an experienced SunNet Manager user, you can begin
with a database of other managed devices displayed on the screen. For further
details, refer to th&unNet Manager User's Guide.

Adding support for Compagq Insight Agents consists of the following steps:
1. Transfer the MIB or schema to the SunNet Manager.

2. Compile the Insight MIB files into schemas that SunNet Manager can use.

NOTE: Skip this step if you use the predefined schemas supplied by Compag.
Refer to the file README.TXT for more information.

Copy the schema to the proper directory.

Discover or add your Compaqg Systems to the SunNet Manager network
subview.

Associate the proper schema with your systems.
Add new managed device types for Compaq systems.
Create icons for the Compaq systems.

® N o v

Add the final touches (format or clean up the display).
The following sections discuss each of these steps in detail.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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MIB Files and Schema Files

The Compaq Systems Management Toolkit contains the Insight MIB files.
Compiled MIB files, called schemas, define the information structure that the
SunNet Manager console requires to retrieve the agents.

Transferring the MIB Files
to SunNet Manager

Transfer the Insight MIB files from the Compaq Systems Management Toolkit
to your SunNet Manager station.

NOTE: Alternately, you can use the predefined schemas in the Toolkit, and transfer
COMPAQ.SCH rather than the MIB files. To integrate the sample files, refer to the
README.TXT file in the ISUNNET I directory in the Compaq Systems Management Toolkit.

There are several ways to transfer the Insight MIB files from the Compaq
Management CD to your Sun workstation. If you have a CD-ROM drive on
your console you may mount the CD to a local file system and then copy the
files directly from the CD. Alternatively, the CD may be mounted remotely
as an exported file system using the Network File System (NFS). Consult the
SunOS or Solaris documentation for information on using the CD-ROM drive
and NFS.

Another method for transferring files between systems is to use the File
Transfer Protocol (FTP).

NOTE: In addition to most UNIX systems, FTP is available with Windows NT, SCO
UNIX, and IBM 0S/2 installations. For NetWare, you must transfer the files from a
NetWare client that has TCP/IP support using software such as LAN Workplace for
DOS. Ensure that you choose the ASCII file transfer mode.
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The following is a display of a sample FTP transfer:

C:\users\default>ftp hostname

Connected to hostname.

220 hostname FTP server (SunOS 4.1) ready.

User (hostname:): root

331 Password required for root.

Password:

230 User root logged in.

ftp> send

(local-file) D:\TOOLKIT\MIBS\CPQIDA.MIB

(remote-file) /usr/snm/cpgmibs/CPQIDA.MIB

200 PORT command successful.

150 ASCII data connection for /usr/snm/cpgmibs/CPQIDA.MIB (X.Y.24.20,1031).
226 ASCII Transfer complete.

128553 bytes sent in 8.21 seconds (15.67 Kbytes/sec)
ftp> quit

221 Goodbye.

C:\users\default>

In the above example, the file was transferred from the CD in drive D to the
/usr/snm/cpgmibdirectory on the Sun.

Compiling the MIB Files

The following procedure isotrequired if you use the predefined schemas
from the Systems Management Toolkit.

1. Enter themib2schemacommand to compile the Insight MIBs:

mib2schema CPQIDA.MIB

Integrating Compaq Insight Manager with Enterprise Management Platforms
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This command causes the following to display:

Translating ...

Translation Complete.

Schema file in "CPQIDA.MIB.schema™
Oid file in "CPQIDA.MIB.oid"

Traps in "CPQIDA.MIB.traps"

This example compiles the Insight MIB file for the following Compagq
products:

s Compag SMART and SMART-2 SCSI Array Controller

= Compagq Intelligent Drive Array-2 (IDA-2) Controller

= Compagq Intelligent Drive Array (IDA) Controller

= Compag 32-Bit Intelligent Array Expansion Controller
2. Check for messages.

The Insight MIB files should compile without any errors. If the console
displays error messages, check them to determine the line(s) in the file
containing the error(s). Also, check your file transfer procedure to
verify that you transferred the file without problems.

For example, you might have transferred the files in binary format
rather than ASCII. Use thl@pos2unixcommand (refer to your UNIX
documentation for the proper syntax) to convert DOS file formats to
UNIX formats, once you have the files on the UNIX system.

3. Repeat thenib2schemaprocedure for all Insight MIBs. Ensure that
you provide the correct MIB file names.




Copying the Schemas to
the Proper Directory

Copy the schemas to the directory referenced by SunNet Manager to load the
schemas. The default directory/isr/snm/agentsThe following example

illustrates this procedure. However, create a new directory for schemas created for
local devices and add this new directory name to the search path for schema files.

NOTE: This prevents schema file loss when you update SunNet Manager to the next version.

The SunNet Manager automatically loads the new schemas when you bring up
SunNet Manager for initialization with thieoption:

snm -i fusr/snm/db/compag.db &
[1] 282
Copyright (c) 1989,1992 Sun Microsystems, Inc.
snm: loading /usr/snm/struct/snm.glue
snm: loading /usr/snm/struct/elements.schema
snm: loading /usr/snm/struct/cpgsrvr.schema
snm: loading /usr/snm/agents/diskinfo.schema
snm: loading /usr/snm/agents/etherif.schema
snm: loading /usr/snm/agents/hostif.schema
snm: loading /usr/snm/agents/hostmem.schema
snm: loading /usr/snm/agents/hostperf.schema
snm: loading /usr/snm/agents/iostat.schema
snm: loading /usr/snm/agents/ippath.schema
snm: loading /usr/snm/agents/iproutes.schema
snm: loading /usr/snm/agents/layers.schema
snm: loading /usr/snm/agents/Ipstat.schema
snm: loading /usr/snm/agents/ping.schema
snm: loading /usr/snm/agents/rpcnfs.schema
snm: loading /usr/snm/agents/sample.schema
snm: loading /usr/snm/agents/snmp-mibll.schema
snm: loading /usr/snm/agents/snmp.schema
snm: loading /usr/snm/agents/sun-snmp.schema
snm: loading /usr/snm/agents/sync.schema
snm: loading /usr/snm/agents/traffic.schema
snm: loading /usr/snm/agents/compag.schema
snm: loading /usr/snm/additions/struct/sun-system.schema
snm: loading /usr/snm/db/compag.db

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Adding the Compaq Systems
to the Database

You can add the Compagq systems to the database manually or automatically
with the Discover tool. The sections that follow contain instructions for both
processes.

Using the Discover Tool

You can use the Discover tool to add Compaq systems to a network subview.
For details on this tool, refer to teINnNet Manager User's Guide,

Chapter 2, "Creating and Modifying the Management Database," under the
topic "Letting the Discover Tool Build Your Database."

The Discover tool adds new elements to the view. Glyphs representing
Compag systems are automatically added to the view if you just installed the
systemss on the network. This assumes that:

m  The systems are operational and configured with TCP/IP, SNMP, and
the Insight Agents.

m  SunNet Manager can translate the IP addresses of the systems to
hostnames, either through a DNS or from the host's file.

As the Discover tool runs, it places each element into one of three categories:
servers, workstations, or routers. The tool automatically selects appropriate
glyphs for each category.

IMPORTANT: In this context, the terms server and workstation apply to computers
based on the SunOS platform, not on the Intel PC architecture.

Because the Discover tool cannot distinguish computers based on the PC
architecture, it associates the workstation glyph with any Compag systems on
your network.




Adding a System Manually

You can manually create a glyph representing a Compaq system using the
Create command from the Edit menu. Temporarily create a glyph representing a
PC and change it after you create a new managed device specifically for a
Compag system (discussed later in this chapter). To create a glyph, refer to the
SunNet Manager User's Guidghapter 2, "Creating and Modifying the
Management Database," under the topic "Creating Elements."

Changing the Glyph Type

You can change the glyphs to represent PC servers and clients accurately on the
screen. For servers, you can change the glyph type after you create the glyph. For
clients, you can change the glyph type from a workstation to a PC. SunNet
Manager includes a glyph representing a PC client. To change the glyph type,
refer to theSunNet Manager User's Guid@hapter 2, "Creating and Modifying

the Management Database," under the topic "Changing Element Types."

NOTE: The glyph type only represents an element; it does not affect how you manage
the element. For example, you can represent a particular PC client on screen as
either a workstation or as a PC. In either case, you manage it as you would any other
element. When you change the glyph type, only the screen representation and some
description fields change.

Associating the Appropriate Schemas

To associate the appropriate schemas with your Compaq systems, you must
modify the properties associated with the glyphs representing them. When you
bring up the properties window for a glyph, the middle portion of the window
contains a list of the schemas recognized by SunNet Manager. This should
include the Compaqg schemas you added.
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J_'r—.lv-«l SunNet Manager Console: ctc_as (component.cpgsrer)

k(]

MName: ctc_as

IP Address: xv.109.16

User: Joe ddministrator

Location: Corporate Technology Center

Description: Windows/NT &dvanced Server

Server Type:
SHNMP RdCommunity: public

AW [ ] i e— 4

I Ethernetinfo RFC 1338 Ethernet MIB
« TokenRinginfo RFC 1231 Token Ring MIB
«| cpgHealth Compag Server Health Information -
| cpgHostos Compag Host 0.5, Information
| cpglDa Companq Drive array Information
_| «cpgscs! Compang SCSI Device Information
_| cpgServerMarR . Compag 5erver Manager/R Informat
« cpgstdEquip Compang Standard Equipment Inforn
_| cpaStoragesys Compan Storage Systems Informatic
& cpgSysteminfo Compang system Information s

Red: 150, J

Green: 200 _|
Blue: 150 |
Browse

Figure 5-1.  Associating the appropriate schemas

For details on setting and modifying properties, refer t&SiimeNet Manager
User's GuideChapter 2, "Creating and Modifying the Management Database,
under the topics "Creating Elements" and "Modifying Element Properties.”
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1. Verify your setup by running "quick dump" reports on the Insight MIB
attribute groups associated with your Compaq servers. For details on
this report, refer to thBunNet Manager User's Guidéhapter 3,
"Requesting Data from Agents," under the topic "Making a One-Time
Request for Data." If your configuration is successful and the Insight
Agents run on the servers, you should see a window on your console
containing the MIB attribute group variables and their current values.

2. Save your current configuration in a management database file and exit
the console before the next step. For details, refer tSuhélet
Manager 2.0 User's Guid€hapter 2, "Creating and Modifying the
Management Database," under the topics "Saving the Management
Database" and "Quitting the Console."

IMPORTANT: If you started with the sample database, save the file under a new
name to avoid overwriting the original.

Adding a New Managed Device Type

Theelements.schenfde contains the element types recognized by SunNet
Manager. You can usually find this in thesr/snm/structlirectory To add a
new managed device type, you must provide an appropriate schema.

Though you can edélements.schenta add a new element, we recommend
that you create a separate file in the same directory. For example, to define a
Compag server type, create a file naropgsrvr.schemarhe following

example shows the typical contents of this file.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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record component.cpgsrvr ( # Compagq Server
string[64]  Name
string[40]  IP_Address
string[40]  User
string[40]  Location
string[80]  Description
string[50]  Server_Type
string[40]  SNMP_RdCommunity
string[40]  SNMP_WrCommunity
string[64]  SNMP_Vendor_Proxy
int SNMP_Timeout

)

instance elementGlyph(
( component.cpgsrvr cpgsrvr.icon))

Each of the fields defined in tmecord component.cpgsrdefinition displays
when you bring up the properties window of a glyph representing a Compagq
server. Certain fields, such as the IP address field included for convenience,
cannot be used to manage the device.

You can customize the field definition to include useful fields. For example, to
include a phone number, modify the record definition to add the appropriate
string. The display shows that the phone number string is now part of the field
definition.

record component.cpgsrvr ( # Compagq Server
string[64]  Name
string[40]  IP_Address
string[40]  User
string[40]  Location
string[80]  Description
string[20]  Phone
string[50]  Server_Type
string[40]  SNMP_RdCommunity
string[40]  SNMP_WrCommunity
string[64]  SNMP_Vendor_Proxy
int SNMP_Timeout
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For a detailed description on element type definition, refer tGtimNet
Manager 2.0 Reference Guidehapter 6, "Management Database," under the
topic "Element Type Definition."

In the description above, you associate a glyph with the element by including
theinstance elementGlypdtatement in thepgsrvr.scheméile. This assumes
that you have an icon file that you can use to display as the glyph. The
following section explains how to create the icon file.

Creating an Icon File

In SunNet Manager, glyphs represent elements. A glyph has an associated icon
file. To create an icon file for a Compaqg server, you can either create it on a PC
and import it, or you can create an icon on the SunNet Manager console using the
Icon Editor tool. The following applies to the icon files used by SunNet
Manager:
= lcons are black and white. SunNet Manager can color the

corresponding glyphs by applyingraask as discussed later.

m  Theicon size can be 32, 48, or 64 pixels wide and any reasonable height.
Typically, 32 x 32, 32 x 64, 64 x 32, or 64 x 64 pixel sizes are used.

m  The file format must be compatible with X Windows. If you create the
file on a PC, you need an appropriate conversion utility to generate the
proper format.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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You can use the Icon Editor tool to create the icon file. A quick way is to
modify an existing icon file and save it with the new naipgsrvr.icon Figure
5-3 illustrates how to use the Icon Editor to create an icon for a Compagq server.

= Icon Editor V2 cpgsrvyr.icon

File = 1 Miew = Edit =1 Properties = ) Black ‘white

B4 ¥ B4, 1 undos, 0 redos available

Figure 5-2.  Using the Icon Editor to create an icon for a Compaq server
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You can also create an icon mask file and use it as a stencil for coloring or
inverting an icon. This is useful when you want the glyph to dim or blink on

the screen when a significant event occurs. You must save the mask file with
the same name as the original, but with an iconmask extension. For a Compaq
server, create an icon mask file caltgjsrvr.iconmask

= Icon Editor ¥32 cpgsryr.iiconmask

File =1 Miew =1 Edit =] Properties = EBlack ‘white

E4d ® B4, 2 undos, O redos available

Figure 5-3. Compaq server iconmask example

For details, refer to thBunNet Manager 2.0 User's Gujdghapter 8, "SunNet
Manager Examples," under the topic "Creating a New Glyph for an Element
Type."
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Adding the Final Touches

Once you create a new element type and an icon to represent a Compagq
server, you can bring up your previously saved database and add some of the
final touches to make it visually appealing. Perform the following procedure:

1. Invoke SunNet Manager to load your database file by entering a
command similar to the following:

snm -i /usr/snm/db/compag.db &

2. Change the element type of the glypkpqsrvrfor each Compaqg server.
If you have not done so, change any workstation glyphs to PC glyphs to
represent any PC clients in your network.

NOTE: Optionally, you can change the properties of the glyph to a new color.
For example, use a simple color-coding scheme to categorize servers by
application or by operating system such as red for NetWare servers, blue for
Windows NT or 0S/2 servers, yellow for SCO UNIX servers, and so on.

3. Move the glyphs around, add connections, and create subviews as
appropriate. Save the database file when completed. Refer to the
SunNet Manager 2.0 User's Gujdghapter 2, "Creating and Modifying
the Management Database," for complete details.

4. Use a text editor to edit your saved database file to include background
images for your views. Add an instangewBackgroundecord for
each event view with a background, enclosing view names in quotation
marks if they contain spaces:

instance viewBackground (
( Home world.im1)
("Houston Servers" texas.im1)

)
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Customizing the Schemas

Although the schemas generated byrtib2schemacompiler are adequate
for most installations, you can modify them to suit your needs. The following
discusses some possible modifications.

IMPORTANT: Modifying schemas requires a thorough understanding of the layout
and Abstract Syntax Notation One (ASN.1) format.

NOTE: The Compaq Systems Management Toolkit includes some of the following
customization tips in the predefined schemas. Consult the documentation and the
files to determine if they suit your needs before making any changes.

Consolidating Several
Schema Files Into One

Compagq supplies several Insight MIB files that relate to the general
information about the server. These are:

m  CPQSINFO.MIB-- provides system information specific to Compaq servers
s CPQSTDEQ.MIB- provides EISA configuration information

s CPQHLTH.MIB-- provides server health information such as memory error

You might want to combine the equivalent schemas into a single schema called
CPQSRVINFO.MIB.schem@@his schema name is provided only as an example.)

IMPORTANT: Compag does not recommend editing or modifying the Insight MIB files. If
you must make changes, make changes to the schemas and not to the MIB files.

Because the schemas are regular text files, you can use a text editor to combine
them. A schema file has a layout quite similar to a MIB definition file.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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# Proxy name and description
# Enumerations

# Group and table declarations
# Trap definitions

# Agent errors

When combining schema files, you must repeatimemerations, Group and
table declarationsandTrap definitionsfor each Insight MIB that you wish to
consolidate into a single schema. However, you have only one section for
Proxy name and descripti@andAgent errors.

Using the above example, the layout of the combined file might look similar
to the following display:

proxy CompagServerinformation
description "Compaq Server Information™
serial 2
rpcid 100122
(
## Enumerated Type Definitions
## Standard Equipment

<enumerations for Standard Equipment follow>
## System Info

<enumerations for System Information follow>
## Health

<enumerations for Health follow>
## Group and Table Declarations
## Standard Equipment

<declarations for Standard Equipment follow>
## System Info

<declarations for System Information follow>
## Health

<declarations for Health follow>
## Traps
## Health

<declarations for Health follow>
## Agent errors

<agent errors follow>
## End of Agent Definitions
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Modifying the Enumeration Strings

To modify the enumeration strings to your preference, edit them to the new,
more readable, values. For example, when you compile the file
CPQSINFO.MIB the corresponding schema file has the following enumeration
for memory board type:

enum cpgSiMemModuleTypeE (
1 "other"
2 "board"
3 "cpgSingleWidthModule"
4 "cpgDoubleWidthModule™
5 "simm"

You can change these enumerations to:

enum cpgSiMemModuleTypeE (
1 "Other"
2 "Board"
3 "Compaq Single Width Module"
4 "Compaq Double Width Module"
5 "SIMM*"

IMPORTANT: Modify only the enumeration strings, not the attribute name.
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Modifying the Insight Agents
Name and Description

As you did with enumeration strings, you might want to change the default values

from the MIB compilation to suit your preference to enhance readability. You can
change them by editing the file to the new strings, as in the following example.

The following display shows the header of @RQSINFO.MIB.schemiile
created from thenib2schemaprogram (some lines have been omitted for clarity):

## THIS FILE WAS GENERATED BY MIB2SCHEMA
proxy Compag-SYSTEM-INFO

description "Compag-SYSTEM-INFO agent"
serial 2

rpcid 100122

You can edit this header to look like the following:

## THIS FILE WAS GENERATED BY MIB2SCHEMA
proxy Compaginfo

description "Compaq System Information agent"
serial 2

rpcid 100122

Additional Customization

For additional tips and ideas on customization, refer t&theNet Manager
2.0 Reference Guid€hapter 7, "SNMP Support.”
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Using the Information

Once you integrate the Insight MIBs and the corresponding schemas with
SunNet Manager, you can manage your Compag servers in the same manner as
your other managed devices. SunNet Manager provides you with various
reporting methods to obtain and use the information in the Insight MIBs. This
includes:

= Quick dump
m Data report
= Eventreport
= Setrequest

= Automatic management

The following sections provide detailed descriptions of these reporting methods.

Producing a Quick Dump

Quick dump displays all the values in an attribute group or table. The attribute
group or table must be part of a schema, and you must have associated the
schema with the target Compagq server you wish to manage. If the agent is
running on the server and the network is operational, a window should display
on your SunNet Manager console with the appropriate information.

To retrieve the EISA configuration information for a particular server:
1. Select the glyphepresenting the server and bring up its glgpmnu.

2. Select the schema containing the EISA Slot Table configuration
information such a€ompaq StdEquip.
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3. Highlight the EISA configuration attribute table, and make your request.
Figure 5-5 displays a list of schemas containing EISA information.

! =] SuniNet Manager Console: Token Ring (Corporate Technology Center) E
File r) Wigw r) Edit r) Props...) Tools r) Goto r/‘]&
=l
TokenRinglnfo -
Data Report = cpgHealth P
Event Report =  <pgHostOS I
Set Request - <palDA -
o cpgseCpuCacheTable
Glyph state - cpaSysteminfe - cpgSecCpuTable
S how Subyiew cpnSeEizabmaTakble
. cpseEisaFreeFormTable
fropertfes... cpgseEisaFunctTable
& B cpgseEisalnitTable
Change Type cpgseEisalntTable
Aute Manage Off cpseEisaMernTable
cpgSeEisaPortTable -
cpseEisaslotTable J
cpaseFizedDiskTahble -

Figure 5-4. Requesting a quick dump for EISA configuration information

If your request is successful, your screen should look similar to Figure 5-6
(only a portion of the screen is shown):
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Smniet Mynager Censobes Owick Bump Beport - che_as

i 183 [ ctooss | Quick Dmp; cpaStEmuip.cpaSeEl =as ot Tabl e

Aredes  coRSEEisaslotAz comieEisaS lotArardld  conSeEisas lotArardHass
0 mI0m 2FmmA0EFET 150 TPl COMPARD SYSTEMPROSEL PC SErver
1 DODO0 ZFO00c4 FOETT400)  CPd 002 COMPRS Dbl Mgent OFlva Arreyd Control lar-2
2 IEc3 0o D [ ) ) 0 ) 68 ) D) (Emply)
3 B o o) ) ] ) 0 ) o) ) ) ) TEMEy]
4 T[EEIM 2FEmOEHEME M Pis1an COMARS 32-Bi b MabFlag Contraller
S Ddimdid SFOIDdDIDETi Bl CPE D CoHig AX-Flc MatFlax Cantraller
B 3 D68 (0 O] () ) W) 0 1 ) 0 (Emphy)
T D00 2FImO7F? e 2 I COHP v Adbiaricad Wil .
9 EEII0 000 (o] C1 () [ () (1 [0 () o) (Esply] :
9 A0 SFOEOMOISFOET 5261 CPOESE COHP g dBSE /S0 System Pracassor Board usad &s Priwary -
100 EE3 000 [0y [o] (0 () o] R0 e ) £ (0 (Emphy) .
11 B a0 (o) ) o o) ) e ) ) ) ) CEmty]
12 MM 2P DET144 (P40 DOMARD [rbegrated SCS[-2 Optiores Pork

Figure 5-5. Sample quick dump report

For further details about requesting quick dumps, refer t&timdNet Manager
2.0 User's GuideChapter 3, "Requesting Data from Agents," under the topic
"Making a One-Time Request for Data."

Requesting a Data Report

A Data Report collects periodic information about a specific attribute group or
table. The attribute group must be part of a schema, and you must have
associated the schema with the target Compaq server you wish to manage.
Unlike a quick dump report that gives yalli the attributes in a group, a Data
Report lets you specify the ones you need and how often you want them.

Once you receive the information, you can view it in several ways. This
includes a Results Grapher that lets you view the values of a specified
attribute. You can graph either absolute or relative values to look at the trends.

If the Insight Agents are running on the server and the network is operational,
you can use the View menu to retrieve the Data Report. For example, you can
retrieve the Logical Drive information about a drive array for a particular server.
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For this example, only the following items are of interest:

Fault Tolerance

Drive Status

Drive Size

Physical Drive IDs (mapping to a single Logical Drive)

Logical Drive Condition

Perform the following steps:

1. Select the glyph representing the particular server and bring up the
glyph menu for the server.

2. Select the schema containing the drive array logical drive information
such aCpg-IDA.

3. Highlight the Logical Drive attribute group and make your request for
the specific attributes of your interest. The following figure illustrates
this example.

vl FumhE Massdds Cosdele Dala Rifesit O0f adhnjiqieA O e Las Dev Takli
Mamse: Terl Aequest At ubess | _ RO
Froxy fpHemsc |ooalhost ::rn:lgns.l:e : I
Imtervak o ! epn0alsalirPhyirs Ds =
Comnt: 0 : ool alsglre Condition -
Key
Besiare | adiribute: (7| cpolaloglnSiaius
Defer Beports: || Data Leege (7| Trua
On Cemplatlon: |v| Dwuleis Paguast Indicabes:
ptinms: dirdp Cliare
Laeg in Files Gl Taa

To Frogram:

Shart Haold Fanet Appky Razet i bk
Orree Array Leakcal Driva Tabike Attributs conDalealireCenditien addad

Figure 5-6. Requesting a data report for logical drive information on a drive array
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If your request is successful, you can retrieve a report similar to the following
display.

Mon May 10 13:44:02 1993 [ ctc_as ] Data: cpqlDA.LogicalDriveTable
cpqLogDrvFaultTol cpglogDrvStatus cpglogDrvSize cpglLogDrvPhyDrvIDs cpglogDrvCondition

None OK 1295 01020304 OK

For further details, refer to tfgunNet Manager 2.0 User's Gujdehapter 3,
"Requesting Data from Agents," under the topics "Requesting Periodic Data"
and "Viewing Incoming Data."

Requesting an Event Report

You can request an event report periodically to monitor an attribute value or
when you want notification of a change. The attribute group must be part of a
schema, and you must have associated the schema with the target Compaq
server you wish to manage.

Like a data report, you can use the event report to specify which attributes you
want to monitor. You can also specify up to two thresholds for each attribute.
When the event occurs, you can specify several actions that should take place.
If the agent is running on the server and the network is operational, you can go
to the View menu and retrieve the event report.

For example, the event report notifies you when an error condition occurs on
one of your servers. When an error condition occurs at the server, the Insight
Agents send the trap to the specified destination and log the information in a
trap log file. The values of the log file index change when the traps occur. You
can monitor for this change and request that an e-mail message be sent to you.
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The following figure illustrates a typical example.

Susb Maseger Cososle Evest Reguest oic_as.cegealth cpgie TraglesTakle
Mame: Test Feent ELGIT T
Froxy Systemc localhost <P HeTrap Loginclex ‘_
Imteryak o =
Comnk: 0
Key
Eastars ATl et cpqHaTrapLogindes
Fand O Rolatisii: Charged
Dafar Beports: | Thresbsidl;
on Cempletiose Dalete Raguast Rolatisn2: =| Threshald Mot Set
aFptinmss Throsbsidz;
Peiority: High
Glymh Efface: =] 8link Slvph
Aedio Effoce: - Rireg Ball
Andis File;
sall To; AdmindSysmatpg
Te Pregram;
Shart Hold Faswt Apph Raset Oelabs
An ordarad list of trap log enrias onos AHribute cpqHaTraplogindes added

Figure 5-7. Requesting an event report for trap log index changes

The glyph representing the server blinks according to the specified action in your
request when the event occurs. The event also sends an e-mail message to the
specified address. This address can be an e-mail gateway, as discussed in the
"Integration to Other Systems" section later in this chapter. For further details,
refer to theSunNet Manager 2.0 User's Gujdghapter 4, "Specifying Events,"
under the topics "Specifying an Event" and "Checking the Cause of an Event."

Performing a Set Request

For SNMP devices, you can perfornsat Requesto modify SNMP attribute
groups. The attribute group must be part of a schema, and you must have
associated the schema with the target Compaq server you want to manage.

IMPORTANT: Insight Agents for each operating system may have differing levels of
SET support. Refer to the appropriate Compagq Insight Management Agents User Guide for
more information.
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For example, to modify the contact information for a server, you need to
include a phone number. Select the server, then use your mouse to select the
snmp-miblischema and th&ystengroup within that schema. If the agent is
running on the server and the network is operational, you should see a window
similar to the one in the following figure.

W SunMet Manager — Set : msbu_nw4

Cet Set Unset

Agent =) snmpomibll
Group ¥ system

Options :
Attribute Name Current Value New Value f
sysDescr | Movell, Inc, SystemPro
sysOhjectiD 1.3.6.1.4.1.23.1.6 -
syslpTime 29320
sysCantact Administrator Admin@555-—23245
syshame msbu_nws “
sysLocation Integration Lab
SysSErvices 12
—

set Information: File = Delete +

snmp—mibllfsystermfsysContact Mew Yalue = admin@555-2345

KT

Figure 5-8. Performing a set request to change the contact name

You can change the contact name as shown in the previous figure and then
press thé&etbutton to execute your request. To verify that the change was
successful, retrieve the information again by pressing#teéutton. You

should see the updated information.

Refer to theSunNet Manager User's Guidéhapter 7, "Managing SNMP
Devices," under the topics "Using the Set Tool to Retrieve SNMP Attribute
Values" and "Using the Set Tool to Change SNMP Attribute Values" for details.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Using Automatic Management

Automatic management is a method you can use to set up predefined event
requests for elements in your management database. The default setting for
automatic management is OFF, because frequent polling imposes network
traffic when your SunNet Manager console polls the elements for events.
However, under certain circumstances, you might want to enable this feature
for your critical servers.

Because the Insight Agents support SNMP MIB-II, the Automatic
management feature creates predefined events for each Compaq server that
monitors thesysUpTimevariable. This variable indicates how long the agent
has been up. If this variable does not increase by more than eight minutes (a
value computed from the default settings), the event condition becomes
TRUE. Once created and started, you can modify an automatic event request
just like any other.

When you enable the Automatic management feature, SunNet Manager
creates predefined events for every element in your database that supports one
of the following:

= SNMP
m  hostperf
= ping

You might not want to have predefined events for certain managed devices.
You can select the glyph menu for these elements and turn off the Automatic
management feature.

IMPORTANT: Do not enable too many requests with Automatic management. Each
request causes your SunNet Manager console to poll the agent to check status.
Excessive requests and polling can affect your network performance. The default
interval is ten minutes.

For further details, refer to tfgunNet Manager 2.0 Reference Gui@bapter 3,
"Console Configuration," under the topic "Automatic Management."
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Handling Traps

Traps are a method of reducing network traffic. An agent can send information to
a management PC either when requested or unsolicited. Unsolicited information
is known as a@rap; this is an indication that something has changed and the
server requires attention.

If you do not specify the SunNet Manager console as a trap destination of the
Insight Agents, it is unaware of an impending problem until it polls the agent
for the specific problem area. Frequent polling can generate excessive
network traffic and degrade performance. Therefore, Compag strongly
recommends that you set up at least one trap destination at each of your
critical servers as the IP address or hostname of your SunNet Manager
console. Refer to youtompagq Insight Management Agents User Gtideet

up trap destinations. For details on Compagq Traps, refer to Appendix A of this
TechNote, "Using the Compaq MIB Information."”

Insight Agents version 2 defines one enterprise per subsystem, for example,
Compag-IDA =1.3.6.1.4.1.232.3, Compag-SCSI = 1.3.6.1.4.1.232.5, and so on.

Insight Agents version 2defines a single enterprise, for example,
Compaqg =1.3.6.1.4.1.232, and the specific ID of the trap type defines the
subsystem, for example, 80for IDA, 50xx for SCSI.

IMPORTANT: For compatibility with older systems, you must configure your
SunNet Manager console to handle traps from both the older and newer NetWare
agents. Windows NT, SCO UNIX, and IBM 0S/2 agents follow the Compag Insight
Manager 2.x format.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Processing Traps

The SunNet Manager trap daemon processes traps in the following order:

1. SunNet Manager looks in the SNMP hosts file cadleaip.hostso find
a match for the managed device name generating the trap. You can
usually find thesnmp.hostéile in the/var/adm/snndirectory.

NOTE: This directory is often linked through SunOS to another directory, for
example /usr/snm/db.

2. If the SunNet Manager finds a match, it consults the trap file specified
in snmp.host$o translate trap type numbers to meaningful strings.

3. If the SNMP hosts file does not contain an entry, or the entry name
does not specify a trap file, the daemon defaults to the default trap file
calledsnmp.trapsYou can find this file in thévar/adm/snidirectory.

To integrate trap types from your Insight Agents with SunNet Manager, edit your
default trap file to include the agents from Compag. Be sure to combine the
various trap files generated as a result ofntit®2schemacompilation into a

single file and append it to your existisgmp.trapdile. The following display
shows a typicasnmp.trapdile (some lines have been removed for clarity).

NOTE: COMPAQ.TRPis a sample trap file located in the directory \SUNNET\README.TXT
in the Compag Systems Management Toolkit. Look in the README.TXT file for complete
instructions on integrating this file with an existing SNMP trap file.
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#
# snmp.traps - per-enterprise SNMP traps

# Copyright (c) 1989-1992 by Sun Microsystems Inc
#

### THIS FILE WAS GENERATED BY MIB2SCHEMA
enterprise 1.3.6.1.4.1.232

3001 cpgba2LogDrvStatusChange

3002 cpgba2SpareStatusChange

3003 cpgDa2PhyDrvStatusChange

3004 cpgba2PhyDrvThreshPassedTrap
3005 cpgDa2AccelStatusChange

3006 cpgDa2AccelBadDataTrap

3007 cpgDa2AccelBatteryFailed

6001 cpgHeCorrectableMemoryError
6002 cpgHeCorrectableMemoryLogDisabled
6004 cpgHeThermalTempDegraded
6005 cpgHeThermalTempOk

6006 cpgHeThermalSystemFanFailed
6007 cpgHeThermalSystemFanDegraded
6008 cpgHeThermalSystemFanOk

6009 cpgHeThermalCpuFanFailed

6010 cpgHeThermalCpuFanOk

6011 cpgHeAsrConfirmation

6012 cpgHePostError

IMPORTANT: Do not include more than one trap definition per trap.
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If you want the trap daemon to discard certain trap types, include the word
discardon the line that defines the trap type. For example, you can modify
your trap file to include the following lines if you do not want to receive traps
for system reboots (cold starts):

# Generic traps
enterprise 0
0 cold-start  discard
To override the default trap file for some critical devices, include the trap
handling for those devices in tsamp.host§ile. Because the trap daemon

searches thenmp.hostfile before the default trap file, any devices defined in
the hosts file are processed first.

IMPORTANT:  Be sure that your snmp.hosts and snmp.traps files are configured
properly to receive events and trap notifications. If you have problems receiving
notifications, refer to the online reference (man pages) for instructions on configuring
these files.

Once you enable the traps, you should see an indication of an incoming trap
on the console. Typically, this is a blinking glyph. You can go to the View
Menu to look up a trap report. The following display shows a typical report.

Tue May 18 09:46:53 1993 [ primary_as] : Trap:

sequence=2

receive-time=Tue May 18 09:46:53 1993
version=0

community=public
enterprise=compaq.cpqDriveArray
source-time=176:28:04.91
trap-type=cpgDaPhyDrvStatus Change

KEY=1.2
cpgDaPhyDrvStatus=Failed

For additional information, refer to ttBunNet Manager Reference Gyide
Chapter 7, "SNMP Support," under the topic "Asynchronous Event
Reports (Traps)."
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Troubleshooting

If you do not receive traps at your SunNet Manager console when your
network is operational, check the following items:

m Verify the configuration of the managed devices to ensure that they are
forwarding traps to your SunNet Manager console.

m  Verify the read and read-write community settings.
m  Verify the location and content of tisamp.hostandsnmp.tragfiles.

m  Edit the/etc/snm.confile to ensure that thea.snmp-trap.rendez
parameter configuration forwards traps to the Event Dispatcher running
on your SunNet Manager console. For example:

na.snmp-trap.rendez localhost

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Integration to Other Systems

Many vendors support SunNet Manager with network management

products in areas such as problem solving, configuration management,
capacity planning, trouble ticketing, and so on. SunConnect provides a
"SunNet Manager Solutions Portfolio" that categorizes the various products
and services offered by companies for the SunNet Manager platform. Contact
your Sun Microsystems representative at 1-800-241-CONX (U.S. only) for
details. Outside the U.S., call 1-415-960-1300.

You can also build custom applications using SunNet Manager APIs. A
detailed discussion of these techniques is beyond the scope of this TechNote.
However, you can integrate SunNet Manager to other systems without
programming. A specific example is sending mail messages from SunNet
Manager to your LAN-based e-mail application. The following discussion
uses Microsoft Mail as an example.

NOTE: You can replace Microsoft Mail with your own e-mail application, as long as
it supports a Simple Mail Transfer Protocol (SMTP) gateway.

Event Notification via E-Mail

To set up SunNet Manager to send e-mail messages, you do not need a special
configuration. You must, however, make certain that:

= Your domain name is set correctly and matches the domain name of
other computers on the network. The following is an example format of
domain namé&’ourcompanyname.com

m  You can send e-mail. As a test, try to send mail to your login ID at the
SunNet Manager console. If you are logged in as root, use root as the mail ID.
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= You set up the event properties to send mail to an address for every
event that you want to notify via e-mail. Use the Internet addressing
format, such as:

YourName@Yourorganization.OrganizationType

m If you must specify more than one recipient, separate each recipient
with spaces. You could also include group names (for example, user
lists) if your gateway supports them.

When setting up events, choose your events with care. Do not flood the
administrator's mailbox with an e-mail message for every event occurring in
the network.

Select how many times you want to send the message, including sending it
only once. Try to route different classes of events to different people. For
instance, one person might receive notification about critical events for
routers, while another might look only at server events.

Once you have set up SunNet Manager, you must set up a gateway from your
LAN-based e-mail to SMTP. The integration lab set up at Compagq involved a
Microsoft Mail SMTP gateway. The following steps are provided using
Microsoft Mail as an example (your implementation might be slightly different).

Setting Up the Gateway

1. Setup a DOS-based computer with LAN connectivity and TCP/IP utilities
loaded. For Microsoft Mail, this can be Microsoft LAN Manager
configured for TCP/IP. Check your mail gateway documentation to ensure
that you are using the proper version of the networking software.

2. Verify that the IP address, subnet mask, and default gateway values are
configured properly.

3. Set up thAUTOEXEC.BATile to load the STREAMS protocol (this
is often required by the gateway).

4. Install the gateway computer on the network so that it has access to the
local postoffice.
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5. Run the installation program to set up the gateway computer. Using the
mail administration program, configure mail for the gateway. In
particular, be sure to provide information to map an Internet domain
name to a local postoffice. This domain name must match the domain
name specified on the SunNet Manager console.

6. Start your gateway and verify that it is functioning properly.

7. Generate a test event to send e-mail to your gateway at your SunNet
Manager console. If your setup is functioning properly, log into your
LAN based e-mail system, and see the event as an e-mail message.

Figure 5-19 illustrates an example of a message.

=-| Microsoft Mail |'|*
File Edit View Mail Window Help

= Ciie | G| Ry e & & &
Compose Reply | Replall | Forward Maove | Delete Previouz [ Mexst
e

SunNet Manager event: remote_as | v| -
+

From: root

Date:  Friclay, May 14, 1993 12:33FM

To: Admin

Cc:

Subject: SunMetManager ewent remote_as

Fri May 14 12:32:10 1993 [ remote_as ] : Event CompaglDA LogicalDriveTakle

KEY=1.1

LogDreCntlirindex=1
LogDrindex=1
LogDrs/FaulfTol=None
LogDrsStatus=0K
LogDreAutoRel=1000
LogDrvRebuildBlks=0
LogDr/HasAccel=Unavailahle
LogDreswvailSpares=
LogDrsSize=510
LogDrePhyDrvlDs=01020304
LogDreCondition=Degraded (Equal To Degraded Priority Low ) +

" |1?messages: 4 um| == | 10:1 34k

Figure 5-9. Receiving SunNet Manager events in Microsoft Mail




Chapter 6
Integration with HP OpenView

This chapter discusses the integration of Compaq server management
information into Hewlett-Packard (HP) OpenView Network Node Manager.
The information is based on tests performed with version 3.31 in the Compagq
Systems Management Solutions Lab.

NOTE: Several examples in this chapter involve IP addresses. These examples denote
the addresses as X.Y.<number>.<number>, where X.Y. represents a Class B network
address, and <number> is a value from 0 to 255.

Feature Summary

The Hewlett-Packard Company markets HP OpenView products for UNIX

and DOS environments. In the UNIX environment, HP OpenView runs either
on HP hardware under HP-UX or on Sun hardware under Solaris or SunOS. In
the DOS environment, HP OpenView runs under Microsoft Windows.

NOTE: This chapter describes integration with the UNIX product only.

HP OpenView provides a management platform for managing devices that use
the Internet Protocol (IP) suite. The key features of HP OpenView include:

m Adistributed management infrastructure that supports various
management protocols such as SNMP, CMIP, and CMOT. (For a brief
explanation of these protocols, see Chapter 2, “Overview”.)

»  Network Node Manager (NNM) -- a management application used to
manage a variety of devices such as hubs, bridges, routers, and servers.
The platform architecture allows HP and/or third parties to add other
management applications. For example, HP OpenView Windows for
UNIX provides a graphical user interface.

= Management services such as event management services and object
recognition services. You can use Application Program Interfaces
(APIs) to access some of these services.
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The following are some key features of HP OpenView NNM:

Support for industry-standard protocols such as Simple Network
Management Protocol (SNMP) and IP. This includes a Management
Information Base (MIB) load utility that lets you add MIB definitions
for new device types in your network.

Node discovery that can seek out, identify, and display managed IP devices.
A graphical map representing the topology and status of the managed devices.
MIB browsing and results graphing tools.

Methods to integrate new applications without programming.




Adding Compaq Insight Agent Support

The Compaq Management CD includes the Compaq Systems Management
Toolkit which can be found und€FOOLKIT. The Systems Management
Toolkit includes files which can be used to integrate the management of
Compag Insight Agents into HP OpenView Network Node Manager. These
include the Compagqg MIBs, icon files, trap definitions, and files to add
Compag-specific query applications. Please refer to th®BEWDME.TXTin
the\OV_UXdirectory in the Systems Management Toolkit for additional
integration information

NOTE: If you will be accessing the files in the Systems Management Toolkit
using a Compaq Integration Server the directory tree is:
\\servername\CPQISI\CPQIS\TOOLKIT\ver_no\

where servername is the name of the Integration Server
and ver_nois the version of the Toolkit.

This section presumes that your HP OpenView console is running successfully.

Adding support for Compagq Insight Agents into HP OpenView consists of the
following steps:

1. Transfer the MIB files to the HP OpenView console.

2. Load the MIB files into HP OpenView.

3. Discover or add your servers and desktops to the network map.

4. Add new managed device types for Compaq servers and desktops.
5

Transfer the Compagq server and desktop icon files to the HP
OpenView console.

6. Transfer the custom MIB query application files to the HP OpenView console.

7. Setup Compaq traps in OpenView.

The following sections discuss each of these steps in detail.
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Transferring MIB Files to
the HP OpenView Console

Compag includes Insight MIB files with the Insight Agents for your operating
system. These files define the information structure that the HP OpenView
console requires to retrieve information from the agents. The file names are

optional MIB files,ETHER.MIBandTOKEN.MIB are included with the
Compaqg Systems Management Toolkit in tiéBS directory.

There are several ways to transfer the Insight MIB files from the Compaq
Systems Management Toolkit to your HP OpenView console. If you have a
CD-ROM drive on your console you may mount the CD to a local file system
and then copy the files directly from the CD. Alternatively, the CD may be
mounted remotely as an exported file system using the Network File System
(NFS). Consult the HP-UX documentation for information on using the CD-
ROM drive and NFS.

Another method for transferring files between systems is to use the File
Transfer Protocol (FTP) which most UNIX systems support. The default path
that OpenView uses for MIBs igsr/OV/snmp_mibs

NOTE: FTP is available with Windows NT, SCO UNIX, UNIXWare, and IBM 0S/2
installations. For NetWare, you must transfer the files from a NetWare client that has
TCP/IP support using software such as LAN Workplace for DOS. Be sure to choose ASCII
file transfer mode.




The following is an example of a typical FTP transfer.

C:\users\default>ftp hostname

Connected to hostname

220 hostname FTP server ready.

User (hostname:): root

331 Password required for root.

Password:

230 User root logged in.

ftp> send

(local-file) D:\TOOLKIT\MIBS\CPQIDA.MIB

(remote-file) /usr/OV/snmp_mibs/CPQIDA.MIB

200 PORT command successful.

150 ASCII data connection for /usr/OV/snmp_mibs/CPQIDA.MIB
X.Y.24.20,1031).

226 ASCII Transfer complete.

128553 bytes sent in 8.21 seconds (15.67 Kbytes/sec)
ftp> quit

221 Goodbye.

C:\users\default>

6-5

In the example above, the file was transferred from the CD in drive D to the
directory/usr/OV/snmp_mibsn the target system.

Loading the MIB Files

Once you have the MIB files on your HP OpenView console, you can load

them from the OpenView Menu by following these steps:

1. Select th®ption- Load/Unload MIBs: SNMP.menu item. A dialog

box displays listing the currently loaded MIBs.

Click on theLoad button. A dialog box displays listing the MIB files in
the default directory. If you transferred the Insight MIBs to this

directory, they are listed here (otherwise, specify the pathname where

you put the files).
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3. Select the desired MIB file, then cli€¥. The Insight MIB
automatically loads and the Load/Unload MIBs dialog box redisplays.
Repeat this step until you load all the Insight MIB files.

4. Select th€€losebutton to exit.

The Insight MIB files should compile without any errors. If the console
displays error messages, perform the following steps:

(a) Check the messages to determine which line(s) in the file contain
the error(s).

(b) Check your file transfer procedure to verify you transferred the file
without problems. For example, you might have transferred them
in binary format rather than in ASCII. In this case you must
convert the DOS file formats to UNIX formats. Refer to your
UNIX documentation for the appropriate command and its syntax.

Refer to theHP OpenView Network Node Manager Administrator's Reference
Chapter 4, "Troubleshooting," under the topic "Loading MIBs" for additional
information.

NOTE: HP OpenView NNM ships with several preloaded MIBs (both enterprise and
standard). These MIBs are in the default directory /usr/OV/snmp_mibs.




Discovering or Adding Compaq Systems
to the Submap

You can add Compagq systems to your database manually or automatically with
the Discover tool. The following sections contain instructions for both methods.

Using the Discover Tool

The HP OpenView NNMetmon process discovers (and subsequently polls

for status) new managed devices on the network. Typically, this process does
not require your intervention except to ensure that the routing tables at the HP
OpenView console are set up properly with the default gateway enabled.

The initial management region contains only the networks directly connected
to the management station. You may expand this region two ways:

= Interactively expand the management region using the graphical map’s
Options- Manage Objectgperation.

m  Provide a “seed file” containing the IP address of SNMP-based routers
on your network.

For further details, refer to theetmon Reference Page (man page) or to the
HP OpenView Network Node Manager Administrator's Referebicapter 3,
"Configuration,” under the topic "Configuring netmon."

As thenetmon process executes, it automatically adds new managed devices
to the appropriate submaps. For instance, when you install Compagq servers on
the network, the tool automatically adds symbols to the view representing
them as managed devices. This assumes that the servers are operational and
configured to use IP, SNMP, and the Insight Agents.

If the new device appears in thetc/hostdile, the tool translates the IP
addresses of the servers to hostnames. Otherwise, the symbol label on screen
contains only the IP address.
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Thenetmon process uses, by default, the filsr/OV/conf/oid_to_typt

determine the topological role of the discovered managed devices (gateway,
bridge, hub, and so on). Thetmon process queries the SNMP MIB-II variable
system.sysObjectl» find a match between the value returned by the SNMP
agent running on the managed device and an entry in the file. If there is a
match, the symbol on the submap displays with the proper icon representing the
properties (gateway, bridge, hub, and so on). If there is no match, the discovery
process tries to classify the discovered managed devices into generic symbol
classes representing computers, connectors, network devices, and so on.

NOTE: Each symbol class has subclasses that provide further description. For
example, the Computer class can have subclasses that describe PCs, workstations,
minis, and mainframes.

The discovery process automatically represents Compaq servers on screen as a
square symbol. This isgenericsubclass of the Computer class. Details on
modifying the subclass to a Compag server are provided later in this chapter.

Using Manual Discovery

You can manually add a symbol representing a Compagq server using the
Edit - Add Object. command. Temporarily create a symbol representing a

generic subclass in the Computer class, and change the subclass after you create
a subclass specifically for a Compaq server. This is described in the section,
"Adding a New Subclass to the Computer Class.” To add a symbol, add the
object first (an on-screen representation of the object). Refer téRthe

OpenView Network Node Manager User's Guideapter 3, "Managing Network

and System Configuration,” under the topic "Adding a Node Object."

Changing the Subclass Icon

You can change the subclass to represent servers and clients accurately. For
the servers, you must create the subclass first (discussed in the next section).
For clients, you can change the subclass type from generic to a PC. HP
OpenView NNM ships with a subclass icon representing a PC. To change the
subclass icon, refer to th#P OpenView Windows User's Gujdghapter 4,
"Managing Your Network," under the topic "Changing the Symbol Type."




Adding a New Subclass
to the Computer Class

To add a new subclass for a Compaq system, you must perform the following:
m  Modify Field Registration files

m  Create bitmap files to represent Compaq systems
m  Define a Symbol Subclass in the Symbol Registration file

= Modify the configuration files

The following sections discusses each of these tasks in detail.

Modifying Field Registration Files

HP OpenView Windows extensively uses field definitions, stored in Field
Registration files. You can find these files in ther/OV/fields/$LANG
directory, wherésLANGrepresents language-specific information. For default
installations 3LANGis defined as “C”. You can usually find the Field
Registration files in the directorysr/OV/fields/C The two Field Registration
files of interest arevw_fieldsandsnmp_fields
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The ovw _fields File

This defines the overall field definitions used by the HP OpenView NNM.
Edit this file to update the vendor enumeration listing by adding "Compaq" to
the list as follows:

Field "vendor" {
Type Enumeration;
Flags capability, general, locate;
Enumeration "Unset",
"Hewlett-Packard",
"ACC",
"Cayman",
""cisco Systems",
"CMmC",
"Compaq", « Add this line.
"Data General",
"DEC",
<other names follow here>
"Xyplex"

Edit the file by adding a new field callé&sCpqglnsight This field signifies if a
given managed device is running the Insight Agents. Append the following to

the end of the file:

/*****

*kk

*  This field defines if the system is running
* Compagq Insight Management Agents

*****/
Field "isCpglnsight™ {
Type Boolean;
Flags capability, locate;
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The snmp_fields File

This file contains various SNMP-related fields. Update the SNMP Agent
enumeration listing automatically, adding "Compagq Insight Management
Agents" to the list as follows:

Field "SNMPAgent" {

Type Enumeration;
Flags capability, general, locate;
Enumeration
"Unset",
"HP 3000/XL",

<various HP agents follow here>
"ACC 4140 Bridge/Router",
""cisco Gateway Server",
""cisco Terminal Server",
""cisco T-Router",
""cisco Protocol Translator",
"Cayman GatorSystem",
"CMmC",

"Compaq Insight Management Agents”, « Add this line
"DECstation",
"DG Aviion",
<other vendor agent names follow>
"Xyplex Remote Ethernet Bridge",
"4BSD ISODE";

Integrating Compaq Insight Manager with Enterprise Management Platforms
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Incorporating the Changes

After making your changes, verify them by entering the following command:
ovw -verify

The screen scrolls with the verified items, until it displays a "Verification
complete" message.

To prevent the screen from scrolling by too fast for you to read the messages,
use thenore command:

ovw -verify | more
If you have any errors, correct them and try again. When you have no errors, you
can add the new fields to the database by entering the following command:

ovw -fields
This command verifies the field syntax for fields that already exist in the
database, and adds the new ones. For further details, refeib the

OpenView Network Node Manager Administrator's Referelygpendix B,
"Creating and Using Application Registration Files."
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Creating Bitmap Files to
Represent Compagq Systems

Compag provides bitmap files to represent Compaqg servers and desktops in
the subdirectories located\@V_UX\ICONSn the Compaq Systems
Management Toolkit. Refer to tiREADME.TXTfile in the\OV_UX

directory of the Toolkit for more information. You can transfer these files to
your HP OpenView console by using one of the methods described previously
in this chapter. If you use these files, the following procedure to create
bitmaps manually isot required.

HP OpenView Windows represents objects as symbols. Each symbol has a
class (such as Computer) and a subclass (such as a PC). The class has a shape
associated with it. For example, computers display as squares, networks as
circles, and so on. Within each class, the subclass has a bitmap representation,
enclosed by the class shape. A PC bitmap surrounded by a square represents a
PC, denoting that it is a member of the Computer class.

Bitmap files are always in pairs, containing the bitmap and a bitmap mask
used as a stencil. These files follow the name syntax:

filebase.size.type

Wherefilebaseis the name of the subclasgeis the size in pixels, argipe

denotes if this is a bitmap or a bitmap mask. fijpeis always a "p" for
bitmaps or an "m" for masks.

You can find bitmap files in the directofysr/OV/bitmaps/$LANGvhere
$LANGrepresents language-specific information. For default installations,
$LANG:Is defined as “C”. Typically, you can find the Field Registration files in
the directory'usr/OV/bitmaps/C

You can use the icon or bitmap editor program supplied with your system,
such asditmap(1), to create the icon files and their masks. Consult the
documentation for your UNIX system for the details using the utility. The
following figures illustrate the bitmap and its corresponding mask for a
Compag server with a size of 38 x 38 pixels.
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(38 x 38 pixels)

Bitmap for a Compaq server

Figure 6-1.
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Figure 6-2. Bitmap mask for a Compagq server (38 x 38 pixels)

NOTE: Hewlett-Packard recommends defining bitmap files with the following sizes
(in pixels): 20 x 20, 26 x 26, 32 x 32, and 38 x 38. You must have at least one pair
of bitmap files (icon and mask file) of a particular size.

For further details, refer to théP OpenView Network Node Manager
Administrator's Referencédppendix B, "Creating and Using Application
Registration Files" in the "Defining Symbol Subclasses" section.
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Defining a Symbol Subclass in
the Symbol Registration File

HP OpenView Windows extensively uses field definitions, stored in Symbol
Registration files. You can find these files in the directory
/usr/OV/symbols/$LANGvhere$LANGrepresents language-specific
information. For default installation$L ANGis defined as “C”. You can
usually find the Symbol Registration files in the directhrgr/OV/symbols/C

You can find several files for symbol classes here, including one for the
Computer class. Edit the Computer Symbol Registration file to add the

following subclass definitions:

SymbolType "Computer" : "Cpgsrvr"
{
Filebase "cpgsrvr";
CursorSize 38;
Capabilities {
isPC=1;
isCpglnsight = 1;

}
SymbolType "Computer" : "Cpgwkst"
{
Filebase "cpgwkst";
CursorSize 38;
Capabilities {
isPC =1,
isCpglnsight = 1,
}
}

NOTE: The filebase name must match the filebase name of the bitmap files you

created earlier.
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Incorporating the Changes

After making your changes, verify them by entering the following command:
ovw -verify

The screen scrolls with the verified items, until it displays a "Verification
complete" message.

To prevent the screen from scrolling by too fast for you to read the messages,
you can use thenore command:

ovw -verify | more

If you have any errors, fix them and try again. You can also compile your
previously defined bitmap files by entering the following command:

ovw -config

For further details, refer to théP OpenView Network Node Manager
Administrator's Referen¢c@ppendix B, "Creating and Using Application
Registration Files" in the "Defining Symbol subclasses" section.

Modifying the Configuration Files

The following section presumes that you knowshstem.sysObjectlizalues
of the Insight Agents for the various operating systems running on your
servers. You can determine these values quickly by usirgnthpwalk

utility provided with HP OpenView NNM. Use this utility to query a server
that you know is running the agents for a specific operating system.

Integrating Compaq Insight Manager with Enterprise Management Platforms
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For example, enter:

snmpwalk unix1 | more

Your results should be similar to the following display:

system.sysDescr.0 : DISPLAY STRING- (ascii):
SNMPD Version 3.0 For SCO UNIX

system.sysObjectlD.0 : OBJECT IDENTIFIER:
iso.org.dod.internet.private.enterprises.32.1.0

IMPORTANT: When editing files, replace the iso.org.dod.internet.private.enterprises
portion of the sysObject/D with the numeric value 1.3.6.1.4.1.

HP OpenView Windows uses configuration files to map the SNMP MIB-II
system.sysObjectlfzariable to symbol types. You can find configuration files
in the directorylusr/OV/conf

The two configuration files of interest avel_to_syrmandoid_to_typeBefore
editing these files, ensure that HP OpenView NNM is not active. Carefully
read the procedures to edit the files inHReOpenView Network Node
Manager Administrator's Referend&hapter 3, "Configuration," under the
topic "Configuring the Mapping from sysObjectID to Types."

The following changes presume that you have Compaq systems on your
network running Insight Agents for various operating systems.

IMPORTANT: Compag systems without Insight Agents and other Intel-based
systems running SNMP agents that return MIB-Il information incorrectly identify
themselves as Compagq systems with Insight Management capabilities. This occurs
because the system.sysObjectlD returned by the agent is network operating system
dependent, not hardware dependent. For such systems, you must manually modify
their symbols to represent computers with no Insight Management capabilities. This
affects only new systems you add to the network after making changes.
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The oid_to_sym File

This file is in theSLANGsubdirectory under théirectory/usr/OV/confwhere
$LANGrepresents a language-specific configuration. By defaulfiléhe
oid_to_symis in thedirectory/usr/OV/conf/C

The HP OpenView NNMpmap process uses this file to match against the
system.sysObjectiEturned by an agent. Because Insight Agents are based on the
network operating system, you must add entries for each operating system that has
Insight Agents available. For example, for NetWare, Windows NT, SCO UNIX,
UNIXWare, Windows 95, and OS/2 you must edit the file as follows to append

the entries:

1.3.6.1.4.1.23.1.6:Computer:Cpgsrvr # NetWare
1.3.6.1.4.1.23.1.6.3.11:Computer:Cpgsrvr # NetWare 3.11
1.3.6.1.4.1.23.1.6.3.12:Computer:Cpgsrvr # NetWare 3.12
1.3.6.1.4.1.23.1.6.4.10:Computer:Cpgsrvr # NetWare 4.10
1.3.6.1.4.1.311.1.1.3.1:Computer:Cpgsrvr # Windows NT
1.3.6.1.4.1.311.1.1.3.2:Computer:Cpgwkst # Win 95
1.3.6.1.4.1.232:Computer:Cpgsrvr # SCO UNIX
1.3.6.1.4.1.23.1.13.2:Computer:Cpqgsrvr # UNIXWare 2.10
1.3.6.1.4.1.2.2.1.2.2:Computer:Cpgsrvr #0S/2

NOTE: The fields Cpgsrvrand Cpgwkst must match the new symbol types defined earlier.
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The oid_to_type File

This file is in thedirectory/usr/OV/conf The HP OpenView NNMetmon
process uses it to match againstdhstem.sysObjectliizturned by an agent.
Because agents are based on the network operating system, you must add
entries for each operating system that has Insight Agents available. For
example, for NetWare, Windows NT, SCO UNIX, UNIXWare, Windows 95,
and OS/2 you must edit the file as follows and append the entries:

1.3.6.1.4.1.23.1.6:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.3.11:Compaqg:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.3.12:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.6.4.10:Compag:Compag Insight Management Agents
1.3.6.1.4.1.311.1.1.3.1:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.311.1.1.3.2:Compaq:Compaq Insight Management Agents
1.3.6.1.4.1.232:Compaq:Compaq Insight Management Agents
1.3.6.1.4.1.23.1.13.2:Compag:Compaq Insight Management Agents
1.3.6.1.4.1.2.6.46:Compag:Compaq Insight Management Agents

NOTE: The fields Compaq and Compagq Insight Management Agents must match the
vendor and SNMP agent field enumerations defined earlier in the Field Registration files.

Incorporating the Changes

After you make the changes, reinitialize HP OpenView NNM to startup. Refer
to theHP OpenView Network Node Manager Administrator's Reference
Chapter 3, "Configuration," under the topic "Configuring the Mapping from
sysObjectID to Types" for details.

Adding the Final Touches

Once you make the changes described above, you can bring up HP OpenView
NNM and add some final touches to make it visually appealing. Perform the
following procedure:

1. Change the symbol subclass for each Compagq server to represent the
server bitmap defined earlier. If you have not done so, change any
generic computer symbols to represent any PC clients in your network.
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2. Partition your network, as appropriate, into submaps. For more details,
refer to theHP OpenView Network Node Manager User's Guide
Chapter 3, "Managing Network and System Configuration.”

3. Go to the Edit menu and choddgbmap- Descriptionto include
background images for your submaps. Add the full pathname of the
graphic file in the Background Graphic field. OpenView Windows
supports the following formats for backgrounds:

0 GIF -- CompuServe Graphics Interchange Format
0 XBM -- X11 monochrome bitmap format
For more details, refer to thdéP OpenView Windows User's Guid&hapter 5,

"Maps, Submaps and Snapshots," under the topic "Adding a Background
Graphic."
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Adding Custom Applications

Through the use of registration files, you can add items to the OpenView
menus which can display and graph collected information to suit your needs.
Applications can design simple on-screen reports or more sophisticated reports
that place specific information in a window. You can also build MIB
applications for on-screen reporting using the Application Builder or use the
Application Registration files for complex operations that require other
background processes to run.

Some examples are given in the following sections. One example uses the
Application builder, the other uses the Application Registration file. You can
use these as sample applications to build your own.

In addition, Compagq has included several Application Registration files in the
Compaqg Systems Management Toolkit. When integrated into the OpenView
system, these files allow you to gather and display important information about
your Compagq systems.




6-23

Adding the Compaq Query Files

Compag includes Application Registration files on the Compaqg Systems
Management Toolkit. These files implement queries for the data that is
described in Appendix A, “Using the Compaq MIB Information.” An
explanation of data contained in these items is given in that Appendix.

The Application Registration files for Compaq servers and desktops are in the
subdirectories ifOV_UX\ARFin the Toolkit. These files are named
<filename>.ARFwhere <$ilename> denotes an MS-DOS filename base. The
path that HP OpenView uses to store Application Registration files is
/usr/OV/registration/CYou can transfer these files to your NetView console

by using one of the methods described previously in this chapter.

After you copy the MIB Query Application Registration Files to the HP
OpenView console, you must restart the OpenView application to activate the
files. When OpenView restarts, you see two new menu items undelotiitor
menu itemCompaq ServerandCompag Workstations

To use the queries, select a Compaq system from a map then choose an item
from theMonitor - Compag Serveor Monitor - Compaqg Workstatiomenu. A
window displays the information in a labeled table that corresponds to the item
you selected. The menu items correspond with the various categories of
information described in Appendix A, “Using the Compaq MIB Information.”

If you choose not to use the query files, the following section provide examples
of obtaining the information manually.
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Slot Configuration Information

One common requirement is to add the configuration information on your
Compag server -- what controllers have you installed in any given server?
Because the Insight Agents provide you with EISA slot information it is easy
to build an application that retrieves the configuration information and
displays it as a table. The steps are described below:

1. SelecOption- Application Builder: SNMP .from the menu bar in the HP
OpenView Windows. The MIB Application Builder dialog box displays.

2. Click on theAddbutton and type the name of the application in the
Application IDfield:

Compag.SlotCfg
The information is stored in this file.
3. SelecfTablefrom the choices displayed to specify the application type.
4. Enter a suitable title for your application, such as:

EISA Slot Configuration
5. Click on theAddbutton. The MIB Application Builder/Add MIB Objects
dialog box displays.

6. Navigate the MIB tree to select elements from the appropriate table.
The path to the information is:

Private
Compaq
Standard Equipment
Component
EISA NVRAM
EISA Slot Table

EISA Slot Entry




10.

11.
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Select the following fields from the table:

EISA Slot Index
EISA Slot Board ID
EISA Slot Board Name

These fields identify the slot number, EISA ID, and board description,
respectively. For each field selected, click onAjpply button. This

adds the field to the Display Fields list. (Optionally, you can edit the
label and width fields to suit your needs.)

Specify the menu path using." to create cascading menus. For example:

Monitor — Compagq — EISA Slot Configuration

Enter the selection rule to determine the conditions for highlighting
menu items that are available to the user to execute. The default is:

(isSNMPSupported) || (isSSNMPProxied)
You can override this to specify only servers with Insight Agents as in:

(isSSNMPSupported) && (isCpglnsight)

You can also add help text to provide assistance for using this application.
When completed, you should see a window similar to Figure 6-3.
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r-ﬂ Modify MIE Application

_Application ID_ Ppplication Type

ICompaq.SlotEFg Table .JI

Application Title -

IEISH Slot Configuration

i Dizplay Fields ]
 Label MIE Object Id ]
Slot Index Ligo,org,dod, internet  private,enterprises add
Board ID Ligo,org,dod, internet  private,enterprises
Board Mame Ligo,org,dod, internet  private,enterprises
1 -
i 0% Windows Integration ]
| Merw Path  {zeparator iz "->"1 |
IHonitor—>C0mpaq—>EISﬂ Slot Configuration
[Selection Rulse ]
I ©iz5NMPSupportedi&i(izCpqlnsight > |
Help Text
:]
i
I 1~

0k I Cancel I Help I
I

Figure 6-3. Building an application for EISA configuration information

12. Click on theOK button to add the application.

13. Return to the menu bar to view the application menu choice in the path
set up in step 8 of this procedure.
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14. To verify the application, highlight a Compag server and execute the
application. You should see a display similar to the following.

Slot Ind Board ID

CPQO109
CPQ4001
NVLO701

CPQ6100
CPQFAOD

© oo ~NOoO Ul wN - O

-
(SN

CPQ9999

Getting Contact Information

From an Offline Device

Board Name

COMPAQ SYSTEMPRO System Board (ASSY # 001981)
COMPAQ 32-Bit Intelligent Drive Array Controller
Novell NE3200 Bus Master Ethernet

(Empty)

(Empty)

(Empty

(Empty)

COMPAQ 32-Bit NetFlex Controller

COMPAQ 32-Bit 4-Socket System Memory Board
(Empty)

(Empty)

COMPAQ 486/33 System Processor Board used as Primary

Another common requirement is the need to contact node information on an
offline device, such as location, contact person, and so on. SNMP MIB-II
compliant agents provide this information, which you can easily retrieve when
the managed device is online. However, this method does not work when the
device is offline. Unfortunately, in this situation you must retrieve the
information so you can notify the contact person to investigate the failure.
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HP OpenView NNM provides a way to solve this problem: the OpenView IP
Topology database contains information, on a per-object basis, of the IP
address, contact name, location, and so on. This database continually updates,
even if a particular managed device is offline. You can print out the
corresponding object information based on the last time HP OpenView NNM
established contact to that device. You can "dump" out the contents of the
database for any object by using tvopodump command as follows:

ovtopodump -l <object name> | more

You should see a display similar to the following (this example shows only
the first few lines):

HOSTNAME: test311

NODE ID: 569

CREATE TIME: 05/20/93 11:55:40

MODIFIED TIME: 06/07/93 09:16:24

SYMBOL CHANGE TIME: 06/04/93 12:34:00

STATUS: Up

FLAGS:

DESCRIPTION: Novell NetWare v3.11 (250 user) 2/20/91
DESCRIPTION: Compaq DeskPro 386, 16 MHz, 8 Meg
LOCATION: Room 69

LOCATION: 1234 Main Street

LOCATION: City, State, Country

LOCATION: The Universe

CONTACT: Jane Doe

CONTACT: 1.555.1234

CONTACT: jane.doe@company.com

SNMP OBJECT ID: 1.3.6.1.4.1.23.1.6
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The database dump provides you with useful contact information when the
managed device is offline. You can now build an application to do the following:

= Redirect the output to a temporary file.

m  Filter out selected information to a second temporary file.

= Put up an X Window with the contents of the second file.

= Wait for user input to clear the window.

= Clean up the temporary files.

To build this application, you must first "register" the application with HP
OpenView. HP OpenView stores Application Registration files in the directory

/usr/OV/registration/SLANGwhereSLANGrepresents a language-specific
configuration. By default, these files are in the directasy/OV/registration/C

For details on building Application Registration files and integrating
applications to the HP OpenView Windows menu bar, refer tbikhe
OpenView Network Node Manager Administrator's Referelgpendix B,
"Creating and Using Application Registration Files."
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The following list illustrates a sample Application Registration File:

/*
*%
** OpenView Windows Node Information
*%
** @(#)$Revision: 1.0 $
*/
Application "OpenView Windows Node Information™
{
Version "OpenView 3.1";
Description {
"Dump the topo database information for the selected node."
1
Copyright {
"(c)Copyright 1993 Compag Computer Corp."
1
/*
** Monitor
*/
MenuBar "Monitor"

"Node Info" f.action "Topo Dump";

}

Action "Topo Dump"
{
MinSelected 1;
MaxSelected 1;
SelectionRule isNode;
Command "xterm -bg cyan -geo 115x20 \
-sb -title "$OVwMenultem - ($OVwSelection1)" -e sh -c \
"'lusr/OV/bin/ovtopodump -I ${OVwSelectionl1} > /tmp/topo.dmp;\
awk -f /usr/OV/bin/node /tmp/topo.dmp;more /tmp/topo.prn;\
rm /tmp/topo.* > /dev/null;read x™;

b}
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This application lets you select a Compagq server, even one that is offline, and view
the contact information. The application uses an AWK (programming language)
script file to include only required information in the fitgoo.prn.The following

list contains script for the "node" file. Include this file in ydlinectory

/usr/OV/bin

BEGIN {
print " ** > "/tmp/topo.prn"
eof = getline
while (eof > 0)
{
if (51 == "HOSTNAME:")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "STATUS:")
{ print $0 > "/tmp/topo.prn™ }
if (51 == "DESCRIPTION:" )
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "LOCATION:")
{ print $0 > "/tmp/topo.prn™ }
if ($1 == "CONTACT:")
{ print $0 > "/tmp/topo.prn* }
| if ($1 =="NODE")
{
if ($2 == "LABEL:")
{ print $0 > "/tmp/topo.prn" }
if ($2 == "AGENT:")|
{ print $0 > "/tmp/topo.prn™ }
if ($2 == "VENDOR:")
{ print $0 > "/tmp/topo.prn™ }
1
if ($1 == "SUPPORTS" )
{ print $0 > "/tmp/topo.prn* }
if ($1 == "NUMBER")
{ print $0 > "/tmp/topo.prn* }
if ($1 == "INTERFACE:")
{ print $0 > "/tmp/topo.prn* }
if ($1 =="IP")
{ print $0 > "/tmp/topo.prn* }
if ($1 == "PHYSICAL" )
{ print $0 > "/tmp/topo.prn* }

continued
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if (1 == "LAST")
{ print $0 > "/tmp/topo.prn" }
if ($1 == "CONSECUTIVE")
{ print $0 > "/tmp/topo.prn" }
eof = getline }

Figure 6-4 illustrates a sample output from the application.

[ 7] Node Info - (test311)

OSTHAME: test311

TATUS: Up

ESCRIPTION: Movell Netlare w3,11 (250 user) 2/20/91
ESCRIPTION: Compaq DeskPro 3836, 16MHz, 8 Meg
OCATION: Room 69

OCATION: 1234 Main Street

OCATION: City, State, Usa

OCATION: The Universe

ONTACT: jane,dosBunameit, com

LFPORTS SHHP: YES

IMBER OF INTERFACES:1

INTERFACE: COMPAD Ethernet Controller
STATUS:  Up

IP ADDR: 131,168,22,27

IP MASK: 255,255,255,0

PHYSICAL ADDRESS: 0x00805FAOS2ES

LAST SUCCESSFUL POLLY 05/26/93 13:45:19
CONSECUTIVE FAILED POLLS: O

Figure 6-4. Contact information application
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Using the Information

Once you integrate the Insight MIBs and build your applications with HP
OpenView NNM, you can manage your Compag systems in the same manner
as your other managed devices.

HP OpenView provides various methods to obtain and use the information in
the MIBs. They are:

= Browsing the MIB
m  Predefined and custom monitor applications

m  Event configuration and monitoring

The following sections describe each of these in detail.

Browsing the MIB

HP OpenView Windows provides a quick method of browsing up and down
the MIB tree. To invoke the MIB browser, select Menitor - MIB Values-
Browse MIB: SNMP.menu item. Start at the root, traversing up and down
any branch until you get to a MIB variable of interest. Click onStaat
Querybutton to retrieve information about that variable.

NOTE: Once you load the Insight MIB files, the MIB values are available for any
selected Compag system with the Insight Agents operational.
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Figure 6-5 displays available Insight MIBs (the exact screen content depends
on your installation):

a | Browse MIE b
Mare or 1P Addreszs Comnunity Mame )
I tazt211] I

HID Object ID

siso,org,dod, internet private st prises ,compag

cpqStdbquipment llp Tree |

cpqSustenlnfn
cpqlr ivefrray
Cpaocst
cpgHeal th
cpqobSesiBus

Figure 6-5. Browsing the Compaq MIB subtree

You can also SET Insight MIB variable values when browsing the MIB subtree.

IMPORTANT: Insight Agents for each operating system might have different levels of
SET support. Refer to the appropriate Compagq Insight Management Agents User Guide for
more information.

For example, select the subtree and start a query to retrieve the existing value
to update the contact information. Select the value you want to change, and
enter a new value. When you click on ®etbutton, the MIB value updates.
Figure 6-6 illustrates an example.




J_.LI BErowse MIE T

_Mame or IF Address _Community Mame

test3ll public

MIE Object ID i

Li=o,org,dod, internet ,mgmt ,mib—2, system

=y=lescr
ayslbjectID
=y=lpTime

Describe I
sysLocation
sysServices Start QuerHI

MIE Instance SMMP Set Walue 7
0 Ijnhn‘dne@unameit,cnﬂ | Setl
"HIE Yalues 1

0 1 Janhe 1,555 . Jjane, doelunameit, com

Mes=sages

Close I Reselect I Save I Help I
1

Figure 6-6. Setting MIB values

For details on browsing the MIB and setting values, seklfh®penView
Network Node Manager User's Guidghapter 6, "Using Network Node Manager
Operations," under the topics "Viewing MIB Values" and "Setting MIB Values."
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Predefined and Custom Monitor Applications

Browsing MIB values is just one example of the many predefined applications
available to you on the Monitor menu of the HP OpenView Windows menu
bar. Compag has included several custom MIB query files in the Compaq
Systems Management Toolkit which provide important configuration,
statistical, and condition information.

As discussed in "Adding Custom Applications" of this chapter, you can further
enhance the predefined suite of applications by building your own.

Applications on the Monitor menu only provide you with on-screen reports.
They can also graph trends in MIB variables. For example, to monitor the traffic
of a particular network interface controller in a server, follow these steps:

1. Highlight the server symbol on the map.

2. SelecMonitor » Network Activity- Interface: Traffic ..from the menu
bar. When the data processing completes, a window displays the
network traffic graph.

For more details on using these applications, refer telEh®penView
Network Node Manager User's Guidghapter 6, "Using Network Node
Manager Operations."
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Event Monitoring

An event is a notification of change in your network. HP OpenView NNM
categorizes events into:

s Threshold events

= Network topology events
= Error events

= Status events

= Node configuration events
= Application alert events

m All of the above

You can use the Event Notification window to view selectively a particular
category of events, or all events. You can further narrow your selection to a
particular highlighted symbol (for example, a specific Compaq server).

You can proactively monitor the health of your network using events. This
TechNote does not include a detailed discussion of event monitoring. For
guidelines on establishing baselines, monitoring trends, setting up thresholds
on MIB values, and so on, refer to tH® OpenView Network Node Manager
User's GuideChapter 4, "Monitoring Your Network."
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Handling Traps

Traps are a method of reducing network traffic. An agent can send information
to a management PC when requested, or unsolicited. Traps, unsolicited
information, indicate something changed at the agent that requires attention.

If you do not specify the HP OpenView console as a trap destination, the traps
remain locally at the agent. This means that the HP OpenView NNM does not
know about an impending problem until it polls the agent about the specific
problem area. Excessive polling generates heavy network traffic and degrades
performance. Therefore, Compaq strongly recommends that you set up at least
one trap destination at each critical server to the IP address or hostname of
your HP OpenView NNM console.

Trap IDs have a generic part and a specific part. The generic part of a Compaq
trap is always six (for Enterprise-Specific traps). Zero through five are used as
part of the SNMP definition for other trap types. The specific part depends on
the type of error.
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Setting Up Compaq Traps

Compagq provides files in the Compaq Systems Management Toolkit that enable
OpenView to save Compagq enterprise traps to the OpenView event log. Refer to
the README.TXTile in the\OV_UXdirectory in the Toolkit for more

information.

NOTE: If you use the files provided in the Compaq Systems Management Toolkit,
the following steps are not required.

If you wish to set up Compag traps manually, perform the following steps:
1. SelecOptions-Event Configuration: SNMP

2. Press thé&ddbutton in the dialog box.

3. Add a new enterprise for Compagq, using the following ID:

Compaq 1.3.6.1.4.1.232

4. For each enterprise, add the generic trap ID (six) and specific trap IDs
that you want. For details on Compagq trap IDs, refer to Appendix A,
"Using the Compaq MIB Information."

Insight Agents version 2 defines one enterprise per subsystem, for example,
Compag-IDA =1.3.6.1.4.1.232.3, Compag-SCSI = 1.3.6.1.4.1.232.5, and so on.

Insight Agents versionsand 3x define a single enterprise, for example,
Compag = 1.3.6.1.4.1.232, and the specific ID of the trap type defines the
subsystem, for example, 80for IDA, 50xx for SCSI.

IMPORTANT: For compatibility with older systems, you must configure your HP
OpenView console to handle traps from both the older and newer NetWare Agents.
Windows NT, SCO UNIX, and 0S/2 agents follow the Compaq Insight Manager 2.x and
3.x format.
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The following figure illustrates a sample configuration for a Compaq
Intelligent Drive Array enterprise 1D, and a specific trap ID of four, implying
that the physical drive threshold was exceeded.

NOTE: Figure 6-7 displays an Insight Agent, version 1.x trap.

- " _-
v Frent Configuratinn ]

EVEMT IDEMTIFICATIOM

Erterprize Mame Entarprize 11 Feneric Specific

14614125111
1,3.6,1.4,1.23

1,3,b,1.4,1,254,5
1.3.6.1.4.1.3M
ENTERFRISES 1LZEL1 4,1

Fld fi Frube Fidd N

Figure 6-7. Setting up a Compaq IDA trap definition

Once the trap definitions are set up, you can view new traps through the
Events Notification window, similar to other events. The following displays a
sample event list with Compaq IDA traps.

NOTE: The following example illustrates a version 1.x trap.

Wed Jun 02 08:09:37 1993 remote_as
Trap #6, specific: 4, args (1):
Wed Jun 02 08:09:37 remote_as
[1] cpgDaPhyDrvEntry.cpgDaPhyDrvThresh
Passed.1.4 (Integer): 2
Wed Jun 02 08:09:38 1993 remote_as
Trap #6, specific: 4, args (1):
Wed Jun 02 09:08:38 remote_as
[1] cpgDaPhyDrvEntry.cpgDaPhyDrvThresh
Passed.1.3 (Integer): 2
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Troubleshooting

If you do not receive traps at your HP OpenView console when your network
is operational, check the following:

m  Verify the configuration of the managed devices to ensure they are
forwarding traps to your HP OpenView console.

m  Verify the read and read-write community settings.

Refer to theHP OpenView Network Node Manager Administrator's Reference,
Chapter 4, "Troubleshooting," under the topic "Configuring Events" for more
troubleshooting tips.

Integration to Other Systems

Hewlett-Packard and other third parties provide HP OpenView platform
support with products in several areas of network management such as
problem solving, configuration management, capacity planning, trouble
ticketing, and so on. For details about additional products, contact:

Hewlett-Packard Company
3404 East Harmony Road
Fort Collins, CO 80525 USA

You can also build custom applications using the HP OpenView APIs.
This TechNote does not discuss these techniques in detail. However, it is
possible for you to integrate HP OpenView NNM to other systems with
limited programming. For example, sending e-mail messages from

HP OpenView NNM as a result of receiving a trap from a Compag server.
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Event Notification via E-Mail

Significant events often require some action from an administrator. One way
to notify an administrator is to send a message to the administrator's mailbox.

To set up HP OpenView NNM to send e-mail messages, ensure that:

= Your domain name is set correctly and matches the domain name of
other computers on the network. The following is an example format of
domain nameYourcompanyname.com.

= You can send e-mail. As a test, try to send mail to your login ID at the
HP OpenView console. If you logged in as root, use root as the mail ID.

For each event that you forward to the mail gateway, you must set up the
optional command argument field on the Event Configuration screen as
follows (replace the "Admin@Sysmgtpo" with your own mail address):

Jusr/local/bin/mailevent "Compaq IDA trap received from node: $A with $# args:\n$*" "Admin@Sysmgtpo"




Ffigure 6-8 shows an example of configuring an event to send mail:

"_.Ll Event Configuration

EVEMT IDEMTIFICATION

Enterprize Mame Enterpri=ze ID Generic Specific

LAMtern 1.3,6,1.4,1.23,1,1,1
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ENTERFRISES

Add Mew Enterprise... I Add Mew Trap... I
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Event Log Format
Rezet I

ITPap #3G,. specific: %5, args {(H#2iuntx

Source Ewent Category Replace I
IH
~ Log Only Delete I

wr Threshold Events

wer Metwork Topology Events
o Error Euvents

# Status Events

ar Mode Configuration Events

~ Application Alert Eventsz

Optional Command and Argument Format

Ausrslocal/mailevent "Compaq IDA trap received from nod

Cancel I Help I

Figure 6-8. Configuring an event to send mail
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When the event occurs, it invokes thailevent script, sending the mail message.
The contents of thmailevent script include:

MSG=$1
TO=$2
echo "${MSG}" | /usr/lib/sendmail "${TO}"

For further details on configuring, refer to tH® OpenView Network Node
Manager 3.0 User's Guid&€hapter 4, "Monitoring Your Network," under the
topic "Setting up Event-Triggered Actions." Refer to HP OpenView online help
for details on th&A, $#,and$* parameters in the trap naotification message.

Some points about setting up events:

m  Choose the events carefully. Do not flood the administrator's mailbox
with an e-mail message for every event occurring in the network.

=  Try to route different classes of events to different people. For
instance, one person might be notified about critical events for routers,
another might be notified only of server events, and so on.
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Appendix A
Using the Compaq MIB
Information

This appendix provides you with information that will help you use Insight
MIBs in your SNMP environment. It includes an overview of the Insight MIBs
organization and identifies and describes categories of information contained
within the MIBs. This information provides common types of information that
you may want to know about the servers in your network.

Organization of Compaq Insight MIBs

As stated in Chapter 3 of this TechNote, “Compaq Server Management
Technology,” Compagq fully supports the SNMP standard. The assigned
enterprise ID for Compag is 232. Therefore, all MIB variables maintained by
Compagq begin with the ASN.1 syntax 1.3.6.1.4.1.232.

Compag has defined several MIBs in the Compaq enterprise. The MIBs are
classified, where appropriate, according to the subsystem of a Compaq server.
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The following table lists all the current Insight MIBs and a description of each.

Table A-1
Compaq Insight Management MIBs
MIB Name: Standard Equipment
Object ID: 1.3.6.1.4.1.232.1

MIB File Name:  CPQSTDEQ.MIB

Purpose: Contains information that is available on any ISA or EISA system, including system
processor, memory, ISA CMOS, EISA NVRAM, serial port, parallel port, ROM, diskette drives, and
IDE-compatible hard drive information.

MIB Name: System Information
Object ID: 1.3.6.1.4.1.232.2
MIB File Name: CPQSINFO.MIB

Purpose: Contains information about Compaq specific features, including Compaq security
features, memory module information, board revision information, asset management
information, and other system board specific information.

MIB Name: Intelligent Drive Array
Object ID: 1.3.6.1.4.1.232.3
MiIB File Name: CPQIDA.MIB

Purpose: Contains information about the Compaq Drive Array Controllers and drives connected
to these controllers, including the SMART Controller, IDA-2 Controller, IDA Expansion Controller,
and IDA Controller.

MIB Name: Server Manager
Object ID: 1.3.6.1.4.1.232.4
MIB File Name: CPQSRVMN.MIB

Purpose: Contains information about the Compaq Server Manager/R board.

MIB Name: SCSI Device System
Object ID: 1.3.6.1.4.1.232.5
MiIB File Name: CPQSCSI.MIB

Purpose: Contains information about the Compag SCSI interface products, including SCSI drives
and generic SCSI device and controller information. This MIB also includes SCSI tape and CD-
ROM information. It does not include SMART controller information, which is incorporated into
the Intelligent Drive Array MIB.

continued




Compaq Insight Management MIBs continued

MIB Name: Health
Object ID: 1.3.6.1.4.1.232.6
MiIB File Name: CPQHLTH.MIB

Purpose: Contains information about system health features, including Critical Error Log,
Correctable Error Log, ASR feature, Thermal (temperature and fan) sensing features, POST
Message tracking, System lifetime, and EISA bus utilization.

MIB Name: SCSI Storage System
Object ID: 1.3.6.1.4.1.232.8
MIB File Name: CPQSTSYS.MIB

Purpose: Contains information about the Compagq ProLiant Storage System.

MIB Name: Remote Insight Board
Object ID: 1.3.6.1.4.1.232.9
MiIB File Name: CPQSM2.MIB

Purpose: Contains information about the Compag Remote Insight Board.

MIB Name: Threshold Management
Object ID: 1.3.6.1.4.1.232.10
MIB File Name: CPQTHRSH.MIB

Purpose: Contains information about the Insight software components that can generate alarms
based on user defined thresholds and can track statistics on attributes based on user input.

MIB Name: Host Operating System
Object ID: 1.3.6.1.4.1.232.11
MiIB File Name: CPQHOST.MIB

Purpose: Contains information about host operating system information. This information
includes host 0OS identification information, system processor utilization information, file system
information, NIC interface to hardware mapping information, and loaded modules information.

MIB Name: UPS
Object ID: 1.3.6.1.4.1.232.12
MiIB File Name: CPQUPS.MIB

Purpose: Contains information about the Compag Uninterrruptible Power Supply (UPS) product.

continued
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Compaq Insight Management MIBs continued

MIB Name: Recovery
Object ID: 1.3.6.1.4.1.232.13
MiIB File Name: CPQRECOV.MIB

Purpose: Contains information about the Compag Recovery Server option.

MIB Name: IDE Drive
Object ID: 1.3.6.1.4.1.232.14
MiIB File Name: CPQIDE.MIB

Purpose: Contains information about manageable Compagq IDE Drives

NOTE: Object ID 232.7 is not currently in use.




Key MIB Information

The Insight MIBs contain many attributes that provide you with a

comprehensive picture of the configuration, operating statistics, and general
status aspects of the operation of your Compaq servers. However, since there are
several hundred MIB attributes, the following discussion focuses on several
categories which contain key attributes on major subsystems within your

servers. Once you identify a potential problem area, you can retrieve additional
information to assist you with a specific problem resolution.

The key MIB information falls into the following general categories:
s Configuration

m  Operating Statistics
= Condition Attributes

The following sections describe each general category and provide detailed
subsets within each main category. Detailed information about each item is found
in the referenced MIB file for each item. The MIB files are in the \MIBS

directory in the Systems Management Toolkit on the Compaq Management CD.

These items are provided to enable you to construct queries which will
provide specific details in monitoring your systems. Compaqg has included
files in the Compaq Systems Management Toolkit for HP OpenView and IBM
NetView for AIX which implement queries based upon these items. Refer to
Chapter 6 for instructions on how to integrate the query files into HP
OpenView. Refer to Chapter 4 for instructions on how to integrate the query
files into IBM NetView for AlX.
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Configuration

The MIB items in the following configuration categories describe information
that is determined at system configuration or operating system load time.
They typically do not change as a result of ongoing operation of the hardware
or software. MIB items in these categories provide you with information about
the static configuration of the hardware and software of your system.

General System Description

The items in this category describe several items which come from the
standard SNMP MIB-1l (RFC1213) that are of interest in generally identifying
the system. Consult this MIB, which is included with your management
console software, for more information on these items.

Table A-2
General System Description Items
Data Item Description MIB Iltem Name  ASN.1 No. MIB File Name
System Name sysName 15 RFC1213
System Description sysDesc 1.1 RFC1213
System Contact sysContact 14 RFC1213
System Location sysLocation 1.6 RFC1213

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.2.1. to construct the full
ASN.1 number for the item.




Hardware Asset Descriptions

The items in this category describe items of a general hardware inventory
nature. Consult the referenced MIB file(s) for more information on these

items.

Table A-3
Hardware Asset Descriptions

Data ltem Description MIB Item Name ASN.1 No. MIB File Name
Total System Memory cpgSeTotalMem 1.2.3.2 CPQSTDEQ.MIB
Keyboard Description cpgSeKeyboardDesc 1.27.1 CPQSTDEQ.MIB
Video System cpgSeVideoDesc 1.28.1 CPQSTDEQ.MIB
Description
Product Name cpgSiProductName 2.24.2 CPQSINFO.MIB
System Serial Number cpgSiSysSerialNum 2221 CPQSINFO.MIB
CPU Index cpgSeCpqUnitindex 122111 CPQSTDEQ.MIB
CPU Name cpgSeCpuName 122113 CPQSTDEQ.MIB
CPU Speed cpgSeCpuSpeed 122114 CPQSTDEQ.MIB
Floppy Disk Type cpgSeFloppyDiskType 1211112 CPQSTDEQ.MIB
IDE/ESDI Disk Size(s) cpqgSeFixedDiskCapacity 1212116 CPQSTDEQ.MIB
SCSI Disk Size(s) cpgScsiPhyDrvSize 524117 CPQSCSI.MIB
Drive Array Disk Size(s) cpgDaPhyDrvSize 3.25.1.1.45 CPQIDA.MIB
SCSI Tape Type(s) cpqTapePhyDriveType 541114 CPQSCSI.MIB
IDE Drive Identification cpgldeldentindex 142211 CPQIDE.MIB

Table

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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Compaq Software Inventory

The items in this category provide information about the Compaq device
drivers, Insight agents, and system utilities installed on your system. Consult
the referenced MIB file(s) for more information on these items.

Table A-4
Compagq Software Inventory ltems
Data Item Description MIB Item Name ASN.1 No. MIB File Name
Software Type cpgHoSwVerType 27213 CPQHOST.MIB
Software Name cpgHoSwVerName 27214 CPQHOST.MIB
Software Version cpgHoSwVerVersion 27218 CPQHOST.MIB
Software Description cpgHoSwVerDescription 27215 CPQHOST.MIB
Software Location cpgHoSwVerLocation 2.7.2.1.7 CPQHOST.MIB
Software Status cpgHoSwVerStatus 2.7.21.2 CPQHOST.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.11. to construct
the full ASN.1 number for the item.
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Operating System

The items in this category provide general information about the operating
system (OS) running on your system. Consult the referenced MIB file(s) for
more information on these items.

Table A-5
Operating System Configuration ltems
Data Item Description MIB Item Name ASN.1 No.  MIB File Name
0S Name cpgHoName 221 CPQHOST.MIB
0S Version cpgHoVersion 222 CPQHOST.MIB
0S Description cpgHoDesc 2.2.3 CPQHOST.MIB
File System Description cpgHoFileSysDesc 24112 CPQHOST.MIB
Total File Space cpgHoFileSysSpaceTotal 24113 CPQHOST.MIB
Total File Names cpgHoFileSysAllocUnitsTotal 24.1.1.6 CPQHOST.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.11. to construct
the full ASN.1 number for the item.
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Detailed Hardware Configuration

The items in this category provide detailed information about the hardware
configuration of your system. Consult the referenced MIB file(s) for more
information on these items.

Table A-6
Hardware Configuration ltems
Data Item Description MIB Item Name ASN.1 No. MIB File Name

Total System Memory cpgSeTotalMem 1232 CPQSTDEQ.MIB
System ROM Version cpgSeSysRomVer 1.26.1 CPQSTDEQ.MIB
CPU Name cpgSeCpuName 122113 CPQSTDEQ.MIB
CPU Speed cpgSeCpuSpeed 122114 CPQSTDEQ.MIB
Floating Point cpgSeFpuName 122214 CPQSTDEQ.MIB
Co-processor Name

Floating Point cpgSeFpuSpeed 122215 CPQSTDEQ.MIB
Co-processor Speed

CPU Cache Index cpgSeCacheLevelindex 122312 CPQSTDEQ.MIB
CPU Cache Size cpgSeCpuCacheSize 122313 CPQSTDEQ.MIB
CPU Cache Speed cpgSeCpuCacheSpeed 122314 CPQSTDEQ.MIB
CPU Cache Status cpgSeCpuCacheStatus 1.2.23.15 CPQSTDEQ.MIB
Serial Port Address cpgSeSerialPortAddr 129112 CPQSTDEQ.MIB
Serial Port Description cpgSeSerialPortDesc 1.29.1.13 CPQSTDEQ.MIB
Parallel Port Address cpgSeParallelPortAddr 1.2.10.1.1.2  CPQSTDEQ.MIB
Parallel Port Description cpgSeParallelPortDesc 1.2.10.1.1.3  CPQSTDEQ.MIB
Floppy Disk Type cpqSeFloppyDiskType 1211112  CPQSTDEQMIB

Continued
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Hardware Configuration ltems continued

Data Item Description MIB Item Name ASN.1 No.  MIB File Name
IDE/ESDI Disk Size cpqSeFixedDiskCapacity 1.2.12.1.1.6 CPQSTDEQ.MIB
SCSI Disk Model cpgScsiPhyDriveModel 524114 CPQSCSI.MIB
SCSI Disk Firmware Revision cpqgScsiPhyDrvFWRev 524115 CPQSCSI.MIB
SCSI Disk ID cpqScsiPhyDrvScsilD 524118 CPQSCSI.MIB
SCSI Disk Size cpgScsiPhyDrvSize 524.1.1.7 CPQSCSI.MIB
SCSI Tape Model cpqTapePhyDrvType 541115 CPQSCSI.MIB
SCSI Tape Magazine Size cpqTapePhyDrvMagSize 541117 CPQSCSI.MIB
Drive Array Disk Model cpgDaPhyDrvModel 3.25.1.13 CPQIDA.MIB
Drive Array Disk Firmware cpgDaPhyDrvFWRev 325114 CPQIDA.MIB
Revision
Drive Array Disk Size cpgDaPhyDrvSlze 3.25.1.1.45 CPQIDA.-MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.

Operating Statistics

The MIB items in the following operating statistics categories describe the
ongoing operation of your system hardware and software.

Hard Drive Read/Write/Seek

The items in this category provide information about the number of read,
write and seek operations that are occurring on your system. This information
is available for SCSI, IDA, IDA-2 and SMART devices. Over time, this
information can be used to determine rates of hard drive usage. Consult the
referenced MIB file(s) for more information on these items.
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Table A-7
Hard Drive Read/Write/Seek Items

Data Item Description MIB Item Name ASN.1 No.  MIB File Name
Drive Array Drive Index cpgDaPhyDrvindex 325112 CPQIDA.MIB
Drive Array Sectors Read cpgDaPhyDrvHReads 3.25.1.1.10 CPQIDA.MIB
(high)
Drive Array Sectors Read cpgDaPhyDrvReads 3251111 CPQIDA.MIB
(low)
Drive Array Sectors Written cpgDaPhyDrvHWrites 3.25.1.1.12 CPQIDA.MIB
(high)
Drive Array Sectors Written cpgDaPhyDrvWrites 3.25.1.1.13 CPQIDA.MIB
(low)
Drive Array Seeks (high) cpgDaPhyDrvHSeeks 3251114 CPQIDA.MIB
Drive Array Seeks (low) cpgDaPhyDrvSeeks 3.25.1.1.15 CPQIDA.MIB
SCSI Drive Index cpgScsiPhyDrvindex 524113 CPQSCSI.MIB
SCSI Drive Sectors Read cpgScsiPhyDrvHighRead 524.1.1.11 CPQSCSI.MIB
(high) Sectors
SCSI Drive Sectors Read cpgScsiPhyDrvLowRead 524.1.1.12 CPQSCSI.MIB
(low) Sectors
SCSI Drive Sectors Written cpgScsiPhyDrvHighWrite 524.1.1.13 CPQSCSI.MIB
(high) Sectors
SCSI Drive Sectors Written cpgScsiPhyDrvLow 524.1.1.14 CPQSCSI.MIB
(low) WriteSectors

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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The items in this category provide information about a variety of errors that
can occur in the SCSI, IDA, IDA-2 or SMART disk subsystems. This
information can be used to pinpoint errors that may occur in the ongoing
operation of your system. Consult the referenced MIB file(s) for more
information on these items.

Table A-8
Hard Drive Error Iltems
Data Item Description MIB Item Name ASN.1 No.  MIB File Name

Drive Array Drive Index cpgDaPhyDrvindex 325112 CPQIDA.MIB
Drive Array Hard Read Errors ~ cpgDaPhyDrvHardReadErrs  3.2.5.1.1.16 CPQIDA.MIB
Drive Array Recovered Read cpgDaPhyDrvRecvReadErrs  3.2.5.1.1.17 CPQIDA.MIB
Errors

Drive Array Recovered Write cpgDaPhyDrvRecvWriteErrs  3.2.5.1.1.19 CPQIDA.MIB
Errors

Drive Array Seek Errors (high)  cpgDaPhyDrvHSeekErrs 3.25.1.1.20 CPQIDA.MIB
Drive Array Seek Errors (low)  cpgDaPhyDrvSeekErrs 3251121 CPQIDA.MIB
Drive Array Data Request cpgDaPhyDrvDrgTimeouts  3.2.5.1.1.26 CPQIDA.MIB
Timeout

Drive Array Other Timeouts cpgDaPhyDrvOtherTimeouts  3.2.5.1.1.27 CPQIDA.MIB
Drive Array Format Errors cpgDaPhyDrvFormatErrs 3251131 CPQIDA.MIB
Drive Array POST Errors cpgDaPhyDrvPostErrs 3.25.1.1.32 CPQIDA.MIB
Drive Array Not Ready Errors cpgDaPhyDrvNotReadyErrs  3.2.5.1.1.33 CPQIDA.MIB
Drive Array Spin Up Errors cpgDaPhyDrvSpinUpErrs 3.25.1.1.42 CPQIDA.MIB

Continued
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Hard Drive Error ltems continued

Data Item Description MIB Item Name ASN.1 No.  MIB File Name
Drive Array Bus Faults cpgDaPhyDrvBusFaults 3.25.1.1.46 CPQIDA.MIB
Drive Array Accelerator Index  cpgDaAccelCntlrindex 322211 CPQIDA.MIB
Drive Array Accelerator Read  cpgDaAccelReadErrs 322217 CPQIDA.MIB
Errors
Drive Array Accelerator Write  cpgDaAccelWriteErrs 3222138 CPQIDA.MIB
Errors
SCSI Drive Index cpgScsiPhyDrvindex 524113 CPQSCSI.MIB
SCSI Drive Hard Read Errors  cpgScsiPhyDrvHardReadErrs  5.2.4.1.1.15 CPQSCSI.MIB
SCSI Drive Hard Write Errors ~ cpgScsiPhyDrvHardWriteErrs  5.2.4.1.1.16 CPQSCSI.MIB
SCSI Drive Seek Errors cpqgScsiPhyDrvSeekErrs 5241120 CPQSCSI.MIB
SCSI Drive Timeouts cpgScsiPhyDrvTimeouts 5.2.4.1.1.23 CPQSCSI.MIB
SCSI Drive POST Errors cpqgScsiPhyDrvPostErrs 5241124 CPQSCSI.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.

Tape Drive Read/Write Items

The items in this category provide information about the number of bytes that
have been read or written to the tape device(s) on your system. Consult the
referenced MIB file(s) for more information on these items.

Table A-9
Tape Drive Read/Write Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name
SCSI Tape Index cpqTapeCountersScsildindex  5.4.2.1.1.3 CPQSCSI.MIB
SCSI Tape Read/Write cpqTapeCountersTotalBytes 542119 CPQSCSI.MIB

Bytes

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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SCSI Tape Drive Errors

The items in this category provide information about a variety of errors that
can occur in the SCSI tape subsystems. This information can be used to
pinpoint errors that might occur in the ongoing operation of your system.
Consult the referenced MIB file(s) for more information on these items.

Table A-10
SCSI Tape Drive Error ltems
Data Item Description MIB Item Name ASN.1 No. MIB File
Name
SCSI Tape Index cpqTapeCountersScsildindex 542113  CPQSCS.MIB
SCSI Tape Re-Writes cpgTapeCountersReWrites 542115  CPQSCSI.MIB
SCSI Tape Re-Reads cpgTapeCountersReReads 542116  CPQSCSI.MIB
SCSI Tape Total Errors  cpgTapeCountersTotalErrors 542117 CPQSCSI.MIB

SCSI Tape Uncorrectable cpqTapeCountersTotalUncorrectable 5.4.2.1.1.8  CPQSCSI.MIB
Errors

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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Network Interface Card

The items in this category provide information about the operation of the
network interface cards (NICs) in your system. Over time, these can be used
to determine rates of use and to identify potential network problems. The
items in this category are from the standard MIB RFC1213 (MIB-II) which is
included with your management console software. Consult this MIB for
further information on these items.

Table A-11
NIC Information Items
Data Item Description MIB Item Name ASN.1 No. _ MIB File Name
Interface Index ifindex 2211 RFC1213
Bytes Received ifinOctets 2.2.1.10 RFC1213
Bytes Transmitted ifOutOctets 2.2.1.16 RFC1213
Broadcast Packets Received iflnNUcastPkts 2.2.1.12 RFC1213
Broadcast Packets Transmitted ifOutNUcastPkts 2.2.1.18 RFC1213
Packets Received with Errors iflnErrors 22114 RFC1213
Packets Transmitted with Errors ifOutErrors 2.2.1.20 RFC1213
Received Packets Discarded iflnDiscards 2.2.1.13 RFC1213
Transmitted Packets Discarded ifOutDiscards 2.2.1.19 RFC1213

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.2.1. to construct the full
ASN.1 number for the item.
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Operating System Resource Utilization

The items in this category provide information about operating system
resource usage of several key system components. Consult the referenced MIB
file(s) for more information on these items.

Table A-12
Operating System Resource Usage Items
Data Item Description MIB Item Name ASN.1 No. MIB File
Name
CPU Index cpgHoCpuUtilUnitindex 23111 CPQHOST.MIB
CPU Utilization - One Minute  cpgHoCpuUtilMin 23112 CPQHOST.MIB
CPU Utilization - Five Minute  cpgHoCpuUtilFiveMin 23113 CPQHOST.MIB
CPU Utilization - Thirty Minute cpgHoCpuUtilThirtyMin 23114 CPQHOST.MIB
CPU Utilization - One Hour cpgHoCpuUtilOneHour 23.1.15 CPQHOST.MIB
File System Description cpgHoFileSysDesc 24112 CPQHOST.MIB
File System Size cpgHoFileSysSpaceTotal 24113 CPQHOST.MIB
File System Space Used (MB)  cpgHoFileSysSpaceUsed 24114 CPQHOST.MIB

File System Space Used (%)  cpqHoFileSysPercentSpaceUsed 2.4.1.1.5 CPQHOST.MIB

Total Files Allowed cpgHoFileSysAllocUnitsTotal 2.4.1.1.6 CPQHOST.MIB

Total Number of Files cpgHoFileSysAllocUnitsUsed 24.1.1.7 CPQHOST.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.11. to construct
the full ASN.1 number for the item.
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Hardware Utilization

The items in this category provide information about the utilization of the
system hardware resources. Consult the referenced MIB file(s) for more

information on these items.

Table A-13
Hardware Utilization Items
Data Item Description MIB Item Name ASN.1 No. MIB File
Name

System Lifetime Power On Time  cpgHeSysUtilLifetime 2.8.1 CPQHLTH.MIB
EISA Bus Utilization - One Minute cpgHeSysUtlEISABusMin 2.8.2 CPQHLTH.MIB
EISA Bus Utilization - Five Minute cpgHeSysUtilEISABusFiveMin ~ 2.8.3 CPQHLTH.MIB
EISA Bus Utilization - Thirty cpgHeSysUtIIEISABusThirtyMin - 2.8.4 CPQHLTH.MIB
Minute

EISA Bus Utilization - One Hour  cpgHeSysUtlEISABusHour 2.85 CPQHLTH.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.6. to construct

the full ASN.1 number for the item.
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Fault Identification

The items in this category provide the information recorded by the fault
recording features of your system. Consult the referenced MIB file(s) for more
information on these items.

Table A-14
Fault Identification Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name

Critical Error Type cpgHecCriticalErrorType 22413  CPQHLTH.MIB
Critical Error Description cpgHeCriticalErrorDesc 22416  CPQHLTH.MIB
Correctable Memory Error cpgHeCorrMemErrDesc 23416  CPQHLTHMIB
Description

POST Error Code cpgHePostMsgCode 27212  CPQHLTHMIB
POST Error Description cpgHePostMsgDesc 27213  CPQHLTH.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.6. to construct
the full ASN.1 number for the item.

Integrating Compaq Insight Manager with Enterprise Management Platforms



A-20

Using the Compaq MIB Information

Condition Attributes

To help you focus on the important factors that ensure reliable operation of your
server, Compagq has developmhditionMIB attributes. These attributes are a
composite of several other attributes related to a specific subsystem. If you
monitor the condition variables, they reveal an accurate picture of the health of
your server. The following sections describe these condition attributes.

Drive Array

The items in this category provide information about the general condition of
your Compagq Drive Array Subsystem. When one of these status items
becomes set to “Degraded” or “Failed,” you should then query the items
specified in the “Hard Drive Errors” section in this appendix to pinpoint the
error. Consult the referenced MIB file(s) for more information on these items.

Table A-15
Drive Array Status Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name
Drive Array Index cpgDaCntlrindex 22111 CPQIDA.MIB
Controller Condition cpgDaCntlrCondition 22.1.16 CPQIDA.MIB
Drive Array Accelerator Index cpgDaAccelCntlrindex 22211 CPQIDA.MIB

Drive Array Accelerator Condition cpgDaAccelCntlrCondition 22219 CPQIDA.MIB

Spare Drive Controller Index cpgDaSpareCntlrindex 24111 CPQIDA.MIB
Spare Drive Index cpgDaSparePhyDrvindex 24112 CPQIDA.MIB
Spare Drive Condition cpgDaSpareCondition 24.1.16 CPQIDA.MIB
Drive Controller Index cpgDaPhyDrvControllerindex  2.5.1.1.1 CPQIDA.MIB
Drive Index cpgDaPhyDrvindex 25112 CPQIDA.MIB
Drive Condition cpgDaPhyDrvCondition 25.1.1.37  CPQIDAMIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.3. to construct
the full ASN.1 number for the item.
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SCSI Disk

The items in this category provide information about the general condition of the
SCSI disks attached to the SCSI channel(s) of your system. When one of these
status items becomes set to “Degraded” or “Failed,” you should then query the
items specified in the “Hard Drive Errors” section in this appendix to pinpoint the
error. Consult the referenced MIB file(s) for more information on these items.

Table A-16
SCSI Disk Status Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name
SCSI Controller Index cpgScsiCntlrindex 22111 CPQSCSI.MIB
SCSI Controller Bus Index cpgScsiCntlrBusindex 22112 CPQSCSI.MIB
SCSI Controller Status cpgScsiCntirStatus 22117 CPQSCSI.MIB
SCSI Controller Condition cpgScsiCntlrCondition 2.21.1.12  CPQSCSI.MIB
SCSI Drive Controller Index cpqgScsiPhyDrvCntlrindex 24111 CPQSCSI.MIB
SCSI Bus Index cpgScsiPhyDrvBusindex 24112 CPQSCSI.MIB
SCSI Drive Index cpgScsiPhyDrvindex 24113 CPQSCSI.MIB
SCSI Drive Status cpgScsiPhyDrvStatus 24119 CPQSCSI.MIB
SCSI Drive Condition cpgScsiPhyDrvCondition 241126  CPQSCS.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.5. to construct
the full ASN.1 number for the item.
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SCSI Tape Drive

The items in this category provide information about the general condition of
the SCSI tape drive(s) attached to the SCSI channel(s) of your system. When
one of these status items becomes set to “Degraded” or “Failed,” you should
then query the items specified in the “SCSI Tape Drive Errors” section in this
appendix to pinpoint the error. Consult the referenced MIB file(s) for more
information on these items.

Table A-17
SCSI Tape Drive Status Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name
SCSI Controller Index cpqTapePhyDrvCntirindex 541111 CPQSCSI.MIB
SCSI Tape ID cpqTapePhyDrvScsildindex 5.4.1.1.1.3 CPQSCSI.MIB
SCSI Tape Drive Condition cpgTapePhyDrvCondition 5.4.1.1.1.6 CPQSCSI.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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System Environment

The items in this category provide information about the general condition of
the environment associated with your system and external storage system.
Consult the referenced MIB file(s) for more information on these items.

Table A-18
System Environment Status Items
Data Item Description MIB Item Name ASN.1 No. MIB File Name
Overall Thermal Condition cpgHeThermalCondition 6.2.6.1 CPQHLTH.MIB

System Temperature Status cpgHeThermalTempStatus 6.2.6.3 CPQHLTH.MIB

System Fan Status cpgHeThermalSystemFanStatus 6.2.6.4 CPQHLTH.MIB
CPU Fan Status cpgHeThermalCpuFanStatus ~ 6.2.6.5 CPQHLTH.MIB
Storage System Type cpgSsBoxType 8.2.1.1.3  CPQSTSYS.MIB
Storage System Index cpgSsBoxBusindex 8.2.1.1.2  CPQSTSYS.MIB
Storage System Fan Status cpgSsBoxFanStatus 8.2.1.1.7  CPQSTSYS.MIB
Storage System Temperature  cpgSsBoxTempStatus 8.2.1.19  CPQSTSYS.MIB
Status

Storage System Side Panel cpgSsBoxSidePanelStatus 8.2.1.1.10 CPQSTSYS.MIB
Status

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232. to construct the
full ASN.1 number for the item.
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Fault Identification and Recovery

The items in this category provide information about the general condition of
the fault identification and recovery features of your system. The logs that
record any events are described by the items in the “Fault Identification”
section in this appendix. Consult the referenced MIB file(s) for more
information on these items.

Table A-19
Fault and Recovery Features Status Iltems

Data Item Description MIB Item Name ASN.1 No. MIB File Name
Automatic Server Recovery cpgHeAsrCondition 2517 CPQHLTH.MIB
Status
POST Error Message Recording cpgHePostMsgCondition 2.7.1 CPQHLTH.MIB
Status
Correctable Memory Log Status cpgHeCorrMemLogCondition  2.3.2 CPQHLTH.MIB
Critical Error Log Condition cpgHeCritLogCondition 2.2.2 CPQHLTH.MIB

NOTE: The ASN.1 numbers should be prefixed by 1.3.6.1.4.1.232.6. to construct
the full ASN.1 number for the item.
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Using the MIB Information

The primary usage of the condition attributes is to provide a high-level status of
major subsystems within your system. You can monitor these items on a
periodic basis. Any change in status from “OK” indicates that you should
investigate the subsystem further. The following sections provide some
examples of the kinds of activities that can be supported by using the
information provided by the MIBs.

Environment

The environment condition items provide information about the
environmental conditions in and around your system. If one of them becomes
set to “Degraded” or “Failed,” you should examine the conditions surrounding
your system for a lack of cool air flow or a possible failure of a cooling fan.

System Performance

You can use the items in the Hard Drive Read/Write/Seek and Network
Interface Card categories to monitor general system usage. Since many of
these items are counts, you may want monitor them on a periodic basis and
convert them to rates to better use this information. If you notice continuous
high rates, it may be an indication of a potential system overload.

Resource Usage

The usage of system resources can be seen by monitoring the Operating System
Resource Utilization and Hardware Utilization categories. If you notice that the
operating system file system usage is approaching your acceptable minimum for
available space, you may want to plan to archive some files, examine the file
systems for unused files that might be candidates for deletion, or consider
adding more physical disk drives to increase disk space.
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Appendix B
Trap Overview

Insight Agents generate traps to notify you of events that require action. Some
traps enable you to be proactive by warning you of status changes or degraded
states. Others require immediate attention.

Depending on the version of Insight Agents loaded on a particular server, you
could receive a versionxltype trap or a versionxXtype trap.

The version X traps defined in the MIBs have a different base identifier,
called theenterprise 1D for each MIB file (Intelligent Drive Array, SCSI
Devices, and so on). The MIB enterprise IDs are the “Object ID” items in
the descriptions of the MIBs shown in Table 4-1. For example, the version
1.x trap for Intelligent Drive Array is 1.3.6.1.4.1.232.3. The versiarnraps
have the same enterprise ID (1.3.6.1.4.1.232) for all traps defined in all

of the MIBs.

The enterprise ID combined with the specific trap ID uniquely identify
the trap.

NOTE: Insight Agents for NetWare prior to version 2.60 may generate both version 1
and version 2 trap formats. Beginning with version 2.60, all Insight Agents generate
version 2 trap formats.

Each trap message lists the trap name, the identification number, the
description, and the values for the trap variables. The trap variables appear

in alphabetical order with a descriptive title indicating an important event has
occurred. Immediately following the title is the numerical equivalence for the
trap variable listed. By providing you with this message, you can quickly and
easily translate the trap variables you receive from your management platform
to determine if the trap requires immediate attention.
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Beginning with version 2.60, two additional variables are included in all

Insight Agent traps: The first variable is the originating system’s hostname
and the second variable identifies the system as either a server or client. The
remaining variables are identical to those generated by previous versions. To
maintain compatibility with older agents, the updated traps were added as
“new” traps in the Compaqg MIB. For example, Trap 3008, an IDA Logical

Drive Status Change trap, supersedes Trap 3001. Version 2.6 and later agents
will generate a 3008 trap for this event instead of a 3001 trap.

The Compagq traps described in the following tables are grouped by subject as
well as Trap IDs. The Trap ID listed in parentheses is the identifier for the
superseded (pre-2.60) trap.

Table B-1
Drive Array Traps

Trap Name:  cpgDa3LogDrvStatusChange

Trap ID: 3008 (3001)

Description:

A logical drive status change has occurred. The current status is indicated by the included

status variable.

“Bad Connection” status (9) - The physical drive in a Compaq Drive Array is not responding

to commands from the array controller. Several causes are possible:

. A drive was removed from the system.

. The data cable connecting the drive to the array has failed.

IMPORTANT: Do not attempt to re-seat any cables while the server is on. Damage to the

drives or array controller will result.

*  The cable connecting the drive to the array has become loose at either end and must
be reseated.

. The cable connecting an external storage subsystem to the server has become loose.

. The power to the drive has been interrupted. This can be caused by a loosened drive
power supply cable or a failed power supply in the server or disk subsystem.

continued
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“Failed” status (3) - One or more physical drives have failed. Data is no longer protected on the
drive array.

“OK” status (2) - This alarm is typically issued upon completion of repairs to a Compagq Drive
Array logical drive. This alarm occurs whenever the logical drive status has returned to a normal
state from any other state. In fault tolerant configurations, it is issued following the resolution of
the Drive Array Logical Drive Status Change - Rebuilding alarm. In non-fault tolerant
configurations, it is issued following the Drive Array Logical Drive Status Change - Failed alarm,
after the failed drive has been replaced.

“Overheating” status (10) - The temperature inside an external drive array enclosure has risen
above factory preset levels. If the temperature continues to rise, damage to the drives within the
enclosure may result. Elevated temperatures may cause erratic operation of a physical drive
within the array, causing data loss. This alarm may be caused by the removal of the enclosure
cover, which impairs the cooling system performance significantly, or by a cooling fan failure in
the drive array enclosure.

NOTE: Do not operate Compaq server and storage products with the chassis covers removed.
Airflow inside the unit is interrupted, and proper cooling is not possible. Removing the chassis
covers also violates the FCC certification and UL listing.

“Ready for Rebuild” status (6)-A failed drive has been replaced, and the system is ready to begin
Automatic Data Recovery on the logical drive. This alarm is issued after a failed drive has been
replaced or if a drive that previously failed appears to work again after the power is turned on.

NOTE: The system is ready to begin Automatic Data Recovery. Perform an orderly shutdown of the
operating system and server, and turn the server off. Turn it on again to begin Automatic Data
Recovery.

“Rebuilding” status (7) - Automatic Data Recovery is underway.
“Recovering” status (5) - A physical drive failed within the Compagq Drive Array. The drive array
is in a recovery mode. No data has been lost, due to the fault tolerant mode currently in use.

NOTE: At the first available opportunity, replace the failed drive.

continued
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Drive Array Traps Continued

“Shutdown” status (11) - The external drive array has stopped operating because of elevated
temperatures. Do not attempt to operate the disk storage subsystem while temperatures are
elevated. Severe damage to the disk drives will occur. Elevated temperatures will cause erratic
operation of a physical drive within the array, causing data loss. The elevated temperatures can
cause physical changes to a hard drive, leading to data corruption. This alarm may be caused by
the removal of the enclosure cover, which impairs the cooling system performance significantly, or
by a cooling fan failure in the drive array enclosure.

IMPORTANT: If a logical drive shuts down due to high temperatures, data may no longer be
available from the server or storage subsystem containing the logical drive. In this case, you may
need to physically examine the server or storage subsystem to understand the cause of the
alarm. Do not operate Compagq server and storage products with the chassis covers removed.
Airflow inside the unit will be interrupted, and proper cooling is not possible. Removing the
chassis covers also violates the FCC certification and UL listing.

“Wrong Drive” status (8) - During remedial hardware maintenance, the incorrect physical drive
was replaced in an array.

IMPORTANT: Do not return the removed drive or the drive indicated as "wrong" for repair.
Perform an orderly shutdown of the system, and run Compaq Drive Array Advanced Diagnostics
if you need further assistance in identifying failed drives and/or drives installed in the wrong
location. You must bring the system down, turn it off, and return the removed drive to its
original location. Turn the system back on. After you reinstall the removed drive, identify the
correct failed drive.

continued
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“Inactive” status (4) - This alarm signifies that the spare is in a ready state. This alarm is
typically issued if you install or replace a spare drive in a Compaq Drive Array. It is issued after you
replace a failed spare drive with a new one. This alarm may also occur when a drive fails and the
spare becomes active, the failed drive is replaced, and the spare eventually becomes inactive
again. In fault tolerant configurations, when a drive fails and a spare drive is available, the storage
subsystem begins building data onto that spare. If the failed drive is replaced before restoration
has completed, the process halts and the data is restored to the replacement drive instead. If the
failed drive is replaced after the build process is complete, the system reconstructs the data to the
replacement drive, and the spare will reverts to its original inactive state. This keeps a spare drive
available. If you have installed or replaced a failed drive in the drive array, this alarm is to be
expected.
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Trap Name: cpgDa3SpareStatusChange

Trap ID: 3009 (3002)

Description: A spare drive status change has occurred. The current status is indicated by the
included status variable.

"Active" status (6) - A physical drive failed. The array successfully restored data onto a spare.
That spare drive has now become active and replaces the failed drive. In fault tolerant
configurations, when a spare drive is available, the storage subsystem begins building data onto
that spare. If the failed drive is replaced before restoration has completed, the process halts, and
the data is restored to the replacement drive instead. If the failed drive is replaced after the build
process is complete, the system reconstructs the data to the replacement drive, and the spare
reverts to its original inactive state. This keeps a spare drive available.

"Building" status (5) - This alarm is issued when a spare drive is brought online to replace a
failed drive and the drive array subsystem begins to build data onto the spare. In fault tolerant
configurations, when a spare drive is available, the storage subsystem begins building data onto
that spare. If the failed drive is replaced before restoration has completed, the process halts, and
the data is restored to the replacement drive instead. If the failed drive is replaced after the build
process is complete, the system reconstructs the data to the replacement drive, and the spare
reverts to its original inactive state. This keeps a spare drive available. When a spare drive is
available, this alarm is usually issued after the Drive Array Physical Drive Status Change - Failed
alarm. This alarm indicates that a drive has failed. When the building is complete, the Drive Array
Spare Drive Status Change - Active alarm is issued, indicating that the drive array is utilizing the
spare drive in the array in place of a failed drive. Replace the failed physical drive as soon as
possible. WARNING: Do not interrupt the drive building process.

"Failed" status (3) - This alarm indicates that a spare drive in a drive array failed. Replace the
spare as soon as possible. Until you replace it, no spare is available in case of array failure.

"Inactive" status (4) - This alarm signifies that the spare is in a ready state. This alarm is
typically issued if you install or replace a spare drive in a Compaq Drive Array. It is issued after
you replace a failed spare drive with a new one. This alarm may also occur when a drive fails and
the spare becomes active, the failed drive is replaced, and the spare eventually becomes inactive
again. In fault tolerant configurations, when a drive fails and a spare drive is available, the
storage subsystem begins building data onto that spare. If the failed drive is replaced before
restoration has completed, the process halts and the data is restored to the replacement drive
instead. If the failed drive is replaced after the build process is complete, the system reconstructs
the data to the replacement drive, and the spare reverts to its original inactive state. This keeps a
spare drive available. If you installed or replaced a failed drive in the drive array, this alarm is to
be expected.
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Trap Name: cpgDa3PhyDrvStatusChange
Trap ID: 3010 (3003)
Description:

A physical drive status change has occurred. The current status is indicated by the included
status variable.

“Failed” status (3) - A physical drive has failed in a mass storage subsystem. In configurations
that are not fault tolerant, this alarm is critical. The mass storage

subsystem failed, and server operation stopped. You must replace the failed drive before system
operation can begin again. In a fault tolerant configuration, the overall system condition is
degraded, but still operational. You may receive additional alarms, such as Drive Array Logical
Drive Status Change - Recovering, or Drive Array Spare Drive Status Change - Active.

“OK” status (2) - This alarm indicates an improving condition and is issued after a physical drive
fault has been corrected or when you add a new hot pluggable physical drive.

continued
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Drive Array Traps Continued

Trap Name: cpgba3PhyDrvThreshPassedTrap
Trap ID: 3011 (3004)
Description:

The server issuing this alarm has a drive that exceeded one or more factory preset
thresholds for functional degradation. Many Compag high performance drive array hard
drives are "stamped" by the drive manufacturer with minimum functional characteristics.
As a result of normal wear and tear, the operation of a hard drive may gradually
deteriorate. If certain thresholds are exceeded, the drive may not perform to specified
levels, and may be subject to hardware failure sometime in the future. Drives that exceed
these thresholds are considered "failed," although true catastrophic failure has not yet
occurred. Compaq will replace drives that have exceeded these thresholds if these drives
are still under warranty.

Trap Name:  cpgDa3AccelStatusChange

Trap ID: 3012 (3005)

Description:

This trap indicates a status change event concerning the drive array accelerator. The current
status is indicated by the included status variable.

“Enabled” status (3) - This alarm typically occurs when a Compaq Array Accelerator battery

set has fully recharged from a discharged condition. The array accelerator is ready to accept

posted writes.

“Permanently Disabled” status (5) - The write cache operations of the Array Accelerator are

permanently disabled. Consult the cpgDaAccelErrCode MIB item for further information about

why this trap occurred. You can perform an orderly shutdown, and run Compaq Drive Array

Advanced Diagnostics if you need further information.

“Temporarily Disabled” status (4) - The Array Accelerator on the drive array controller has

been temporarily disabled, due to one of the following reasons:

e The accelerator is holding data, and is configured for a different Drive Array Controller.
Make sure the accelerator is installed on the original controller.

e Battery charge level is below 75 percent.

»  Sufficient resources to perform posted writes are not available. This may be due to a
current rebuilding process.

e The accelerator has failed or has been detached from the IDA-2 Controller.

*  The host operating system has temporarily disabled posted writes.

Consult the cpgDaAccelErrCode MIB item for further information about why this trap occurred.

continued
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Drive Array Traps Continued

Trap Name: cpgDa3AccelBadDataTrap

Trap ID: 3013 (3006)

Description:

This trap indicates an event concerning the contents of the drive array accelerator. The
current accelerator data status is indicated by the included status variable.

“None” status (2) - A power loss to the server occurred. The battery-backed Array
Accelerator functioned properly and saved all data stored in the cache. When the system
is restarted, the stored data will be written to disk.

“Possible” status (3) - When the system was powered up, the battery set was not

sufficiently charged. When the batteries are not sufficiently charged, and the system

resumes power, the board does not retain stored data. If no data was stored, no data

was lost.

Several causes of this alarm are possible:

« If the system was without power for eight days, and the battery packs were on
(battery sets activate only if the system loses power unexpectedly), any data stored
in the cache was lost.

»  The battery set may have a problem. Check the Battery Status for more information.

» The Array Accelerator board has been replaced with a new board that has discharged
batteries. No data is lost, and the Array Accelerator will automatically be enabled
when the batteries reach full charge.

Trap Name: cpgDa2AccelBatteryFailed
Trap ID: 3014 (3007)
Description:
This trap signifies that the Insight Agent has detected a battery status change
associated with the array accelerator. The current battery status is indicated by the
included status variable.
“Charging” status (3) - The battery set power is below 75% of nominal and is
being charged.

continued
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Drive Array Traps Continued

“Degraded” Status (5) - The battery set in the Array Accelerator is operating, but one of
the batteries has failed to recharge correctly. This condition jeopardizes the integrity of
the battery-backed cache. Replace the Array Accelerator as soon as possible. If allowed to
continue, the battery set might fail, and the drive array controller will no longer write data
to the Array Accelerator. Server performance may be affected during this time. After the
Array Accelerator is replaced, the Drive Array Accelerator Battery Status - Recharging
alarm is issued. Once recharged, the alarm Drive Array Accelerator Battery Status - OK is
issued, indicating that the array accelerator subsystem is operational.

“Failed” Status (4) - The Array Accelerator can no longer protect data in the cache in the
event of a power interruption to the server. Replace the Array Accelerator as soon as
possible. The replaced Array Accelerator batteries must reach full charge before the
controller will allow data to be written to the Array Accelerator subsystem. Server
performance may be affected during this time.

“0K” status (2) - The battery set has reached a fully charged condition.
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Table B-2
SCSI Traps

Trap Name: cpgScsi3CntlrStatusChange

Trap ID: 5005 (5001)

Description:

A SCSI controller status change has occurred. The current status is indicated by the
included status variable.

“Failed” status (3) - A SCSI Controller failed. This alarm may be issued with physical
drive alarms if the controller cannot communicate with the system.

“0K” status (2) - A SCSI Controller has been replaced. This alarm indicates an
improving condition.

continued
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SCSI Traps Continued

Trap Name: cpqgScsi3PhyDrvStatusChange

Trap ID: 5006 (5003)

Description:

A status change has occurred to a physical drive attached to the SCSI controller. The
current status is indicated by the included status variable.

“Failed” status (3) - A physical drive failed in a SCSI mass storage subsystem. Replace
the drive.

“OK” status (2) - This alarm indicates an improving condition. When a physical drive
error is corrected, this alarm is issued.

“Removed while Failed” status (7) - A SCSI drive installed in the mass storage
subsystem has been removed. The removed drive has failed and must be replaced to
restore the system to its original configuration. This alarm may be issued if the removed
drive was not replaced prior to the time the status was polled by the software.

“Removed while OK” status (6) - A SCSI drive installed in the mass storage subsystem
has been removed while operating properly. If the drive was inadvertently removed, return
it to its original position.

Trap Name: cpqTapePhyDrvStatusChange
Trap ID: 5007 (5004)
Description:

A status change has occurred to a tape drive attached to the SCSI controller. The current
status is indicated by the included status variable.

“Degraded” status (3) - This alarm indicates that a reread or rewrite threshold has been
exceeded; backup integrity might have been compromised. Follow steps listed under
“Failed” status.

“Failed” status (4) - A SCSI tape drive failed. For additional details, check the error status
of the backup application. Follow these steps:
1. Clean the tape drive head and try the backup again (refer to your tape hardware user
manual for more details on this procedure).
2. If step #1 fails, replace the tape media with new tape media and try the backup again.
3. If step #2 falils, cycle the power on the tape drive and try the backup again.
4. If the above steps fail, replace the drive.

“OK” status (2) - A SCSI tape drive has been replaced. This alarm indicates that the tape
drive is now ready for operation.

continued
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Table B-3
System Health Traps

Trap Name: cpgHe3CorrectableMemoryError

Trap ID: 6015 (6001)

Description:

This alarm indicates that a block of memory has failed or is failing and must be replaced
soon. This condition is not generally critical since the memory controller is able to correct
the problem; however, an error of this type indicates that a memory component is failing
or has failed in the server issuing the alarm. The system continues to correct any errors it
can. Correct the problem as soon as possible. Further degradation of the memory
components may occur, and then errors may no longer be correctable.

Trap Name: cpgHe3CorrectableMemoryLogDisabled

Trap ID: 6016 (6002)

Description:

Correctable memory error tracking has been disabled due to excessive alerts. Logging of
correctable memory errors ceases when the error count exceeds a factory preset value
since continuing to log errors after the preset number is reached affects performance of
the server. This alarm indicates a failing or failed memory module. Though this alarm is
not critical, an error of this type indicates that a memory component is failing or has failed
in the server issuing the alarm. The system continues to correct any errors it can.

Trap Name: cpgHe3ThermalTempFailed

Trap ID: 6017 (6003)

Description:

The temperature status has been set to "Failed.” The server will be gracefully shut down.
You should monitor the room temperature and air conditioning. Verify that the covers to
the servers are properly installed as this ensures proper air flow within the server box.
Verify that all fans within the server unit are operational.

continued
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System Health Traps continued

Trap Name: cpgHe3ThermalTempDegraded

Trap ID: 6018 (6004)

Description:

The temperature status has been set to "Degraded." The server’s temperature is outside
of the normal operating range. The included status variable indicates how the system will
react to this temperature degradation.

“Continue” status (2) - The system is configured to continue operation when this alarm
is received. NOTE: If the system continues to operate in this degraded condition, the
hardware may initiate an immediate and unexpected shutdown.

“Shutdown” status (3) - The system has been configured to initiate a system shutdown
when this alarm is received to protect hardware and data from damage or loss.

Trap Name: cpgHe3ThermalTempOk

Trap ID: 6019 (6005)

Description:

Previously abnormal temperatures have returned to a normal state. This is an improving
condition.

Trap Name: cpgHe3ThermalSystemFanFailed

Trap ID: 6020 (6006)

Description:

A required system fan status has been set to “Failed.” The included status variable
indicates how the system will react to this failure.

“Continue” status (2) - The system is configured to continue operation when this alarm
is received.

NOTE: If the system continues to operate in this degraded condition, the hardware might
initiate an immediate and unexpected shutdown.

“Shutdown” status (3) - The system has been configured to initiate a system shutdown
when this alarm is received to protect hardware and data from damage or loss.

continued
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System Health Traps continued

Trap Name: cpgHe3ThermalSystemFanDegraded

Trap ID: 6021 (6007)

Description:

The system fan status has been set to “Degraded.” An optional system fan is not
operating properly.

Trap Name: cpgHe3ThermalSystemFanOk

Trap ID: 6022 (6008)

Description:

A system fan returned to a normal state from a failed state. This alarm is to be expected
after you replace a failed system fan.

Trap Name: cpgHe3ThermalCpuFanFailed

Trap ID: 6023 (6009)

Description:

A system CPU fan failed. The system is configured to continue operation when this alarm
is received.

Trap Name: cpgHe3ThermalCpuFanOk
Trap ID: 6024 (6010)
Description:

The CPU fan status has been set to OK. Any previous non-operational processor fans have
returned to normal operation.

Trap Name: cpgHe3AsrConfirmation
Trap ID: 6025 (6011)
Description:

This alarm indicates a return to normal operation. Automatic Server Recovery (ASR) shut
the system down and then restarted the server, which has returned to normal operation.
Other alarms that were issued before this alarm may require action.

NOTE: An ASR reboot does not mean the system is free of faults. The server may be
running in a degraded condition, and must be corrected soon to prevent the fault
condition from escalating into a critical event. If the fault is not corrected, expect another
Automatic Server Recovery reboot at any time.

continued
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System Health Traps continued

Trap Name: cpgHe3ThermalConfirmation
Trap ID: 6026 (6012)
Description:

This alarm is issued when server temperature has returned to acceptable levels, and the
server automatically resumed operation. Ensure that you have corrected the problem that
caused the elevated temperature.

Trap Name: cpgHe3PostError
Trap ID: 6027 (6013)
Description:

A Power-On Self Test error occurred during a reboot of the server. This error may have
been noted during the Automatic Server Recovery reboot. The subsystem responsible for
the error may also be responsible for the ASR reboot. The error might include
non-correctable memory errors, fatal hard drive and/or controller failures, and system
board failures. It may not be possible to view the server issuing the alarm, as the network
operating system may have failed to load properly.

Trap Name: cpgHe3FItTolPwrSupplyDegraded

Trap ID: 6028 (6014)

Description:

The redundant power supply subsystem has become degraded. Although the server will
continue to operate, take corrective action soon to restore power redundancy.

Trap Name: cpgHe3CorrMemReplaceMemModule

Trap ID: 6029

Description:

This alarm indicates that the number of correctable memory errors for a particular
memory module on the server has crossed a set threshold, indicating that the module
needs to be replaced. This condition is generally noncritical since the memory controller
is able to correct the problem; however, it should be corrected as soon as possible.
Although the system continues to correct any errors it can, an error of this type indicates
that a memory component is failing or has failed in the server issuing the alarm. Further
degradation of the memory components may occur, and then errors may no longer be
correctable.
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Table B-4
Storage Systems Traps

Trap Name: cpgSs3FanStatusChange

Trap ID: 8008 (8001)

Description:

The status of a storage system fan has changed. The current status is indicated by the
included status variable.

“Failed” status (3) - The storage subsystem's internal fan(s) failed. The temperature may
soon rise beyond factory preset levels. The storage system may shut down automatically
to prevent damage to hardware and data loss.

“0K” status (2) - This alarm is issued when a change occurs in the operating condition
of a monitored server's external storage system fan. A fan has been replaced, or has
otherwise returned to normal operation. This alarm typically follows the Storage System
Fan Status Change - Failed alarm.

Trap Name: cpgSs3TempFailed

Trap ID: 8009 (8002)

Description:

The internal temperature has risen beyond factory preset levels and the storage system
may shut down automatically to prevent damage to hardware and data loss. One or more
fans may have failed, or a cover is off the storage system issuing the alarm.

NOTE: This alarm is unlikely to occur. If temperatures rise beyond factory preset safety
levels, the storage system may shut down. In this case, no data is available to view.

Trap Name: cpgSs3TempDegraded

Trap ID: 8010 (8003)

Description:

The temperature inside a storage subsystem is outside normal operating range. A fan may
have failed. If a fan failed, an additional alarm, Storage System Fan Status Change -
Failed may also be issued. The storage subsystem is operating without the proper cooling
capacity, and internal unit temperatures may soon rise beyond safe levels.

continued
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Storage Systems Traps continued

Trap Name: cpqSs3TempOk

Trap ID: 8011 (8004)

Description:

Previously abnormal temperatures inside a storage subsystem returned to a normal state.
This is an improving condition, and generally requires no further action.

Trap Name: cpgSs3SidePanelinPlace

Trap ID: 8012 (8005)

Description:

The side panel status has been set to “In Place.” The storage system’s side panel has
returned to a properly installed state.

Trap Name: cpgSs3SidePanelRemoved

Trap ID: 8013 (8006)

Description:

The side panel status has been set to “Removed.” The storage system’s side panel is not
in a properly installed state. This situation may result in improper cooling of the drives in
the storage system due to air flow changes caused by the missing side panel.

Trap Name: cpqSs3PwrSupplyDegraded

Trap ID: 8014 (8007)

Description:

The storage system redundant power supply subsystem has become degraded.
Although the storage system will continue to operate, take corrective action soon to
restore power redundancy.
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Table B-5
Remote Insight Board Traps

Trap Name: cpgSm2ServerReset

Trap ID: 9001

Description:

The Remote Insight firmware has detected a server reset.

Trap Name: cpgSm2ServerPowerOutage

Trap ID: 9002

Description:

The Remote Insight firmware has detected server power failure.

Trap Name: cpgSm2UnauthorizedLoginAttempts

Trap ID: 9003

Description:

The Remote Insight firmware has detected unauthorized login attempts.

Trap Name: cpgSm2BatteryFailed

Trap ID: 9004

Description:

The Remote Insight battery has failed and needs to be replaced.

Trap Name: cpgSm2SelfTestError

Trap ID: 9005

Description:

The Remote Insight firmware has detected a board self test error.

continued
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Remote Insight Board Traps continued

Trap Name: cpgSm2interfaceError

Trap ID: 9006

Description:

The host OS has detected an error in the Remote Insight board interface. The firmware is
not responding.

Trap Name: cpgSm2BatteryDisconnected

Trap ID: 9007

Description:

The Remote Insight battery cable has been disconnected.

Trap Name: cpgSm2KeyboardCableDisconnected

Trap ID: 9008

Description:

The Remote Insight keyboard cable has been disconnected.
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Table B-6
User Threshold Traps

Trap Name: cpgMeFallingAlarm

Trap ID: 10002

Description:

Falling threshold passed. One of the monitored objects has passed the falling threshold.
The instances of those objects contained within the variable list are those of the alarm
entry that generated this trap.

Trap Name: cpgMe2RisingAlarm

Trap ID: 10003 (10001)

Description:

Rising Threshold passed. One of the monitored objects has passed the rising threshold.
The instances of those objects contained within the variable list are those of the alarm
entry that generated this trap.

Trap Name: cpgMe2FallingAlarm

Trap ID: 10004 (10002)

Description:

Falling threshold passed. One of the monitored objects has passed the falling threshold.
The instances of those objects contained within the variable list are those of the alarm
entry that generated this trap.
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Table B-7
Host Operating System Traps

Trap Name: cpgHo2GenericTrap

Trap ID: 11003

Description:

A generic trap used to test Insight Agents. A text message is generally passed with this
trap.

Trap Name: cpgHo2AppErrorTrap

Trap ID: 11004

Description:

An application has generated an exception. Specific error information is contained in the
variable cpgHoSwPerfAppErrorDesc which is passed with this trap.

Trap Name: cpgHo2NicStatusOk

Trap ID: 11005

Description:

This trap is sent any time the status of a Network Interface Card changes to the OK
condition. Slot information for the card is passed as a variable in the trap.

Trap Name: cpgHo2NicStatusFailed

Trap ID: 11006

Description:

This trap is sent any time the status of a Network Interface Card changes to the Failed
condition. Slot information for the card is passed as a variable in the trap.

Trap Name: cpgHo2NicSwitchoverOccurred

Trap ID: 10007

Description:

This trap is sent any time the configured redundant network interface card becomes the
active card. The data passed with this trap is the slot information for the active and
inactive cards.
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Table B-8
Uninterruptible Power Supply Traps

Trap Name: cpgUps2LineFailed

Trap ID: 12006 (12001)

Description: The AC power has failed. Once this alarm is issued, power to the server is
provided by the Compagq Uninterruptible Power Supply (UPS). Depending on the capacity,
the load, and the battery charge level of the UPS, the amount of time the UPS can supply
conditioned AC power will vary. If you have enabled Automatic Shutdown, the UPS support
software will begin an automatic orderly shutdown of the system when the UPS batteries
reach the Shutdown Threshold limit. At this time, the UPS Shutdown in Progress alarm is
issued to indicate the shutdown process has begun. If Automatic Shutdown is not enabled,
the UPS continues to operate until the power returns or the battery power is exhausted.

Trap Name: cpgUps2LineOk

Trap ID: 12007 (12002)

Description: The AC line is now active. All electrical devices previously supported by the
Compagq Uninterruptible Power Supply (UPS) are now reconnected to the main AC line.
The Compag UPS indicates that it is no longer operating on internal batteries.

Trap Name: cpgUps2Shutdown

Trap ID: 12008 (12003)

Description: This alarm is the result of an extended power loss. The Compaq
Uninterruptible Power Supply (UPS) is about to shut down. If the operating system is
configured for automatic shutdown, this process has begun and should be inspected to
make sure it will complete prior to the shutdown of the UPS.

Trap Name: cpgUps2Confirmation

Trap ID: 12009 (12004)

Description: The Compagq Uninterruptible Power Supply (UPS) has returned to normal
operation. A power failure occurred, and the system was shut down. Commercial power
was restored, and the network operating system restarted.

Trap Name: cpqUpsBatteryLow
Trap ID: 12010 (12005)
Description: The battery set in the UPS is getting low.
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Table B-9
Standby Recovery Server Traps
Trap Name: cpgRsPartnerFailed
Trap ID: 13001

Description:
The Recovery Agent reports that the partner server has failed. This server has taken over
the operations of the partner server.

One of the two servers of a Recovery Server pair has failed. The surviving server has
assumed the role of the failed server. A service event should be scheduled to repair the
failed server and to restore the Recovery Server pair to its original configuration.

Trap Name: cpgRsStandbyCableFailure

Trap ID: 13002

Description:

The Primary server in a Standby Recovery Server configuration has detected a cable fault
condition. This can be caused by disconnecting the serial interconnect cable from the
Primary server. Other causes may include failure of the serial port in the Primary server.

Disconnecting the serial cable from the Primary server will cause loss of the heartbeat
message at the recovery server. The loss of heartbeat will cause the recovery server to
assume that the Primary server has failed. The recovery server will then switch the disks
from the Primary server to the recovery server. The recovery server will then boot from
the disks. In anticipation of this event, the Primary server operating system will be
shutdown in an orderly fashion to prepare for the switchover to the recovery server. A
service event should be scheduled to repair the failure and to restore the Recovery Server
pair to its original configuration.

continued




B-25

Standby Recovery Server Traps Continued

Trap Name: cpgRsStandbyFailure
Trap ID: 13003
Description:

The Recovery Server Option Driver reports that the Standby server has failed or the serial
interconnect cable to the Standby server is not connected.

This trap indicates that the Primary server is no longer receiving an acknowledgment
message from the Standby server. This error indicates one of the following possible
conditions:

A. The recovery server has failed.
B. The recovery server has been powered off.
C. The serial interconnect cable has been disconnected from the recovery server.

A service event should be scheduled to repair the failure condition and to restore the
Recovery Server pair to its original configuration.

Trap Name: cpgRsOnlineCableFailure
Trap ID: 13004
Description:

The On-Line Recovery Server Agent reports that the local serial interconnect is not
connected or has failed. However, network operations confirm that the partner is still
operating correctly.

The serial interconnect cable has been disconnected from one of the servers in an On-
Line Recovery Server configuration or the serial interconnect has failed. Since the
network confirmation option was selected, the partner server has been successfully
contacted over the network. A service event should be scheduled to repair the failure
condition and to restore the Recovery Server pair to its original configuration.

continued
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Standby Recovery Server Traps Continued

Trap Name: cpgRsFailoverFailed
Trap ID: 13005
Description:

The On-Line Recovery Server Agent reports that an attempt to take on the operations of
the partner server was made and failed.

One of the two servers in an On-Line Recovery Server configuration has failed. The
surviving server of the pair has generated this trap message. The surviving server of the
pair has generated this Insight Manager alarm. The surviving server attempted a
switchover of the disks of the failed server but the switchover did not complete
successfully. It was not possible to mount the switched disks. Most likely, this failure was
due to problems encountered by the operating system. System failures in the other server
may have corrupted the file system. Often, such problems are corrected by use of utilities
such as NetWare VREPAIR and Microsoft CHKDSK. A service event should be scheduled
to repair the failed server, to restore the disks in question, and to restore the Recovery
Server pair to its original configuration.
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Table B-10
Manageable IDE Drive Traps
Trap Name: cpqldeDriveDegraded
Trap ID: 14001

Description:
The IntelliSafe Hard Drive predicts imminent failure. Follow these steps:

1. Backup the affected drive.

2. Replace the drive and restore data.

Trap Name: cpqldeDriveOk

Trap ID: 14002

Description:

This alarm indicates an improving condition. This alarm is issued after a physical drive
fault has been corrected, or when you have added a new physical drive.
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Table B-11
Server Manager/R Traps

Trap Name:  cpgSmBoardFailed

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 1

Description:

Server Manager/R board failure. Schedule maintenance time to run Compagq Diagnostics
to determine the problem.

Trap Name:  cpgSmBoardReset

Enterprise ID: 1.3.6.1.4.1.232.4

TrapID: 2

Description:

Server Manager/R board reset. If the board and the software were not able to recover,
schedule maintenance time to run the Compag EISA Configuration Utility to ensure the
proper board configuration.

Trap Name:  cpgSmServerManagerAlert

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 3

Description:

Threshold exceeded on Server Manager/R monitored item. Monitor which threshold is
exceeded to determine what actions to take.

Trap Name:  cpgSmCommFailed

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 4

Description: Server Manager/R asynchronous communications failure.

Trap Name:  cpgSmBatteryFailed

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 5

Description: Server Manager/R battery failure. Schedule maintenance time to replace
the failed battery or to replace the board.

continued
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Server Manager/R Traps Continued

Trap Name:  cpgSmBoardTimeout

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 6

Description:

Server Manager/R board time-out. If the problem persists, run Compagq Diagnostics at the
next scheduled maintenance down time.

Trap Name:  cpgSmAlertDestinationBlacklisted

Enterprise ID: 1.3.6.1.4.1.232.4

Trap ID: 7

Description:

The Server Manager/R is unable to complete a call to a designated alert phone number.
Verify the proper Server Manager/R alert configuration.

NOTE: Server Manager/R trap IDs 1 - 7 apply only to Insight Agents for NetWare.

For more details on traps, refer to README.TXTfile in the\MIBS
directory in the Compaq Systems Management Toolkit.
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Appendix C
Multivendor Integration
from Compaq

To help you successfully integrate and optimize your network or multivendor
system, Compaq has developed alibrary of systems integration TechNotes for
the NetWare, Microsoft Windows NT, SCO UNIX, and OS/2 operating
system environments. TechNotes provide you with important information on
topics such as network performance management, server management, and
operating system interconnectivity.

To get acopy of aparticular TechNote in electronic format, you can access:
m  Downloadable files from the Internet at:

http:// www.compag.com

Pricing
Compag TechNotes U.S. $15 (CND $20)*

*Plus shipping & handling

How to Order

To order by PHONE (credit card orders only), call:
s 1-800-952-7689 (In U.S.: 7am.-7p.m. C.S.T.)

s 1-800-263-5868 (In Canada: 24 hours)

m 1-317-364-7281 (From outside U.S. & Canada:
7am.-7pm.C.ST.)
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To order by MAIL or FAX, send complete order information to:

Worldwide: Compaq Fulfillment Center
(except Canada & P.O. Box 4100
France) Crawfordsville, Indiana 47933

FAX: 1-317-364-0787

Canada: Compag TechNotes
Compaq Canada, Inc.
111 Granton Drive, Suite 101
Richmond Hill, ON L4B 1L5

FAX: 1-800-668-1835

France: Compaq TechNotes
Compag Computer SA.R.L.
5, Avenue de Norvege
91959 LES ULIS Cedex
France

FAX: 1-331-64-46-51-81

Current TechNotes

The current TechNotes available are listed in Table C-1.




Table C4
Compaq TechNotes

TechNote Name

Part Number

Compaq Insight Management

Integrating Compagq Insight Manager with Enterprise Management

Platforms (5/96) 145806-004
Integrating Compagq Insight Manager with Microsoft Systems
Management Server (5/96) 184720-002
Integrating Compagq Insight Manager with
ManageWise (5/96) 182074-002
NetWare
Performance Management in a NetWare v3.1x Environment (4/93)

133399-002
NetWare Tape Backup Management Using ARCserve from Compaq
(4/93) 137535-001
NetWare 4 Performance Management (7/94) 137989-001
ORACLE Server Planning in a NetWare v3.11
Environment (5/93) 145143-001
NetWare Server Management (9/92) 145231-001
Compagq IDA-2 Configuration for NetWare (12/92) 145536-001
Compagq ProSignia Configuration Guidelines for NetWare v3.x (12/92)

145537-001
Compagq Answers to Technical Support Questions for NetWare
Environments (2/95) 145710-002
NetWare SFT Il v3.11 Installation (9/93) 145905-001
NetWare Migration from 2.x to 3.12 (6/94) 181069-001

continued
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Compaq TechNotes continued

TechNote Name Part Number

NetWare (continued)
NetWare Migration from 3.12 to 4 (11/94) 181152-001
SYBASE SQL Server 4.2.2 for NetWare: Tuning and Performance
(2/95) 184429-001
Performance of Lotus Notes 3.1 on Compagq ProLiant Servers with
NetWare 3.1x (2/95) 184430-001
Configuration and Tuning of Oracle7 for NetWare on Compagq Servers 185450-001
(1/96)
Microsoft
Implementing Lotus Notes on Compaq Servers with Microsoft LAN
Manager (9/92) 145201-001
Microsoft SQL Server and Novell NetWare Requester
for OS/2 (9/92) 145376-001
Drive Subsystem Performance with Microsoft LAN Manager 2.1 (11/92

145517-001
Configuration and Tuning of Microsoft SQL Server for Windows NT on
Compagq Servers (7/94) 184207-001
Migrating from Microsoft Windows NT Advanced
Server 3.1 to Microsoft Windows NT Server 3.5 (2/95) 184669-001
Compaq Backup and Recovery for Microsoft
SQL Server (3/95) 184489-001
Configuration and Tuning of Oracle7 for Windows NT on Compaq
Servers (7/95) 184853-001
Implementing Microsoft Windows NT Server RAS, DHCP, and WINS
on Compagq Servers (9/95) 184488-001
Migrating to Microsoft Windows NT Server 3.51 on Compag Servers
(8/95) 185026-001

continued
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TechNote Name

Part Number

UNIX

SCO UNIX in an SNA Environment Using CLEO

DataTalker U/X (5/92) 145081-001
SCO UNIX in an SNA Environment Using Computone
LYNX (7/92) 145116-001
SCO UNIX Database Servers in Novell Networks (10/92) 145402-001
Printing in SCO UNIX and NetWare Integrated Environments (3/93)

145538-001
SCO UNIX Connectivity to SNA Environments Over X.25 Networks
(2/93) 145583-001
Disk Mirroring with VERITAS VxMirror (12/93) 145656-001
SCO UNIX IP Routing Over X.25 Networks (4/93) 145711-001
Performance Tuning for SCO UNIX on Compaq
Systems (5/93) 145730-001
Performance Tuning for ORACLE7 on Compag Systems Running SCC
UNIX (7/93) 145942-001
Configuration and Tuning of Oracle7 for SCO UNIX on Compagq Servel
(11/94) 184329-001
Configuration and Tuning of Sybase System 10 for Novell UnixWare 2.
on Compagq Servers (7/95) 184943-001
The Compag, SCO UNIX, and ORACLE7 Database
Server (9/93) 195818-001
Configuration and Tuning of Sybase System 10 for SCO UNIX Open
Server 3.0 on Compag Servers (9/95) 185111-001
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Compaq TechNotes continued

TechNote Name Part Number
IBM
Compaqg Answers to Technical Support Questions for 0S/2 Not available in
Environments (11/94) bound format

Performance of Lotus Notes 3.1.5 on Compagq ProLiant Servers with
0S/2 2.11 (3/95) 184655-001

Technology Overview

Configuring Compag RAID Technology for Database Servers (7/94)
184206-001
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enterprise definitions, discussed

4-37,5-29, 6-39

for IBM 0OS/2 2-11, 3-21, 4-19, 6-20

for Microsoft Windows NT
2-11, 3-21, 4-19, 6-20

for NetWare 2-11, 3-21, 4-19, 6-20

for SCO UNIX 2-11, 3-21,

4-19, 6-20

for UnixWare 2-11

installing the EISA configuration
information 4-22, 6-24




Compag Insight Management Agents
continued
integrating trap types with
SunNet Manager 5-30
MIB diskette, application registration
filesincluded on 6-22
MIB files 6-4
described 4-3
transferring to NetView for
AIX 4-3,6-4
MIB schemasand 5-4
modifying name and description
5-20
SET support, levels of
4-32,5-27,6-34
SNMP MIB-II, support 5-28
SNMP protocol and 2-11
traplog fileand 5-25
Compaq Insight Manager
features, described 3-19
standards, support for 3-21
Compaq Inspect Utility, using to view
Server Health Log contents 3-7
Compaq ProLiant servers
See also Compaq servers
Hot-Pluggable Drives 3-4
Offline Backup Processor 3-4
Rapid Recovery Engine 3-4
Compaq schemas
COMPAQ.SCH 5-3
consolidating files 5-17
copying to SunNet Manager
directory 5-7
customizing 5-17

-3

Compag servers
adding support
in HP OpenView
environment 6-3
inIBM NetView for AIX
environment 4-2, 6-3
in SunNet Manager
environment 5-3
Compag SMART Controller 3-4
Error Checking and Correcting
Memory 3-4
fault management 2-7
fault prevention, Server
Parameter Tracking 3-3
fault tolerance, features 3-4
Full-Spectrum Fault
Management, defined 3-2
Insight MIB attributes A-5
management capabilities 3-2
management technology 3-1
network management,
interoperability 3-26
operating system integration 3-25
SNMP-based management
agents, support for 2-1
tools from Compaq for managing
2-2
Compag SMART Controller 3-4
Compaq System Configuration
Utility 3-9
Compaqg System Configuration,
adding in HP OpenView 6-27
Computing (managed) devices, 2-5
Configuration management, | SO
model discussed 2-8
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Conner (hard drive manufacturer) 3-12

Contact node information, retrieving
6-27

Copying, schemas to SunNet
Manager directory 5-7

Corrected Error Log  3-7

Create command, using to create
glyphs 5-9

Critical Error Log 3-7

Custom applications, adding
4-20, 6-22

D

Data Report, requesting with SunNet
Manager 5-23
Desktop management
illustration 2-18
Desktop managment
on PC networks 2-18
Device access
in-band 2-13
out-of-band 2-13
Diagnostics software, Server Health
Logsand 3-7
Diagnostics utilities 3-9
Discover tool
adding Compaq serversto
submap 4-5, 6-7
adding Compaq serversto
subview 5-8
categorizing elements
4-6, 5-8, 6-7
Drive manufacturers 3-12

Dynamic Host Configuration
Protocol 2-2
Insight Manager support 3-20

E

EISA 3-9,3-23,3-24
EISA slot information
building application to retrieve
information 6-24
Element Manager 2-3
End User Interface (EUI) 4-17
Enterprise Management 3-23
Enumeration strings, modifying 5-19
ETHER.MIB 4-3,6-4
EUl See End User Interface
Event
monitoring
in HP OpenView 6-37
in IBM NetView for AIX 4-35
notification
settingup 4-41, 5-34, 6-44
using traps B-1
report requesting 5-25

F

Fault Management 3-19
Fault management, | SO model
discussed 2-7
Fault prevention See also Compaqg
servers
Server Parameter Tracking 3-3




Fault tolerance
Compaq server, features 3-4
MIBsand A-5
value in proactive monitoring 2-7
Field registration files
modifying 4-8, 6-9
ovw_fieldsfile 4-9, 6-10
snmp_fieldsfile 4-10, 6-11
Filelocations See Important
directories
File Transfer Protocol
availability with operating
systems 4-3,6-4
transferring files 4-3, 5-4, 6-4
using in IBM NetView for AlIX
environment 4-4, 6-5
using in SunNet Manager
environment 5-4
Full-Spectrum Fault Management
discussed 3-2
illustrated 3-3

G

gateway 2-1,2-5

GET, SNMP operating command and
support 2-12

GET-NEXT, SNMP operating
command and support 2-12

GIF (CompuServe Graphics
Interchange Format) 6-21

I-5

Glyphs
changing properties 5-16
changing types 5-9
creating iconsand 5-13

Hard drives, Hot-Pluggable Drives on
Compag ProLiant servers 3-4
Hewlett-Packard Documents
HP OpenView Network Node
Manager Administrator's
Reference 6-7, 6-12, 6-17,
6-20, 6-29, 6-41
HP OpenView Network Node
Manager User's Guide
6-8, 6-21, 6-36, 6-37, 6-44
HP OpenView Windows User's
Guide 6-8
Hot-pluggable drives 3-4
HP OpenView
adding
Compaq query files 6-23
custom applications 6-22
slot configuration
information 6-24
subclassicon 6-9
application registration files,
building and integrating 6-29
bitmap
directory location of bitmap
files 6-13
illustrated 6-15
program to create icon files
6-13
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HP OpenView continued
creating bitmap files for Compaq
servers 6-13
default path for MIBs 6-4
discover tool 6-7

integrating with other systems 6-41

integration, discussed 6-1

IP Topology database 6-28

key features 6-1, 6-2

loading Insight MIB files 6-5

modifying configuration files 6-17

modifying field registration files
6-10

monitoring events 6-37

more command, using
6-12, 6-17

netmon process, using 6-7, 6-20

Node discovery, TCP/IP devices 6-
2

ovtopodump command, using 6-28

predefined and custom
applications 6-36

symbol registration files,
directory location 6-16

symbol subclasses, defining 6-16

HP-UX operating system 6-1
hub 2-5

IBM documents
NetView for AlIX Installation and
Configuration Guide 4-17
NetView for AIX Programmer's
Guide 4-11, 4-14, 4-16, 4-27
NetView for AIX User's Guide
4-5,4-34

IBM NetView for AlIX
adding
Compaq query files 4-21
custom applications 4-20
slot configuration
information 4-22
bitmap
illustrated 4-14
program to create icon files 4-12
creating bitmap files for Compaq
servers 4-12
default path for MIBs 4-3
directory location of preloaded
MIBs 4-5
discover tool 4-5
integrating with other systems 4-39
integration, discussed 4-1
IP Topology database 4-26
key features 4-1
loading Insight MIB files 4-4
modifying field registration files 4-8
monitoring events 4-35
more command, using
4-11, 4-16
netmon process, using 4-6, 4-19
node discovery, IP devices 4-1
ovtopodump command, using 4-26
predefined and custom
applications 4-34
symbol subclasses, defining 4-15
IBM OS/2, Insight Agentsfor 3-21
IDA 3-7
IETF SeelInternet Engineering Task
Force




Important directories
copying schemas as directed by
SunNet Manager
/usr/snm/agents 5-7
location of application
registration files
/usr/OV [registration/SLANG
4-27, 6-29
location of bitmap files
usr/OV /bitmaps/$LANG
4-12, 6-13
location of default snmp.traps
file /lvarfadm/shm 5-30
location of elements.schemafile
Jusr/snm/struct  5-11
location of field registration files
Jusr/OV/fiel d/SLANG
4-8, 6-9
location of oid_to_sym file
/usr/OV/conf 4-18, 6-19
location of symbol registration
files
usr/OV/symbol S/'SLANG
4-15, 6-16
In-band management
device access 2-13
discussed 2-11
Infrastructure devices, described 2-5
Inspect utility 3-7
Integrated server management
features See also Rapid
Recovery Engine
Automatic Server Recovery 3-5
remote maintenance, described
3-8

Integrated server management
continued
Server Health Logging 3-5
Server Health Logs
Corrected Error Log  3-7
Critical Error Log 3-7
Power-On Error Log 3-7
Revision History Table 3-7
Integration Management 3-19
Integration with Enterprise
Management Platforms 3-20
Intelligent manageability 2-1
Intelligent Manageability features 2-19
IntelliSafe Hard Drives 3-12
Internet Engineering Task Force 2-9
Internet Management MIB, discussed
2-10
Internet Packet Exchange 2-2
Internet Protocol 2-2
IP 3-9
| P addresses
contained in OpenView IP
Topology database 6-28
explanation of TechNote
examples 4-1, 6-1
seed file of SNMP-based routers
4-6, 6-7
IP devices
managing with HP OpenView
6-1
managing with IBM NetView for
AIX 4-1
managing with SunNet Manager
5-1
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IP protocol 2-12, 2-15

ipmap process 4-18, 6-19

IPX 3-9,3-21

IPX protocol 2-12, 2-15

SO model
configuration management 2-8
fault management 2-7
framework for network

management 2-6

performance management 2-7
security management  2-8

L

LAN 2-13, 2-14, 2-16, 2-18, 3-10,
3-12, 3-16, 3-17, 3-26

LAN Workplace for DOS 4-3, 6-4

Laptops, consideration as a network
asset 2-8

Logical domains, separating network
into 2-8

Managed Device 2-3
Managed devices
discussed 2-5
Managed Object 2-3
Management Agent 2-3
Management agents
Insight Agents 2-12
software component explanation
29

MIB
browsing 4-1, 4-31, 6-2, 6-33
Compag software inventory A-8
definition of two existing types 2-10
drive array status A-20
fault and recovery features status
A-24
fault identification A-19
file names
CPQHLTH.MIB A-18,
A-19, A-23, A-24
CPQHOST.MIB A-8,
A-9, A-17
CPQIDA.MIB A-7, A-11,
A-13, A-20
CPQSCSI.MIB A-7, A-11,
A-14, A-15, A-21
CPQSINFO.MIB A-7
CPQSTDEQ.MIB A-7, A-10
CPQSTSYSMIB A-23
RFC1213 A-6, A-16
general system description A-6
hard drive errors  A-13
hard drive read/write/seek A-11
hardware
asset description  A-7
configuration A-10
utilization A-18
information, using A-25
key information A-5
loading for IBM NetView for
AIX 4-4
loading from HP OpenView 6-5
NIC information A-16
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operating system
configuration A-9
resource utilization A-17
SCSl disk status  A-21
system environment status A-23
transferring
to HP OpenView Console 6-4
to IBM NetView for AIX
Console 4-3
mib2schema program, using 5-20
Microsoft Windows NT, Insight
Agentsfor 3-21
Modem connection, remote
maintenance, using 3-9
Modem link, using to access
managed el ements (out-of-band)
2-13
Modifying
enumeration strings  5-19
field registration files 4-8, 6-10
Insight Agent name and
description 5-20
Motif-based management application
4-1

netmon process 4-6, 4-19, 6-7, 6-20
NetWare
Insight Agentsfor 3-21, B-29
NetWare Virtual Terminal (NVT)
protocol 2-15

Network
elements, online and offline 2-13
remote maintenance, connecting 3-9
typical configuration, illustrated 2-1
Network management
accounting 2-9
ANSI standard 2-2
Compag toolsand 2-2
configuration 2-8
factors, complexity of 2-5
fault detection 2-7
issues for providing acceptable
servicelevels 2-5

methods for managing resources 2-13

OSI model, discussed 2-6
overview 2-5
performance 2-7
protocols 2-9
security 2-8
server management  2-16
SNMP standards  2-2
terms
defined 2-3
relationship of, illustrated 2-4
Network Node Manager
described 6-1
directory location of preloaded
MIBs 6-6
Network resources, methods of
managing 2-13
New Compag Deskpro Family 2-1,
2-19
NNM  See Network Node Manager
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Offline
Backup Processor 3-4
device, getting contact
information 4-25, 6-27
in-band management 2-15
out-of-band management 2-15
Offline management 2-15
Online
in-band management 2-14
out-of-band
management 2-14
PPP protocol, using 2-14
SLIP protocol, using 2-14
Out-of-band
device access 2-13
management, discussed 2-13
ovtopodump command, using to
dump database object 6-28

P

Performance management 3-19
application to network operation
2-7
SO model discussed 2-7
Performance monitoring
using Insight Agents 3-21
using Insight MIBs A-5
Point-to-Point protocol 2-14
Point-to-Point Protocol  2-2
Power-On Error Log 3-7
Protocol layers, OS| model and 2-6

Protocols
ANSI 2-15
AppleTak 2-12
CMIP 4-1,6-1
CMOT 6-1
FTP 4-3,5-4,6-4
IP 2-12, 2-15, 6-1
IPX 2-12,2-15
NVT 2-15
PPP 2-14
SLIP 2-14
SNMP 4-1, 6-1
Telnet 2-15
VT100 2-15

Q

Quantum (hard drive manufacturer) 3-
12
Query files
adding to HP OpenView 6-23
adding to IBM NetView for AIX
4-21
Quick Dump
illustrated 5-23
producing in SunNet Manager 5-21

R

Rapid Recovery Engine See also
Compag ProLiant servers
Automatic Server Recovery-2,
integrated feature 3-4
flowchart 3-6
Server Health Logging,
integrated feature 3-4




README.TXT file 4-12, 6-13
Remote control management,
Compag server management 2-2
Remote maintenance
Automatic Server Recovery
support 3-9
Compaq utilities 3-9
using modem connection 3-9
using network connection 3-9
Remote Management 3-20
Reporting 3-20
Revision History Table, described
3-7

S

SCO UNIX, Insight Agentsfor 3-21
Seagate (hard drive manufacturer)
3-12
Security management, SO model
discussed 2-8
Serial Line Internet protocol 2-14
Server Health Logging, integrated
feature 3-5
Server Health Logs
Corrected Error Log 3-7
Critical Error Log 3-7
Power-On Error Log 3-7
Revision History Table 3-7
Server management, illustration 2-17
Server parameter tracking, discussed
3-3
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SET
Insight Agents, support for 2-11
SNMP operating command and
support 2-12
SNMP support  2-11
Set Request, performing on SNMP
devices 5-26
SET, Insight MIB variables
4-32, 6-34
Simple Network Management
Protocol 2-2
SNMP
Compag support for agents under
specific operating systems 2-1
compliant management
platforms, vendors of 2-10
devices, performing Set Request
5-26
hostsfile, discussed 5-30
MIB-I 6-18
MIB-Il 4-25, 5-28, 6-8, 6-27
operating command
GET 2-12
GET-NEXT 2-12
SET 2-12
TRAP 2-12
protocol
discussed 2-9, 6-1
management platforms  2-
10
MIBsand 2-9
reference book specified for in-
depth discussion 2-12
standards, for online network
management 2-2
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SNMPv1 2-3 SunNet Manager continued

SNMPv2 2-11 icon editor screen, illustrated 5-15

snmpwalk utility 6-17 Insight MIB files, transferring 5-3

Solaris operating system 6-1 integrating with other systems 5-34
Solution partners, list 3-16 integration, discussed 5-1

categorizing elements 5-8
elements.schema, adding

managed device types 5-11
enumeration strings, modifying

5-19
event notification 5-34
Event Report

requesting 5-25
gateways, settingup 5-35
glyphs

changing properties 5-16
-i option, to load schemas 5-7

Standards, network management 2-9 key features 5-1
Standby Recovery Server 3-20 processing traps 5-30
Subclass Icon, changing 6-8 Quick Dump
Subsystem 2-3 producing 5-21
SunNet Manager running report 5-11
automatic management, using 5-28 reports, discussed 5-21
changing glyphs 5-9 schemas, associating with
configuration of test environment Compaq servers 5-10
5-2 SunOS 6-1
creating file for Compaq server Symbol registration files
type 5-12 modifying 4-17, 6-16
creating icon files, applying oid_to_symfile 4-18, 6-19
masks 5-15 oid_to_typefile 6-20
Data Report oid_to-typefile 4-19
requesting 5-23
Discover tool T
adding Compaq serversto
subview 5-8 TCP/IP, SNMPand 2-12

TechNote
chapter summary 1-1
intended audience 2-1

Telnet 2-2

Telnet protocol 2-15

Terms, defined for network
management 2-3

TOKEN.MIB 4-3, 6-4
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manage Compaq servers 2-2

Transferring, Insight MIB files from

diskette 5-4




Transmission Control Protocol 2-2

TRAPD.CPQ 4-37

TRAPHDR.CPQ 4-37

Traps
corrective action B-1
destination setting,

recommendation 5-29

discussed 4-36, 5-29, 6-38
integrating with SunNet Manager

5-30

processing in SunNet Manager
5-30

setting up in HP OpenView 6-
38

setting up in IBM NetView for
AlIX 4-36

troubleshooting with 4-38, 5-33,
6-41

Troubleshooting, using traps 4-38,
5-33, 6-41, B-1

u

UNIX
bitmap program 4-12, 6-13
commands
dos2unix, using to convert
DOSfiles 5-6
mib2schema, using to
compile Insight MIBs
5-5
more, using to view screen
information 4-11, 4-16,
6-12, 6-17
ovtopodump, using to dump
database object 4-26, 6-
28
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UNIX continued
utilities
snmpwalk 6-17
User network access, security
management and 2-8
Utilities, Compagq 3-7, 3-9
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Vendor MIBs 2-10
VT100 protocol 2-15
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WAN 2-13, 2-14

Windows Internet Name Service 2-2

Windows Internet Naming Service
(WINS) 3-20
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X Windows-based management
application 4-1
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