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Overview of DNS for Windows 2000

DNS is the naming service for Windows 2000.  This White Paper provides an overview of the key features of DNS and how they relate to Windows 2000 and the Active Directory.
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Introduction

Windows 2000 introduces a new naming scheme, based on the Domain Name System (DNS) and the Active Directory. This is a fundamental change from the NetBIOS naming scheme used in current version of Windows NT.

DNS is the naming service used by the Internet and is the most widely deployed naming system in use today. The emphasis on integration with Internet technologies make DNS the obvious naming service for Windows 2000.

Windows 2000 makes use of some new DNS features known as Dynamic DNS. These features extend the DNS naming service, which normally uses statically defined information, to cope with frequent naming updates. The features in Dynamic DNS permit frequent and efficient propagation of name changes throughout a distributed network.

The adoption of a new naming scheme impacts the namespace planning for Windows 2000. This paper describes the major features of DNS as implemented in Windows 2000. Key points to consider when planning DNS for Windows 2000 are presented in the final section.

DNS Concepts

DNS provides a distributed, replicated, hierarchical naming service. These features provide for high availability and great scalability, which are the attributes that make DNS suitable as a key distributed service in a global network.

DNS is effectively a distributed database of naming information. This distributed database is located on one or more DNS servers, which can be accessed by DNS clients to query the database for information that the client needs. For examples, client PCs can query DNS to retrieve the IP address of a computer that the client wants to communicate with. Email servers can query DNS to determine the names of mail servers for a particular SMTP domain before attempting to transfer any messages.

Major implementations of DNS that are likely to be used in a Windows 2000 deployment include:

BIND, which is a Unix based server originally developed at the University of California at Berkeley. The name BIND stands for Berkeley Internet Name Daemon. BIND is currently the most widely implemented DNS server on the Internet. BIND is developed by the Internet Software Consortium (www.isc.org). The latest version of BIND is Version 8.2, released in March 1999. The version of BIND available in Compaq Tru64 UNIX V4.0e is currently Version 4.9.3.

Windows NT 4.0 contains a DNS server, which is provided as part of the operating system. ..This server is enhanced in Windows 2000 to provide the new dynamic registration features required by Windows 2000 applications such as the Active Directory..

The key features of the DNS distributed database are:

Hierarchical

The database is arranged in a hierarchical tree with the highest level of the tree (the root) having a null name which can be represented with a single period (.).  Below this root names consist of a number of elements delimited by periods. There are a number of top level domains, such as com, edu and gov, which are used for particular types of names and also a set of geographical names for use by countries such as us, au, ie. 

DNS names are limited to 255 characters including delimiters. This allows for a reasonably deep name hierarchy. Levels of the hierarchy are delimited by a period (.). The top of the hierarchy (called the root) is represented by a single period  (.).
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The subtree below a particular name in the tree is termed a domain. For example .com and all the names below it are in the .com domain. Figure 1 illustrates a small part of DNS as applied within the Internet. Compaq and Microsoft are both domains under the .com domain.

Figure 1  DNS Hierarchy

Distributed

The DNS database is divided into discrete parts called zones. These zones contain a discrete part of the namespace and are connected to other zones by means of nameserver delegation. This feature allows the distributed database to be almost unlimited in size. 

A key point is that the navigation through this distributed hierarchy is done by starting at the root of the namespace and then descending the namespace hierarchy, following nameserver delegations to traverse DNS zones to find a particular name.

The delegation of names in a tree fashion allows administrative control to be distributed down to the level of an individual namespace, while ensuring names that are globally unique.

For example, as shown in figure 2, the domain compaq.com is delegated from the .com domain.  The domain compaq.com is then made up of a number of zones. These may include delegations to geographical locations, such as sno.compaq.com (in this case, “sno” is the internal Compaq location code for Sydney, Australia) or to functions, such as sales.compaq.com. Each zone is then located on a particular DNS server called the primary nameserver for the zone.
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Any level can delegate names below it, as in the case where compaq.com is delegated from the .com domain. The delegated name can then be used by an organization to create its own subtree. All entries in the subtree are globally unique and can be published outside the domain in the knowledge that DNS will be able to resolve back to an individual name by consulting the primary nameserver for the zone. For example, the name www.sno.compaq.com could represent the name of a web server within the Compaq domain. Compaq has control of the name www.sno.compaq.com, but the name is made available to other domains through a process of replication.

Figure 2 Nameserver delegation

Replicated

The names managed by each DNS zone can be replicated to other DNS servers. A primary server for the zone holds the master copy of the zone data and is the server where any updates to the zone data are written. Zone data is then transferred to a number of secondary DNS servers, which will periodically check with the primary server for updates to the zone data. If updates are discovered, a mechanism known as zone transfers is invoked by the secondary servers to copy the zone data from the primary nameserver. Secondary nameservers consult a serial number kept on a record called the Start of Authority record for the zone to determine whether an update has occurred.

[image: image9.wmf]
Figure 3  Nameserver zone transfer

Resource records

DNS stores information in a set of resource records (RR’s) that can be thought of as rows in a database table. Some of the more common resource records are:

Record Type
Description
Syntax
Example

A
IP address
<Name> IN A <ip address>
www IN A 202.10.28.101

PTR
Pointer to name
<ip address> IN PTR <name>
101.28.10.202.in-addr.arpa IN PTR www

NS
Nameserver
<zone> IN NS <nameserver>
Compaq IN NS ns1.compaq.com

SRV
Service location
<service> IN SRV <priority> <weight> <port> <name>
Ldap.tcp.compaq.com IN SRV 0 0 389 dc1.compaq.com

SOA
Start of Authority
<zone> IN SOA <primary nameserver> <administrator> ( <serial number> <refresh> <retry> <expire> <minimum>)
Compaq.com IN SOA ns1.compaq.com postmaster.compaq.com (33 300 60 1209600 43200)

Different types of resource records are used for storing different information. Each record has a particular type and then a set of associated data. This data may have several fields and may also be multi-valued. 

· A – an address record which stores the IP address for a name. For example www.compaq.com.au A 202.10.28.101 provides the ip address 202.10.28.101 of the server whose name is www.compaq.com.au

· PTR – a pointer or reverse lookup record which provides the name corresponding to a particular ip address. For example 101.28.10.202.in-addr.arpa PTR www.compaq.com.au provides the name www.compaq.com.au for the ip address 202.10.28.101. Note that the ip address appears to be backwards as an ip address gets more specific from right to left whereas DNS names are more specific from right to left.

· NS – a nameserver record. This provides the names of the DNS nameservers for a zone. This is used in nameserver delegation. For example, compaq.com NS ns1.compaq.com provides the name of the nameserver for the compaq.com zone. Note that there will typically be several records for each zone.

· SRV – a service location record. This is a new record type that allows the locations of services to be specified along with information about the TCP/IP port number, a priority and a weighting factor. For example ldap.tcp.compaq.com SRV 0 0 389 ds1.compaq.com says that the server for the service ldap which uses the tcp transport can be found on server ds1.compaq.com tcp port 389 and there is no value specified for the priority or weight.

· SOA – Start of Authority record. This is a record for each zone given some vital information, about the zone. 

· The primary nameserver for the zone

· The email address of the zone administrator

·  The serial number for the version  of the zone data

· The refresh interval, which is how often the secondary nameserver should check for a change in the zone data.

· The retry internal, which is how soon the secondary nameserver should retry a failed check of the zone data.

· The expiry time, which is how long the secondary nameserver should keep information before discarding it as invalid, if it hasn’t been checked with the primary nameserver.

· The minimum time to live (TTL) which is how long the information should be cached in a server other than a primary or secondary nameserver for the zone.

DNS namespace navigation

Navigation of the DNS naming tree starts from the root and descends the tree by traversing the delegations between zones. This means that any nameserver must be able to contact the root nameservers (that is the nameservers for the root zone represented by a single period). 

Contacting the root nameservers can be done in two ways:

· Directly. In this case, a nameserver maintains a static name cache (also known as root hints) which contains the names and ip addresses of the root nameservers. When it needs to resolve a name in a domain for which it has no cached information, it will directly contact a root nameserver. For example, if a compaq.com nameserver were to resolve the name www.compaq.com.au, it would first query a root nameserver and would be directed to a nameserver for the .au domain. A subsequent query to this nameserver would result in a referral to a nameserver for the com.au domain and finally to a nameserver for the compaq.com.au domain.

· Indirectly. A nameserver can, instead of directly contacting the root nameserver, use a forwarder nameserver. If the nameserver has to resolve a name that needs a query to another nameserver, it will send the query to the forwarder nameserver. For the previous example, the nameserver would send the query to the forwarder nameserver that could then use the direct method to resolve the query and return the result to the indirect nameserver.

The indirect method is needed in cases where a nameserver does not have direct access to the root nameserver. This is typically the case when a system is behind a firewall and using hidden dns where internal and external dns names are kept separate.

Figure 4 illustrates a typical case where a DNS client makes a query (1) to its local nameserver , which is inside the company firewall. The local nameserver has a forwarders entry setup so that queries which it cannot resolve itself are forwarded to a nameserver on the firewall. In this case the query is forwarded to the firewall nameserver (2). The firewall nameserver has direct access to the Internet root nameservers. It makes a query direct to a root nameserver (3). It gets a response referring it another nameserver that can help resolve the query. The firewall nameserver then makes a query to the nameserver indicated in this reply (4). This nameserver can resolve the query and the answer is returned to the firewall nameserver, then to the internal nameserver and finally to the client.

Figure 4 DNS query 
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DNS services

DNS resolution occurs when a client makes a request to a DNS server, which then replies with the answer to the query. The most common request is a query to resolve a name to an IP address.

e.g a client query for an address record for www.compaq.com  receives a response from the nameserver with the IP address 172.18.229.100.

Dynamic DNS

Windows 2000 makes extensive use of DHCP (Dynamic Host Control Protocol) to manage a pool of IP addresses, DHCP reduces management and administration costs by removing the requirement to manually allocate IP adresses to server and client computers. In Windows NT 4.0, DHCP addresses are managed by WINS (Windows Internet Naming Service), a service that is no longer used in Windows 2000. DNS, or more correctly, Dynamic DNS, is used by Windows 2000 to perform the same type of dynamic  address management previously performed by WINS. In addition to the registration of IP addresses to computers, DNS is also able to dynamically register the presence of services running on computers, and propagate the results of these updates to other DNS servers.

Several different types of dynamic updates take place in Windows 2000:

Update requests

The ability to update DNS records from a client is provided by the addition of a new DNS function called UPDATE that allows a DNS client to send an update request for a resource record to a nameserver. This update request will be forwarded to the primary nameserver for the zone containing the resource record and then the record updated and changed in the zone file. For example a DHCP client will register its name with the DNS server. This ensures that client computers can be clearly identified by their name on the network.

Notify request

After the zone file is updated, the primary nameserver can notify the secondary nameservers that a change to the zone data has occurred by issuing a NOTIFY function. The notify update is sent to the list of secondary nameservers indicating to them that a zone for which they are a secondary has been updated. This then allows the secondary nameservers to check the primary nameserver and initiate a zone transfer to transfer the updated zone information.

Incremental Zone Transfers

When a secondary nameserver receives a NOTIFY, the server is able to request an incremental zone transfer (IXFR) from the primary nameserver for the relevant zone. An incremental zone transfer is basically the same as a normal zone transfer (AXFR) where the secondary nameserver requests the SOA record from the primary nameserver, compares the serial number on the SOA record with the local serial number and if the primary nameserver has a higher serial number will initiate the zone transfer. The difference for an incremental zone transfer is that the secondary nameserver will send its serial number and the primary nameserver will only send the records which have changed since the serial number that the secondary nameserver presents. This implies that the primary nameserver has to keep a log of the changes that are made to resource records and the corresponding serial number on the SOA record.

The complete flow is illustrated in Figure 4 below, where a client sends an update request which can either be direct to the primary nameserver, or via another nameserver which will then forward the update request to the primary nameserver. The primary nameserver will update the zone data file (assuming the request is valid). It will then send a notify request to the secondary nameservers indicating that the zone data has changed. Each secondary nameserver can then initiate an incremental zone transfer request to the primary nameserver and will receive just the zone data which has changed between the serial numbers on the primary and secondary SOA records.

Figure 5  Dynamic DNS updating
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DNS Security

An issue with dynamically modifying data in DNS is security. A DNS server that adds the zone data statically has implicit security, since an administrator has the only access to modify the zone data. Dynamic modifications to zone data by DNS clients provide a potential security problem in determining whether the DNS client is authorized to modify the data. There are a number of ways to provide security.

· The DNS server can restrict dynamic updates based on the client’s IP address. This may be sufficient if machines within an IP subnet are trusted to update their zone data.

· There is an initiative to provide secure DNS. This will provide zone data security by using secure keys applied to the zone data and authenticating clients by requiring them to have the key when requesting zone data modifications. Since this is based on public key authentication it may be a considerable effort to implement it.

· When using the Microsoft DNS server it is possible to integrate the DNS zone data into the Active Directory. This allows the access controls of the Active Directory to be applied to the DNS zone data to guard against unauthorized modifications. This is based on Kerberos authentication.

· An operational safeguard may be to restrict access from clients and permit only DHCP servers to modify the zone data. This is a refinement of the first bullet.

· Zone transfers can be restricted to a list of specific servers to avoid replicating zones to unknown servers.

The normal case is when a DHCP server allocates an IP address to a client. The DHCP server can be considered to own the IP address, since it is responsible for allocating it and so the DHCP server would update the reverse lookup (PTR) record in DNS. Since the client can be considered to own its name that represents its identity, the client would normally update the address (A) record in DNS.

This behaviour can be modified, so that the DHCP server updates both the PTR and A records.  This is more efficient and more secure for a RAS server servicing a RAS client, or in the case of a DHCP server that has a statically assigned address for a client that has no dynamic DNS capability, like downlevel clients 
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Figure 6  DHCP and Dynamic DNS configuration options 
DNS and the active directory

 The Active Directory uses DNS as part of the naming for all objects in the active directory.

DNS is used to name the Windows 2000 Domain that contains the objects. The  name is further refined with the LDAP naming scheme within a particular domain. This is illustrated in the following figure:
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Figure 7 LDAP and DNS naming of Active Directory objects

The complete object name is composed of the domain components (dc) which comprise Windows 2000 domain name in DNS. In the above example this is an object in domain sno.nt.compaq.com and so the DNS piece of the address is; dc=sno,dc=nt,dc=compaq,dc=com. This provides the name of the AD domain name containing the object. The rest of the name is then the location within the domain and contains the ou structure in which the object is located. In the above example this is cn=f smith,ou=sales,ou=mro, which is the common name of the object which is located in the ou hierarchy in the sales ou which is in the mro ou.

The Active Directory namespace is contained within the global DNS namespace. An Active Directory Domain name is a DNS name but the information contained within an Active Directory domain is separate to the DNS information.

The DNS information is located in the DNS servers zone data, usually a file on a DNS server. 

The Active Directory data is contained within the Active Directory itself, which is a database on a Windows 2000 Domain Controller for that Active Directory domain. DNS has no knowledge of this data, which is the organisational structure within an AD Domain and all the objects contained in that structure.

An Active Directory Domain tree maps directly to a hierarchy of DNS zones and there should be a DNS zone for every AD Domain. This is particularly important when using Active Directory integrated DNS zones as, in that case, the DNS data will be kept in the active directory domain itself.

The information that the Active Directory stores in DNS comprises a number of DNS resource records, which provide the information to locate an AD Domain or AD service. This information is dynamically registered in DNS by the Windows 2000 Netlogon service when the service is started. A copy of the information registered is written to a file named netlogon.dns located in the system32 directory of the Windows 2000 system root. This file can be used to statically add the data to DNS in case there is any problem with the data in DNS for some reason, or to manually add these records on DNS servers that do not support dynamic updates. 

Active Directory stores an address (A) record for the domain controller. This means that you can make a network connection to the Active Directory domain name and will contact a domain controller for that domain. For example if we have the AD Domain nt.compaq.com, then you can issue the command ‘ping nt.compaq.com’ and this will use the DNS A record to resolve the IP address of a domain controller and send a ping request to that domain controller which should then respond. This provides a very simple test to determine if you have network connectivity to an Active Directory domain.

Active Directory also stores a number of service location (SRV) records for the services provided by a domain. These services such as LDAP, Kerberos and the global catalog for a domain can be located by site name or by the domain global unique identification (GUID).

The Active Directory can use a DNS server that provides support for a number of Internet RFCs that define a number of recent enhancements. These are:

RFC 2052, which defines the service location records. This RFC MUST be supported by the DNS server

RFC 2136, which defines how dynamic updates are accomplished. This RFC SHOULD be supported by the DNS server. However, it is possible to manually populate the DNS server from the netlogon.dns file.

RFC 1995, which defines incremental zone transfer. This RFC SHOULD be supported by the DNS server as it provides an efficient way for dynamically modified DNS information to be propagated around the network which reduces the impact of stale information.

The Microsoft DNS server included in Windows 2000 provides support for these RFCs. Support is also available in the BIND DNS server V8.2 (and later).

DNS Planning

DNS planning is a critical component of Windows 2000 planning. The Windows 2000 namespace is based on both DNS and LDAP naming. Windows 2000 domains correspond to DNS zones and so these zones need to be in place before the Windows 2000 domains are created. Once the Windows 2000 Active Directory domains are created it is very difficult to change and so it is very important to get the DNS naming structure planned correctly.

There are several elements to DNS planning which we will look at in some detail:

· Defining the namespace that is going to be used. This will decide the names of the Windows 2000 domains that are to be created.

· Deciding on which DNS server is going to be used for the Windows 2000 DNS zones. The choice is most likely to be either the Microsoft DNS server in Windows 2000 or the BIND DNS server, which is the most common DNS server deployed today. 

· Deciding on the location of the DNS servers in the network infrastructure. This depends on considerations for availability, security and performance.

· WINS compatibility. For network which are migrating from an existing NT4 domain structure which uses WINS and NetBIOS names, consideration needs to be made as to how the migration from the NetBIOS namespace to the new DNS namespace will occur.

DNS needs to be planned very early in the planning cycle as the Active Directory naming depends on DNS and the Active Directory needs a reliable DNS service to ensure that it is highly available. Failure to do this correctly will result in unreliable access to the Active Directory domains.

Naming

Windows 2000 Domain names are DNS names.  This means that DNS needs to be planned and implemented before Windows 2000 domains are created. The names that are used are likely to be used widely and be difficult to change. The naming scheme should be chosen with care and consideration given to a variety of considerations about the names:

Stability:
Is the name one that is not likely to change?

Availability:
Is the name available to be used? Particularly if directly connected to the Internet

Approved:
Is the name satisfactory for Legal and Management reasons?

Registered:
Has the name been officially registered to avoid any potential future name conflicts?

The character set available for names also has to be considered. The DNS RFC specifies that the allowable characters are restricted to alphanumeric and the dash (-). This is considerably different from Windows NT where underscores, dots (.) and other characters are commonly used. It is possible to use a larger character set when using the Microsoft DNS server but at the cost of potential interoperability issues. Microsoft DNS server supports the Unicode character set by default. The character set limitation is not restricted for SRV records but for A records.

If the network is connected to the Internet, then DNS can be configured such that the names chosen are visible to the Internet or are be hidden names. This choice should be considered along with whether the IP addresses used on the internal network are global or local. A firewall between the internal network and the Internet is usually responsible for dealing with the DNS issues and hiding internal names and addresses. For example, Digital uses global IP addresses and allows DNS queries to go through its firewall. Internal names are visible externally and end in  “.dec.com.” Machines outside the firewall use names ending in  “.digital.com.” In contrast, Compaq uses names ending in “.compaq.com” both for machines inside and outside its firewall. Compaq uses a hidden DNS, so that names resolve differently outside the firewall to inside the firewall. DNS forwarders are used to enable queries to be resolved outside the firewall.

DNS Server

The DNS server that is going to be used for the Active Directory zones needs to be chosen. This choice depends on which DNS servers already exist in the organization as well as the functionality provided by various DNS servers. We will consider the two most likely DNS servers; Microsoft DNS Server which ships as part of Windows 2000 and a BIND nameserver which is widely available on Unix as well as other platforms.

BIND Version 8.1.2 provides support for SRV records and dynamic updates, but does not provide support for incremental zone transfers. This support is expected in BIND version 8.2, which is due to be available in March 1999. BIND is also widely deployed on the Internet today and so may well be the incumbent DNS server.

Microsoft DNS server provides support for all the features needed by Active Directory: SRV records, Dynamic updates and Incremental zone transfer. It also provides additional benefits if the DNS zone is integrated into the Active Directory. In this case it allows Active Directory security to be applied to the DNS records to limit access to authorized users. It also uses Active Directory replication and provides multi-master replication, if DNS is integrated into the AD. This fact may be an important consideration in eliminating the single point of updating with a BIND (or other) DNS server that only allows updates to happen on the single primary server for a zone.

A way to combine both servers into the enterprise is to leave the existing DNS servers and to delegate a new DNS zone for the Active Directory domain to the Windows 2000 domain controllers for the new domain. For example we may use a BIND nameserver for compaq.com. Create a delegation to nt.compaq.com for the new Active Directory domain and use Microsoft DNS servers on the domain controllers for the nt.compaq.com domain.

Security

When using Dynamic DNS, it is important to consider the security implications of allowing clients to update DNS zone data. This may need to have some controls applied and the controls available depend on the DNS server. 

· Access can be based on the ip address of the client. This can be a tight control if a DHCP server is responsible for all dynamic updates.

·  Secure DNS is being developed and could be used.

· Active Directory Integrated zones with the Microsoft DNS server allow the access controls of the Active Directory to be applied to DNS zone data and may be an effective solution.

· Zones can be partitioned so that critical data is kept separate to information that is going to be dynamically updated.

· Zone transfers could be secure to allow only replication to specific DNS servers

WINS and name migration

For compatibility with previous versions of Windows WINS will need to be maintained as well as DNS until all naming has migrated from NetBIOS to DNS names. WINS can coexist with DNS and Microsoft DNS servers can be configured to use the WINS database to resolve names looked up using DNS. This can ease the namespace transition.

Planning Steps

A summary of the planning steps required for DNS

· Decide on Naming. This includes a name for each Active Directory domain.

· Decide on DNS Server. Decide whether to use the Windows 2000 DNS server, existing Unix BIND DNS servers or another DNS server which has the required support.

· Decide where to locate each DNS zone. There should be a DNS zone for each Active Directory domain and the zone should be replicated onto at least 3 DNS servers with one server off-site.

· If using Windows 2000 DNS server, decide whether to use Active Directory integrated zones or the normal primary/secondary servers.

· Consider migration issues for WINS. Should data be migrated immediately, or over a period of time? Does WINS need to be integrated with DNS?

· Consider security requirements for Dynamic DNS and whether any steps need to be taken restricting access to updating DNS zone data.

· Review your disaster recovery planning. DNS is a critical resource and the implementation plan should be reviewed to ensure that it could reasonably be expected to survive a disaster.

Conclusion


One of the major changes with Windows 2000 is the decision to move to a namespace based on LDAP and DNS. This makes a solid reliable DNS service vital to a successful Windows 2000 network. Planning the DNS service requires an understanding of the basic DNS service, Dynamic DNS and the features and benefits of different DNS servers.

This paper has provided a summary of the basics of DNS and Dynamic DNS and an introduction to the planning requirements.
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