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Wireless
Communications

Welcome to the Age of Wireless Computing

With advances in telecommunications technologgr the past 10 years, computer users
now enjoy virtually unlimitedaccess tany kind of information theyeed. Data oévery
possible type is truly aiur fingertips. Until recentlyhowever, such access itdormation
has been available only while weere within the walls which house our hard-wired
infrastructure.

Now, anew communications revolution is underway. Gher next decade we will see an
explosion in what the industry calls &reless Evolution

The New Mobile Workforce

Businesses ofll kinds are discovering a powerful new way to cpete: themobile

workforce. The "virtual office" is fast becoming a commonplace realiGorporate
professionals arbeginning to exercisthe samecontrol overinformation onthe road as
they enjoy in their offices. Wireless technology is beisgd tolink portable computer
equipment to corporate databases and other sources of necessary information.

The Shift to Wireless Technology

A definite shift is taking place -- from systems basedhard-wired, location-dependent
infrastructures serving stationary clients to systems using wireless, location-independent
technology to serve clients who are constantly on the move.

Industry analysis confirms this shift fraime office-basedvorker to themobile professional.
During 1993 alone, sales of portable computing equipment such as laptops exceeded
purchases of desktop equipment by 20% or more.

The Wireless Evolution will enablenobile professionals teend and receivdataanytime,
anywhere, so they can do busineswe efficiently and effectively than ever beforeCrucial
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to the success dhis evolution will be technologthat provideamobile professionals with
the same ease of use, reliability, and robust service they have come to expect in the office.

Directions Wireless Technology Is Taking

The wireless marketplace candieided nto two general methods of wireless service. The
first is lower-speed, wide-area accedsch isknown asMobile Data or Wireless Wide-
Area Networks (WWANSs). The second method is higher-speed, local-area \abhtdsss
referred to as Wireless Local Area Networks (WLANS).

Wireless Wide-Area Communications (WWANS) -- Mobile Data

Much has been written about the variarsns oftwo-way, wireless, wide-area services. A
potential user ofvireless technology, seeking to understand whether a partaftdang
best suitdhis application, careasily befrustrated when attempting tor$ outthe different
offerings.

Wireless data services can provide benefits to three types of mobile user applications:

1. Transaction Processing - Includes applications such as taxi dispatch and credit
card verification.
2. Information Distribution - Includes providing advisory services for traffic,
weather, public safety and multicast sales updates.
3. Interactive Access - Provides connectivity from remote clients to central host
computers such as connecting field service personnel to headquarters.

WWAN services requir¢he use of a large infrastructusbich canprovide wireless radio
coverage throughout theervicearea. Themobile professionatloes not want to have to
worry aboutbeing within a definedirea of service, but ratherishes to be productive
regardless of geographic location.

There argwo waysone can approach this problem. The first, and roongplex from an

software perspective, is to provide tbapability of disconnected operationslsing this

approach, themobile professionalorks onfiles which are lateisynchronized with the
central host database. Thebile professionainay also download optionally filtered files
such asmail, and generate responses for transmission winetess coverage hdseen

established. Digital Equipment’s Mobile User Services provide this type of solution.

The second solution to this problem isinstall wireless basstationswhich can provide
continuous radio coverage agll as seamless connectivityroughout aservicearea.This
requiressignificantinfrastructure costs asell as innovativenetwork software tchandle
billing, roaming, and authentication issuésr mobile professionals ithe UnitedStateghis
would imply seamlesgoverage throughout the contiguous 48 states. Howeveacim of
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the public serviceareas there are at leasvo competitors who provide avireless
infrastructurewhich can baised formobile data.And inmanyareas there are packet radio
systems, such as ARDISand MOBITEX, whichare alsavailablefor mobile data.This
suggests another problem fithe mobile professional: inter-systeprotocol compatibility.
Digital's RoamAboutl Transporter produgbrovides an application-independent solution
for the inter-system communication problem.

WWAN Technology

In this section we will exploreahe major WWAN infrastructuresavailable for data
communication forthe mobile professional: analog cellular systems agratket radio
systems. We will also discuss some technologies just on the horizon.

Analog Cellular Systems

Potential datasubscribers view existing analog cellular telephone systentmvasg an
advantage ovespecializedpacket radicsystems -- ARDISMOBITEX, or otherprivate
Special Mobile RadidSMR) services -- in providing future WWAMata service. The
advantages of thexisting cellular systenare that it provides the widegtographic
coverage,reliability of existing service, and fundamentaletwork intelligence. These
advantages are perceived rogny industry analysts asducing thecost ofdeployment in
utilizing this service as a reliable, integrated voice/data system in the future.

At the same time, analog cellular systems have certain shortcomings. These limitade
system capacity anthefficient deployment ofast, reliable, andavailable data services.
Furthermore, these system&re designegbrimarily to provide voice service only. Such
shortcomingswill continue to exist, regardless of the variations or extenslmatsare
implemented in this system technology.

For example,the primary advances in cellulanfrastructure technology -- N-AMPS and
CDPD -- are designed to increaseerall system capacity. Data applications capability for
the mobile professional remains inherently limited.

Providing an effective, integrated voice alatawireless wide-areaetwork depends upon

the development and deployment of digital radio techniques. As will be seen later, the Group
Special Mobile(GSM) service, aigital cellular system which has beeidely accepted in
Europeand Asia, will providesignificant benefits tdhe mobile data professional. In the
United States, however, we are faced with multiple variant expansitireseaisting analog
technology, and at lealsto adopteddigital systems whichre referred to aigital-TDMA

(NTIA 1S-54) and Digital-CDMA (NTIA 1S-95).
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Analog Cellular Radiotelephone

Existing analog cellular standards in use worldwide include the following:

1. NMT - The Nordic Mobile Telephone service. This system has two variants
based on the frequency of allocation. NMT450 operates on 450 MHz, while
NMT900 operates on 900 MHz. Due to its standardization throughout
the Nordic countries, this system is the only analog system which allows
roaming through multiple European countries.

2. TACS - Total Access Communications Systems. This is a cellular system based
in the U.K. The TACS system has several variants in use: JTACS in Japan
(which is similar to theU.S. AMP system), E-TACS, or Expanded TACS of
the U.K. system, and J-TACS, a Japanese cellular specification similar
to N-AMPS in the U.S.

3. N-AMPS - Narrowband Advanced Mobile System. This provides three times
the current capacity of the AMPS system in the U.S. by using 10KHz channel
bandwidths instead of the standard 30 KHz channel bandwidths used in
the AMPS system.

4. Intersitial cellular, proprietary to Cellular Data Inc. This is a technique for
transmitting data on unused cellular frequency allocations, known as guard
bands or buffer zones, that separate the regular voice channels. The result is
a 2400 bit/s, X.25 data network which is optimized for short duration
data transmissions.
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Some of the specifics of these analog cellular systems are shown in Table 1.

Table 1 - Analog Cellular Systems

AMPS N-AMPS NMT-450 NMT-900 TACS JTACS
Frequency 824-894 824-894 453-467.5 890-960 890-950 870-940
Band (MHz)
Allocated BW 50 50 9 50 30 30
(MHz)
Base to Mobile 869-894 869-894 463-467.5 935-960 935-950 870-885
Mobile to Base 824-849 824-849 453-457.5 890-915 890-905 925-940
Access FDMA FDMA FDMA FDMA FDMA FDMA
Scheme
Duplex FDD FDD FDD FDD FDD FDD
Method
Channel BW 30 10 25 12.5 25 30
(KHz)
Total 832 2456 180 2000 600 600
Channels
Voice PM PM PM PM PM PM
Modulation
Trans. Rate 10 10 1.2 1.2 8 ?
(Kbps)

notes: BW means bandwidth

All these systemsvere designegrimarily to supportvoice communications via analog
technology. As such, thegll share fundamental characteristics witle U.S.Advanced
Mobile Phone Services (AMPS) system wittlgard toimplementing mobilelata. Forthis
reason the U.S. AMPSystemwill be used as a model for exploringe use otellular
telephone infrastructures for mobile data.

Cellular Infrastructures for Mobile Data

The AMPS systeremploys analog technology an@s designed for point-to-point, circuit-
switched, radio/telephone voice communicationsnfobile professionals. The emergence
and deployment of one standasttem irnthe U.Shas allowed easier development of both
intra-system and inter-system roaming arouih@ country for voice-basedobile
professionals. However, this servicenveniencemay beshort-lived due to the recent
deployments of incompatible cellular telephone variants sucdN-AMPS, CDPD, and
Intersitial Cellular.

European analogellular system subscribers hamet enjoyed a similarobust roaming
service advantage. The Europegstem has been composed of several standards as shown
in Table#1, usually divided bycountry borders. As we will see later, the European Group
Special Mobile (GSM) standard, a digital cellular technology, provides a steyotowards

EHEHHEH Mobile and Wireless Technologies Primer



a total solution ofthis cellular system shortcomirfgr both the voice andata mobile
professional.

In the UnitedStates thé-ederal Communications Commissi{®€CC) has allocated 50 MHz
in the 800 MHz banavhich is divided amongwo different providers for each service area
of the AMPS system. The 25 MHz allocated to each providdivided into832, 30-KHz
wide channels.

Cellular communications techniquase based odividing the coverage areas of a central
radio base station control center into terrestrial zones knowallas The size of a cell is
determined by several factors, including:

« Local propagation environment
« Mobile traffic distribution and management
» Geographic topology

In Figure 1 cells are represented as idealized areas in the form of hexagons with no overlaps
or gaps. Each cell uses at leagd frequencies or channels to communicate \mitbbile
stations.Cell channelallocations are arranged in regular patternsngximize frequency

reuse of the radio spectrum and minimize interference between adjacent cells.

Mobile Cells ’G

Mobile Telephone Switching Office
(MTSO)

Central Office
(CO)

Figure 1 - Cellular Infrastructure Overview

Cell sizescan vary, providing coverage from less than a squéeeto over 50 squareniles

in sparselypopulated areas. To increase capac#yls can be furthedivided intosectors
(three sectors are common) using directional antennas.
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The base station control radio is connected noohile telephone switching officBMTSO)
using wired orpoint-to-pointwireless technology such as microwasadio. The MTSO is
responsible for supervisiorsignaling, switching, and allocatingadio Frequency (RF)
channels to the cells.

The MTSO maintains a list asthitus of connected customeargludingthe signal-tohoise
ratio of theestablished connection. As a subscriber signal becoags, thesystem noise
becomes a more appreciable percentagehef total signateceived at the centrdlase
station. When the connection approachesnamimum acceptancdevel, the customer is
"handed-off" to an adjoining celllhe subscriber unit, referred to amabile end station,
may also be handed off to another cell for traffic handling management.

Cellular Data Transmission

The analogcellular network can be used fatatatransmission; howevethe radidink
performance fodata is considereoharginal. This iglue to thdimitations imposed by this
technology. Radio channd{namicssuch asdropouts, signalades, and multipathsyhich
can be tolerated during a voice connection, can be disastrousdbile datasubscriber.
Forexample, "clicks" whicloccurduring cell hand-off -- caused Hye analogystem using

a technique known as "block and burst mode" -- can cause a complete disconnect or garbled
data. Thesproblems will become muahoremanageable when digital cellular transmission
in the UnitedStatesand GSM irEurope (bothdigital radio transmission standards) become
widely available. Digital SigndProcessing (DSP) techniquegjich are used as part of the
process otransceiving information in digital form, wélliminate much othe noise-based
interference in the data channel and will enhance signal recovery.

Subscriberdata rates of 2400 baud or lesan be sustained using standard modems --
similar tothose used for theommonplace wirelineonnection -- with some adaptation for
connection to theellular network.Using special, high-level, error-correcting modems and
data transmission techniquesirgeted for use in theellular radio infrastructure, data
throughputs have approached >20K bits from a stationary user.

Cellular systems charge mobile professionals by "air" tisesl, rather than by the amount

of data (packets) transmitted, as is the esitle packet radio systemBor relatively low-
duty-cycle data communications -- which do not require a dedicated full-time connection

-- subscribers pay for real-time, dedicated, two-way, point-to-point connections. Connection
set-uptimes can be longgspecially whercompared to the actudiime requiredfor the
mobile professional to send only a few kilobytes of data.

Short cellular datamessages can be very expensive to send, as compatieolséosent
through packet radio systems. Tiatom line is that currergnalog cellular infrastructure
systemsare generallynot anefficient means of sendindata due tolimited capacities
available, limitations ofdata recovery, low security, and thgh cost of use formany
applications.
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Cellular Digital Packet Data (CDPD)

Developed by a consortium of eigdtS. companies, CDPD is a techniquéich allows
datatransmission to be overla@mhto theexisting AMPS analogellular channelsCDPD
provides two significant enhancements tihe existing analog cellular radio/telephone
system: increased total system capacity and specifications for implementing data.

CDPD uses a channel-hopping technique to trartsatatin short bursduring dle times in
the existing 30 KHz-wide analog cellular channéSMPS channels)Given sufficient
capacity, no degradation in system capdoityoicecallsshould ocur, since voice calls on
the system still maintairpriority. Voice and data ardigitized and senthrough the
infrastructure. Digitalization also allowfer encryptionwhich increaseslata and wice

security.

The CDPDAIrlink Interface specificatiodefines all procedures and protocatecessary to
allow effective use of existing analog cellular channels for data communications.

The CDPD architecture provides forobility managemenand inter-networking between
separate CDPD network providerEhis will result in seamless accedsr themobile
professional when moving between cells and between different providers. Mobile subscribers
will be handed off gracefully using soft transfer techniques, reducing the chance of corrupted
data or lost connection as is common in the AMPS system.

The CDPD standardpecifiessupport for CLNP, theConnectionlesdNetwork Protocol
defined inISO-8473, and the Internétrotocol asdefined INRFC-791. CDPD does not
provide protocoltranslation; therefore, each station must use stme network layer
protocol. Application compatibilitybetween thevireless mobile professionahd standard
wired data network topologies aneade easier witlhe decision of CDPD tadapt the
Internet Protocol (IP).
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According to areport from theYankee Group, th&ey advantages @DPD include the
following :

« Efficiency: The specifications of CDPD will allow the use of hardware components
found in standard cellular telephones.

« Open protocol: CDPD will contribute to the system's low cost and wide availability.

» Speed:CDPD will support 19.2Kb/s transmission rates. Overhead for coding and
channel management to handle frequency hopping, however, will reduce actual
throughput.

« Capacity: Cellular carriers control more than 800 channels nationwide as compared
with ARDIS, which has an average of one-to-five channels per city.

« Preservation of voice transmission qualityUse of idle channels will
prevent degradation of voice quality and reduction of network capacity.

« Feature enhancements to regular cellular servic&hese include encryption,
message broadcast, roaming, compression, and authentication.

CDPD availability is dependent upon the aggressiveness fawaghcial commitment of its
provider companies. In thghort term CDPDmay become a serious competitor to packet
radio systems such as ARDIS BOBITEX in the United States. More thariikely,
however, CDPD will prove to bmerely an interimsolution until digital cellularadio is
available.

External Network
Air Interfaces Interfaces

CDPD Service
Provider X Networ

External
Networks

Mobile
End Syste

- — Inter-Service
Provider Interfaces

CDPD Service
Provider Y Networ

Figure 2 - CDPD Network Interfaces
Packet Radio Systems

A packet radiosystem is a type of specializawbbile radio systenwhich functions as a
wireless wide-aredata network for thenobile professionalTwo packetadio systems are
gaining popularityand acceptance foeliable data transmission. Thesare ARDIS,
provided by Motorola/IBM, and MOBITEX, provided BYAM Mobile Data/BellSouth
Industries in the U.S. and by Ericsson in Europe.
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Like cellular radio/telephone systems, these packet rajistems use analog radio
technology.Unlike cellular systemgjowever, these networks offer connectionigsport.
Subscribers dmot maintain adedicated, point-to-point connection to the destination
station, but share radiochannel access by time, transceivitgta between source and
destinations.

Subscribers using the packet radio system are billed a monthly fee, plus a usage fee based on
the amount of information ( packets) transmitted through the system.

From a subscriber point of view, ARDIS and MOBITEX have msmilarities than
disparities. Some commonalities are:

« Analog radio channel technology, with narrowband modulation

» Low data rate throughput (<2400 bit/s)

«Smaller infrastructure thanpublic cellular systems;therefore, limited service

availability

«» Special radio channel protocol (applications must know how to "talk" to each
system)

» Packet format data transmission

» Usage fee based on packets transmitted

« Requirement for special radios dedicated to each service

We will now take a closer look at these systems and describe some of their specifics.
ARDIS

Using 1,100 radio base stations, ARDtjerates asnany as600 two-way radio data
channels irmbout 8,00ities inthe U.S. Thesystem widely utilizes eaw data rate of 4800

bits/s, resulting in a theoretical subscribata throughput of 2080 bit/s. The ARDd§fstem
operates in 30 MHz of spectrum: between 806-821 MHzdoeiving andB51-866 MHz

for transmitting, with 25 KHzhannel spacingARDIS is currently working on aystem
upgrade to 19,200 bit/s without overhead. Due to overhead burdens associated with the
radio channel protocol and error correction, subscriber data throughputs will theoretically be
something less than 8000 bit/s. In actuality, subscdiéier ratesvill be much lowerdue to
packetcollisions whichoccur at thebase stations. Thesellisions necessitatgata retries,

which cause added system overhead.
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ARDIS base
station

ARDIS base r
station "

Figure 3 - ARDIS Base Stations are positioned around metropolitan areas

Customer host systems or remote data sites connect to the AREd® via leasdahes or

X.25 packet serviceIhe ARDIS radio base stations generallypositioned in a triangular
fashion, with multiple celtoverage areas, as shown in Figure 3. Positioned in this way
around business centers, they provide reasonable in-building coverage.

Originally deployed insupport of IBMfield personnel, the ARDISystem has been in use
for manyyears. It wasiot commercialized until recentlyARDIS is nowbeing deployed in
Europe, beginning in Germany.

MOBITEX

MOBITEX is available in manycities throughout the UnitedStates, Canada, and
Scandinavia. lbperates in 1@hannels a®34 MHz,using a Time Division Multiple Access
(TDMA) technique. MOBITEX base stations have beedely upgraded to support 19.2
kbit/s. However, subscriber radi@gely continue to support aominalraw data rate of

8000 bit/s. Similar to ARDIS, the customer data rataush less thathe raw data rate due
to data transmission overhead. Subscriber data throughputs of 800 baud are common.

MOBITEX base station radios aigenerally positioned at locations with above-average
terrain characteristics throughout tervicearea.Triangularity ofthe base stations around
a coverage area, seen in the ARDIS systemgeiserally absent in the MOBITEX
installations, which indicatakat thein-building coveragemaynot be as good asgith the
ARDIS system.

Both the ARDIS and MOBITEXsystems use portable radio transceiversich are
generally expensive and heavyhe transceivers connect to a portatdéa hostsuch as a
laptop computer, to access the systerhs approach is an artifact of long deployment and
low volumes and isotinherent in the technology. Several vendors are working to integrate
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radio technologies intsmaller formfactors, such as the industry standard for credit card
sized devices, PCMCIA.

As mentioned earlier, the ARDIS and MOBITESystems each have th&wn specific
radio channelprotocol. This requireghat subscriber client antost stations -- and more
specifically, the applications -- knowhow to talk toclient radios. Two solutions to this
problem are currently available.

The first solution uses programs written by vendors whwee h developedpecific
applications tosupportmobile professionals on each thifese networksThis limits the
flexibility of the mobile professional by constraining the use of these systehet wehich is
specific, both to the network and to the application in use by the mobile professional.

Digital Equipment'sRoamAbout Transporter produgrovides a moreflexible, cost-
effective solution to thisetworkcompatibility issueTransporteffacilitatesthe selection of

the best carrier for thenobile professional, anduickly enableshe change of a carrier as
needed. Thisapabilityprovides bothnvestment protdmon andflexibility. Transporterlso
supports TCP/IP-basexpplications written to industry-standadétBIOS and WINsockets

APIs. This saves development resources, since applications do not have to be rewritten for
mobile use or modified for each service carrier.

PC Applications | RoamAbou t Trans port Applications
J— RoamAbout
Transport
NetBI OS WI Nsockets f[\irgl.\cafdgvils SOC ketS
TCP/IP Services
TCP/IP e TCP/IP
I 1 | 1
Dial-in Cellular Mobitex Ardis | Enet Erarggobn\:MS Mobitex | |ARDIS Ethernet
1 1 or Open
A /'/ _ |
\ VAX P.S.I.
\ A
£ _["ARDIS
Network —
Mobitex =
aa
Phone =2
Network 44
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Digital Cellular Technology = The Future

During the next decade the current AM&ularinfrastructure, an analog technology)
be replaced by an all-digital system. Digital cellular technology prowdey advantages
for both the voice- and data-based mobile professional.

Some of these advantages are:

+ Increased security against casual eavesdropping

+ Increased system capacity

« Better recovery of the radio signal und#r conditions,including high noise
environments

« Superior cell hand-off and roaming of mobile end-stations

+ Significant increase in reliable data rates for mobile data professionals

Table 2 - Technical Summary of Digital Cellular Techniques for WWANSs

|-----Europe ----- |-====mmmmmmmmmemeeene United States --------------------- |
GSM TDMA E-TDMA CDMA
Frequency Band 890-960 Mhz 824-894 Mhz 824-894 Mhz 824-894 Mhz
Base to Mobile 935-960 869-894 869-894 869-894
Mobile to Base 890-915 824-849 824-849 824-849
Allocated BW 50 50 50 50
Access Scheme TDMA TDMA TDMA CDMA
Duplex Method FDD FDD FDD TDD
Channel BW 200 KHz 30 KHz 30 KHz 1250 KHz
# of voice 8/16 3/6 11/15 ?/?
(full/half rate)
Channel/Freq.Ch.
Total Traffic Ch. 1000 / 2000 2496 / 4992 9152 /12480 ?/?
Channel Bit Rate 270.833 48.6 48.6 vendor dependent
(kbps)
Voice Coding 22.8 8/4.5 4.5 8
(kbps)

Two digital cellular standards have beeaadopted in the U.S.: 1S54-TDMANd 1S95-
CDMA. The 1S54-TDMA standarémploys Time Division Multiple Access techniques,
which provide for packetized voice amthta to be transmitted ontime-shared channel.
IS95-CDMA uses CodeDivision Multiple Access techniques. Theseéwo digital
technologies are not compatible, and will not interoperate with each other.

One difference betwedhetwo technologies ishat inusing CDMAall subscribers share an
entire channel simultaneouslyach subscriber's data is transmittexing orthogonal data
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patterns, providing unique discrimination between each subscribda® in the radio
channel. Subscriber radios "sesher data patterns in the shared rathannel asimply
another form of ambient noise, and therefore cannot process that data.

TDMA, on the othehand, allocates time-slots for each subscriber to usehtdrenel. The
radiochannekarrier is subdivided into time-slotshich are then accesssdquentially by a
number of different subscribers.

Becausdwo incompatibleU.S. digital standards have been developed, the tosumer
may soon face some of the frustrations ¢éxadted before the adoption of the GSiMgular
standard throughout Europe. These frustratiodside incompatible systemasrossservice
areas, awvell asthe transition phase noted abovevimch customers will be required to use
dual-mode phones. lBurope adecision has been matieat nodual-mode phones will be
offered.

The move taall-digital inthe UnitedStates will be graduallhis meansustomers will be
using an analog/digital hybridfrastructure, known as D-AMPS. Subscriber capacities of
three-to-six timesre envisioned, with moreffectivenesgor the data customer thavith

the AMPS system.

Wireless Local Area Networks

Office professionalshouldnot be tied tdheir desks imorder to lave robustcomputing
power at their fingertips. Wireless local area networks (WLAMNIE)probably never replace
the classical wired LANhowever, aNLAN can be a very effective means of extending the
flexibility of a wired LAN. A WLAN can offer reasonable performance agidhbility while
providing mobility in the work environment.

RoamAbout
PCMCIA Network Adapter

RoamAbout
Access Point

—u

| orae Bacloone
—u

File Server or
Workstation with
WaveLAN NIC

Laptops with
RoamAbout
PCMCIA

Network Adapters X

Figure 5 - Example of a Wireless LAN network
Additionally, WLANs can provide benefitor temporary work revironments othard-to-
wire buildings. A WLAN can beperational in a matter of minutes at loveasts.Using
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WLAN technology, reliable, collaboratiwgorkgroups can beet up ananade operational
with little effort or planning time.

RoamAbout X Antenna 1 Antenna 2
PCMCIA

Network
Adapter

L
RoamAbout I
Access Point

RemoteConnect
Solution
(antenna,

WaveLAN NIC,
and software) \
File Server or
Workstation with File Server or RoamAbout
WaveLAN NIC Workstation Access Point
Laptops with RoamAbout
RoamAbout X PCMCIA
PCMCIA X Network
Network Adapters Adapter
Wired Infrastructures
X X

Figure 6 - Wireless LAN configuration for connecting two Buildings

Many people areusing WLANSsfor building-to-building or campus-bridge configurations.
The building-to-building configuration has bagesed both as thgrimary link between two
facilities, and as hack-up to grimary wiredconnection. In théigure above, a wired LAN
infrastructure in onéuilding isconnected to a secotdilding by directionalntennas. The
second building uses both wired andvireless LAN systems, demonstratitige true
versatility of WLAN technology.

Technology Types

Two types of technologies aravailable for Wireless LocalArea Networks: Radio
Frequency (RF) and infrared. RF offelsgh speed, along with reasonably secure
communicationdatalinks. Thesdinks can penetrate, to some degnealls, floors and
ceilings.

Infrared technologies can provide high-speed wireless services, alttrmigbperational
distance idimited to a singleoom. This can be a security advantageer radiofrequency
technology.
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Security

Most RFWLANs employ aradio technology know as “spread spectrum”. Spread spectrum
is a method of communications technolagyich was developed by thailitary to guard
against casual eavesdropping gmuaming by non-alliedorces. RFWLANs that employ
spread spectrum modulation techniques have some inherent sdoutityGanstill be
penetrated by a intruder using a compatible devitmlike infrared intrusionthe RF
intruder needhot bephysically insidethe service area ahe RF WLAN. To guar@gainst
illegal access to the networkijgh-quality RF WLAN manufacturers provide additional
scrambling of data using techniques like DES.

Other WLAN technologiesare available whichuse narrowband modulation techniques, or
low-power,wideband FM technology. These methtelsd to be low-cost, and provide low
data speedd heyaredeficient becausetherdevices -- walkie-talkies, cellul@hones, and
even nearbgomputerscablingand various industrighachines -- caeasilyinterfere with
them.. These systems also generally lack any sophisticated security capabilities.

LKG-8880-94f

Figure 7- Digital's RoamAbout Wireless Network Adapter Solution.

Digital Equipment Corporation’s RoamAbout wireless network adapter is
shown in the figure above. The RoamAbout network adapter is a type 2,
PCMCIA-compatible card set which operates at 900 Mhz. It uses direct
sequence spread spectrum technology, and provides a raw data rate of 2 Mb/s.
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Licensing and Safety

Manufacturers of RF WLANs must meet stringemtission levels, specified the U.S. by
the FCC, Part 15.247. Europetecthnical specificationare set forth in ETSI 300-328.
Specific country regulations must be met where greduct is to be marketedGome
countries, such as the U.K., require userm&i away for an operating permit arder to
deploy a WLAN. Except for aystem marketed hylotorola, most RENVLANSs today do
not require a user license.

RF WLAN devices emit very lolevelselectromagnetic energy, and generaltg exempt
from local and federal health guidelinegwever, REWLAN manufacturers should ensure
that thedevices meethe specificationsset forth in ANSI C95.1-1992. &hould be noted
that there isvery little comparison betweehe levels of energyand methods of use of RF
WLANS and portable cellular telephones.

Infrared systems must meet certification specifications for non-intentional emissions, as must
all computing devices. They also do not require operating licenses.

Radio Wave Technology

The Wireless Evolution willsee the development of radio technolagyged at high-speed
data, voice,and video communicationRobust connectivityhigh system availability,
reliability, and system securigre the requirements for a WLAN. Customers are déiman
response timewhich rival thosethey are accustomed teceiving from wire technologies.
However, higher speeds afaw datademand wider bandwidths the radio spectrum. In
theory, the radio spectrum islimitless resource. However, ireality, the availability and
use of the spectrum is not limitless. This is due to the following factors:

» The availability of technology at reasonable costs in radio devices that
operate beyond 5 GHz. Advancements such as Gallium Arsnide
technology will make this a less severe obstacle over time.
» The difficulty of propagating through walls, around corners, over tall radio-
path obstructions, and over office partitions. Improvements in digital signal processing
will continue to improve these limitations.
» Clear spectrum allocations. The regulatory environments continue to evolve
rapidly worldwide.

The fastest WLANs marketed today provide mobility, offer raw data rates of 2mb/s, and can
support a usemoving atspeeds of up to 4 mph. People exploting possibility of using

this technologyare sometimes concerneaboutthis data rate, due ttheir belief that they

have been using 10mbisr their wired LAN connections. (In reality, customers in wired
LAN topologies often have accessnich less bandwidth than 10mb/s.) WLAdyologies

can be designed to provide Ethernet-like response time, even though thebahdwedth

is less. One way to do this is to provide access pthntsigh a coverage area, operating

with a different radio channel and NET-ID.
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Faster data rates wllecome increasingly necessary as applicafmmseal-time voice and
video increase and tmeimber of deployed WLANMataclients increases$:or this reason it
is paramount thatlear spectrum be madeailable bythe appropriatéegislative bodies
worldwide.
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Figure 8 - Digital's RoamAbout Access Point provides wireless connectivity to
portable laptops as well as desktop systems.
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Radio Technology Types

Two types of radio technologies are approvedvith/AN applications inthe 915 Mhz, 2.4
Ghz, and5.7 Mhz ISM bands inthe U.S.and in the2.4 Ghz band irEuropeand Japan.
They are both digital techniques and are known as:

» Direct Sequence Spread Spectrum (DSSS)
* Frequency Hopped Spread Spectrum (FHSS)

Direct Sequence Spread Spectrum Radio Technology

Direct Sequence Spread Spectrum technologybinesthe datawith a higherrate bit
sequence, known aschip sequence. This higheatebit sequence, divided lige user data
rate,determines a figure of merit f@SSSsystems known as processing gain, or spreading
ratio. (Theminimum specified processing gain the UnitedStatesand Japan is ten.) Since
the spreading processapplied to eacllata bit,this method is known as direct sequence.
The combination of required processgagn and allocated bandwidtinetwo major factors
which limit the possible raw data rates which can be used in an allocated frequency band.

Because the total transmitted power is spread across areggency band as a result of
this spreadingprocess, power spectrdensity is muchlower than with narrowband
transmitters such as cellular telephones. One of the effects of a lower spectral déasity is
sinceother radios in negsroximity will be subjected to less interference, sdewel of co-
existence results. Futhermore, “normal” narrowband radidsch could be used to
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eavesdrop, cannot detesignalstransmitted using thiprocess. The reverse is alsae.
Narrowband radios wilhot interfere with a WLAN unlesshe WLAN receiver becomes
overloaded.

As Beceived As Detected

undesired DS signal

(b)
PV i, VoSN PV i VeSS a

undesired narrowband signal

[c]
LN TN TN TN TN

Figure 9 - Some examples of detected signals using spread spectrum radio techniques.

The receiver uses tlsame chip sequence, and is synchronizetddadransmitter in order to
despread the desired signal. As shown irithee abovepther DSSSignals with different
chip sequences, arather narrowbandignals, become suppressed relativeéhe desired
signal during the detection process by the digital signal processing circuitry.

Frequency Hopped Spread Spectrum

Instead of chopping eadiatabit into small pieces of therequency domain, frequency
hopped technology spreads transmitted energy itinleedomain. One omore of the raw
databits are transmitted on a signal narrowband frequency. The transmittéjutings” to
another frequency, where anotlfew bitsare transmittedlhis is similar to using the
frequency scan feature of an automobile radio, wtiexeradioautomatically jumps from
onefrequency taanother and pausesly for a shortime when a signal idetected. FHSS
systemshop in a random, but known, sequence, and pausevieny ghorttime to detect
and process data.

The group offrequencies among whiche transmittejumpsare known as hop sequences.
A hop sequence is also referred to ahannel. The receiver must have knowledge of the
hop sequence, and, as in DSSS, mustlbe to synchronize. Aarrowband interferer such
as a police radio transmittenay cause data @ansmission on dop frequency to be
corrupted. The data will then be re-sent odifeerent channel, othe corruptedrequency

will be omitted from the hopping sequence.
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The figure above shows a relative comparison betwben transmitted power of a
narrowband system, such as a walkie-talkie, and a WLAN.

FHSS and DSSS Compared

The performance of DSS§ystems is generallgcknowledged to be better in terms of
multipath interference. In-building WLANs mustercome deeghannel fadeshat can
occur between the source addstinations on thevirelessdata path. Forexample, a
transmitted signal can have tiple paths between the source and destinatidns results

in the same signal arriving at the destination with different signal levels, and wittslsiftght
in time. Sometimes these signals add together; sometime they subtract.

FHSS systemtend to be less costly implement, andire moreeasilydesigned to run on
lower power consumption. From a performance viewpoint, FH§herallyconsidered to
be lesstolerant of multipath andther interference sources. tfata is corrupted on one
frequencyhop, thesystem must re-sertie data on anothéequency. INDSSSsystems,
interference within amallportion of thechannel (resulting ionly partial data corruption)
can often be recovered in the DSP circuitry.

The price paid for the sophistication of DSSS technology comes in the form of increased
power consumption. DSS§/stemstend to consuméwo-to-threetimesthe power of an
equivalent FHSS syste@SSSsystems, while generally able poovide good resistance to
interference such as multipath and lovesel interference sources, tend to be weaker than
FHSS systems whethe interferer hasignificant power bandwidth. This condition can
occurwhen an interferer is in near proximity ttee WLAN. Should the interference occupy
a significantportion of the band omwhich a WLAN isoperating and beery strong (e.g.,
nearby), neither FHSS nor DSSS systems will be able to operate.

Standards Activities

Most devices for high-speed, local-argarelessdatacommunication orthe market today,
and those in development for tHereseeable future, are designed dperate in the
Industrial, Scientific and MedicdiISM) Bands.Devices designed toperate in thesbands

in North America require naiser licenses from regulatoofficials. Manufacturers of these
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devicesare granted type certification from the regulatfficials by supplyingest data to
the appropriate regulatory agency.

In the UnitedStates theaechnical regulationfor wireless LAN technology whichses the
ISM bands asoted earlier is specifiedunder Part 15, Section !5.247. In Europe the
technical specificationsre set forth in ETS-300-328. TEG'SI standardseems to be
favored in many countries in the Pacific Rim.

United States

In the UnitedStates the IEEE 802.1dommittee is hard awork generating a standard
which will provide interoperableapability between WLANs sold by different vendors.
During the last six months tlggouphasadopted aMAC foundation, andPHY modulations
specificationfor both DSSS and FHSSstems. ThdSSSsystem providesor 2 Mb/s
capability, whilethe FHSS PHY is standardized for 1Mb/s operation and 2 Mb/s as an
option. Somdormidable challenges lighead in this standardsoup,such as providing for

a standardized MAC/PHY interface. The document is duddboting inthe November

1994 timeframe.

In the fall of 1993, the FCC, acting on directive from Congress, allocated 60 Mhz of
spectrum in the 2 GHz area for the use dedloyment of what is known &se Personal
Communications ServicBCS). Thessystemdend to be targeted as newrsions of the
cordless telephone. They udigital technology, andre planned to providelatacapability.

There are currently several licensed incumbents of this band, who must be movethisefore
clean spectrum can lbsed for PCS. Potential manufacturers through a CBEMA task force
known as UTAM are coordinating tiiees and administration tiie spectrunelearing. It

may be more than two years before this clean spectrum becomes available for use by PCS.

Europe

As mentioned earlier, Europe already has a technical standard in place for WLANS operating
in the 2.4Ghz band. The most importambrk being ene in Europewhich in some
respects is garallel tothe U.S. effort, idbeing dne in HiperlanThis group has just

released their architectural specification. While the U.S. standard is focused on 1-2Mb/s data
rates, the Hiperlan work is targeting speeds in excess of 10 Mb/s.
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Summary

Mobile and wireless technology has certainly become a reality. Wireless LAN technology is
solving realcustomer needs for extending wired LANsablinguntethered computing for
office, warehouse, angbroduction environments; and providing inexpensiveliable
solutions for hard-to-wire buildings, and inter-building data links.

Wide-area wireless systems suchtlsse using the existing cellularinfrastructure can
achievedata rates to 9600 bit/s. Bursty in naturey provide amobile professional with
perhaps an average of 1200 bit/s performa@mlular systems technology is almost
impossible touse when in motion and can &y expensivedue to point-to-point
connection configurationsthich  monopolize air timePacket radiosystems andther
SMR-type systems offer an alternativectlular for themobile professionahowever, the
smaller infrastructure may leave a person without coverage. While the data throughputs tend
to be below 1200 bit/s at this time, professionals are charged on a per-packet basis.

System architects mustiew the wireless technologies afdio, airdata protocols, and
networking as integrated entitiedll of these technologies must merge to create an
effective, integrated wireless communication systéfany of the challengesare best
overcome by cognizant desiguthin the physical mediadatalink, andtransportlayers of

the IEEEOpen Standards Interface (O&ipbdel. Thiswill enablethe higher levelnetwork
protocoland application layers to lised with little or nanodification inthe newwireless
environment.

Advances in technology and evolvingstomer needs wilielp drivethese technologies to
provide higher speeds, and lovesst ofdeployment and utilization ithe nottoo distant
future.
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