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PREFACE

Welcome to the DIGITAL WAN Modular Interface DELHW-UA Local

Management Guide. This guide describes how to manage a DELHW-UA

and its attached segment through a TELNET connection.

USING THIS GUIDE

A working knowledge of network operations and an understanding of
management applicationsis a prerequisite to using Local Management.

STRUCTURE OF THIS GUIDE
Thisguide is organized as follows:

Chapter 1, Local M anagement, explains how to access and manage an
HSIM and its attached segments through a TELNET connection.

Chapter 2, M1B Navigator, explains how to use the MIB Navigator
utility. The MIB Navigator alows access to a command set from which
you can configure and manage your HSIM.

Chapter 3, Additional Information, provides information about frame
relay errors.

DEL HW-UA Local Management Guide
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DOCUMENT CONVENTIONS

Throughout this guide, the following symbols are used to call attention to
important information.

Note symbol. Calls the reader’s attention to any item of
information that may be of special importance.

Caution symbol. Contains information essential to avoid
| damage to the equipment.

RELATED DOCUMENTATION

The following manuals may help the user to set up and manage the
DELHW-UA.:

Use the DIGITAL DELHW-UA Read Me First! to set up a computer
before beginning the configuration.

Use the DIGITAL WAN Modular Interface DELHW-UA User’s Guitie
install, configure, and troubleshoot the DEL HW-UA.

Use the DIGITAL WAN Modular Interface DELHW-UA QUIckSET
Configuration Guideo configure the DELHW-UA.

Use the CyberMONITOR User’s Guidi& monitor the WAN using the
CyberMONITOR graphical user interface.

Use the appropriate WPIM Local Management Guide connect your
DELHW-UA to aWAN using a Telnet connection.

The manuals referenced above can be obtained on the World Wide Web
in Adobe Acrobat Portable Document Format (PDF) at the following site:

http://www.networks.digital.com

Xii DELHW-UA Local Management Guide
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Correspondence

CORRESPONDENCE

Documentation Comments

If you have comments or suggestions about this manual, send them to
DIGITAL Network Products:

Attn.: Documentation Project Manager

E-MAIL: doc_quality@lkg.mts.dec.com

World Wide Web

To locate product-specific information, refer to the DIGITAL Network
products Home Page on the World Wide Web at the following locations:

North America: http://www.networks.digital.com
Europe: http://www.networks.europe.digital.com
Asia Pacific: http://www.networks.digital.com.au

GETTING HELP

Contact your DIGITAL representative for technical support. Before
calling, have the following information ready:

A description of the failure

A description of any action(s) already taken to resolve the problem
(e.g., changing mode switches, rebooting the unit, etc.)

A description of your network environment (layout, cable type, etc.)
Network load and frame size at the time of trouble (if known)

The device history (i.e., have you returned the device before, isthisa
recurring problem, etc.)

DELHW-UA Local Management Guide Xiii
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OVERVIEW

SAFETY

The caution that appears in this guide is defined as follows:

CAUTION Contains information essential to avoid
! damage to the equipment.

ACHTUNG Liefert wichtige Informationen, um einen
Geréateschaden zu vermeiden.

ATTENTION Informations indispensables permettant
d'éviter les dommages matériels.

PRECAUCION | Contiene informacién esencial para evitar
dafios al equipo.

DEL HW-UA Local Management Guide
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Safety

SAFETY REQUIREMENTS

The caution that must be observed for the hardware described in this
guideislisted below in English, German, French, and Spanish.

XVi

CAUTION

If you edit the super-user community name, be
certain you do not forget it. If you do, you
cannot perform Local Management functions
without returning the device to its factory
default configurations. This effectively erases
any configuration work you have done.

ACHTUNG

Stellen Sie sicher, dal Sie den
Super-User-Community-Namen nicht
vergessen, nachdem Sie ihn geandert haben.
Wenn Sie ihn nédmlich vergessen, kénnen Sie
keine lokalen Verwaltungsfunktionen
durchfilhren, ohne das Gerat auf die
Standardkonfiguration des Herstellers
zuriickzusetzen. Durch das Zuruicksetzen
werden alle von lhnen durchgefiihrten
Konfigurationseinstellungen geldscht.

ATTENTION

Si vous modifiez le nom de communauté
super-user, notez-le pour ne pas l'oublier.
Vous ne pourriez en effet plus effectuer de
fonctions de gestion locale (Local
management), a moins de revenir a la
configuration usine, ce qui aurait pour
conséquence de supprimer les modifications
de configuration que vous auriez pu effectuer.

PRECAUCION

Si modifica el nombre de la comunidad de
superusuarios, téngalo en cuenta y no lo
olvide. En tal caso, no podra hacer uso de las
funciones de gestion local sin devolver el
dispositivo a su configuracién original de
fabrica. Si asi fuera, se perdera todo el trabajo
de configuracién que haya realizado.

DELHW-UA Local Management Guide




CHAPTER 1
LOCAL MANAGEMENT

This chapter explains how to access and manage a DELHW-UA and its
attached segments through a TELNET connection.

1.1
The following list shows the organization of this chapter:

If you have a WPIM installed in your DELHW-UA, refer to the
specific WPIM Local Management User’s Guide for information
about how to configure your WPIM in a WAN environment.

CHAPTER ORGANIZATION

L ocal Management Overview outlines the contents of this chapter,
provides an overview of Local Management, and explains how to use
the management screens.

Accessing L ocal Management describes how to access the Main
Menu screen and navigate through the Local Management screens.

System Level Screen describes how to use the System Level screen,
its functions, and ogrations.

SNM P Community Names Screen explains how to control access to
an DELHW-UA by assigning community hames.

SNM P Traps Screen explains how to configure an DELHW-UA to
send SNMP traps to multiple network management stations.

Flash Download Screen describes how to download new firmware to
an DELHW-UA.

Bridge Setup Screen describes how to configure an DELHW-UA for
bridge functions.

| P Configuration Screen describes how to configure an DELHW-UA
for IP routing functions.

IPX Configuration Screen describes how to configure an
DELHW-UA for IPX routing functions.

DELHW-UA Local Management Guide 1-1



Chapter 1: Local Management

1.2 LOCAL MANAGEMENT OVERVIEW

Local Management is a management tool that allows a network manager
to perform the following tasks:

» Configure interconnected devices to form a network.
* Monitor the performance of the network.

e Control user access to the network and its components for the purpose
of security.

1.2.1 Management Agent

The management agent is a process within the DELHW-UA that collects
information about the operational performance of the managed network.
Local Management communicates with the management agent for the
purpose of issuing management commands to network devices.

1.2.2 Local vs. Remote Management

Network management applications can be defined as either local or
remote applications. A Local Management application resides within the
DELHW-UA management agent and is accessible via a TELNET
connection through the DELHW-UA port of the device. Remote
management applications such as Cabletron Syss®ETRUM,
SPECTRUM Element Manager, or Quick SET run in another device

that provides management services. This allows you to perform network
management and configuration from a remote location.

1-2 DELHW-UA Local Management Guide



Local Management Overview

1.2.3 Local Management Screen Elements

There are five basic field elements, as shown in the Local Management
screen in Figure 1-1.

EVENT MESSAGE FIELD
DISPLAY FIELDS
INPUT FIELDS
SELECTION FIELDS

SAVED OK

Flash Image Version XX.XX.XX
Local Management

SYSTEM LEVEL

System Date: 01/£3/96 System Time: [[EZEE)
Host IP Address 000.000.000.000 Out of Band IP Addr 0.0.0.0

Subnet Mask 255.255.0.0 Default Gateway NONE DEFINED
Phys Address 00-00-1D-16-26-F8 Default Interface NONE DEFINED

COM 1 Application: (Y]
COM 2 Application: [UNASSIGNED]

SAVE RETURN

2360_03

COMMAND FIELDS

Figure 1-1 Sample Local Management Screen

The following list explains each of the basic Local Management screen
fields:

Event Message Field

Thisfield displays messages that indicate if aLocal Management
procedure was executed correctly or incorrectly, that changes were saved
or not saved to Non-Volatile Random Access Memory (NVRAM), or that
auser did not have access privileges to an application.

Table 1-1 describes the most common event messages. Event messages
related to specific Local Management applications are described with
those applications throughout this manual.

DELHW-UA Local Management Guide 1-3



Chapter 1: Local Management

Table 1-1 Event Messages
Message Meaning
SAVED OK One or more fields were modified,

and saved to NVRAM.

NOT SAVED?--PRESS SAVE TO
KEEP CHANGES

One or more fields were modified,
but not yet saved to NVRAM.

NOTHING TO SAVE

The SAVE command was executed,
but nothing was saved to NVRAM.

Display Fields

Display fields cannot be edited. These fields may display information
which never changes, or changes as the result of Local Management
operations, user selections, or network monitoring information.

Input Fields

Input fields require keyboard charactersto be entered. 1P addresses,
System Date, and System Time are examples of I nput fields.

Selection Fields

Selection fields provide a series of possible values. Only applicable

values appear in Selection fields.

Command Fields

Command fields are located at the bottom of Local Management screens.
Command fields are used to exit Local Management screens and to save
Local Management entries. Command fields perform a management
action simply by being selected and activated. Only command fields can
make a change to a device’s configuration.

1-4
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Local Management Overview

1.2.4

Local Management Keyboard Conventions

All key namesin this guide display as capital letters. For example, the
ENTER key displays as ENTER, the Escape key displays as ESC, and the
Backspace key displays as BACKSPACE. Table 1-2 explains the
keyboard conventions used in this guide as well as the key functions.

Table 1-2 Keyboard Conventions

Key

Function

ENTER and
RETURN

These selection keys perform the same Local Management
function. For example, “Press ENTER” means that you can
press either ENTER or RETURN, unless this guide specifically
instructs you otherwise.

ESC

This key lets you escape from a Local Management screen
without saving your changes. For example, “Press ESC twice”
means that you must quickly press the ESCAPE key two times
to exit the Local Management screen.

SPACE bar
and
BACKSPACE

These keys cycle through selections in some Local
Management fields. Press the SPACE bar to cycle forward
through selections and press BACKSPACE to cycle backward
through selections.

Arrows

These are navigation keys. Use the UP-ARROW,
DOWN-ARROW, LEFT-ARROW, and RIGHT-ARROW keys to
move the screen cursor. For example, “Use the arrow keys”
means to press whichever arrow key moves the cursor to the
desired field on the Local Management screen.

SHIFT-[+/=]

This key combination increments values in some Local
Management selection fields. For example, “Press SHIFT-[+/=]"
means to hold down the SHIFT key while pressing the
PLUS/EQUAL key.

This key decreases values from some Local Management
selection fields. For example, “Press [-]” means to press the
MINUS key.

DEL

The DEL (Delete) key removes characters from a Local
Management Selection field. For example, “Press DEL” means
to press the DELETE key.

DEL HW-UA Local Management Guide
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Chapter 1: Local Management

You can use QuUickSET toinitiatea TELNET session if you have no other
TELNET application. Your PC's arrow keys are used extensively to
navigate within TELNET screens. In order to use the arrow keys
effectively for navigating within Local Management screens, you must set
your PC up to emulate a Digital Equipment Corporation VT52 terminal.

Start QuickSET and click thdEXT button on the first two windows.
Under theFile menu on the title bar of the third window, sel€elnet. In
the title bar of the first Telnet screen, click B minal and the Terminal
menu will display as shown below kfigure 1-2

Click onPreferences in the Terminal menu, and the Terminal
Preferencesvindow will display as shown below figure 1-2

_-__.i Telnet - 192.168.254_250
Connect  Edit Help

Preferences ..
Start Logging ...
Stop Logaging
Terminal Preferences |
Terminal Dptionz E mulation
] 4
[T Local Echo T E2 |_|
[ Blinking Cursar | | (& yT-100/8NS] Cancel I
¥ Block Cursor
st : Hel
v /TT00 Aows Forte.. | e
Buffer Size: !25 Backaround Color.... I

Figure 1-2 Terminal Menu and Terminal Preferences

SelectVT100 Arrows in the Terminal Options panel, and then select
VT100/ANSI in the emulation panel if it is not already selected. Click
OK when you have finished. You are now ready to navigate within any of
the Local Management screens.
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Local Management Overview

1.2.5 Navigating Within Local Management Screens

To navigate within aLocal Management screen, use the arrow keys of the
terminal or the workstation providing terminal emulation services. The

L ocal Management screen cursor responds to the LEFT-ARROW,
RIGHT-ARROW, UP-ARROW, and DOWN-ARROW keys. Each time
you press an arrow key, the Local Management screen cursor moves to
the next available field in the direction of the arrow key.

The Local Management screen cursor only moves to fields which can be
selected or used for input. This means that the cursor jumps over display
fields and empty lines on the Local Management screen.

The Local Management screen cursor provides wrap-around operation.
This means that a cursor located at the edge of a screen, when moved in

the direction of that edge, “wraps around” to the outermost selectable
item on the opposite side of thaaen which is on the saniiae or
column.

1.2.5.1 Selecting Local Management Menu Screen
ltems

To select items in a Local Management menu screen, follow these steps
1. Use the arrow keys to highlight a menu item.

2. PressENTER. The selected Local Management menu screen
displays.

1.2.5.2 Exiting Local Management Screens
To exit any of the Local Management screens, follow these steps:

1. Use the arrow keys to highlight tRETURN command at the bottom
of the Local Management screen.

2. Pres€ENTER. The previous screen in the Local Management
hierarchy displays.

You can also exit Local Management screens by pressing ESC
twice. This exit method does not warn you about unsaved
changes and all unsaved changes are lost.
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1.2.5.3 Exiting the Local Management Session

To exit from DELHW-UA Loca Management, perform the following
steps:

1. Usethearrow keysto highlight the RETURN command at the bottom
of the Local Management screen.

2. PressENTER. The previous screen in the Local Management
hierarchy displays.

3. Repeat steps 1 and 2 until the Main Menu screen displays.

4. Usethearrow keysto highlight the EXIT command at the bottom of
the Main Menu screen.

5. PressENTER. The DELHW-UA Local Management Password
screen displays and the Local Management session ends.

1.2.6 Establishing a TELNET Connection

The DELHW-UA is shipped with atemporary |P Address of
192.168.254.254 so that your computer can communicate with it over
your Local Area Network (LAN) through a TELNET connection.
However, to establish a TELNET connection, your computer must be on
the same subnet as the DELHW-UA. DIGITAL recommends that you
assign atemporary |P Address of 192.168.254.253 to your computer to
ensure that both devices are on the same subnet. TELNET connections to
the host device require the community name passwords assigned at the
SNMP Community Names screen or if you are doing an initial
configuration, you can use the default password, public.

See the instructions included with the TELNET application for
information about establishing a TELNET session.
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1.2.7 Local Management Screen Hierarchy

Local Management consists of a series of menu screensthat provide a
path to each of the Local Management function screens. Navigate through
Local Management by selecting items from the menu screen. Figure 1-3
shows the hierarchy of the Local Management screens.

System Level

SNMP Community Names IP Configuration
SNMP Traps |p~E P RIP
Setup Menu Flash Download P OSPE

Bridge Setup

. Router Setup
Password — Main Menu WAN Setup

IPX Configuration
IPX { IPX RIP
IPX SAP

090830

MIB Navigator

Figure 1-3 Hierarchy of Local Management Screens

1.3 ACCESSING LOCAL MANAGEMENT

This section explains how to access and use the Local Management menu
screens. Menu screens provide a path to the setup and status screens.

1.3.1 Using the Menu Screens

Once you have accessed the DELHW-UA through a TELNET
connection, the Password screen, shown in Figure 1-4, displays.

Local Management

(c) Copyright Cabletron Systems, Inc., 19xx

Device Model Number:
Serial Number:
Functionality Level:
Flash Image Version: XX XXXX
BOOTPROM Version: XX XX.XX
Board Revision:

Enter Password: I

2012 01

Figure 1-4 Password Screen
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Type in your password and press ENTER. If you are doing an initial
configuration, you can type the default super-user access password
“public” or just press ENTER.

Your password is one of the community names specified in the
SNMP Community Names screen. Access to certain Local
Management capabilities depends on the degree of access
accorded that community name. See the SNMP Community
Names section.

» If you enter a valid password, the associated access level displays at
the bottom of the@een and the Main Menu screshpwn in
Figure 1-5 on the following page, displays.

» Ifyou enter an invalid password, the cursor returns to the beginning of
the password entry field.

» If no activity occurs for several minutes, the Passworrglestdsplays
again, ending your current session. You must reenter the password to
perform Local Management tasks.

1.3.2 Main Menu Screen

The Main Menu screen, as showrFigure 1-5 is the starting point from
which all the Local Management screens are accessed.

Local Management Flash Image Version: XX.XX.XX

MAIN MENU

SETUP MENU

MIB NAVIGATOR

EXIT

2012_02

Figure 1-5 Main Menu Screen
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The Main Menu screen displays the following menu items:

Setup Menu
The Setup Menu provides access to Local Management screens that are
used to configure the DELHW-UA.

MIB Navigator

The MIB Navigator is a Local Management utility that lets you access,
monitor, and set specific Management Information Base (MIB) items
within the DELHW-UA.

Setup Menu Screen

The Setup Menu screen provides access to the L ocal Management screens
that are used to configure the DELHW-UA. Examples of functions
accessible through the Setup Menu include configuring the host |P
address and Subnet Mask, assigning the SNM P community names, and
configuring the SNMP trap notification. Figure 1-6 shows the Setup
Menu screen.

Local Management Flash Image Version XX.XX.XX

SETUP MENU

ISYSTEM LEVEL

SNMP COMMUNITY NAMES
SNMP TRAPS

FLASH DOWNLOAD

WAN SETUP

BRIDGE SETUP

ROUTER SETUP

RETURN

2012_03

Figure 1-6 Setup Menu Screen
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The Setup Menu screen displays the following menu items:

System Level
The System Level screen allows you to configure basic operating
parameters for the DELHW-UA.

SNMP Community Names

The SNMP Community Names screen allows you to change or review the
community names used as access passwords for local management
operation.

SNMP Traps

The SNMP Traps screen provides display and configuration accessto the
table of |P addresses used for trap destinations and associated community
names.

Flash Download
The Flash Download screen lets you download a firmware image from a
TFTP server to the DELHW-UA.

WAN Setup — The WAN Setup menu item accesses two othreess
that provide WAN physical configuration and WAN énface
configuration access to enable a WAN link to be set up.

Bridge Setup
The Bridge Setup screen lets you select a Spanning Tree protocol and
enable/disable switch ports.

Router Setup

The Router Setup screen accesses two other screens that provide general
IP or IPX routing configuration and allow you to enable or disable the
Routing Information Protocol (R) and the Service Advesing Protocol

(SAP) features.

If you have a DELT1-Ul a installed in your DELHW-UA, refer to
the WAN Setup section of this chapter for configuration
information. For all other WPIMs, refer to your specific WPIM(s)
Local Management Guide for information on configuring the
DELHW-UA for a Wide Area Network Interface.
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1.4

SYSTEM LEVEL SCREEN

The System Level screen displays the physical address (MAC address) of
the DELHW-UA and allows you to set the following parameters:

System Date
System Time
Host IP Address
Subnet Mask
Physical Address
Default Gateway

Default Interface

Access the System Level screéimgure 1-7 from the Setup Menu screen
by using thearrow keys to highlight th8ystem L evel option and
pressing ENTER. The System Level screen displays.

Local Management Flash Image Version XX.XX.XX
SYSTEM LEVEL
System Date:  [FRENEH System Time: 14:23:00
Host IP Address 0.0.0.0
Subnet Mask 255.255.0.0 Default Gateway NONE DEFINED
Phys Address 00-00-1D-16-26-F8 Default Interface NONE DEFINED
SAVE RETURN

2012_04

Figure 1-7 System Level Screen
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The following definitions explain each System Level screen field. The
sections which follow these definitions explain the use of these fields.

System Date
Use thisfield to enter the system date, as described in Setting the System
Date.

System Time
Use thisfield to enter the system time, as described in Setting the System
Time.

Host IP Address
Usethisfield to enter the IP address of the DELHW-UA, as described in
Setting the Host |P Address.

Subnet Mask

Thisfield displays the default Subnet Mask, and allows you to enter a
new value for the Subnet Mask if necessary. Subnets are logical divisions
of the network that isolate groups of devices. The Subnet Mask
determines how the DELHW-UA directs SNMP traps to a management
workstation. If the DELHW-UA resides on the same network as the
management workstation, then the DELHW-UA sends SNMP traps
directly to the management workstation. If the DELHW-UA resides on a
different subnet as the management workstation, then the DELHW-UA
sends SNMP traps to a gateway or router.

* When the management workstations designated to receive SNMP
traps reside on the same network as the DELHW-UA, use the Subnet
Mask default setting for the IP addresseeatl on the System Level
screen.

» Set a new value for the Subnet Mask when the management
workstations designated to receive SNMP traps reside dfeeedit
subnet (for example, across a gateway or router).

To set a Subnet Maskefer to theSetting the Subnet Masection.
Phys Address

This field displays the physical address of the DELHW-UA. You cannot
modify the physical address.
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Default Gateway

Use thisfield to enter the Default Gateway for the DELHW-UA. When
routing packets, the DELHW-UA usesthe |P Forwarding Tableto find
the route to each destination address. The IP Forwarding Table contains
the routesto all networks and hosts within a certain area. However, the IP
Forwarding Table on its own cannot provide all of the routes that may be
needed. The DELHW-UA relies on a Default Gateway to provide the
routes to destinations that are not listed in its own IP Forwarding Table.
The Default Gateway is the | P address of the network device (gateway or
router) used to forward SNMP traps to a management station. The default
setting for thisfield is NONE DEFINED. To set the Default Gateway,
refer to Setting the Default Gateway.

Default Interface

Use thisfield to select the default interface for the DELHW-UA Default
Gateway. The default interface is the channel which is set up to handle
SNMP traps sent to an | P station that is not on the same subnet as the
DELHW-UA in an IP routed environment. The default setting for this
field is NONE DEFINED. To set the default interface for the Default
Gateway of the DELHW-UA |, refer to Setting the Default Interface.

1.4.1 Setting the System Date

The DELHW-UA isyear 2000 compliant so that the System Date field
can be set beyond the year 1999. To set the system date, perform the
following steps:

1. Usethearrow keysto highlight the System Datefield.
2. Enter thedateinan MM/DD/YYYY format.

When entering the date in the system date field, you do not
need to add separators between month, day, and year
numbers, as long as the entire entry uses eight decimal
numbers. For example, to set the date to 03/17/1997, type
“03171997” in the System Date field.

3. PressENTER to set the system date.

4. Usethearrow keysto highlight the SAVE command at the bottom of
the screen and press ENTER.
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If the date entered was a valid format, the Event M essage field at the top
of the screen displays “SAVED OK”. If the entry was not valid, Local
Management does not alter the current value afrdshes the System
Date field with the previous value.

1.4.2 Setting the System Time
To set the system time, perform the following steps:

1

2.

Use the arrow keys to highlight tisystem Time field.
Enter the time in a 24-hour format, HH:MM:SS.

When entering the time in the system time field, you do not
need to add separators between hours, minutes, and seconds,
as long as each entry uses two decimal numbers. For example,
to set the time to 6:45 a.m., type “064500” in the System Time
field.

Press ENTER to set the system time.

Use the arrow keys to highlight ti8\VE command field at the

bottom of the screen and press ENTER. If the time entered was a valid
format, the Event Message field at the top of the screen displays
“SAVED OK?”. If the entry was not valid, Local Management does not
alter the current value and refreshes thst@n Time field with the
previous value.

1.4.3 Setting the Host IP Address
To set the host IP address, perform the following steps:

1
2.

Use the arrow keys to highlight tidost | P Addr ess field.
Enter the IP address using Decimal Dotted Notation (DDN) format.
For example: 168.192.25.17

Press ENTER. If the IP address entered was a valid format, the cursor
returns to the beginning of the Host IP Address field. If the entry was
not valid, the Event Message field displays “INVALID IP ADDRESS
OR FORMAT ENTERED”. Local Management does not alter the
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current value and refreshesthe Host | P Addressfield with the previous
value.

Use the arrow keysto highlight the SAVE command field.

Press ENTER. The Event Message field at the top of the screen
displays “SAVED OK".

1.4.4  Setting the Subnet Mask

Subnets are logical divisions of the network. To change the Subnet Masl|
from its default value, perform the following steps:

1
2.

Use the arrow keys to highlight tisabnet Mask field.

Enter the Subnet Mask using Dotted Decimal Notation (DDN) format.
Values for each decimal can be from 0 to 255.

For example: 255.255.0.0

Press ENTER. If the Subnet Mask entered was a valid format, the
cursor returns to the beginning of the Subnet Mask field. If the entry
was not valid, the Event Message field displays “INVALID SUBNET
MASK OR FORMAT ENTERED”. Local Management does not alter
the current value and refreshes the Subnet Mask field with the previou
value.

Use the arrow keys to highlight tis\VE command field.

Press ENTER. The Event Message field at the top of tleesc
displays “SAVED OK".

1.4.5 Setting the Default Gateway
To set the Default Gateway, perform the following steps:

1
2.

Use the arrow keys to highlight tibefault Gateway field.
Enter the IP address of the Default Gateway using DDN format.
For example: 168.192.79.121

Press ENTER. If the Default Gateway addressreqdtwas a \al
format, the cursor returns to the beginning of the Default Gateway
field. If the entry was not valid, the Event Message field displays
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“INVALID DEFAULT GATEWAY OR FORMAT ENTERED”.
Local Management does not alter the current value and refreshes the
Default Gateway field with the previous value.

4. Use the arrow keys to highlight S8 VE command field.

5. Press ENTER. The Event Message field at the top of tieeisc
displays “SAVED OK".

1.4.6 Setting the Default Interface
To set the default interface, perform tlodldwing steps:

1. Use the arrow keys to highlight tiefault | nter face field.
2. Enter the interface number for the DelfaGateway in this field.

3. Press ENTER. If the interface entéd was a M format, the cursor
returns to the beginning of the Subnet Mask field. If the entry was not
valid, the Event Message field displays “PERMISSIBLE RANGE:
1...1". Local Management does not alter the current value and
refreshes the Defidt Interface field with the previous value.

4. Use the arrow keys to highlight S VE command field.

5. Press ENTER. The Event Message field at the top of tieeisc
displays “SAVED OK".

1.5 SNMP COMMUNITY NAMES SCREEN

This section explains how to assign community names. Community
names allow you to control Local Management access by establishing
three passwords. Each password control$fardnt level of access to
DELHW-UA Local Management.

Access the SNMP Community Names screen, shoviAigare 1-8 from
the Setup Menu screen by using the arrow keys to highlight the
SNM PCommunity Names option and pressing ENTER. The SNMP
Community Names screen displays.
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Local Management Flash Image Version: XX.XX.XX
SNMP COMMUNITY NAMES

Community Name Access Policy

read-only

public read-write
public super-user

SAVE RETURN

2012_05

Figure 1-8 SNMP Community Names Screen

1.5.1 Community Name Access Policy

To perform any operations on the SNMP Community Names screen, you
must have used the superuser community name at the User Password
prompt when initiating the Local Management session. The default
community name for each access level ispublic. If you wish to use the
default, you can type public, or just press ENTER.

The following explains each of the SNMP Community Names screen
fields:

Community Name

Displays the user-defined names through which a user accesses the
DELHW-UA Local Management. Any community name entered here
acts as a password to Local Management.

Access Policy
I ndi cates the access status accorded each community name. Possible
status conditions are:
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» read-only - This access level allows reading of device parameters not
including community names.

» read-write - This access level allows editing of some device
configuration parameters not including changing or viewing
community names.

» superuser - This access levellalws full management privileges.

1.5.2 Setting SNMP Community Names
To set a community name, perform the following steps:

If you edit the super-user community name, be certain you do
not forget it. If you do, you cannot perform Local Management
functions without returning the device to its factory default
configurations. This effectively erases any configuration work
you have done.

1. Use the arrow keys to highlight the community name you want to
change.

2. Type the new community name and press ENTER. The old
community name is replaced by the new community name.

3. Use the arrow keys to highlight s\ VE command field.

4. Press ENTER. The Event Message field at the top of tleesc
displays “SAVED OK".
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1.6 SNMP TRAPS SCREEN

The SNMP Traps screen, shown in Figure 1-9, allows the user to
configure the DELHW-UA to send traps to as many as eight remote
management workstations. SNM P traps are messages about network
events and device operational statistics. Accessthe SNMP Traps screen
from the Setup Menu screen by using the arrow keysto highlight the
SNMP Traps option and pressing ENTER. The SNMP Traps screen
displays.

Local Management Flash Image Version: XX.XX.XX
SNMP TRAPS

Trap Destination Trap Community Name Enable Traps
0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

0.0.0.0 public (NO)

SAVE RETURN

2012_06

Figure 1-9 SNMP Traps Screen
1.6.1 Trap Table Screen Fields
The following definitions explain each of the SNMP Traps screen fields:

Trap Destination
Use thisfield to enter the |P address of the management workstation
designated to receive SNMP traps from the DELHW-UA.
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Trap Community Name

Use thisfield to enter the community name of the management

workstation with the associated | P address. The community name
indicates the “access level” of traps that will be forwarded to the Trap
destination.

Enable Traps
Use this field to enable the transmission of SNMP traps to the
management workstation.

1.6.2 Setting the SNMP Trap Destination

Each management workstation designated to receive SNMP traps from
the DELHW-UA must have a valid IP address and community name. To
set and enable SNMP trap destination, perform the following steps:

1. Use the arrow keys to highlight tAeap Destination field that you
want to modify.

2. Type the IP address of the management workstation designated to
receive SNMP traps from the DELHW-UA. This address must be
entered in DDN format.

For example: 168.192.25.17

3. Press ENTER. If the IP address entered was a valid format, the cursor
returns to the beginning of the Trap Destination IP address field. If the
entry was not valid, the Event Message field displays “INVALID IP
ADDRESS OR FORMAT ENTERED”. Local Management does not
alter the current value and refreshes the Trap DéstimiP address
field with the previous value.

4. Use the arrow keys to highlight theap Community Name field (on
the same row as the Trap Destination field).

5. Type the community name of the management workstation. The
community name indicates the “access level” of traps that will be
forwarded to the Trap destination.

6. Press ENTER.

7. Use the arrow keys to highlight tlable Traps field (on the same
row as the Trap Destination and Trap Community Name you have just
configured). The default setting for this fieldN©.
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8. Pressthe SPACE bar or BACKSPACE to set thefield to YES.
9. Usethearrow keysto highlight the SAVE command field.

10. PressENTER. The Event Message field at the top of the screen
displays “SAVED OK".

11. Repeat this procedure as necessary to set each Trap Destination.

1.7 FLASH DOWNLOAD SCREEN

The Flash Download screeRifure 1-10 allows you to download a
firmware image from a TFTP server to the DELHW-UA.

Access the Flash Download screen from the Setup Menu screen by usin
the arrow keys to highlight thelash Download option and pressing
ENTER. The Flash Download screen, showfimure 1-10 displays.

Flash download operations require a properly named download
file and a properly configured download server.

Local Management Flash Image Version: XX.XX.XX

FLASH DOWNLOAD

Download Method: [RUNTIME]

Reboot After Download: [YES]

Last Image Server IP: 134.141.17.12

Last Image File Name: c:/tftpboot/delhw-ua.hex

Download Server IP: 134.141.17.12

Download File Name: ci/tftpboot/delhw-ua.hex

EXECUTE RETURN

2012_07

Figure 1-10 Flash Download Screen
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The following definitions explain each of the Flash Download screen
fields.

Download Method
Use thisfield to select the method you wish to use to download the
firmware image to the DELHW-UA.

» Reboot After Download —Thisfield displayswhenthe RUNTIME
Download Method is chosen. Selecting YES forces the DELHW-UA
to reboot and use the new firmware image immediately. Selecting NO
allowsthe DELHW-UA to continue using the existing firmwareimage
without interrupting network operation.

e Commit to Flash —Thisfield displays when the BOOTPROM
Download Method is chosen. Selecting YES allows the DELHW-UA
to continue using the existing firmware image without interrupting
network operation and selecting NO allowsthe DELHW-UA to reboot
and use the new firmware image immediately.

 TFTP Gateway Server IP —Thisfield displays when the
BOOTPROM Download Method ischosen. Usethisfield to enter the
| P address of the TFTP Gateway Server.

Last Image Server IP
Displaysthe I P address of the last server used to download a firmware
image to the DELHW-UA.

Last Image File Name
Displays the file name of the last firmware image downloaded to the
DELHW-UA.

Download Server IP
Use thisfield to type in the IP address of the server from which you wish
to download the firmware image.

Download File Name

Use thisfield to type in the file name of the firmware image you wish to
download to the DELHW-UA.
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1.7.1 Selecting a Flash Download Method
1. Usethearrow keysto highlight the Download M ethod field.

2. Pressthe SPACE bar or BACKSPACE to select a flash download
method.

» Ifyou selecRUNTIME, theReboot After Download field
displays.

* If you selecBOOTPROM, theCommit to Flash field and the
TFTP Gateway Server |P field display.

1.7.1.1 RUNTIME Download
If you selecRUNTIM E Download, perform the following steps:

1. Use the arrow keys to highlight tiReboot After Download field.
2. Pressthe SPACE bar or BACKSPACE to select one of the following:

* YES, if you want the DELHW-UA to reboot and use the new
firmware image immediately.

* NO, if you want the DELHW-UA to continue using the existing
firmware image without interrupting network operation. The
DELHW-UA stores the new firmware image in flash memory.
When you reset the DELHW-UA, it boots from flash memory
using the new image.

Use the arrow keys to highlight tibmwnload Server |P field.
Type the IP address of the download server and press ENTER.
Use the arrow keys to highlight tibmwnload File Name field.

S

Type the complete path and filename of the new image file to be
downloaded. You must include all directories and sigutiories
involved in accessing the file. Type the new entry over the previous
entry.

7. Press ENTER.

8. Use the arrow keys to highlight tEeXECUTE command located at
the bottom of the Flash Download screen.
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9.

Press ENTER to begin the download. The DELHW-UA attempts to
download the file using the IP address, filename, and path provided.
Thisfileis assigned to the Flash memory of the DELHW-UA.

1.7.1.2 BOOTPROM Download
If you select aBOOTPROM Download, perform the following steps:

1
2.

o v M~ W

10.

Use the arrow keys to highlight the Commit to Flash field.
Press the SPACE bar or BACK SPACE to select one of thefollowing:

* YES, if you want the DELHW-UA to continue using the existing
firmware image without interrupting network operation. The
DELHW-UA stores the new firmware image in flash memory.
When you reset the DELHW-UA, it boots from flash memory
using the new image.

* NO, if you want the DELHW-UA to reboot and use the new
firmware image immediately.

Use the arrow keys to highlight tibmwnload Server |P field.
Type the IP address of the download server and press ENTER.
Use the arrow keys to highlight tibmwnload File Name field.

Type the complete path and filename of the new image file to be
downloaded. You must include all directories and sigutiories
involved in accessing the file. Type the new entry over the previous
entry.

Press ENTER.
Use the arrow keys to highlight tié-TP Gateway Server | P field.
Enter the IP address of the TFTP gateway server.

Use the arrow keys to highlight tEeXECUTE command located at

the bottom of the Flash Downloadrsen. ThReDELHW-UA attempts

to download the file using the IP address, flename, and path provided.
This file is assigned to the Flash memory of the DELHW-UA.
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1.8 BRIDGE SETUP SCREEN

The Bridge Setup screen enables you to select a Spanning Tree protocol
and enable/disable bridge ports.

Accessthe Bridge Setup screen, shown in Figure 1-11, by using the arrow
keys to highlight the Bridge Setup option and pressing ENTER. The
Bridge Setup screen displays.

Local Management Flash Image Version: XX.XX.XX
BRIDGE SETUP
SPANNING TREE PROTOCOL: [IEEE 802.1]
BRIDGE PORT ADMIN STATUS: PORT 01 --> ALL PORTS [ENABLED]
BRIDGE PORT PAIR ADMIN STATUS: PORT XX --> PORT [02] [ENABLED]
SAVE BRIDGE_PORT [01] RETURN

2012_08

Figure 1-11 Bridge Setup Screen

1.8.1 Bridge Setup Screen Fields
The following list describes each of the Bridge Setup screen fields:

Spanning Tree Protocol
Use thisfield to select a Spanning Tree protocol. Possible selections for
thisfield are IEEE 802.1, DEC, or NONE.

Bridge Port Admin Status

Use thisfield to enable or disable individual DELHW-UA bridge ports.
Possible selections for this field are ENABLED or DISABLED.
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Bridge Port Pair Admin Status
Usethisfield to enable or disable bridging between bridge port pairs. For
example, you can enable Port 1 to bridge traffic to all ports except Port 2.

Bridge_Port X
Use this command field to select the DELHW-UA bridge port you want
to configure.

1.8.2 Selecting a Spanning Tree Protocol
To select the Spanning Tree protocol to be used by the DELHW-UA,
perform the following steps:

1. Usethearrow keysto highlight the SPANNING TREE
PROTOCOL fidd.

2. Pressthe SPACE bar or BACK SPACE to sdlect [| EEE 802.1],
[DEC], or [NONE].

3. Usethearrow keysto highlight the SAVE command field.

4. PressENTER. The Event Message field at the top of the screen
displays “SAVED OK".

1.8.3 Selecting the Bridge Port Administrative Status
To select the bridge port administrative status, perform the following
steps:

1. Use the arrow keys to highlight theRIDGE_PORT XX] field at the
bottom of the Bridge Setup screen.

2. Press the SPACE bar or BACKSPACE to select the bridge port you
want to configure. The selected bridge port displays irBttidge
Port Admin Status field.

3. Use the arrow keys to highlight t&RIDGE PORT ADMIN
STATUS: PORT X -->ALL PORTS[ENABLED] field.

4. Press the SPACE bar or BACKSPACE to seledABLE or
DISABLE.

For example, the following bridge setup indicates that bridge port 01
is configured to bridge traffic to all ports:
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5.
6.

BRIDGE PORT ADMIN STATUS; PORT 01 - - > ALL PORTS
[ENABLED]

Use the arrow keys to highlight the SAVE command field.

Press ENTER. The Event Message field at the top of the screen
displays “SAVED OK".

1.8.4  Selecting the Bridge Port Pair Administrative

Status

To select the bridge port pair administrative status, perform the following
steps:

1

Use the arrow keys to highlight tiBRIDGE_PORT XX] field at the
bottom of the Bridge Setup screen.

Press the SPACE bar or BACKSPACE to select the bridge port you
want to configure. The selected bridge port displays irBttidge
Port Pair Admin Statusfield.

Use the arrow keys to highlight tB&RIDGE PORT PAIR ADMIN
STATUS: PORT X - -> PORT [Y] field.

Press the SPACE bar or BACKSPACE to select the port you want to
enable or disable bridge traffic.

Use the arrow keys to highlight tB&RI DGE PORT PAIR ADMIN
STATUS: PORT X - -> PORT [Y] [ENABLED] field.

Press the SPACE bar or BACKSPACE to seledABLE or
DISABLE.

For example, the following bridge setup indicates that bridge port 01
is configured NOT to bridge traffic to bridge port 02:

BRIDGE PORT PAIR ADMIN STATUS: PORDL - - > PORT[02]
[DISABLED]

Use the arrow keys to highlight ts&\VE command field.

Press ENTER. The Event Message field at the top of tleesc
displays “SAVED OK".
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1.9 ROUTER SETUP SCREEN

The Router Setup screen allows you to choose either |P or IPX routing for
your DELHW-UA.

Access the Router Setup screen, shown in Figure 1-12, by using the arrow
keys to highlight the ROUTER SETUP menu item in the Setup Menu
and pressing ENTER. The Router Setup screen displays.

Local Management Flash Image Version XX.XX.XX

ROUTER SETUP

P
IPX

INITIALIZE RETURN

IP/IPX

Figure 1-12 Router Setup Screen

1.9.1 Router Setup Fields
The following list describes the Router Setup fields.

IP
Use thisfield to access the |P Configuration screen to configure the
DELHW-UA for IP routing.

IPX

Use thisfield to access the IPX Configuration screen to configure the
DELHW-UA for IPX routing.

1-30 DELHW-UA Local Management Guide



IP Configuration Screen

1.10 IP CONFIGURATION SCREEN

The IP Configuration screen enables you to access the IP General Config
and IP RIP screens to configure the DELHW-UA for | P Routing and
enable RIP on the DELHW-UA.

Access the | P Configuration screen, shown in Figure 1-13, by using the
arrow keysto highlight the I P menu item on the Router Setup screen and
pressing ENTER. The IP Configuration screen displays.

Local Management Flash Image Version XX.XX.XX

IP CONFIGURATION

IP General Config
IP RIP
OSPF

RETURN

2012_09

Figure 1-13 IP Configuration Screen

1.10.1 IP Configuration Screen Fields
The following list describes each of the IP Configuration screen fields.

IP General Config
Use thisfield to access the IP General Config screen and configure the
DELHW-UA for IP routing.

IP RIP

Use thisfield to access the | P RIP screen and enable Routing Information
Protocol (RIP) routing on the DELHW-UA.
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1.10.2 IP General Config Screen

The IP General Config screen allows you to configure the DELHW-UA
for IP routing.

Access the P General Config screen by using the arrow keysto highlight
the IP General Config menu item and pressing ENTER. The IP General
Config screen shown in Figure 1-14 displays.

Local Management Flash Image Version XX.XX.XX

IP Router ID: XXX. XXX.XXX. XXX
IP General Config

Router Name: IP Status: Enabled UpTime: 0 days O hours 39 min
Version: XX.XX.XX AdminStatusTime: 0 days O hours 39 min

— — — System Level Setup— — —
.0.0

IP Routing: ENABLED Server: 0.0 37 of 999
Redirector: FORWARD UDP Port: 37 UDP Type: time
— — — PortLevel Setup — — —
Port: 1 Description: DELHW-UA EnetPort
MAC Address: 00-00-1D-22-46-B0 _ Interf. Type: ethernet-csmacd
Oper Status:  Enabled Framing: Ethernet MTU: 1500
Address: 134.141.17.177 Mask: 255.255.0.0 Address Type: Primary
Network Bcast: Ones
IP Routing: ENABLED IP Forwarding: ENABLED Proxy ARP: DISABLED
+PORT- +REDIRECTOR- SAVE RETURN

2012_11

Figure 1-14 IP General Config Screen

1.10.3 IP General Configuration Status Fields

The following list describes each of the IP General Config status fields.
The status fields are for informational purposes only and cannot be
modified.

Router Name
Displays the type of routing used.

Status
Displays the status of 1P Routing.
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UpTime
Displays the amount of time elapsed since the last time the DELHW-UA
was rebooted.

Version
Displays the I P Routing version number used on the DELHW-UA.

AdminStatusTime
Displays the amount of time elapsed since an | P address was assigned to
the DELHW-UA.

UDP Type
Displays the User Datagram Protocol (UDP) Service to which the
selected UDP Port number corresponds.

Description
Describes the selected Port.

MAC Address
Displays the physical (MAC) address of the DELHW-UA.

Interf. Type
Displays the type of interface used by the specified port.

Oper Status
Displays the operational status of the selected port.

1.10.4 IP General Configuration Fields

This section provides a general overview of the procedures required to
configure the DELHW-UA. The following list describes each of the
modifiable IP General Config Screen fields.

+PORT-
Use thisfield to select the routing port you wish to configure.

+REDIRECTOR-

Use thisfield to toggle through alist of commonly used UDP port
numbers. UDP port numbers are associated with the relay agent
functionality of the router.
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Framing
Use thisfield to select the format of the frame in which IP packets are
encapsulated for transmission.

MTU
Use thisfield to set the Maximum Transmission Unit (MTU).

IP Routing
Use thisfield to enable IP Routing Services.

IP Forwarding
Use thisfield to enable IP Forwarding.

Proxy ARP
Use thisfield to enable Proxy Address Resolution Protocol (ARP).

Address
Use thisfield to assign an | P address to the port that you wish to
configure.

Mask
Use thisfield to set the Subnet Mask for the port that you wish to
configure.

1.10.4.1 Selecting a Port for Configuration

Routing Services allows you to choose the ports that you want to
configure for IP routing. To select arouter port to configure for |P
routing, complete the following steps:

1. Usethearrow keysto highlight the PORT option.

2. Typeinthe number of the port that you want to configure for IP
routing and then press ENTER.

You can type in the port number, or you can use the +PORT-
option at the bottom of the screen to scroll through the list of
the ports on your device. To use the +PORT- option, use the
arrow keys to highlight the + (to go forward), or the - (to go
backward), and then press ENTER to scroll through the
available ports in the direction you have selected. You can
also use the + and - keys to scroll through the available ports.
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If you type in an invalid port number, the error message “PORT
NUMBER IS OUT OF RANGE”" displays. Perform steps 1 and 2 again.

1.10.4.2 Entering the IP Address and Subnet Mask

All IP hosts must have an IP Address for each network interface. These
addresses identify each network connection.

To enter the IP address for a router port, complete the following steps:
1. Use the arrow keys to highlight tAeDDRESS option.
2. Type in the IP address and then press ENTER.

Once an IP address is entered, the default Subnet Mask automatically
enters into the Mask field. To to change the default Subnet Mask for a
router port, complete the following steps:

1. Use the arrow keys to highlight th&ASK option.
2. Type in the Subnet Mask for the IP address that you have assigned.

1.10.4.3 Selecting the Frame Type for a Port

On each port, Frame Type specifies the format of the frame in which IP
packets are encapsulated for transmission. The Frame Type options
available for each router port are dependent on the type of media
supported by that router port.

To select the Frame Type for a port, complete the following steps:
1. Use the arrow keys to highlight tirieaming option.

2. Use the ENTER key to toggle the entry to the correct Frame Type for
the port.

3. Use the arrow keys to highlight ts8\VE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.
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1.10.4.4 Setting the Maximum Transmission Unit (MTU)

The Maximum Transmission Unit specifies the maximum packet size for
all 1P packetsthat are transmitted.

To select the MTU for a port, complete the following steps:

1. Usethearrow keysto highlight the M TU option under Port Level
Setup.

2. Enter an MTU vaue for the media used.

3. Usethearrow keysto highlight the SAVE command field at the
bottom of the screen, then press ENTER. The message “SAVED OK”
displays.

1.10.4.5 Enabling IP Routing Services on a Port

The ability to switch IP Routing Services on and off on a port-by-port
basis, provides great flexibility. On the same device, some ports can be
routing IP taffic while other ports are lalging it. As you are in transition
from a bridged network to a routed network, this flexibility allows you to
implement IP routing and test your routing configuration on a
port-by-port basis. If necessary, you can temporarily disable the IP
routing on any port without losing your configuration, or you can
temporarily switch from IP routing back to bridging.

To enable IP Routing Services on a router port, complete the following
steps:

1. Use the arrow keys to highlight the Routing option under Port
Level Setup.

2. Use the ENTER key to toggle the entryBNABLED.

3. Use the arrow keys to highlight ts8\VE command field at the
bottom of the screen, and then press ENTER. The message “SAVED
OK” displays.

1.10.4.6 Enabling IP Forwarding on a Port

By default, IP Forwarding is disabled on each router port. Your device
cannot begin forwarding IP data packets on any router port until you
enable IP Forwarding on that port.
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To enable | P Forwarding on arouter port, complete the following steps:
1. Usethearrow keysto highlight the | P Forwar ding option.
2. Usethe ENTER key to toggle the entry to ENABLED.

3. Usethearrow keysto highlight the SAVE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.

1.10.4.7 Configuring the UDP Broadcast Redirector

To locate a server that can provide a particular network service, many IF
hosts rely on the use of LAN broadcasts to send UDP service requests.
The UDP port number contained in the broadcast request packet identifie
the service being requestéable 1-3shows the port numbers and their
corresponding requested services.

Table 1-3 UDP Port Numbers

UDP Port # UDP Services

37 Time

42 Host Name Server

53 Domain Name Server

65 TACACS-Database Service

67 Bootstrap Protocol/Dynamic Host Control Protocol Server
68 Bootstrap Protocol/Dynamic Host Control Protocol Client
69 Trivial File Transfer

137 NETBIOS Name Server

138 NETBIOS Datagram Server

111 Sunrpc (NIS)

The UDP Broadcast Redirector enables you to configure any Routing
Services enabled device to forward the UDP packets that it receives as
LAN broadcasts, déectly to the appropriate server. UDP service requests
that are sent as LAN broadcasts by clients of applications such as Host
Name, Domain Name, and Bootstrap servers, can be redirected to any
server on any network segment.
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To configure the UDP Broadcast Redirector, complete the following
steps:

1. Usethearrow keysto highlight the UDP Port option under System
Level Setup.

2. Enter the UDP port number of the UDP service request packets that
you want to redirect (refer to Table 1-3) and then press ENTER.

3. Usethearrow keysto highlight the SAVE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.

You can type in the UDP port number, or you can use the
+REDIRECTOR- option at the bottom of the screen to scroll
through a list of commonly used UDP port numbers. To use
the +REDIRECTOR- option, use the arrow keys to highlight
the + (to go forward), or the - (to go backward), and then
press the ENTER key to scroll in the direction that you
selected.

The entry for the UDP Port option reflects the UDP port number that is
currently selected. The entry for UDP Type names the UDP service to
which that port number corresponds.

1.10.4.8 Enabling Proxy ARP on a Port

By default, Proxy Address Resolution Protocol (ARP) is disabled on all
ports, and IP Routing Services respond only to ARP requests addressed to
its own IP address.

For one IP host to communicate with another IP host, knowledge of the
target host's MAC address must be known. To learn this MAC address,
the IP host sends an ARP request packet as a LAN broadcast with the
destination IP address of the target IP host. All hosts receive this
broadcast and the one host that matches the target IP address responds
with its MAC-layer address.

However, because each subnet constitutes a separate broadcast domain
and LAN broadcastarenot forwarded across routers, ARP does not work
beyond a host’s local network or subnetwork. One of the primary
purposes of a router is to confine LAN broadcast traffic to each local
network or subnetwork.
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A proxy ARP response is generated when the following occurs:
* Proxy ARP is enabled on a router port.

* An ARP request is received as a LAN broadcast (looking for the
MAC-layer address of an IP host on another network segment).

* An entry exists in the IP Forwarding Table for the destination host’s
network.

Enabling Proxy ARP on a router port allows IP hosts to dynamically
obtain the MAC-layer address of other IP hosts attachedfevedit

networks or subnetworks by using broadcast ARP request packets. With
Proxy ARP enabled, IP hostse not rguired to maintain knowledge of
specific subnetworks.

To enable Proxy ARP on a router port, complete the following steps:
1. Use the arrow keys to highlight tireoxy ARP option.
2. Use the ENTER key to toggle the entryBNABLED.

3. Use the arrow keys to highlight ts\VE command field at the
bottom of the screen, and then press ENTER. The message “SAVEL
OK” displays.

1.10.4.9 Configuring the Network Broadcast Type on a
Port

IP Routing Services recognizes and accepts network broadcasts, IP
packets with the host portion of the IP address as either all 1's or all 0’s.
Other networking devices only recognize all 0's as a network broadcast.

To configure IP Routing Services to send network broadcasts addressec
to all 0's, complete the following steps:

1. Use the arrow keys to highlight thietwork Bcast option.
2. Use the ENTER key to toggle the entryZBROS.

3. Use the arrow keys to highlight ts8\VE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.
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1.10.5 Enabling the RIP Routing Protocol on a Port

Routing Information Protocol (RIP) isawidely implemented routing
protocol that is used extensively on | P internetworks. | P Routing Services
uses the RIP routing protocol to send and gather information about the
internetwork topology. Thisinformation is used to construct and maintain
a database called RIP Route Table, which contains the addresses of the
available routesto all the networks and hosts that RIP has learned.

Enabling the RIP routing protocol alows P Routing Servicesto build and
maintain a dynamic database of route information. The best routes
learned by the RIP routing protocol are added to the IP Forwarding Table
to forward | P packets. The ability to switch the RIP routing protocol on
and off on a port-by-port basis provides great flexibility. On the same
device, some router ports can be running the RIP routing protocol while
other router ports are not. If necessary, you can temporarily disable the
RIP routing protocol on any port without affecting the rest of your
configuration.

To enable RIP Routing, compl ete the following steps:

1

o oA w N

From the IP Configuration screen, highlight | P RIP and then press
ENTER.

The IP RIP Configuration screen, shown in Figure 1-15, displays.
Use the arrow keys to highlight the System L evel RIP-1 option.
Use the ENTER key to toggle the entry to ENABLED.

Use the arrow keysto highlight the Port Level RIP-1 option.
Use the ENTER key to toggle the entry to ENABLED.

Use the arrow keysto highlight the SAVE command field at the
bottom of the screen, and then press ENTER. The message “SAVED
OK” displays.
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Local Management Flash Image Version XX.XX.XX
IPX Router ID: 0.0.0.0
IPX RIP CONFIGURATION

IPX Address: XXX.XXX.XXX.XXX

Port: 1
System Level RIP-1: DISABLED
Port Level RIP-1: DISABLED

+PORT- SAVE RETURN

Figure 1-15 IP RIP Configuration Screen

1.10.6 I[P OSPF Configuration

OSPF (Open Shortest Path First) isa Link-State Protocol. OSPF
distributes routing information between routers belonging to a single
Autonomous System (AS). In an Autonomous System, routers exchange
routing information through a common routing protocol.

An Autonomous System may contain one or more networks, but each

network within the AS may or may not support subnetting. Every OSPF
routing domain must have a “Backbone”. An OSPF backbone distributes
routing information betweeareas in an OSPF rdng domain. The
backbone of an OSPF routing domain is an OSPF area possessing an al
ID of 0.0.0.0. Because OSPF protocol only broadcasts link state updates
when topology has changed, it is considered “quiet” when eoadpto

RIP protocol, which has to periodically send a portion, or all of its routing
table to its neighbors.

Convergence (the time it takes to recalculate routing tables) under OSPI
protocol is instantaneous and not periodic because of the use of IP
Multicast to send the link-state updates. Updates are only sent when
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routing changes occur instead of periodically, ensuring better use of
available bandwidth.

OSPF employs “flooding” to exchange link-states with other routers. Any
change in routing information is flooded to all routers in the network. The
use of “areasputs a boundary on the explosion of link-state updates. All
routers within an area will have the exact link-state database.

To enable OSPF complete the following steps:

1. From the Router Select screen, selé&cand hit ENTER. The IP
Configuration screen displays.

2. From the IP Configuration screen, use the arrow keys to $é&lect
OSPF. Hit ENTER, and the IP OSPF Configurati@reenshown in
Figure 1-16 displays.

Local Management Flash Image Version 1.03.08

IP Router ID: 192.168.254.250
IP OSPF

OSPF: DISABLED
Version:  XX.XX.XX

— — — OSPF Area Setup — — —
Area ID: 0.0.0.0 Import As Extern: true

— — — OSPF Port Level Setup — — —

Admin Status: ENABLED Port: 1 IP Address: 192.168.254.250
I/F Area ID: 0.0.0.0 Type: broadcast
Router Priority: 1 Transmit Delay: 1 Poll Interval: 120
Retrans Interval: 5 Hello Interval: 10 Router Dead Intvl: 40
Auth Key Type: none
Active Auth Key: none Auth Key (2):
Auth Key ID: Auth Key (2) ID:

State: down

Designated Rtr: 0.0.0.0 Backup Designated Rtr: 0.0.0.0

+PORT- +REDIRECTOR- SAVE RETURN

ipospfconfig

Figure 1-16 IP OSPF Configuration Screen

3. Use the arrow keys to selg@BPF: Disabled. Hit ENTER. The
selection will toggle tdenabled.

4. Use the arrow keys to selektea ID: 0.0.0.0. Enter the Area ID
number in dotted decimal format (000.000.000.000). When you have
finished entering the area ID number, use the arrow keys to select
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Admin Status:. If Admin Statusis Disabled, hit ENTER to toggle the
statusto Enabled. Use the arrow keysto select Port:. Type the port
number you wish to use. Hit ENTER, and the port will be changed to
the number that you typed.

5. Usethearrow keysto select I/F Area ID. Enter thel/F AreaID in
dotted decimal notation (000.000.000.000). When you have finished,
use the arrow keys to select Router Priority.

6. Typeinthe number representing the router priority you desire. When
you have finished, use the arrow keysto select Retrans | nterval.
Enter the number of seconds of delay between retransmission of
link-state adverti sements. When you have finished, usethe arrow keys
to select Transmit Delay.

7. Type the number of seconds you wish to set for transmit delay.
Transmit delay represents the estimated number of seconds it takesto
transmit a link-state update packet over thisinterface. Link-state
advertisements contained in the Link-state update packet will have
their age incremented by this amount before transmission. Thisvalue
must take into account transmission and propagation delays. When
you have finished, use the arrow keysto select Hello Interval.

8. Typethenumber of secondsthat youwishto usefor theHello Interval.
The Hello Interval isthe length of time in seconds between Hello
packets that the router sends on this interface, advertised in Hello
packets sent out of thisinterface. When you have finished use the
arrow keysto select Pall Interval.

9. Typethe number of secondsthat you wish to use for Poll Interval. If a
neighboring router has become inactive (Hello packets have not been
sent for [router dead] seconds, it may be necessary to send Hello
packetsto the dead neighbor. The packetswill be sent at areduced rate
[Poll Interval}, which should be much larger than the Hello Interval.
A typical Poll Interval for an X.25 network is 120 seconds. When you
have finished, use the arrow keysto select Router Dead Interval.

10. Type the number of seconds that you wish to use for Router Dead
Interval. Router Dead Interval isthe number of seconds before the
router’s neighbors will declare it down, when they stop hearing the
router’s Hello packets. When you have finished entering the Router
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Dead Interval, use the arrow keysto select SAVE. Hit ENTER. The
event message field at the top of the screen displays “SAVED OK”".

1.11 IPX CONFIGURATION SCREEN

The IPX Configuration geen enablegou to access the IPX General
Config, IPX RIP, and IPX SAP screens to configure the DELHW-UA for
IPX Routing and enable RIP routing or Source Advertisement Protocol
(SAP) routing on the DELHW-UA.

Access the IPX Configuration screen, showirigure 1-17 by using the
arrow keys to highlight thePX menu item on the Router Setup and
pressing ENTER. The IPX Configuratiooreendisplays.

Local Management Flash Image Version XX.XX.XX
IPX Router ID: 0.0.0.0
IPX CONFIGURATION

IPX General Config
IPX SAP
IPX RIP

RETURN

Figure 1-17 IPX Configuration Screen
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1.11.1 IPX Configuration Fields
The following list describes each of the IPX Configuration screen fields.

IPX General Config
Use thisfield to access the IPX General Config screen and configure the
DELHW-UA for IP routing.

IPX SAP
Use thisfield to access the IPX SAP screen and enable Source
Advertisement Protocol (SAP) routing.

IPX RIP
Use thisfield to accessthe IPX RIP screen and enable the Routing
Information Protocol (RIP).

1.11.2 [IPX General Configuration Screen

The IPX General Configuration screen allows you to configure the
DELHW-UA for IPX routing.

To access the IPX General Configuration screen, use the arrow keysto
highlight the | PX General Config menu item and press ENTER. The
IPX General Configuration screen shown in Figure 1-18 displays.

Local Management Flash Image Version XX.XX.XX

IPX General Configuration

Router Name: IPX Status: Enabled UpTime: 0 days O hours 39 min
Version:  XX.XX.XX AdminStatusTime: 0 days 0 hours 39 min

— — — System Level Setup— — —
IPX Routing: ENABLED

— — — Port Level Setup — — —

Port: 1 Description: DELHW-UA EnetPort
MAC Address: 00-00-1D-22-46-BO Interf. Type: ethernet-csmacd
Oper Status: Enabled MTU: 1500 Framing: Novell

IPX Address: 0.0.0.0

IPX Routing: DISABLED IPX Forwarding: DISABLED

+PORT- SAVE RETURN

Figure 1-18 IPX General Configuration Screen
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1.11.3 IPX General Configuration Status Fields
The following list describes each of the IPX General Config status fields.

The status fields are for informational purposes only and cannot be
modified.

Router Name
Displays the type of routing used.

Status
Displays the status of 1P Routing.

UpTime
Displays the amount of time elapsed since the last time the DELHW-UA
was rebooted.

Version
The version number of the | P Routing used on the DELHW-UA.

AdminStatusTime
Displays the amount of time elapsed since an | P address was assigned to
the DELHW-UA.

Description
Describes the selected Port.

MAC Address
Displays the physical (MAC) address of the DELHW-UA.

Interf. Type
Displays the type of interface used by the specified port.

Oper Status
Displays the operational status of the selected port.

1.11.4 IPX General Configuration Fields

This section provides a general overview of the procedures required to
configure the DELHW-UA. The following list describes each of the IPX
Genera Config fields.
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+PORT-
Use thisfield to select the routing port that you wish to configure.

Framing
Use thisfield to select the format of the Frame in which IPX packets are
encapsulated for transmission.

MTU
Use thisfield to set the Maximum Transmission Unit (MTU).

IPX Routing
Use thisfield to enable IP Routing Services.

IPX Forwarding
Use thisfield to enable IP Forwarding.

IPX Address
Use thisfield to assign an |P Address to the port that you wish to
configure.

1.11.4.1 Selecting a Port for Configuration

Routing Services allows you to choose the ports that you want to
configure for IPX routing. To select arouter port to configure for IPX
routing, complete the following steps:

1. Usethearrow keysto highlight the PORT option.

2. Typeinthe number of the port that you want to configure for IPX
routing, then press ENTER.

You can type in the port number, or you can use the +PORT-
option at the bottom of the screen to scroll through the list of
the ports on your device. To use the +PORT- option, use the
arrow keys to highlight the + (to go forward), or the - (to go
backward), and then press ENTER to scroll through the
available ports in the direction you have selected. You can
also use the + and - keys to scroll through the available ports.

If you type in an invalid port number the error message: “PORT
NUMBER IS OUT OF RANGE" displays. Perform steps 1 and 2 again.
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1.11.4.2 Entering the IPX Address

All IPX hosts must have an IPX Address for each network interface.
These addresses identify each network connection.

To enter the IPX Addressfor arouter port, complete the following steps:
1. Usethearrow keysto highlight the |PX ADDRESS option.

2. Typeinthe IPX Addressin Dotted Decimal Notation (DDN) format
and then press ENTER.

1.11.4.3 Selecting the Frame Type for a Port

On each port, Frame Type specifies the format of the frame in which IPX
packets are encapsulated for transmission. The Frame Type options
available for each router port are dependent on the type of media
supported by that router port.

To select the Frame Type for a port, complete the following steps:
1. Usethearrow keysto highlight the Framing option.

2. Usethe ENTER key to toggle the entry to the correct Frame Type for
the port.

3. Usethearrow keysto highlight the SAVE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.

1.11.4.4 Setting the Maximum Transmission Unit (MTU)

The Maximum Transmission Unit specifies the maximum packet size for
all IPX packets that are trangtad.

To select the MTU for a port, complete the following steps:

1. Use the arrow keys to highlight th&T U option under Port Level
Setup.

2. Enter an MTU value for the media used.

3. Use the arrow keys to highlight ts8\VE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.
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1.11.4.5 Enabling IPX Routing Services on a Port

The ahility to switch IPX Routing Services on and off on a port-by-port
basis provides great flexibility. On the same device, some ports can be
routing IPX traffic while other ports are bridging it. Asyou arein
transition from a bridged network to arouted network, this flexibility
allows you to implement IPX routing and test your routing configuration
on a port-by-port basis. If necessary, you can temporarily disable IPX
routing on any port without losing your configuration, or you can
temporarily switch from IPX routing back to bridging.

To enable IPX Routing Services on arouter port, complete the following
steps:

1. Usethearrow keysto highlight the | PX Routing option under Port
Level Setup.

2. Usethe ENTER key to toggle the entry to ENABLED.

3. Usethearrow keysto highlight the SAVE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.

1.11.4.6 Enabling IPX Forwarding on a Port

By default, IPX Forwarding is disabled on each router port. Your device
cannot begin forwarding IPX data packets on any router port until you
enable IPX Forwarding on that port.

To enable IPX Forwarding on a router port, complete the following steps
1. Use the arrow keys to highlight thEeX Forwar ding option.
2. Use the ENTER key to toggle the entryBNABLED.

3. Use the arrow keys to highlight ts88\VE command field at the
bottom of the seen and then preENTER. The message “SAVED
OK” displays.
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1.11.5 IPX Routing over Frame Relay

An additional step is required when routing IPX over Frame Relay. This
step requires that entries are created in the IPX Host Map. The IPX Host
Map is adatabase of remote IPX hosts that are defined generally by the

WAN Network number and MAC Address, and more specifically by the
Interface Number and Data Link Connection Identifier (DLCI). The IPX
Host Map helps arouting decision by determining which circuit a packet
should be forwarded to in a point to multi-point Frame Relay connection.

Figure 1-19 shows how IPX Host Map entries are entered using the
circuitmap command. The circuitmap command is accessed from the
MIB Navigator Screen. Refer to Chapter 2 for more information on the
circuitmap command.

MIBNav-> circuitmap -s IPX 2 00000172 00:00:1d:02:d1:7a 102
MIBNav-> circuitmap -a

# Interface Network Node Circuit ID
#2 5A4C212B 00:00:1d:23:a1:5b 203
#2 00000172 00:00:1d:23:a1:5b 102

Figure 1-19 Circuitmap Command

The circuitmap command contains the following fields:

#Interface
An entry must be created for each remote Router connected viathe Frame
Relay interface.

Network
The Network isthe IPX Network number associated with the Frame
Relay network.

Node
The Node isthe MAC address of the remote router on the other end of the
WAN link.

Circuit ID

The Circuit ID isthe DLCI identifying the virtual circuit connection to the
Telco.
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1.11.6 Enabling the IPX SAP Routing Protocol on a Port

IPX Source Advertisement Protocol (SAP) isused by IPX to exchange
information about Novell service providing nodes, such asfile servers
and print serversthat are available. IPX SAP builds and maintains a
database, the Service Advertisement Table, containing the addresses and
routes to specific service providing nodes, and advertises thisinformation
over the network.

Each router running IPX SAP gathersthis LAN based information from
the locally connected network segments and addsiit to its Service
Advertisement Table. Each table contains the Novell Network Number
and type of services available on all Novell servers known to the IPX
SAP. IPX routing services uses this information to provide
internetworked NetWare clients with access to these services.

To enable SAP Routing, complete the following steps:

1. FromthelPX Configuration screen, highlight | PX SAP and then press
ENTER.

The IPX SAP Configuration screen, shown in Figure 1-20, displays.
2. Usethearrow keysto highlight the Port option.

3. Typeinthe number of the port that you wish to enable SAP routing,
then press ENTER.

4. Usethearrow keysto highlight the Port Level SAP option.

5. Usethe ENTER key to toggle the entry to ENABL ED. Usethe arrow
keysto highlight the SAVE command field at the bottom of the screen,
and then press ENTER. The message “SAVED OK” displays.
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Local Management Flash Image Version XX.XX.XX
IPX Router ID: 0.0.0.0

IPX SAP CONFIGURATION

IPX Address: XXX.XXX.XXX.XXX

Port: 1
System Level SAP: DISABLED
Port Level SAP: DISABLED

+PORT- SAVE RETURN

Figure 1-20 IPX SAP Configuration Screen

1.11.7 Enabling RIP on a Port

IPX RIP (Routing Information Protocol) isawidely implemented routing
protocol that is used extensively on IPX intermediations. |PX Routing
Services uses the RIP to send and gather information about the
internetwork topology. Thisinformation is used to construct and maintain
a database, called the RIP Route Table, containing the addresses and
available routesto all the networks and hosts that RIP has learned.

Enabling RIP alows IPX Routing Servicesto build and maintain a
dynamic database of route information. The best routes learned by RIP
are added to the IPX Forwarding Tableto be used to forward IPX packets.
The ability to switch RIP on and off on a port-by-port basis provides great
flexibility. On the same device, some router ports can be running RIP
while other router ports are not. If necessary, you can temporarily disable
RIP on any port without affecting the rest of your configuration.
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To enable RIP Routing, compl ete the following steps:

1

Fromthel PX Configuration screen, highlight |PX RIP and then press
ENTER. The|PX RIP Configuration screen, shown in Figure 1-21,

displays.

Use the arrow keys to highlight the Port option.

Typeinthe number of the port that you wish to enable RIP routing and

then press ENTER.

Use the arrow keysto highlight the Port Level RIP option.

Use the ENTER key to toggle the entry to ENABL ED. Usethe arrow
keysto highlight the SAVE command field at the bottom of the screen,
and then press ENTER. The message “SAVED OK” displays.

Local Management

IPX Address: XXX.XXX.XXX.XXX

Port: 1

+PORT-

Flash Image Version XX.XX.XX
IPX Router ID: 0.0.0.0

IPX RIP CONFIGURATION

System Level RIP: DISABLED
Port Level RIP: DISABLED
SAVE RETURN

Figure 1-21

IPX RIP Configuration Screen
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CHAPTER 2
MIB NAVIGATOR

This chapter explains how to use the MIB Navigator utility. The MIB
Navigator allows access to a command set from which you can configure
and manage your DELHW-UA.

2.1

CHAPTER ORGANIZATION

The following list summarizes the organization of this chapter:

MIB Navigator Screen — describes the MIB Navigator screen and
explains how to access it.

M 1B Navigator Command Set Overview — describes the types of
commands available to the MIB Navigator.

Navigation Commands — explains the commands used to navigate
through the MIB Navigator.

Other Commands — explains other commands that allow you to
access and manage network devices connected to the device runnin
the MIB Navigator.

Special Commands — explains the special commands that allow you
to exit from the MIB Navigator.

PPP Security Command — explains how to list and set security on an
interface basis.

I SDN Configuration Commands — explains how to set up primary
and backup configurations.
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2.2 MIB NAVIGATOR SCREEN

Access the MIB Navigator screen from the Main Menu screen using
Local Management (refer to the Accessing L ocal M anagement section
in Chapter 1 of thisguide). Using the arrow keys, highlight the M I B
NAVIGATOR menu item, then press ENTER. At the MIB Navigator
cursor, type Help and press ENTER. The MIB Navigator Help screen
shown in Figure 2-1 displays.
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Figure 2-1 MIB Navigator Help Screen

2.2.1 Managing Device MIBs

The MIB Navigator lets you manage objectsin the DELHW-UA

Management Information Bases (MIBs). MIBs are databases of objects

used for managing the device and determining the device’s configuration.
The commands within the MIB Navigator enable you to view and modify
a device’s objects.
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The MIB Navigator views the MIB tree hierarchy as a directory.

Figure 2-2 shows the MIB tree hierarchy. Each layer is numerically
encoded, so that every branch group and leaf object in the MIB is
identified by a corresponding number, known as an Object Identifier
(OID). Thisalowsthe MIB Navigator to navigate through the MIB and
access the manageable leaf objects.

_—— Object 1.1.1
Group 1.1—— opject1.1.2

Object 1.2.1
Group 1.2=——_ Opject1.2.2

Object 1.3.1
Group 1.3=————_ Object 1.3.2

Root 1

Figure 2-2 Hierarchical MIB Tree Structure

Often an ASCII nameis assigned to the OID of aleaf object, making it
more readable. To identify the value for the object “ipForwarding” you
use the OID (/1/3/6/1/2/1/4/1), or its ASCII name
(/isolorg/dod/internet/mgmt/mib-2/ip/ipForwarding).

2.3 MIB NAVIGATOR COMMAND SET OVERVIEW

Use the help command for an on-line description of each MIB
Navigator command. For example MIB Nav-> help branch
provides help information for the branch command.

The MIB Navigator command set provides the following commands:

Navigation Commands

Navigation commands allow you to access and manage the MIB for the
device running the MIB Navigator. Some of these commands also provide
user community-string information. The commands are as follows:

branch cd ctron
dir get grep
Is mib2 next
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pwd set su
tree wan whoami
help

Other Commands

Other commands allow you to access and manage network devices
connected to the device running the MIB Navigator. The commands are
asfollows:

arp bridge circuitmap defroute
dhcp dslalarm fr imux

nat netstat ping ppp
redistribute reset route secondIP
show snmpbranch snmpget snmpnext
snmpset snmptree traceroute wanpq

Special Commands
Special Commands allow you to exit from the MIB Navigator. The
commands are as follows:

done quit exit

2.3.1 Conventions for MIB Navigator Commands
This manual uses the following conventions for denoting commands:

» Information keyed by the user is showrtliis helvetica font.

* Inthe examples, information keyed in by the user is indicatdadhy
font.

+ Command arguments are indicated by two types of brackets:
e required arguments are enclosed by [ ].
e optional arguments are enclosed by < >.

MIB Navigator command conventions are as follows:

« To abort the output or iatrupt a process the escape character is ~C
(where ~ indicates the Control key).
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» Aslash (/) preceding an OID issues that command from the root
directory regardless of where you are in the MIB. If no slash precedes
the OID the command issues from yourreant MIB location.

» Dot notation (1.1.1.1) is equivalent to slash notation (1/1/1/1). Use
slash notation with the navigational commands, and the dot notation
with the built-in commands that are using SNMP to access and manag

network devices.

MIB Navigation Commands are listed in the format shown below:

command:

Syntax: This entry provides the format that the MIB
Navigator command requires. It indicates
where arguments, if any, must be specified.

Description: This entry briefly describes the command and
its uses.

Options: This entry lists any additional fields which may
be added to the command and their format.

Example: This entry shows an example of the command.

2.4 NAVIGATION COMMANDS

The following MIB Navigation commands allow you to move from MIB
object to MIB object within the MIB tree.

branch:

Syntax: branch [path]

Description: The branch command displays all of the leaves
in the MIB tree below a specified path. The
information displayed includes the pathname,
the object ASCII name, the type of object (i.e.,
integer, counter, time tick, etc.), and thereut
value of each leaf object.

Options: Not Applicable

DELHW-UA Local Management Guide 2-5



Chapter 2: MIB Navigator

Example:
MIBNav-> branch
#/1/3/6/1/2/1/7/1  udplnDatagrams COUNTER 28216
#11/3/6/1/2/1/7/2  udpNo Ports COUNTER 0
#1/1/3/6/1/2/1/7/3  udpInErrors COUNTER 0
cd:
Syntax: cd [path] or cd <option>
Description: The cd command allows you to change
directories within aMIB subtree (branch). The
path specified must be valid, or the MIB
Navigator will not perform the cd operation.
Options: .. Movesyou one subtree above the current one.
/ Movesyou to the root.
Example:
MIBNav-> cd missing/iso/org/dod/internet/mgmt
051457
ctron:
Syntax: ctron
Description: The ctron command allows you to change
directories to the Cabletron MIB
(1.3.6.1.4.1.52) without keying in the path.
Options: Not Applicable
Example:

MIBNav-> ctron

051458
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dir:
Syntax: dir [- 1pdm] [PATH]
Description: The dir command lists the contents of the
directory sub-tree specified. If no
[directory-path] is specified, the contents of the
current directory are displayed. The display
options are as follows:
-1 Displaysthe OID value aong with the
ASCII name of the leaf object.
-p Listsall the entries along with the path name
of the leaf object.
-d Lists only the directory entriesin the tree.
-m Displays one screen at atime.
Options: Not Applicable
Example:
MIBNav-> cd/iso/org/dod/internet
momt
private
dir - Ip
/1/3/6/1/4/isolorg/dod/internet/private|
dir
get:
Syntax: get <PATH>
Description: Returns the val ue of a managed object. Thisis
only valid for “leaf” entries in the MIB tree (or
managed objects in the MIB).
Options: Not Applicable
Example:

MIBNav-> get /1/3/6/1/2/1/1/1
#System name description

get
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grep:

Syntax: grep <option> string

Description: Allowsyouto searchthe M B treefor aspecific
character string. All leafsin the MIB tree are
searched.

Options: -m Displays on the terminal one screen at a
time.

-i Ignores case when searching for string.

Example:

MIBNav-> grep i DELHW-UA # /1/3/6/1/2/1/1/1 sysDescr String DELHW-UA
051478

Is:

Syntax: Is [-1pdm] [PATH]

Description: Lists the contents of the directory sub-tree
specified. If no[directory-path] isspecified, the
contents of the current directory are displayed.
The display options are as follows:
-1 Displays the OID value along with the
ASCII name of the |leaf object.
-p Listsall the entries along with the path name
of the leaf object.
-d Lists only the directory entriesin the tree.
-m Displays one screen at atime.

Options: Not Applicable
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Example:
MIBNav-> cd/iso/org/dod/internet

Is-1Ip

mgmt

private

Is-1Ip

/1/3/6/1/12  fiso/org/dod/internet/mgmt

/1/3/6/1/4  [isolorg/dod/internet/private
Is

mib2:

Syntax: mib2

Description: The mib2 command allows you to move
directly to the MIB |1 subtree (1.3.6.1.2.1)
without entering the entire path.

Options: Not Applicable

Example:

MIBNav-> mib2
051460
next:

Syntax: next [path]

Description: The next command enables you to determine
the next leaf in the specified path within the
managed device’'s MIB.

Options: Not Applicable
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Example:
MIBNav-> next /1/3/6/1/2/1
#/1/3/6/1/2/1/1/1 sysDescr String  DELHW-UA
051461
pwd:
Syntax: pwd
Description: The pwd command displays the full pathname
for the directory in which you are currently
working. The directory is displayed in ASCII
format.
Options: Not Applicable
Example:
MIBNav-> pwd
# liso/org/dod/internet/mgmt/mib-2
051462
set:
Syntax: set <OID> <value>
Description: The set command enables you to set the value
of amanaged object. Thiscommand isvalid
only for leaf entriesin the current MIB tree, or
for managed objectsin the MIB.
If the leaf specified does not exist for the given
path, MIB Navigator asksfor avalue. The
following lists possible value types:
(i)nteger - number
(c)ounter - number
2-10 DELHW-UA Local Management Guide



Navigation Commands

Options:

Example:

Su:

(g)auge - number

(imeticks - number

o(p)ague - “value” (with quotation marks)
(s)tring - “value” (with quotation marks)
(o)id - OID number with dotted punctuation
(a)ddress - IP address in DDN format

(m)ac - MAC address in hexadecimal format
(n)ull - no type

Not Applicable

MIBNav-> set /1/3/6/1/4/1/52/1/6/4/7 122.1.1.1

Type: (i)nteger (a)ddress (c)ounter (g)auge (o)id:

051463

Syntax:

Description:

Options:

su [community name]

The su command enables you to change your
community nameto allow for different access
to the MIB. The community name that you
enter allowsyou either read-only, read-write, or
super-user access to that device’s MIBs,
depending on the level of security access
assigned the password through the SNMP
Community Names screenefer to thesNM P
Community Names Screen section in
Chapter 1 for more information about
community names.

Not Applicable
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Example:
MIBNav-> su public
051464
tree:
Syntax: tree
Description: The tree command provides adisplay of the
entire MIB for the device. Leaves and
associated values are displayed in columns.
Options: Not Applicable
Example:
MIBNav-> tree
#1/1/3/6/1/2/1/1/1  sysDescr STRING EMRev X.X.X.X
#1/1/3/6/1/2/1/1/2  sysObjectld OBJECT ID 1.3.6.1.4.1.52
#/1/3/6/1/2/1/1/13  sysUpTime TIME TICKS 8098654
#/1/3/6/1/2/1/1/4  sysContact STRING AlZwie/MIS
051465
wan:
Syntax: wan
Description: The wan command will change the current
directory to Cabletron’'s WAN MIB:
(/1/3/6/1/4/1/52/4/1/217/2).
Options: Not Applicable
whoami:
Syntax: whoami
Description: The whoami command displays your
community string and access privileges to the
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MIB. When using the whoami command, one
of these three access level sdisplays: read-only,
read-write, and super-user.

Options: Not Applicable

Example:

MIBNav-> whoami

# Community Name : super
# Access Level : SuperUser
051466
help:
Syntax: help <command>
Description: The help command provides general help on
how to use the MIB Navigator or how to use a
particular MIB Navigator command.
Options: A particular MIB Navigator command.
Example:

MIBNav-> help su

Command: su

Format: su <Community Name>
Allows user to change his/lher community name, in
order to allow different access to the MIB.

051459
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25 OTHER COMMANDS

The Other commands listed in this section activate functions on the LM
managed device or devices being accessed through MIB Navigation.

arp:

Syntax: arp <options>

Description: The arp command provides access to the ARP
(Address Resolution Protocol) cache, enabling
you to view cache data, delete entries, or add a
static route. Super-user accessis required to
delete an entry or add a static route.

Each ARP cache entry lists the network

interface that the device is connected to, the
device’snetwork address or IP address, the
device’sphysical address or MAC address, and
the media type of connection to the device.
Media types are displayed as numbers, which
stand for the following states:

1 - Other

2 - Invalid entry (cannot ping device, timed out,
etc.)

3 - Dynamic route entry

4 - Static route entry (not subject to change)

Options: -a Views cache data.
-d Deletes an IP address entry.
Requires additional argumentdnterface
Number> <IP address>
-s Adds a static entry.
Requires additional argumentdnterface
Number> <IP address> <MAC address>
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Example:

bridge:

MIBNav-> arp -a
# Interface
# (Sonicint)
# (Sonicint)

Network Address
122.144.40.111
122.144.48.109

Physical Address
00.00.0e.12.3c.04
00.00.0e.f3.3d.14

Media Type
3(dynamic)
3(dynamic)

# (Sonicint)
# (Sonicint)

MIBNav-> arp -d 1 122.144.52.68

MIBNav-> arp -s 1 22.44.2.3 00:00:0e:03:1d:3¢c

3(dynamic)
3(dynamic)

122.144.52.68
122.144.21.43

00.00.0e.12.3c.04
00.00.0e.03.1d.3¢c

051467

Syntax:

Description:

Options:

Example:

DEL HW-UA Local Management Guide

bridge <ENABLE/DISABLE>
<IFNUM/ALL>

The bridge command allows management of
bridging upon one or more interfaces of the
device. Bridging may be enabled or disabled at
your request, either one at atime or all at once.
Specifying asingleinterface number affectsthe
bridging status of that interface, while
specifying ALL affects every interface of the
device.

<ENABLE/DISABLE> Enables or disables
bridging.

<IFNUM/ALL> Allows you to specify an
interface number.

MIBNav-> bridge disable all
bridge enable 1
bridge disable 1

bridge
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circuitmap:

Syntax:

Description:

Options:

Example:

circuitmap -a <PROTOCOL>

circuitmap -f <PROTOCOL>

circuitmap -d <PROTOCOL >
<INTERFACENUM> <NETADDRESS>
<MACADDRESS>

circuitmap -s <PROTOCOL >
<INTERFACENUM> <NETADDRESS>
<MACADDRESS> <CIRCUIT>

The circuitmap command allows you to view
and/or modify a Protocol’s Circuit Map (i.e.,
address-to-circuit) table for the device.

The device must be initialized after changing
the Circuit Map.

-a Shows you the current Host Map
information for the device.

-d Allows you to delete an entry from the table.
-s Allows you to insert a static entry into the
table.

-f Allows you to flush the table.

MIBNav-> circuitmap -s IPX 2 00000172 00:00:1d:02:d1:7a 102
MIBNav-> circuitmap -a

# Interface Network Node Circuit ID
#2

#2

5A4C212B 00:00:1d:23:al:5b 203
00000172 00:00:1d:23:a1:5b 102

defroute:

Syntax:
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defroute [interface number] [IP address]
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Description: The defroute command allows you to set the
default | P route to a managed device through
the specified interface.

Options: Not Applicable

Example:

MIBNav-> defroute 2 147.152.42.32
051469
dhcp:

Syntax: dhcp <options>

Description: The dhcp command provides a status of the
Dynamic Host Configuration Protocol feature.
It allows you to enable/disable DHCP globally
and by interface, and to configure interfaces
with server parameters.

Options: dhcp (with no options) Displays DHCP status

information.
dhcp enable/disable Enables or disables the
DHCP feature globally.

dhcp <IFNUM> enabl e disable Enables or
disables the DHCP feature by interface.

dhcpreclaim <IPADDRESS> Reclaimsan|P
address so another client can use it.

dhep <IFNUM> <GATEWAY >
<DNSADDRESS> <WINSADDRESS>
<DOMAINNAME> The IFNUM isthe
Ethernet port number. The four configuration
parameters can be passed to the hosts (clients).
These are the | P address of their default
gateway, the | P address of their domain name
server, the | P address of their WINS server, and
their domain name.
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Example:

dhcp <IFNUM> <NETADDRESS>
<NETMASK> <LOWADDRESS>
<HIGHADDRESS> <LEASE> Allows you to
specify the lease period for the hosts (clients),
from one hour to many years. Selectable on a
per port basis only.

<IFNUM> The Ethernet port number.

<NETADDRESS> The | P network on which
the hosts will reside.

<NETMASK> The subnet mask for the hosts.

<LOWADDRESS> The lowest numerical
value of the IP range to be allocated.

<HIGHADDRESS> The highest numerical
value of the IPrange.

IF

#

1
2

MIBNav->dhcp

DHCP Server Summary:
Admin: Enabled Oper: Enabled Server Time: 458400
Discovers: 0, Offers: 0, Requests: 2, Errors: 0

Declines: 0, Releases: 0, Acks: 2, Naks: 0, Other Servers: 0

DHCP Interface Configuration:

1 Enabled

IF Net Address
1 192.168.254.0 255.255.255.0 192.168.254.2 192.168.254.253 2880

IF Default Gateway DNS Address WINS Address Domain Name
1 192.168.254.254 134.141.72.219 134.141.70.34 ctron.com

DHCP Client Status:
IF MAC Address Net Address Time Left Name

1 00:a0:c9:39:5e:40 192.168.254.2 22980 crotty
1 00:00:1d:16:71:99 192.168.254.3 22980 slowhand

Oper ServerlP  Active Free
Enabled 192.168.254.254 2 250

Net Mask Low Address  High Address  Lease

2-18
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dslalarm:

Syntax: dslalarm
dslalarm -ea <WANID>
dslalarm -da <WANID>
dslalarm -er <WANID>
dslalarm -dr <WANID>
dslalarm -et <WANID>
dslalarm -dt <WANID>
dslalarm -sec <WANID> <VALUE>
dslalarm -sei <WANID> <VALUE>
dslalarm -sbr <WANID> <VALUE>
dslalarm -sbi <WANID> <VALUE>

Description: The command “dslalarm” with no options
displays status information.

Options: <WANID> s either ALL to apply the
command to all DS1 circuits, or it is the specific
WAN physical identifier associated with the
DS1 circuit.dslalarm (with no options)
displays status information.

dslalarm -ea Enables the WAN DS1 Alarms
Admin.

dslalarm -da Disables the WAN DS1 Alarms
Admin.

dslalarm -er Enables the WAN DS1 Alarms
Auto Recovery Feature.

dslalarm -dr Disables the WAN DS1 Alarms
Auto Recovery Feature.

dslalarm -et Enables the WAN DS1 Alarms
Traps Feature.

dslalarm -dt Disables the WAN DS1 Alarms
Traps Feature.

dslalarm -sec Sets the Errored Seconds
Threshold Count to VALUE.

dslalarm -sei Sets the Errored Seconds
Threshold Interval to VALUE.

dslalarm -sbr Sets the Bipolar Violations
Threshold Rate to VALUE.
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dslalarm -sbi Setsthe Bipolar Violations
Threshold Interval to VALUE.

fr:

Syntax: fr

Description: The fr command provides status related to
Frame Relay and its Control Protocols.

* MGR: This is the physical WPIM for the DLCI

» CKT: This is the virtual port number for the DLCI

» IF: This is the MIB Il inerface number for the DLCI

» DLCI: This is the circuit DLCI number

 DCP: This is the state of FR Data Compression on this DLCI (on/off)
» STATE: This is the DLCI circuit state (active/invalid/inactive)

» Inactive Reason: This value is empty for active/invalid states. It is
filled in if the circuit is inactive. It has the following values:

a. t391 Polling Error: This is a result of a
failure in the Synchronous polling
between us and the FR switch. If 3 out
of any 4 polling cycles fail then both
will place the link between us and the
FR switch in a “link down” state. This
will cause all DLCIs to be set to
inactive, and no data placed on the wire
(other than polling messages) until the
service affecting condition is deed.
This service affecting condition can be
the result of a number of things:

- Our STATUS ENQUIRY message
never reaches the FR switch, due
to: our WAN driver, or our physical
WAN connection to the Fr switch
dropping the packet for some
reason.
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- The STATUS RESPONSE
message never reaches the FR
protocol code, due to: our WAN
driver, or our physical WAN
connection to the Fr switch, or the
FR switch itself dropping the
packet for some reason.

- Theincorrect LMI type Si selected
at our side or the Fr switch side. If
they do not match, then polling
errorswill result.

b. DLCMI Protocol Error: Thisisa
service affecting condition that
can/will occur dueto any error that has
happened between/before thelink goes
downdueto excessivepolling errors. If
3 out of 4 errors have not occurred yet,
but the circuit was prevented from
going active by any one of the FR
errorslistedin Section, thenthiswill be
the condition listed for the inactive
reason.

c. Startup/Initialization: Thisbasically
means there have been no errors, we
are polling correctly with the switch,
but for some reason the switch reports
to usinactive for that DLCI. Possible
reasons for this are:

- TheFR DTE bridge/router <-> FR
DCE switch on the far side of the
WAN cloud is not connected, or
has polling error problems. Refer
to the remote mibnav/LM screen
for CSX products, the
Telecommuni cations/Remote
Access Service provider, or other
means (remote device console
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imux:

support/protocol analyzer) at the
far end to troubleshoot the remote
device.

- It may take up to 60 seconds (by
default) [t391 (10 by default)
seconds x N391 (6 by default)
cycles for acircuit to go active,
even in awell behaved properly
communicating network. Thisis
dueto STATUS polling
convergence of both FR DCE
switches, with both FR DTE
bridge/routers.

Syntax:

Description:

Options:

2-22

imux <options>

Theimux command lets you balanceyour LAN
traffic between two T1 WAN portsand is used
with Point to Point Protocol (PPP). When you
select I nverse Multiplexing via QuickSET,
bridging, IP routing, and | PX routing functions
are al disabled. The WAN device at the other
end of the WAN link(s) must be a Cabletron
Systems device, capable of receiving the
balanced WAN traffic. The imux command
with no options displays the status information.

-ea Enables the Inverse Multiplexer
Application.

-da Disables the Inverse Multiplexer
Application.

-eg <GROUPID> Enables the Inverse
Multiplexer group designated by
<GROUPID>.

-dg <GROUPID> Disablesthe Inverse
Multiplexer group designated by
<GROUPID>.
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-ac <GROUPID> <INTERFACENUM>
Adds the WAN channel designated by
<INTERFACENUM> to the Inverse
Multiplexer group designated by
<GROUPID>.
-dc <GROUPID> <INTERFACENUM>
Deletes the WAN channel designated by
<INTERFACENUM> from the Inverse
Multiplexer group designated by
<GROUPID>.
<GROUPID> A unigue value identifying an
element in a sequence of groups that belong to
the WAN Inverse Multiplexer Application.
<INTERFACENUM> The MIB Il ifIndex
value used to represent aWAN channel that has
an appropriate datalink protocol associated
with it.

Example:

MIBNav-> imux
WAN Inverse Multiplexer Status:

WAN Available BW Xmit Byte Count
Group ID Channel ID  Physical Number (Kbits/sec) (bytes)
1 1 1 1536000 291483387
1 2 2 1536000 292249652

Number of WAN Inverse Multiplexer Groups currenly programmed: 1
Number of WAN Inverse Multiplexer Channels currenly programmed: 2

imux

nat:
Syntax: nat <options>
Description: The nat command provides status relating to

Network Address Trandation. It allows you to
assign a private network to an interface, to
define an interface through which the internet
can be accessed, and to create a public IP
addressto be used on theinternet. It also allows
you to assign ahost on the private network as a
“proxy server” accessible from the internet.
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Options: nat (with no options) Displays status

information

nat enable/disable Enables or disables the
NAT feature.

nat config <PRIVATEIFNUM>
<PUBLICIFNUM> Selectsthe local and
public interfaces.

nat proxy add <ENTRY_NUMBER>
<PRIVATEIP> <PUBLICPORT>
<LOCALPORT> <PROTOCOL> Addsa
proxy server.

nat proxy delete <ENTRY_NUMBER>
Deletes aproxy server.

Example:
MIBNav->nat
NAT Status:
Admin: Enabled Oper: Enabled Local Interface: 1 Internet Interface: 2
Local IP Local mask Internet IP Internet mask

192.168.254.254 255.255.255.0 134.141.17.165 255.255.0.0

Connections- TCP: 0, UDP: 0, ICMP: 0

Local to inet- pkts: 116, bytes: 10814

Inet to local- pkts: 91, bytes: 39812

Errors: cksum: 0, retries: 1, bad packets: 0
Total IP pkts: 3917, Reserved addresses: 2919

Server List:

Connections: #
# Number of valid entries: 0

nat

netstat:

Syntax: netstat <option>

Description: The netstat command provides a display of
general network statistics for the managed
device. The netstat command must be used with
one of the two display options.

2-24
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Options: -i Displays statusand capability information for
each interface.

-r Displays routing information for each
interface.

Example:

MIBNav-> netstat -i
Interface + Description MTU Speed Admin Oper MAC Addr
#1 (ethernet -csmacd) 1514 10000000 up up 0x00 0x00 0x1d 0x07 0x50 Ox0e
# 2 (ethernet - csmacd) 1514 10000000 up up 0x00 0x00 Ox1d 0x07 0x50 OxOf
# 3 (ethernet - csmacd) 1514 10000000 up up 0x00 0x00 Ox1d 0x07 0x50 0x10
# 4 (ethernet - csmacd) 1514 10000000 up up 0x00 0x00 0x1d 0x07 0x50 Ox11
MIBNav-> netstat -r
Destination Next-hop Interface
# Default Route DirectConnection 1
#134.141.0.0 DirectConnection 2
#134.141.0.0 DirectConnection 3

051470

ping:

Syntax: ping [IP address]

Description: The ping command generates an outbound ping
request to check the status (alive/not alive) of a
device at a specified | P address.

Options: Not Applicable

Example:

MIBNav-> ping 122.144.40.10
122.144.40.10 is alive

DEL HW-UA Local Management Guide
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ppPP:

Syntax: ppp

Description: The ppp command provides additional status
relating to PPP and its Network Control
Protocols.

Options: Not Applicable

reset:

Syntax: reset

Description: Thereset command allows you to perform a

soft reset of the device. You are queried to
confirm the reset command to insure against
unwanted resets.

The MIB Navigator’s connection to the device is terminated
upon execution of this command.

Options: Not Applicable
route:
Syntax: route add <IPADDRESS> <IPADDRESS>

<INTERFACENUM>

route add <IPADDRESS> <IPADDRESS>
<INTERFACENUM> <METRIC>

route delete <IPADDRESS> <IPADDRESS>
<INTERFACENUM>

Description: The route command allowsyou to add or delete
static entriesin the | P Forwarding Table for the
device. Thefirst addressisthe destination. The
second address is the next hop for the given
interface. The metric valueis optional. If
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included, it is used to set the value of
ipForwardingMetricl. When RIPis used, the
metric specifies the distance in hops to the

destination.

secondlIP:

Syntax: secondIP add <IPADDRESS>
<INTERFACENUM>
secondIP delete <IPADDRESS>
<INTERFACENUM>

Description: The secondl P command allows you to add or
delete secondary | P addresses on the interface.

Options: Not Applicable

show:

Syntax: show <PROTOCOL> [TABLE]

Description: The show command displays information
concerning various components of the device.
Protocols currently supported are |P and IPX.
Components of those protocolsthat are
currently supported are ARP caches, route
tables, FIB tables, server tables, and interface
tables. The number of valid entriesin the table
isdisplayed at the end of the table.

Example:

MIBNav-> show IP ARP

# Interface MediaType Physical Address NetworkAddress
#4 (dynamic) 00:00:1d:04:40:5d 203
#4 (dynamic) 08:00:20:0e:d8:31 102

show
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snmpbranch:

Syntax: snmpbranch [IP address] [community
name] [OID]

Description: The snmpbranch command enables you to
guery another SNMP device. The command
provides a display of objects that match the
specified OID. If no matchismade, no objectis
displayed.

Options: Not Applicable

Example:

MIBNav-> snmpbranch 2.4.8.1 public 1.3.6.2.1.1

#11/3/6/1/2/1/1/1
#/1/3/6/1/2/1/1/2
#/1/3/6/1/2/1/1/3
#/1/3/6/1/2/1/1/4

sysDescr

sysObjectld
sysUpTime
sysContact

STRING
OBJECT ID
TIME TICKS
STRING

EMRev X.X.X.X
1.3.6.1.4.1.52
8098654
AlZwie/MIS

051473

snmpget:

Syntax: snmpget [IP address] [community hame]
[OID]

Description: The snmpget command enables you to query
another SNMP device to obtain avalue for a
specified object. This command requires the
appropriate community string and object id.

Options: Not Applicable

Example:

MIBNav-> snmpget 22.44.61.22 public 1.3.6.1.2.1.1.1.0
DELHW-UA
051474
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snmpnext:
Syntax: snmpnext [IPADDRESS]
[COMMUNITY-STRING] [OBJECT-ID]
Description: The snmpnext command allows you to query
another device using SNMP. The next | eaf of an
object identifier can be retrieved from that
device by supplying an appropriate community
string and the values of the object identifier.
Options: Not Applicable
Example:
MIBNav-> snmpnext 132.111.22.33 public 1.3.6.1.2.1.1.2
#1.3.6.1.2.1.1.1.3 sysUpTime Time Ticks 5490075
snmpnext
snmpset:
Syntax: snmpset [IP address] [community name]
Description: The snmpset command enables you to set the

value of an object in other SNMP devices. This
command requires the appropriate community
string and OID.

When defining anew leaf set, MIB Navigator
asksfor avalue. Thefollowing lists possible
value types:

(i)nteger - number

(c)ounter - number

(g)auge - number

(imeticks - number

o(p)ague - “value” (with quotation marks)
(s)tring - “value” (with quotation marks)
(o)id - OID number with dotted punctuation
(a)ddress - IP address in DDN format

(m)ac - MAC address in hexadecimal format
(n)ull - no type
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Options: Not Applicable
Example:
MIBNav-> snmpset 122.44.1.2 public
1.3.6.1.2.1.1.4.0 "Cyrus/MIS"
051475
snmptree:

Syntax: snmptree [IP address] [community name]

Description: The snmptree command provides a display of
all objectsinthedeviceandtheir corresponding
values.

Options: Not Applicable

Example:

MIBNav-> snmptree 122.144.89.10 public
#11/3/6/1/2/1/1/1  sysDescr STRING EMRev X.X.X.X
#11/3/6/1/2/1/1/2  sysObjectld OBJECT ID 1.3.6.1.4.1.52
#/1/3/6/1/2/1/1/13  sysUpTime TIME TICKS 8098654
#/1/3/6/1/2/1/1/4  sysContact STRING AlZwie/MIS
051476
traceroute:

Syntax: traceroute [IP address]

Description: The traceroute command generates a
TRACEROUTE request to a specified IP
address and provides a display of all next-hop
routersin the path to the device. If thedeviceis
not reached, the command displaysall next-hop
routersto the point of failure.

Options: Not Applicable
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Example:

MIBNav-> traceroute 122.144.11.52

# next-hop[1] 122.144.61.45
# next-hop[2] 122.144.8.113

051477

wanpg:

Syntax: wanpq
wanpq -ea
wanpq -da
wanpq -aip <IPADDRESS>
wanpq -dip <IPADDRESS>

Description: The wanpg command allows you to configure
the WAN Priority Queue database.
IPADDRESS is the Internet Protocol (IP)
address being added to or removed from the
Wide Area Network Priority Queue database.

Options: wanpg (with no options) Displays status
information.
wanpg -ea Enablesthe WAN Priority Queue
Application.
wanpq -da Disables the WAN Priority Queue
Application.
wanpq -aip <IPADDRESS> Adds the IP
address designated by IPADDRESS to the
WAN Priority Queue database.
wanpq -dip <IPADDRESS> Deletesthe IP
address designated by IPADDRESS from the
WAN Priority Queue database.
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2.6 SPECIAL COMMANDS

done, quit, exit:

Syntax:

Description:

Options:

Example:

done
quit
exit

These commands enable you to exit from the
MIB Navigator and return to the Main Menu
screen.

Not Applicable

MIBNav-> done

051472

2.7 PPP SECURITY COMMAND
The following is a new command areafor PPP Security.

pppsecurity:

Syntax:

Description:

Options:

2-32

pppsecurity
<ifindex#><CHAP><direction><username

><secret>

pppsecurity
<ifindex#><PAP><direction><peerid><passw
ord>

pppsecurity <ifindex#><NONE>

The pppsecurity command allows you to list
and set PPP Security on an interface basis.

Not Applicable
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Example:

The example below shows the syntax used to
set interface 7 to CHAP enabled.

MIBNav-> pppsecurity 7 "CHAP" 1 "localcyberswitch" "localsecurityword"

MIBNav-> pppsecurity 7 "CHAP" 2 "remotecyberswitch" “remotesecurityword"

051456

2.8 ISDN CONFIGURATION COMMANDS
The following new ISDN configuration commands are used to set up

primary and backup configurations.

setbackup:

Syntax: setbackup <PRIMARYIFNUM>
<BACKUPIFNUM><TIMETOCONNECT>
<TIMETODISCONNECT>
<CONNECTRETRIESNUM>
<TIMEBETWEENCONNECTRETRIES>
<BACKUPOVERRIDE>

Description: The setbackup command allows you to
configure backup/failover.

Options: Not Applicable

Example:

MIBNav-> setbackup 7 8 35 45 10 15 no

-> setbackup 7 9 yes

Interface 9 will used to back up interface 7, backup override enabled,
other attributes remain unchanged.

-> setbackup 7 10

Interface 10 will used to back up interface 7, other attributes remain
unchanged.

051456
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setisdnbri:

Syntax: setisdnbri <KWANPORTNUM> <LDN1>
<SPID1> <LDN2> <SPID2>

Description: The setisdnbri command allows you to
configure BRI.

Options: LDN1, SPID1, LDN2, and SPID2 can be
skipped or cleared by entering S/sor C/c
respectively. Trailing parameters do not haveto
be entered.

Example:

MIBNav-> setisdnbri 2 5554730 0555473001 5554732 0555473201
-> setisdnbri2sscc

-> setisdnbri 2 s 0555473001

-> setisdnbri 2 5554730 0555473001

-> setisdnbri 2 ¢

-> setisdnbri 2 5554730 0555473001

setswitchtype:

051456

Syntax:

Description:

Options:

2-34

setswitchtype <WANPORTNUM>

<SWITCHTYPE>

The setswitchtype command allows you to set

the switch type.

Currently supported switch types are NI 1,

ATT-4ESS(PRI), ATT-5ESS(BRI),

ATT-5ESS(PRI), DMS100(PRI), and

DM S100(BRI). Switch type may be set using

one of thefollowing: NI1, ATT4, ATT5,

DM S100.
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Example:
MIBNav-> setswitchtype 1 ATT5
051456
ct:
Syntax: ct <IFNUM>
Description: The ct command allows you to initiate the
connection.
Options: Not Applicable
Example:
MIBNav-> ct 8
051456
dt:
Syntax: dt <IFNUM>
Description: The dt command allows you to terminate the
connection.
Options: Not Applicable
Example:
MIBNav-> dt 9
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setidletimeout:

Syntax:

Description:

Options:

Example:

setidletimeout <IFNUM>
<TRANSMITIDLETIMEOUT>
<RECEIVEIDLETIMEOUT>

This setidletimeout command allows you to set
the idletime out value in seconds in which a
packet needs to be transmitted/received before
the interface is automatically disconnected.

Not Applicable

MIBNav-> setidletimeout 8 180 160

setalarmtime:

051456

Syntax:

Description:

Options:

Example:

setalarmtime <WANPORTNUM>
<ALARMTIMEOUT>

This setalarmtime command allows you to set
the time out value in seconds in which the
physical port must remainin afaled state to
begin the backup procedure.

Not Applicable

MIBNav-> setalarmtime 1 15

2-36
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setmaxprofiles:

Syntax:

Description:

Options:

Example:

setmaxprofiles <IFNUM>
<MAXPROFILESNUM>

This setmaxprofilescommand allowsyou to set
the maximum number of profilesfor an
interface.

Not Applicable

MIBNav-> setmaxprofiles 8 16

setdemandif:

051456

Syntax:

Description:

Options:

Example:

setdemandif <DEMANDIFNUM>
<TIMEBETWEENCONNECTRETRIES>

This setdemandif command allows you to set
the amount of time between retriesto reconnect
a primary demand interface which has failed.

Not Applicable

MIBNav-> setdemandif 4 30

051456
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isdnstat:

Syntax: isdnstat <\WANPORTNUM>

Description: This isdnstat command allows you to list the
ISDN settings and the Signalling channel
status.

Options: Not Applicable

Example:

MIBNav-> isdnstat 1
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ADDITIONAL INFORMATION

This chapter contains the following information:

» Frame relay error information

3.1 FRAME RELAY ERROR TABLE

This table is a standard part of RFC 2115, and provides the following
information on a physical intiace pemphysical interface basis:

» The time of the failure: (value of Mib Il sysUpTime)

* The type of failure

receiveShort:The frame was not long enough to allow demultiplexing -
the address field was incomplete, or for virtual circuits using
Multiprotocol over Frame Relay, the protocol identifier was missing or
incomplete.

receiveLong:The frame exceeded maximum length configured for this
interface.

illegalAddress:address field did not match configured format.

unknownAddress:frame received on a virtual circuit which was not active
or administratively disabled.

dicmiProtoErr:unspecified error occurred when attempting to interpret
link maintenance frame.

dlcmiUnknownlE:link maintenance frame contained an Information
Element type which is not valid for the configured link maintenance
protocol.

dicmiSequencekErr:link maintenantame ©ntained a sequence number
other than the expected value.

dlcmiUnknownRpt:link maintenance frame contained a Report Type
Information Element whose value was not valid for the configured link
maintenance protocol.
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noErroSinceReset:no errors have been detected since the last cold start or
warm start.

e The number of times the interface has gone down due to faults

* The value of sysUpTime when the irfece last wentlown due to
errors.
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